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CHAPTER I 

INTRODUCTION 

A logic circuit, network, or system is a collection of 

elements put together to perform a certain specified 

function. Logic circuits fall in two categories: the 

combinational type, in which simple logic functions such 

as AND, OR, NAND, and NOR are performed instantly without 

time sequence entering into consideration, and the sequential 

type, in which elementary functions are performed in an 

orderly sequence governed by an external clock mechanism. 

In a sequential machine the state of a typical network is 

dependent on the input to the network as well as on the 

previous state of the network. Because of this require

ment, memory elements form an important part of a 

sequential network. Such elements are Flip-flop, Delay-

element, Clock, Registers, etc. 

Combinational logic consists of a variety of 

gates which perform the elementary logic (Boolean) functions 

of AND, OR, NAND and NOR. Such elementary blocks are also 

called decision elements. The chief memory element in a 

sequential network is a flip-flop which can be built from 

a suitable combination of electronic gates such as those 

mentioned above, or as a stand-alone item composed of only 

two solid-state devices and some capacitors and resistors. 



A delay is placed in a circuit to ensure that the right 

pulses arrive at a certain point in the network at the right 

time in order to ensure a logical sequence of operation. 

The delay elements simply retard the flow of information for 

the desired length of time, usually a few microseconds or 

nanoseconds. The clock is actually a pulse generator whose 

idealized output is usually a positive voltage of much 

shorter duration than the time interval between pulses. 

In logical circuits, inputs and outputs are two valued 

functions, "1 or 0," respectively. This fact makes possible 

a unique and exact specification of the logical circuits. 

Each logic sub-system is a circuit accomplishing a desired 

sub-task. Such sub-systems are called functional modules. 

The interconnections of these functional modules make up 

the whole system. 

Every module of a logical system can be represented 

by a general module called the state machine. This model 

contains the elements required to describe the module 

behavior in terms of its inputs, outputs, and time. In 

general, there are three elements of each module: the next 

state function, the present state function, and the output 

function. The state of machine is the memory of sufficient 

past history to determine the future behavior under the next 

input conditions. In terms of state machines, this means 

that sufficient information is required to determine both 



the output and next state if the present inputs are known. 

The general state machine model is divided into five 

classes: 1) Class 0 refers to combinational logic where 

there is no next state function or memory. These machines 

are fully described by output alone. 2) Class 1 is the 

delay machine, which consists of circuits with added delay. 

The next state equation is used to describe the next state 

behavior. 3) In a Class 2 machine the next state and output 

are determined by the present state alone. The important 

concept of sequence of states comes into play here. 

4) In a Class 3 state machine the next state is determined 

by the present state and input as well, whereas the output 

depends on the present state alone. This mechanism is 

capable of choosing between alternate state sequences. 

5) In a Class 4 machine the next state and output are both 

determined by the present state and input. 

If the system does not execute the task for which it 

has been designed, then there must be a fault somewhere in 

the system. That is, a fault is a malfunction of the 

system. Testing the machine for a fault, if one exists, 

is called a diagnosis. Despite substantial success in 

improving circuit reliability in recent years, there is a 

growing interest in techniques for detecting and locating 

failures in complex digital networks. Extensive use of the 

computer has made the problem of error detection and 



correction all the more important. The basic working idea 

of detecting a fault is to apply a set of tests to a net

work or machine and observe the corresponding output. If 

the observed output in any test differs from the correct 

output, the presence of a fault is indicated. After 

detection of a fault, the observed output may be analyzed 

to diagnose the fault and eventually remedy it. 

Types of Faults 

There may be different types of error. One is 

mechanical error, i.e., presence of a loose connection or 

disconnection of some wires. Another is logical malfunction 

of a circuit of stuck-at-zero or stuck-at-one type, that is, 

a certain line or element is stuck at logical zero (or one), 

thereby preventing the logical one (or zero) signal to flow 

in the circuit. There also may be a bridging fault caused 

by an unwanted conducting path. In addition, there may be 

a fault due to a short circuit. Intermittent fault is 

also a possibility. There may be single faults or multiple 

faults. Also, faults could arise during machine design; 

hence, designs are required to be simulated before imple

menting them into the circuit. Defects may also arise 

during assembling and manufacturing. After the system has 

been put into operation, some components may change their 

performance because of physical deterioration or damage. 



which can be diagnosed by different methods. 

Different methods have been developed to diagnose such 

faults in logical systems. A combinational network can 

always be tested by applying all possible input combinations. 

This strategy involves a minimum cost of determining the test 

sequence and a maximum cost of applying the test. However, 

it is a necessary strategy if it is assumed that no 

information about the network is available and that 

its design (table of combinations) must be verified com

pletely. If some assumptions can be made about the network 

structure and some possible failures are present, shorter 

test sequences can be computed. Since in calculating a 

test sequence specific considerations must be given to 

each fault in the set of faults being considered, it has 

usually been possible to consider only single faults, that 

is, those faults which can be represented by a single 

constant signal forced on a lead (19). Consideration of a 

single fault is justified by assuming statistical independ

ence, so that single faults become much more probable than 

multiple faults. The difficulty with this is the fact that 

the mechanism causing faults may not be such as to cause a 

single fault rather than multiple faults. Also, faults may 

be highly interdependent rather than independent. 

For sequential networks there are two choices of 

general testing strategy. Either can verify it by 

applying all significant inputs so that the circuit 



realizes the correct flow table and no other, or the 

circuit can be tested for the presence of any of a list of 

specific faults. One major difference from the combination

al case is that, for sequential circuits, the determination 

of which input sequences must be applied to verify the 

flow table is anything but a trivial calculation. Such 

input sequences are called checking experiments (10, 11). 

Some of the difficulties encountered with this approach 

are 1) the checking experiments tend to be very long, 

2) the assumption is usually made that the fault does 

not increase the number of tests in the circuit, and 3) for 

some circuits, setting and verifying the state may cause 

complications. A promising strategy for alleviating these 

difficulties is the insertion of extra leads in the cir

cuit solely for testing purposes. Since the extra leads can 

be costly, investigations have been mainly confined to 

the case of a single extra lead inserted to facilitate 

testing. Two ideas seem particularly promising: 1) the 

use of the test-lead to indicate that the circuit is in a 

specific state. (Actually, some circuits are designed with 

such an output included in the initial specification for 

a purpose other than testing so that no extra leads are 

required.) 2) The use of the test-lead to cause a 

restructuring of a circuit into a one in which a state 

can be easily set and tested. 



Most of the work on the sequential circuits relates 

directly to "hard" failures, i.e., those which do not vary 

with time. In many cases it is the time varying or 

transient failures which are the most frustrating and time 

consuming to diagnose. Sometimes a circuit element will 

fail in a time-varying fashion, and even with all components 

operating properly transient failures may occur because 

of race or hazard conditions present in the network. 

A great deal of theoretical attention has been devoted 

to the study of race and hazard phenomena, and more needs 

to be done along these lines. 

Among all the methods that are available for fault 

diagnosis. Tensor Method of analysis, as proposed in this 

thesis, may cover all types of faults in logical circuits. 



CHAPTER II 

METHODS OF FAULT DETECTION 

In this chapter most of the major techniques of fault 

detection are described. 

Path Sensitization 

For combinational logic circuits one powerful approach 

to test generation relies on path sensitizing, the applica

tion of input such that the output depends directly on the 

condition of the lead being tested. Path sensitization is 

based on the assumption that the failure mechanism in a 

gate results in its inputs or outputs being stuck at one 

or stuck at zero. This fault is then traced along a path 

to the network output and its effects are noted. With 

this method one can determine how the fault can be provoked 

and how it can be propagated to the output by means of a 

sensitized path or paths from the fault through the associ

ated gate to the output(s) of the network. 

Example. The Figure 2.1 consists of one AND, two OR 

gates, and two inverters. It has four inputs a, b, c, d, 

and one output. Each line has been marked with a number 

1, 2, 3, etc., to distinguish each one from the other. 

Thus a, b, c, d, has been marked as 1, 2, 5, 6, respectively, 

and the output as 13. 
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Now a test to determine whether lead 1 (the top input to 

the AND gate) is stuck at '1' (s-a-1) would require (a) that 

the nominal logic value of the signal on lead one be set 

to zero; (b) that the output of the gate becomes one if 

and only if lead 1 is s-a-1; and (c) that the change in the 

output of the AND gate due to the fault be reflected in 

a change in the network output. 

Condition (a) is met by setting a=0; condition (b) is 

met by setting to one the signal values on both leads 7 

and lead 9, the condition (c) by setting to 0 the signal 

on lead 12. Another way to state this situation is to 

(a) provoke the fault, (b) sensitize the gate under test 

and (c) set up a sensitive path from the gate to the 

network output. Together (b) and (c) propagate the fault 

to the output. In the example, the fault under test is 

provoked by making a=0; the gate is sensitized by setting 

b=0 and by setting either c or d (or both) to one. 

Now let a test for lead 9 be considered. To provoke 

this fault, one must set b=c=d=0 and to sensitize the 

gate one must set a=l. Because b=0, lead 7 has logic value 

1, as is needed to sensitize the AND gate. But leads 8, 

9, 10, have logic values 0, so that lead 12 has logic 

value 1. The latter blocks the sensitive path from the 

AND gate to the output, and so the conditions of provoking 

the fault and sensitizing a path to the output are 
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incompatible. Thus no test exists for lead 9 s-a-1. Of 

course since this is a nondetectable fault, it has no 

effect on operation of the circuit. The network used here 

is simple, and for each fault a test can be readily found 

by searching for inputs that simultaneously provoke the 

fault and let its effects be observed at the output. For 

more complex networks, however, an orderly procedure for 

simultaneous provoking the fault and sensitizing a path 

from it to the output is needed. Furthermore this pro

cedure should be capable of indicating in a straight 

forward manner when a failure is not detectable, and it 

should also reveal the various choices available when a 

fault can be detectable by more than one test, i.e., more 

than one combination of inputs to the network. 

This approach to test generation was first published 

by Armstrong ( 2 ). In discussing his algorithm Armstrong 

pointed out some possible difficulties when fanout is 

present. These difficulties were identified more precisely 

by Schneider (28). It was overcome in the generalization 

presented by Schneider (27). Extension of this approach 

to sequential circuits have been investigated by Kirtz (17). 

It is necessary, in this method, to make an arbitrary 

choice of gate input signals. It can happen that an 

inappropriate choice may later lead to a conflict in 

assigned signal values. If this occurs one must "back up" 
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altering any arbitrary choices until the conflict is 

resolved. In this event one is performing a tree search, 

with all of the well known difficulties that this implies. 

This method, which is also known as "One-Dimensional 

Path Sensitizing," is not an algorithm. In this method 

only one path is allowed to be sensitized at a time, even 

in case of reconvergent fanouts with equal inversion 

parity. The key to an algorithmic method is to sensitize 

all possible paths from the site of failure to the circuit 

outputs simultaneously. This approach has been known 

informally as two dimensional path sensitizing. It was 

first formulated precisely by J. Paul Roth (1966, 1967), 

who christened it the d-algorithm, which will be described 

in the following section. 

D-Algorithm 

A method termed as "Calculus of D-Cubes" was first 

introduced by J. P. Roth, which allows one to describe 

and compute the behavior of failing acylic automata, both 

internally and externally. D-Algorithm is an algorithm 

which utilizes this calculus to compute tests to detect 

failures. 

Some of the earliest results on generating fault 

test in combinational circuits were obtained by Forbes 

et al., ( 8 ) and Galey et al., ( 9) . Their work was to 

some extent heuristic. Roth (26), (27) formalized and 
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systemized this work in D-Algorithm, which has become one 

of the fundamental techniques being employed in test 

generation. Roth's D-Algorithm will generate a test for 

a specific fault if one exists. It is essentially an 

implicit enumerative procedure using back-tracking. This 

technique will be illustrated on the circuit of Figure 2.2. 

Let d(d) represent the value of a line which is 1(0) 

in the good circuit C° and 0(1) in the faulty circuit, say 

C"̂ . Hence d (d) represents a signal value error. The 

problem is to propagate along a sensitized path a signal 

value error from its source to primary output where the 

error can be observed. Let the fault "line 6 s-a-0," be 

considered. To creat an error we must drive line 6 to a 1 

in C°, hence it is required the inputs to gate 6 to be 0. 

This fact is represented by the cube 020^6.^. To propagate 

the error to the primary output we must drive the d on 

line 6 through either gate 9 or 10 or both. To drive the 

error through 9 requires the input 0^, in which case the 

cube 0 dgdg is obtained. The cube 0^0^ implies 1^ which 

implies Og. 

To propagate the error on line 9 through gate 12 

requires the cube 08^9°10°11^12' ^^^ "^^^^^ 0 has been 

assigned to lines 10 and 11. Now this assignment is to be 

justified by determining the value of the primary input 

lines which produce these values. This is done by the 
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consistency operation. For gate 10 one have d^O . For 
6 10 

the faulty circuit the input to gate 10 is 0 which implies 

the correct output, hence 1^ is required. But 0 1 implies 

0^, and 0^0^ implies 1̂^̂^ which contradicts or is inconsist-

ant to the previous assignment of 0^. Therefore a choice 

is to be made to find a test. One therefore needs to 

back-track to the last point where an arbitrary decision 

was made and select an alternative decision. That is, 

rather than driving the error through gate 9 one should 

have driven the error on line 6 through gate 10. To do 

this it is required to have 0. and d^^. Nov/ O2O. implies 

Ij which implies 0^^. But ^8^9^10^11 ^"^P^^^^ ^12 h^^^e a 

test (0i02°3^4^ ^^ obtained for the fault "line 6 s-a-0." 

It is to be noted that this is also a test for many other 

faults such as line 12 s-a-0, "line 8 s-a-0." Roth et al., 

(2 7) have introduced the test detect algorithm which 

enumerates all faults detected by a specific test pattern. 

The D-Algorithm can be modified to find tests for 

multiple faults, to distinguish between two faults, to 

detect the presence of any of a set of possible faults with 

a single input pattern, and is not restricted to stuck-at 

logical faults. 

To handle asynchronous sequential circuits Roth and 

his colleagues (22) have proposed a procedure for trans

forming the original circuit into an iterative combinational 
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circuit which is equivalent to the original circuit except 

for races. Hence their procedure is somewhat heuristic 

in that the validity of their test must be checked via 

three valued simulations to see that it is race free. The 

construction for this transformation is illustrated in 

Figure 2.3. 

Referring to Figure 2.3, if the feedback lines were 

deleted, the resulting circuit is an acyclic combinational 

circuit as shown in Figure 2.4 which now contains multiple 

faults as shown. This is a standard procedure for mapping 

the time dimension into a special dimension. Applying the 

D-Algorithm to the resulting circuit produces the test 

t. 
1 

1+1 

R 

1 

0 

S 

0 

X (2.1) 

For large circuits this procedure can lead to a great 

deal of computation. One open problem related to this 

approach and also to the problem of simulating asynchronous 

circuits is finding an efficient procedure for identifying 

a minimum number of lines to cut to make a circuit acyclic. 
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Fault Matrix 

The fault matrix relates a set of tests to its 

associated faults. Chang ( 6) showed a D-matrix in which 

the d^jth entry is 1 if a fault f̂  is detected by a test 

t., otherwise 0. A similiar matrix, called F-matrix, was 

developed by Kautz (14) for single output combinational 

networks. Here the expected output forms the actual entry. 

The row and column dominance as in prime implicant subset 

selection problem are used to drive either an optimal or 

a minimal set of tests. 

Kautz has extended the process to include a q-output 

combinational networks and the entries in F-matrix become 

a q-digit binary numbers. The subsequent G-matrix, formed 

out of F-matrix, however, has only the two entries of 1 or 

0. Powell has suggested an alternative method of fault 

location to module level and is achieved by assigning 

weights to each tests according to its applicability to 

specific module. 

Kime (15) worked out a method v/hich has increased the 

module flexibility and shown its suitability to systems 

based on LSI technology. Preparata has formalized a 

mathematics of the bounds on the length of the digital 

length sequence (21). Boyce ( 4 ) describes how he has 

implemented the technique on a digital computer and 

demonstrates how bi-stable elements can be accommodated into 
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the sets of tests by representing them as an equivalent 

model using only logic gates. 

The major problem associated with this method is the 

size of the initial input test set—for example a simple 

combinational network has an upper bound of 2^ possible 

test .inputs, where n is the number of input variables. 

Consequently for large variable problems the method soon 

becomes unwieldy. Unfortunately there is no real solution 

to this, since if redundant tests are removed by some 

means before forming the matrix, the resulting matrix has 

no value in that it cannot be further reduced. If the 

initial tests are derived by some technique other than 

simple 2 enumeration i.e., say by path sensitizing, it 

is often the case that a test that has been derived for 

one fault will also be valid for the other faults. It is 

under these circumstances that the fault matrix reduction 

process is an invaluable aid. 

Boolean Difference 

The Boolean difference is a well-known mathematical 

concept which has found significant application in the 

single fault analysis of combinational logic circuits. 

One of the primary attributes of the Boolean difference in 

such situations is its completeness. In a paper in 1959 

Akers ( 1 ) described Boolean difference as a mathematical 
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tool. Sellers, Hsiao, and Bearnson (29) showed that a 

test can be derived directly from the Boolean equations 

representing the function realized by the circuit. Hsiao 

and Chia (12), (13) have extended the use of the Boolean 

difference to asynchronous circuits. Chia Tai Ku, and 

Gerald M. Masson ( 7 ) used this tool to cover multiple 

fault situations. In their paper of January 1975, they 

developed expressions which give all possible input 

patterns that can be applied to combinational logic 

circuits to demonstrate the presence or absence of a 

specified multiple fault of the stuck type class. Such ex

pressions are useful in situations where at most, say, p 

simultaneous faults need to be considered, as well as 

situations where any fault can exist. 

This technique is very attractive as it makes many 

problems quite simple to solve. Anyone who has attempted 

to solve problems by changing inputs 0 to 1 to analyze the 

consequences will appreciate this technique. 

A related point is that error analysis is reduced to 

the simplification of a Boolean expression. This simplifica

tion operation is one which is well known to logic designers. 

The result is that now it is possible to do an analysis 

of errors in logic with very little necessity of learning 

new mathematical techniques. 
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The rest of this chapter will be spent on defining 

Boolean difference, its properties, and its application 

to error analysis with an example. 

Let there be a logic function that has one output F 

and n inputs x^, x^, x^. . . .x^, so that F(x) = F(x^, x , 

x^f..). If one of the input of the logic function is in 

error, let input x^, then the output would be F(x^, x^, x-, 

x.,...x^). To analyze the action of the logic circuit when 

an error occurs, it is desirable to know under what 

circumstances the two outputs are the same. For this 

purpose, the Boolean difference of F (x) with respect to x. 

is defined as follows. (It is to be noted here that this 

is not a derivative. The notation is used because it is 

convenient.) 

^ — ^ = F(x^, x^, x^) ©F(x^, x^, x^). 

(2.2) 

Where the sign + appears it means Exclusive OR. 

Based on above definition, a set of im.portant operation 

properties can be derived as follows: 

a) dF(x) _ dF(x) (2.3) 
^̂  dx̂  dx^ 

b) cSF(X) _ dF(X) (2.4) 
^̂  dx^ dx. 
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c) 
dx. 

fdF(x) 
dx. 

I 1 J 

^ _d_ 
~ dx. 

1 

[dF (x) ] 
dx. 

I 1 J 
(2.5) 

. dF(x)G(x) ^ F (X) ̂ ^ ̂^̂  CDr M ̂  (X) ̂  dF (x) . dG(x) ,̂  ,. 

"̂^ dx^ ^^""^^d^y^^^^^-d^ty-d^ " d ^ • ^̂ -̂ ^ 

e) 
d F(X)-K;(X) 

dx. 
1 

dG(x) dF (x)/r\ dF (x) dG(x) . = FH) ^^@m) ^ © ^ dx. 
1 

(2.7) 

f) 
d F(x)-K3(x) 

dx. 
dF(x)^dG(x) 
dx. ^ dx. • 

1 1 

(2.8) 

These properties can be derived in a straightforward 

manner and are useful in calculating the Boolean difference. 

The most important property of the Boolean difference 

is that it is equal to 1 when the logic outputs are 

different for normal and erroneous setting of input x^, 

and equal to zero if the logic output is same for both 

normal and erroneous setting of input x^. This is the 

basis for the use of the Boolean difference in the analysis 

of errors. 

A Boolean function F (x) is said to be independent of 

X. if and only if F(x) is logically invariant under 

complementation of x.. 

If now F(x) is an output function, then we say F(x) 

is independent of switch x^ if and only if for any position 
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of other switches the output F(x) is independent of 

position of x.. This implies a very important point, 

namely that an error in x. will not affect the final 

output F(x). 

It can be easily proved that a necessary and sufficient 

condition that a function F (x) be independent of x̂ ^ is 

that 

^ | i ^ = 0 . (2.9) 
dx. 

And thereby the following additional properties can be 

derived very easily. 

g)^=0 (2.10) 
i 

if F(x) is independent of x̂ ^ 

. dF(x) _ , (2.11) 
^̂  dx.. 1 

if F(x) depends only on x^ 

^^ dF(x)G(x) ^ p ( x ) ^ ^ ^ (2.12) 
dx^ ^ i 

if F(x) is independent of x^ 
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.. dF(x)-K;(x) ^ p7̂ .dG(x) .̂  ̂  _. 
V 2̂ 7 *^^^^-3^ (2.13) 

if F(x) is dependent on x.. 

The above idea has been generalized for multiple error 

case (15). 

Example. Referring to the Figure 2.5 

z = ab(b+c+d) = ab(c+d) + b(cd) 

= b a(c+d)+cd = b a+cd . (2.14) 

Now the condition for a sensitive path from lead "a" 

through the AND gate to the output are all the independent 

inputs that satisfy the following expression: 

^ = (b+bcd) 0bcd = be + bd = 1 . (2.15) 
da 

To provoke the fault lead "a" stuck at 1, it is 

required that a=0, hence a=l. This condition together with 

the one that assures a sensitive path is met by the 

solutions to 

a(be + bd) = 1 (2.16) 
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which comprises the set of all tests for lead "a" s-a-1. 

Partitioning 

This method was first proposed by Brule et al., (5), 

but the real development was done by Seshu (31). It is 

normally applicable to existing rather than proposed 

systems, although Marlett (18) used a modified partitioning 

technique to compare theoretical designs of computer 

central processing units. The concept can be applied to 

any class of system and indeed Atley ( 3 ) commented that 

it is a common method of manufacturing acceptance tests for 

LSI circuits. 

The method basically consists of a digital computer 

simulation of the good system along with N previously 

defined faulty versions. The response of each to an 

input test set is-used to effect a partitioning of the N+1 

systems such that 1) the good system is quickly isolated 

from all others—fault detection, or 2) all systems are 

uniquely identified--fault detection and location. 

The resulting partitioning or decision tree defines 

a digital test sequence such that when it is applied to 

the system, the response enables indentification of one of 

the (N+1) categories. 

The sequential or combinational testing procedure can 

both be applied to this technique. The combinational 
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procedure implies that a fixed set of tests is applied and 

system identification does not occur until all the 

responses are received, whereas the sequential procedure 

uses the response of one test to determine the next. 

Seshu's paper contains a useful section on the advantages 

and disadvantages of the two procedures and the sequential 

procedure is now generally accepted as being more efficient 

Foremost among the attempts to implement this technique 

is the sequential analyzer described by Seshu (30) . The 

set of tests can be pre-specified and the analyzer details 

the order in which they should be presented depending upon 

whether detection or full diagnosis is required—the 

selection process being assisted by the application of 

certain criteria. 

Alternatively the analyzer will attempt to drive the 

test itself using certain techniques aimed at producing 

a non-minimalset; again detection or full diagnosis can 

be accommodated. 

State-Table Analysis 

The specific intention here is to produce a DTS 

(digital test sequence) from the original state table and 

Poage and McClusky (20) attempted to extend a previous 

method of theirs that only applied to combinational 

networks. This is done by forming a state table of all 
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networks—good or faulty. Each faulty table is then 

compared with the good table and a suitable input sequence 

capable of differentiating between the two is formed. 

The resulting set of sequences can then be minimized using 

prime implicant subset techniques. The drawback of this 

method is that it needs to form all state-tables. 

Hennie (11) came out with the idea to derive certain 

input sequences, called distinguishing sequences, which 

could be applied at any time to the network, and the 

analysis of the response identifies the initial starting 

state. The combination of these distinguishing sequences 

and certain state transitional sequences forms an overall 

checking sequence that can be applied to the network, no 

matter what is its state, and the output will flow a 

predefined pattern, if there is no fault. 

One of the main academic problems associated with this 

method is the study of theoretical upper bound on the 

length of checking sequences. 

Another important aspect of this technique has been 

the modification to the state table due to Kohavi and Laval]ee 

(16). If a state-table does not have a distinguishing se

quence, then they have suggested a manner in which it may 

be modified to an equivalent state-table that does possess 

a distinguishing sequence. Thus diagnosis requirement is 

incorporated as a design parameter. The graph theoretical 

techniques are discussed in Chapter III. 
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CHAPTER III 

GRAPH THEORETIC TECHNIQUES OF FAULT DETECTION 

Graphical Representation 

The application of graph theoretic techniques in 

analyzing digital systems and determining the digital 

test sequence for fault diagnosis in digital system is 

gaining momentum. It does seem to offer acceptable 

solutions to some of the problems that are not adequately 

solved in other methods. Familiarity with fundamentals 

of graph theory is necessary to appreciate the details of 

these theoretic techniques of fault diagnosis. 

Ramamoorthy (23, 24) has shown that any discrete 

sequential system is isomorphic to a directed graph. The 

graph representation simplifies the understanding of 

operation of a large system and improves the ability of 

the maintenance engineer to cope with unforeseen and 

unexpected problems. The methods of fault diagnosis by 

such techniques mainly depend on the analysis and 

manipulation of system graphs represented by their 

connectivity matrices. These may be implemented by 

computer programs. 

Any digital system can be looked at from two 

distinct levels: structural and behavioral. It can be 

specified purely from behavioral aspect like input-output 

31 
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relationship. Once the machine is designed, its structure, 

interconnections between components, and the flow of 

information come into being. The composite machine can 

then be looked upon as the superposition of behavioral 

characteristics of the components in its structural form. 

This separation from the behavior and form lends simplicity 

to the understanding and solving the problem of diagnosis. 

The behavioral and structural properties can easily 

be represented by a directed graph. The nodes and vertices 

represent the functional members and the edges indicate 

the information flow or connection between the members. 

A detailed study of structural and behavioral represent

ation will be made later in this chapter. Once this model 

has been developed it can be analyzed using graph 

theoretic techniques. For example, the system can be 

partitioned either physically or functionally into pre

ferably smaller disjoint systems. This amounts to 

maximally strongly connected graphs. This then results 

in a new system model that can be used to illustrate the 

positioning of strategic test points. 

Structural Representation 

The structure of a system is represented by the 

inter-connections of its components. The components can 

be discrete logical elements like flip-flops and various 
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types of gates or functional units like counters, adders, 

etc. In the most practical case the component may 

represent the smallest replaceable functional module, 

generally an integrated circuit major board or a flat-

pack. 

The nodes or vertices represent functional elements 

(combinational or sequential) and the directed branches 

(arcs) represent lines of signal propagation. In partic

ular, the arc from i to j describes the functional 

relation that the output of i enters as an input to the 

node j. The computer system can be considered as a 

multi-level structure where each level can be analyzed 

in the same manner since the graph representation is 

valid whether the node represents a logical building 

block or a complex functional module (2 3). 

Example. The Figure 3.1 shows a serial binary 

adder. Here one uses a dual full-adder consisting of 

AND, OR, INVERTER, Delay gate and one half of dual flip-

flop to perform serial binary addition. This can be 

represented as seen in Figure 3.2, as a first step, and 

further simplified as shown in Figure 3.2a and Figure 3.2b 

Vertex 1 corresponding to full adder and vertex 2 

corresponding to J-K flip-flop, and the directed branches 

represent the direction of signal propagation. During 
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diagnosis, a fault must be pinpointed at the level of a 

replaceable module. The defective module then must be 

tested off line, and the malfunctioning element then must 

be located for replacement. 

Definition. Let any system be represented by a n-node 

graph G, with the node set 1, 2, 3...n. The connectivity 

matrix c= (C. .) of G is a nxn matrix whose ij-th term 

C. .=1 if and only if there is a directed branch from node 
13 
i to j otherwise C .=0. 

Example. Let 1, 2, 3, 4, and 5 be the vertices or 

nodes of graph G as shown in Figure 3.3. Then the 

connectivity matrix C will be as shown in Figure 3.3b. 

Definition. The reachability matrix R=(r^.) of G is 

another n x n matrix where r^. = 1 if and only if there is 

at least one directed path leading from i to j. R can be 

derived from C (24) . Many properties of graph and the 

discrete sequential system it represents can be studied 

generally by manipulations on the connectivity matrix of 

the graph. 

A node p is called an essential node in a graph with 

an initial node i and a terminal node j if and only if it 

is reachable from i, and j is reachable from it. The 

initial and terminal nodes are considered essential. A 
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graph consisting of a set of nodes and branches is said to 

be strongly connected if and only if any node in it is 

reachable from any other. A sub-graph of a given graph is 

defined as consisting of a subset of nodes with all arcs 

(branches) between these nodes retained. A maximal strongly 

connected subgraphs (MSC) is a subgraph that includes all 

possible nodes which are strongly connected with each 

other. All MSC subgraph are mutually disjoint (i.e., have 

no common nodes). Two subgraphs are said to be unconnected 

or disjoint if there is no arc from any node in one sub

graph to another node in the subgraph. 

Behavioral Description 

The behavioral description concerns itself with the 

input-output characteristics of the elements of the 

system as stated before and as such is necessary for 

devising the diagnostic tests. Considering the system as 

a whole, this means carrying along a maze of detail. For 

this reason, we consider the structure of the inter

connections and flow of information first and derive 

valuable information before we use the behavioral des

cription for determining the test. 

Terminology and Notations 

In a linear graph, a vertex at which an external 

signal can enter is called an entry vertex. A vertex from 
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which a signal can leave is called an exist vertex. When 

a distorted or undistorted signal is passed through a faulty 

vertex, the signal will be distorted. On the other hand 

when an undistorted (distorted) signal is passed through a 

faultless vertex, the signal will be undistorted (distorted), 

A fault vertex is defined as a vertex corresponding to a 

defective block and a faultless vertex is a vertex cor

responding to a normally functioning block. In any oriented 

graph G, a directed path from vertex i to vertex j is a 

concatenation (25) of oriented edges leading from i to j. 

A directed circuit is a directed path that starts and 

terminates at the same vertex. Two vertices v, and v^ are 

said to be strongly connected if there exists a directed 

path from v, to v^ and a directed path from V2 to v^. An 

oriented graph is said to be strongly connected if any 

two vertices in the graph are strongly connected. A 

maximal strongly connected subgraph G' of an oriented 

graph G is a strongly connected subgraph such that any 

vertex in G that is not in G' is not strongly connected to 

a vertex in G'. Any two maximal connected subgraphs of a 

graph have no common vertices. A directed graph that has 

no strongly connected subgraphs is said to be weakly 

connected. A linear graph G is said to be connected if it 

is impossible to form two non-empty subgraphs G^ and G2 
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such that every edge and vertex in G will be either in G, 

or in G2 but not in both G^ and G2 and there are no paths 

from a vertex in Ĝ^ to a vertex in G2. When a signal is 

distorted while passing through a faulty vertex, it is 

assumed that the signal cannot be undistorted until the 

faulty vertex is repaired. That is, faults are assumed 

to be peinnanent in nature and the probability of occurance 

of concurrent faults and thereby nullifying their effects 

mutually is very small. Thus by monitoring an output 

signal one can find out whether a signal has passed a 

faulty vertex or not. In practice this assumption does not 

hold for all cases. On the other hand, by this assumption 

many theoretical results on diagnosis can be obtained very 

easily. Furthermore, these results may be modified to 

cover particular cases where the assumption does not hold. 

In order to indicate which vertices influence a signal that 

is reachable at a particular terminal, one uses the symbol 

^(i X j) defined as follows: let i and j be vertices 

in an oriented graph G. The symbol QH x j) indicates a set 

of vertices such that vertex p is in f2(i x j) if and only 

if there exists a connected directed M-graph of type 

M(i X j) which contains vertex p. A set Q(i x j) is then 

called a measurable set. An oriented graph is called 

directed M-graph of type M(i x j) where M contains all 

edges in an open directed edge train whose initial vertex 
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is i and whose final vertex is j. For example, the 

oriented graph in Figure 3.4 is a M-graph of type M(i x j) . 

Let us consider the oriented graph of Figure 3.6. 

A measurable set f̂  (1x3) is 1, 2, 3, 4, because directed 

path p^ = (ab) from 1 to 3 passes vertices 1, 2, 3, and 

directed path P2 = (de) from 1 to 3 passes vertices 1, 4, 3, 

but there are no connected directed M-graphs of type 

M(l X 3) which contain vertex "5." A measurable set 

^(1 X 5) can be shown to be (1, 2, 3, 4, and 5). 

Let Q be a set of all vertices in all oriented graphs, 

then f2 (i x j) = r2-fi(i x j). Let us consider the case when 

a measurable set fi(i x j) does not contain all vertices in 

an oriented graph G. 

Suppose a signal is injected from vertex i. If the 

signal which is monitored at vertex j indicates the 

existence of fault vertices, then these fault vertices 

must be in f̂ (i X j). On the other hand, if the signal 

monitored at vertex j indicates the absence of fault 

vertex but the existence of fault vertices has been known, 

then it is clear that ^{i x j) contains fault vertices. 

If, monitoring at vertex j indicates the absence of fault 

vertices, but monitoring at vertex k indicates the exist

ence of fault vertices when a signal is injected at 

vertex i. Then we know that a set f̂  (i x j) O f2 (i x k) 

contains faulty vertices. 



F i g . 3 . 4 . The M-graph. 
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If the monitoring signal at vertices j and k under 

injection of signal at vertex i is the only test we can 

perform and if a fault vertex exists, then we can deter

mine which one of the following sets contains the faulty 

vertex by the preceding test. 

an X j)0 fi(i X k) (3.1) 

an X j)C) Q(i X k) (3.2) 

^(i X j ) 0 an X k) (3.3) 

^(i X j)0 ^(i X k) (3.4) 

These sets form a collection called a D-partition of 

measurable sets fi(i x j) and a{i x k). 

Example. Referring to the Figure 3.5, let there be 

4 test points, (points where test patterns can either be 

entered or monitored will be called test points, they are 

placed on certain designed edges and vertices). St., St , 

St^, St.. The external input enters the system at 

vertex i and the output exists from vertex j. The range of 

test point pairs (t. t.) covers all the vertices in the 

graph. By inserting test patterns at t. and examining the 

output test pattern at t. one can determine if there is an 
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improperly operating vertex in the system or not. Let the 

output signal at t. indicates the presence of a faulty 

vertex. 

Let one perform a test after that, using a testpoint 

pair (t. , t ). This will test the vertices corresponding 

to set Ŝ (i X V,). If the test conducted on (t. , t ) is 

good (i.e., vertices i and v, are fault free), then the 

faulty vertices must be in (Q(i x j) - ^(i x v,) ) . If the 

test showed a fault, it must be in between the vertices i 

and V, . Let us now suppose that test using test-point 

pairs (t., t ) and (t^ and t.) shows no fault, but tests 
Jim NHW J" J 

using test-point pairs (t^, t.) and (t^, t^) indicate 

fault, the following set intersection operation prevails. 

Q(i X e ) 0 ^(f X j)0 ^(i x j ) 0 ^(e x f) 

= {V2, V3, j, v^}0 {i, v^, V2, V3, v^} 

{i, v^, V2, v^, v^, jlO^v^} 

= W4} (3.5) 

This implies that v^ is operating improperly. However, 

given the test-points as shown, it would be impossible to 

distinguish between V2 and v^ and vertices i and v^, if 

one of these is faulty. The test-point as shown in this 
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example can only distinguish faults between vertex set 

(i, v^), (v^), (j), and (V2, v^). This partition of 

vertices into sets of indistinguishable vertices with 

respect to a set of edges (internal test-points) and 

specified entry exit vertices will be called a D-partition 

under a specified set of edges. 

Formally D-partition can then be defined as follows: 

for given k-measurable set ^(i x j ) , p = l , 2....ka 

collection of sets 

P ) ^ ^ î (î  X ĵ ) (3.6) 
^ ̂ p=l P P 

where fi(i x j ) is either fid^ x j^) or 2̂(1̂  x ĵ ) is 

called a D-partition of measurable sets. 

Example. Let us refer to Figure 3.6 which is an 

oriented graph. For the measurable sets 

fid X 3) = (1, 2, 3, 4) 

fid X 4) = (1, 2, 4) 

fi(2 X 5) = (2, 3, 4, 5) <3.7) 
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Fig. 3.6. Example of measurable path, 
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a D-partition consists of 

fi(l X 3 ) 0 fid X 4) Ofi(2 X 5) = (2, 4) (3.3) 

fid X 3)Ofi(l X 4) 0^(2 X 5) = (1) (3.9) 

fid X 3)(^fid X 4)Ofi(2 X 5) = (3) (3.10) 

fid X 3)Ofi(l X 4)(^fi(2 X 5) = (j) (3.11) 

fid X 3)Ofi(l X 4)(^fi(2 X 5) = (j) (3.12) 

fid X 3 ) 0 fid X 4)0^(2 X 5) = (j) (3.13) 

fid X 3)0^(1 X 4)0^(2 X 5) = (5) (3.14) 

fid X 3 ) 0 ^(1 X 4) Ofi(2 X 5) = (t) (3.15) 

Any two non-empty sets in D-partition of a collection 

of a measurable sets have no vertices in common. 

A measurable set fi(p x q) corresponds to a measurement 

performed by injecting a signal at vertex p and monitoring 

the signal at vertex q. Hence if a set of D-partition 

{ D } consists of one vertex v and if only vertex v is 

faulty, then we can predict that v is the faulty vertex by 

TEXAS TECH LISRAM 



50 

the measurements corresponding to a given collection of 

measurable sets by which {D} is obtained. On the other hand, 

if two vertices v̂ ^ and V2 are in the same set in a D-

partition under a collection M of measurable sets, and one 

of these two vertices is faulty, then it is impossible to 

determine which of these two vertices is faulty just by 

the measurement corresponding to measurable set M. A 

given collection of measurable sets, therefore, determines 

whether or not fault vertices can be located. Thus k-

distinguishability can be defined as follows: an oriented 

graph is k-distinguishable under a collection of M-

measurable sets if 1) there exists a set R in a D-partition 

of M such that R contains k-vertices and 2) there are no 

sets in a D-partition of M which contains more than k-

vertices. 

For example, the oriented graph in Figure 3.6 is 

2-distinguishable under a collection M of measurable sets, 

fid X 3), fid X 4) and fi(2 x 5), because there is a (2, 4) 

in a D-partition {D} of M and there are no sets in {D} 

consisting of more than two vertices. 

It is to be noted here that an oriented graph G 

being k-distinugishable under a collection M of measurable 

sets means that there exists a set of k vertices such that 

if one of these two vertices is faulty, the measurement 

corresponding to these measurable sets cannot determine 
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which one of these k-vertices is the fault vertex, but 

these measurements will indicate k-vertices which contain 

a faulty vertex. 

If there is any fault in circuit of Figure 3.7 it 

will be monitored by fi(o x s), 

fi (o X A) will determine fault in A, 

fi (o X B) will determine fault in B, 

fi(t^ X t2) will determine fault in J-K Flip-Flop. 

(3.16) 

Now if the vertex (1) in Figure 3.8c is found to be 

in error, one can test the circuit corresponding to one to 

pinpoint the error as follows: test points placed on the 

edges marked by (/) in Figure 3.10 will locate the fault. 

Again here the number of vertices is 13 and the number N 

of test points is 12. This satisfies the condition of 

distinguishability for a SEC graph without directed 

circuit (25). 

The position of test points in Figure 3.11 are chosen 

such that all vertices of subgraph of vertex 1 are covered. 

The choice can be made formally (25). However, for the 

simple example illustrated here the trial and error method 

was invoked. 
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S = A + B 

B 

(a) Graphical representation of figure 3.7 

S = A + B 

(b) SEC graph for circuit of figure 3.7 

S = A + B 

(c) Placing of test points. 

Fig. 3.8. Fault diagnosis for circuit of figure 3.7 
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The circuit of Figure 3.11 can be partitioned into sub-

units as shown in Figure 3.13. Again Figure 3.12 can be 

represented by the figure shown in Figure 3.13. The test 

point can now be shown in the way pointed in the Figure 3.14 

thereby attaining complete test of circuit of Figure 3.11. 
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Fig. 3.13. Graphical representation of figure 3.12. 
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Fiq. 3.14. Test-point placement in BCD adder 



CHAPTER IV 

CONCLUSIONS 

Despite substantial success in improving circuit 

reliability in recent years, there is growing interest 

in techniques for detecting and locating failures in 

complex digital networks. 

There are two basic approaches to testing digital 

systems: functional and structural. In functional testing 

the aim is to verify that the unit under test behaves as 

required, by determining whether it executes its task 

properly. The tests based on structural considerations, 

on the other hand, are designed to assure that the 

individual hardware constituents of a unit are operating 

correctly. 

Graph theoretic techniques tend to unify these two 

approaches of testing. Yet substantial problems in 

diagnosing multiple faults, bridging faults, intermittent 

faults in combinational logic networks and variety of 

faults in sequential logic network remain. 

The application of tensor method of analysis may 

provide a better solution to these problems. The tensor 

method is one of great analytical elegance which in all 

stages of development exhibits a clear-cut interpretation 

and understanding of underlying physical phenomena. A 

transformation relation may be obtained from graph 
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theoretic techniques to tensor method of analysis, 

thereby having a unified approach of functional and 

structural testing. The process consists of assigning 

a point on the tensor space to correspond to each element 

of the logic network under investigation. In the new 

space, tensor techniques can be fruitfully employed to 

yield desired diagnostic and curative results. 
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