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ABSTRACT

Throughout civilization, privacy has been important for most of humankind.
However, over the last century, privacy has gained growing significance as a social issue.
Much of the increased attention is attributed to the technological advancements that ha\ e
moved society from the Industrial Age to the Information Age and toward the Interactiv e
Age. This era of high technology has enhanced the ability to collect, accumulate,
assimilate, and disseminate large amounts of personal information.
Of significance is the evolution of the Information Superhighway which is the
infrastructure for the virtual place called Cyberspace. This structure allows individuals to
access vast amounts of information on almost any imaginable topic, communicate with
others, conduct business, seek entertainment, and make purchases using a decentralized
system of electronic networks including the Internet. There are several problems related
to privacy in navigating the Information Superhighway including the lack of control over
what information is available, the ease of access to information, and the ability to track
usage habits as well as gather personal information about Internet users.
Over the past 100 years, a debate has emerged over an individual"s right to
privacy and society's right to possess information about individuals. Much of the privacy
legislation and policies developed by governments and other institutions tend to be
reactive in nature and inconsistent. A particular concern is whether existing legislation
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and policies will adequately address privacy issues as the Information Superhighway
expands.
This study was conducted to examine current attitudes toward privacy related to
the Information Superhighway, to identify concerns regarding privacy, to determine
whether existing legislation and policies adequately address privacy concerns, and to
examine views toward regulation of the Internet. The study is relatively unique in that it
used the Internet to distribute the research instrument.
Findings from the study provide insight into the demographic profile of Internet
users, assess general attitudes toward privacy, and identify issues that are of specific
concern to users of the Internet. The study also provides a critical analysis of current
privacy legislation and policies to determine where gaps exist and to suggest how
legislation/policies might be strengthened to better address the special issues brought
about by technological advances. Finally, the researcher demonstrated the potential value
of the Internet as a powerful tool for conducting survey research.
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CHAPTER I
INTRODUCTION

During the twentieth century the economies of most advanced societies of the
world have transformed from a manufacturing-based to an information-based structure,
due mostly to the rapid and advancing changes in technology (Dizard, 1985: United Wa>'.
1989). With the advent of this Information Age, the issue of information privacy is
gaining widespread attention from consumers, business and industry, and the government
(Cavoukian & Tapscott, 1997: Harris & Westin, 1979: Hendricks, Hayden, & No\ik.
1990; Office of Technology Assessment [OTAJ, 1986; Wessells. 1990). According to the
U.S. Office of Consumer Affairs, privacy is gaining increasing attention as one of the
biggest consumer topics for the 1990s. This agency has issued a call to be more sensitiv e
to consumers' attitudes about and need for privacy (Fost, 1990).

Historical Background of Privacv
Evidence from anthropological and historical studies has shown that most humans
have insisted on privacy in some form, though the emphasis upon privacy varies
dramatically across different societal structures. The topic of privacy has gained an
increasing awareness over the last century. In fact, the results of a number of public
opinion polls conducted from 1977 to 1995 indicate that people are increasingly

concerned about personal privacy, especially in relation to new technologies (Equifax.
1991; Harris & Weston, 1979; Johnson, 1984; Katz & Tassone. 1990; Smith, H. J., 1994;
Schwartz & Edmondson, 1991).
Despite the increasing interest in and concern for privacy, the concept of privacy
has been difficult to define. People disagree about the concept of privacy because there is
not a clear consensus about its meaning (Cate, 1997: McLean, 1995). Cavoukian and
Tapscott (1997, p. 11) describe privacy as "something that we enjoy every day: that we
take for granted; that we would miss if we didn't have." There have been many attempts
to pinpoint and define privacy as discussed later in Chapter III.
Several broad categories of privacy can be identified within the literature
including (1) privacy related to the person which is associated with intrusions into one's
body, (2) privacy related to territory which is associated with placing restrictions on
outside access and keeping physical space to oneself, and (3) privacy related to
information which relates to maintaining control over the informafion that is circulating
about an individual (Cavoukian & Tapscott, 1997). As the focus on privacy issues has
developed over the past Century, the most current concerns seem to focus around the
proliferation of available information due to new technology. Therefore, the current
study focuses primarily on the third category - information privacy.

Technolog\^ and Pri\ acv
The phenomenal technological gro\Uh over the past decade has added a new
dimension to the increasing concern over privacy or its absence. Vew technologies have
pro\ ided the abilit\ to collect, store, retrie\'e, arrange, analyze and disseminate large
amounts of informafion. Richard Mason (1986) asserts that the growing focus on pri\'ac\
is dri\en by two forces: (1) the advancement of technological capabilities which have
provided new applications for information storage and retrieval and (2) the increasing
\ alue of information. This assertion finds much support in the literature (Healy. 1996:
Hixon, 1987; Johnson, 1984: Regan, 1995: Smith, H. J.. 1994: United Way. 1989).

Concerns
As more personal information is recorded electronically, questions arise as to who
has access to the data and under what conditions. These concerns are further exacerbated
b> the possibility that computer s\ stem securit> might be breached, the potential that the
data may contain errors or flaws, and the increasing decentralization of computing that
has led to looser controls over private information (Healy. 1996; Smith. H. J.. 1994:
United Uay. 1989).
With the advances in computing and information storage, it is becoming easier to
join data items from disparate sources and to draw inferences from the compiled data
package. While people may not be concerned over the indi\idual pieces of data, a

collection of data from different sources woven together to create a broader picture is
often perceived as quite intrusive (Smith. H. J., 1994).
The new battle over pri\acy because of expanded information technologyresembles the struggle for privacy that started a centur\ ago. triggered by a technolog\
new for that time, the mass media. The mass media allowed for the publishing of
personal information to a large audience of people. Similar to the debate o\er the mass
media's controversial use of personal information, there is a tremendous struggle today to
develop the "rules of the road" for the information highwa\ to provide easy access while
preserving privacy (Scott, 1995).
Despite its obvious benefits, technology remains mysterious to most people. The
ability to transfer information across thousands of miles, to any location in the world, to
any number of places instantaneously, is creating a sense of uneasiness among consumers
(Social Science, 1996). The Internet is of particular interest for study because of its
openness, the diversity of its users, and its characteristic use as a vehicle for
experimentation with new information and communication services (Denning & Lin.
1994).

Problems with Privacy
One problem associated with the privacy debate deals with the delicate balance
between the individual's right to privacy and other competing values including the

public's right (or need) to know and freedom of speech and of the press. Two ke\ needs
must be balanced: first, the need of society to know certain facts to protect itself from
individuals and groups that might otherwise harm its members through crime, fraud,
terrorism, and seriously irresponsible behavior; and second, the need of indi\ iduals to be
protected from an overprotective, domineering, controlling. invasi\ e society (Center for
Democracy and Technology [CDT], 1996; Gandy. 1993a; Hausman. 1994: Healy, 1994:
Hixon, 1987; Kirsh, Phillips, & Mclntyre, 1996: Scott, 1995: Smith, R. E.. 1979; United
States Department of Health, Education, & Welfare [USDHEW]. 1973).
A major problem in protecting privacy, as pointed out b> Rosenberg (1969). is the
belief, in principle, that the ends justify the means. Rosenberg (1969) comments that
when one considers that the goal is the greater good for society, it is hard to justify why a
specific intrusion should be prohibited. However, the result of this line of thinking may
lead to a gradual erosion of the value placed upon individual privacy. On both sides of
the debate, the evolufion of the Informafion Superhighway may be at risk. On the one
hand, if the flow of information is restricted, the growth and development of the system
are at stake. On the other, if privacy is sacrificed, the public confidence in the system will
diminish, which may resuh in decreased usage of the system (Healy. 1996).
Jauque Ellul, a French sociologist, theorized that technology is not neutral.
Rather, technological progress is composed of both posifive and negative effects.
Advances in technology come at a price, hi many ways, technology provides

opportunities, conveniences, and other good things for societ}. Howe\er. at the same
fime, it may be the source of many threats, fears, and potentially harmful side effects
(Dizard, 1987). Healy (1994) sums it up nicely by stating, "The new technologies of the
Information Age can bring the world to your doorstep, but they can also open your
blinds" (p. 41).

The Need for Studv
Gattiker, Janz, Kelley, and Schollmeyer (1996a) argue that
to guide future research and policy for the Internet, individuals and
organizations must inform us about the social effects of increasing Internet
use for education, marketing, and communication. The key to success
with privacy and personal information on the Internet is understanding,
(p. 84)
Because many people have a false illusion of privacy when they use the new electronic
networking technologies, there is a need to educate users and to explore the differences
between an individual's perceptions and expectations of the realities of electronic
technologies.
Until recently in the United States, there has been relatively little interest in the
more comprehensive planning approach developed in other countries to protect privacy.
particularly in maintaining a centralized record system. (However, the U.S. government
is getting more involved in establishing policies that involve privacy.) This need is

developing from a localized one. to a national one, to a global one as modem technology
is creating global links through instant worldwide communication (Scott. 1995).
Much of the earlier literature focuses upon pri\ acy implications raised b\ new
technologies and the social changes that resulted from these new technologies. The focus
of the research was on individual privacy while the social importance of pri\acy received
very little attention (Regan, 1995). Most of the survey research has been conducted
through public opinion surveys on behalf of corporate sponsors rather than as academic
research (Gandy. 1993a).
Margulis (1977) asserts that the time has come to impro\ e our understanding of
the behavioral aspects of privacy. Better understanding will require conceptual
elaboration and development, exploration of the relationship between privac\ and other
concepts, and examination of privacy from behavioral and nonbehavioral viewpoints.
Katz and Tassone (1990) indicate that areas of continuing interest in pri\ac\ research are
(1) the direcfion of change, if any, in the level of concern for pri\acy as technology
continues to advance and (2) if the direcfion of change is increasing, the manner in which
public opinion will affect policy and social pracfice.
Academic researchers will play an important role in examining this new
information privacy domain and for bringing an independent and thoughtful approach to
empirical questions of privacy. Academic research is useful in discussing both how
things presently work and how things could be improved for the future. Research should

consider how the technological environment is at variance with the perception of its
stakeholders (Smith, H. J., 1994).

Statement of the Problem
Because of the rapid advances in technology of the Information Age, concern over
information privacy has gained momentum as a significant consumer issue. Past studies
indicate that the number of people who believe they give up their privacy to participate in
the consumer society is significantly increasing, as is their fear of even greater loss of
privacy in the future (Equifax, 1991; Harris & Wesfin; 1979; Johnson, 1984; Katz &
Tassone, 1990; Schwartz & Edmondson, 1991; Smith, H. J., 1994). There has been little
academic research conducted to examine the impact of the Internet on a consumer's
attitudes toward privacy. The purpose of this study is to examine current attitudes toward
privacy in relation to the Informafion Superhighway, to identify the concerns over privacy
of Internet users, and to determine whether legislation and policies adequately address
privacy concerns.

Objectives of Studv
Hypothesis 1
Based upon recent literature, there has been an increasing concern for pri\ ac>.
The first purpose of the study is to examine the nature of the concern for privacy in
relation to the Information Age technologies. Therefore, the first set of hypotheses are:
la.

It is expected that most respondents will express moderate to extreme
concern for their personal privacy,

lb.

It is expected that most respondents will express moderate to extreme
concern for data/information privacy.

Ic.

It is expected that most individuals who use the Internet unknowingly
provide information about themselves.

Id.

It is expected that most individuals who use the Internet would prefer to
control information that is revealed about themselves when using the
Internet.

1 e.

It is expected that most individuals who use the Internet are willing to
provide personal information about themselves to receive a benefit (i.e.,
product, service, prize, discount).

H\pothesis 2
As Internet offerings continue to expand and more people use it. the demographic
makeup of the user population is expected to become more Hke the a\ erage U.S.
populafion (La>lon & Kanfer, 1996). Based upon informafion obtained from the United
States Census Bureau (United States Bureau of the Census, 1996: United States Bureau of
the Census, 1997) using esfimates from 1995. the general populafion is made up of 51%
females and 49% males, the average age of all persons included in the U.S. population is
35 and the adult population (18 and over) is 45. the average U.S. household income le\el
is $35,492. and the average educational attainment level (highest le\el completed) of U.S.
citizens is the completion of high school. Howe\ er, from their research on demographic
profiles of Internet users. Layton and Kanfer (1996) found that Internet users from the
U.S. tend to be predominately male, with an average age of 33. ha\e high income levels,
and are w ell educated. Therefore, the second hypothesis is that the demographic profile
of Internet users from the U.S. will reflect the following characteristics:
2a.

A minorit} of Internet users are expected to be female.

2b.

The average age of Internet users is expected to be lower than U.S. a\ erage.

2c.

The average income level of Internet users is expected to be above the U.S.
average.

2d.

The average educational le\el of Internet users is expected to be abo\e the
U.S. average.
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H\pothesis 3
Demographic variables also have been shown to be related to attitudes toward
pri\acy. For example, age is an important source of variance in opinions, h is generalh
accepted that we grow increasingly more conser\'ati\ e as we age. as our liberal ideals
repeatedly confront the cold hard realities of economic and social responsibilit>. Also,
and quite natural!), the number of concrete social events experienced b\ an indi\idual
increases as he or she ages. Therefore, privacy concerns may \ ar> among different age
cohorts because of the social, technological, or political factors that individuals encounter
in various stages of life (Gandy. 1989, 1993b).
Concrete social experience is the source of the similarities and differences in
attitudes found among people. A general assumption is that indi\ iduals from similar
backgrounds share similar experiences, which in turn generate a common awareness and
understanding (Gandy. 1989: Gandy, 1993a). Westin (1990) identified a number of
demographic factors that appear to correlate with higher concerns of pri\acy. He
summarized that females (as opposed to males). African American respondents (as
opposed to Hispanic or W hite). individuals with lower educafion levels (as opposed to
those w ith higher education levels), and individuals with lower income (as opposed to
those w ith higher income) were particularly likely to be more concerned about pri^ ac\.
These fmdings are supported throughout the literature (Singer, Mathiowetz. & Couper,
1990; Schwartz & Edmondson, 1991). Addifionalh, a stud> conducted b> Gandy
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(1993a). specifically focusing upon African Americans, also was consistent with the
notion that African Americans are more concerned about pri\ ac\ than indi\ iduals of other
ethnic backgrounds.
Education is a powerful factor in the explanation of social and beha\ ioral
differences for two reasons: (1) common experience or socialization, and (2) the
transformation of an individual" s capacit> to process information and ideas (Gand>.
1993b). Individuals with higher educafion levels tend to be more liberal on social issues
(Gandy. 1993a).
To explore the demographic differences relati\ e to concern for pri\ ac\. the third
hypothesis is:
3. Attitudes toward privacy differ in relation to demographic \ ariables.
including:
a) age - older persons are more concerned about pri\ ac\ than \ ounger
persons;
b) gender - females are more concerned about privacy than males:
c) ethnicit> - minorities (indi\ iduals other than Caucasian/White) are
more concerned about pri\ acy than Caucasians;
d) education level - individuals with higher educafion levels (bachelor's,
master's, doctorate, and professional) are less concerned about pri\ ac\
than those with lower education le\ els:
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e) region of the country in which one li\es - the level of concern for
privacN differs according to region of the countr\' where one li\'es:
f) income level - individuals who have higher income le\ els are less
concerned about privacy than those with lower income le\ els:
g) occupafion - an individual"s concern for pri\ ac> differs depending
upon occupation;
h) political affiliation - indi\ iduals who describe themseh es as
politically affiliated as liberal are less concerned over pri\ ac\ than
those who describe themselves as conservati\ es;
i) technological sophistication - persons who are more technologically
sophisticated are less concerned about their pri\ ac\ than those w ho
have little technological sophistication: and
j) Internet usage - individuals who have a higher level of Internet usage
are less concerned about privacy than those who ha\ e a lower le\ el of
Internet usage.

Hypothesis 4
Another concern found in the literature is that existing privacy legislation and
policies are the result of a reacti\'e process and are not sufficient to address issues brought
about by networking technologies. Furthermore, users of electronic networks have been
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shown to have varying views toward regulafion on the Internet. Of interest is to examine
the different views of Internet users regarding privacy to aid in policy development.
Therefore, hypothesis four is:
4a. According to perceptions of Internet users, current policies and legislation do
not sufficiently address consumer privacy issues.
4b. According to the perceptions of Internet users, views toward regulation and
governance of the Internet can be grouped.

Definition of Terms
The following are terms defined for the purposes of the study:
Browser - A program which allows a person to read hypertext markup language.
The browser gives some means of viewing the contents of nodes (or "pages") and of
navigating on-line from one node to another.
Clickstream - the trail of data recorded about on-line use including what sites
were visited, length of time at the site, where the site was accessed from, and the site the
user visited next (Eisenberg, 1996).
Cookies (Client-Side Persistent Information) - bits of data that a Web server
stores on the user's computer hard drive when a site is visited by the individual (Ulfelder.
1996).
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Cyberspace - a term originated by William Gibson in his 1984 novel,
Neuromancer. which he characterized as a "consensual hallucination of visually realized
data achieved through plugging in to a global computer network." Current usage focuses
on the notion that electronic networks constitute a virtual place that transcends physical
space and national boundaries (Denning & Lin, 1994).
Data mining - the practice of creating programs that autonomously search data for
group patterns rather than individualized data (Eisenberg, 1996).
Electronic Mail (E-mail) - a computer function that allows one computer user to
send an online "memo" to another computer user (Santoro, 1994).
Electronic marketplace - the use of electronic networks to engage in formal and
informal transactions to acquire goods and services (Denning & Lin, 1994).
Electronic networks - webs of electronically connected computers (Denning &
Lin, 1994).
Encrvption - a type of technology which scramble voices or data as they are
transmitted so that they cannot be understood if intercepted.
FTP (File Transfer Protocol) - protocol that allows the transfer of computer files
between computer accounts and Internet hosts (Santoro, 1995).
Hit - a visit to an Internet site.
Home page or Web page - a site on the Internet created by an individual user or a
business.
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Hvperlink - A reference, or link, from some point in one hypertext document to a
point in another document or another place in the same document. A brow ser usualK
displays a hyperiink in some distinguishing way. e.g., in a different color, font, or st> le.
When the user activates the link (e.g., by clicking on it with the mouse) the browser will
display the target of the link.
HTML (Hypertext Markup Language) - computer language used in designing
home pages for Internet sites.
Information Superhighway - the use of electronic networks to access, link, and
distribute information (Denning & Lin, 1994).
Informational privacy - refers to the claim of individuals, groups, or institutions to
determine for themselves when, how, and to what extent information is communicated to
others (Carroll. 1975; CDT, 1996; Duncan, Jabine. & de Wolf, 1993: Gandy, 1993b;
Rosenberg, 1969: Westin, 1967).
Internet - an interconnection of two or more networks (Denning & Lin, 1994).
Internet user - an individual who is a current and regular user of at least one
Internet application other than e-mail such as FTP. Gopher, Telnet, or a WWW browser
and who accesses the Internet from on-line services, independent Internet service
providers, or corporate and academic servers.
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Privacy - as a whole or in part, represents the control of transactions between an
individual and other persons, the uhimate aim of which is to enhance autonomy and/or to
minimize vulnerability (Margulis, 1977).
Search Engine - A remotely accessible program that allows one to do keyword
searches for information on the Internet. There are several types of search engines; the
search may cover titles of documents, uniform resource locators (URLs), headers, or the
full text.
TCP/IP - TCP refers to transmission control protocol which converts messages
into packet streams and reassembles them. IP refers to the transport of packets across
different nodes and types of networks (Denning & Lin, 1994; Santoro, 1994).
URL (Uniform Resource Locator) - (Previously "Universal"). A draft standard
for specifying an object on the Internet, such as a file, web site, or a newsgroup. URLs
can be thought of as an Internet address. URLs are used extensively on the World-Wide
Web. They are used in HTML documents to specify the target of a hyperlink.
Values - Centrally held, abstract, enduring beliefs about modes of conduct and
end-states of existence that guide actions and judgments across specific objects and
situations (Rokeach, 1968).
World Wide Web (WWW) - a hypermedia information retrieval system based on
the client/server model (Santoro, 1994).
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Limitations of the Study
Measuring Privacy Concerns
Those who are most concerned about or sensitive to privacy may not be w illing to
respond to surveys measuring privacy concerns, and survey results might underestimate
the level and intensity of concern about privacy (Gandy; 1993b, Katz & Tassone. 1990:
Regan, 1995). Further, studies solely about privacy might tend to overestimate pri\ ac\
concerns or may exaggerate concerns because of the intense focus upon privacy. This is a
common drawback to any survey that attempts to measure attitudes about a particular
issue because the issue may be one about which respondents do not have a strong opinion
one way or the other (Gandy, 1993b; Regan, 1995).

Using the Internet as a Research Tool
Because of the recent development of this technology, using the Internet to
distribute a survey instrument is a relafively new method. Therefore, a conservative
interpretation of the collected data is required due to the absence of time-tested validation
and correction metrics.
Another limitation involves the sample. Because there is no centralized directory
or any type of census informafion of hitemet users, it is not possible to employ random
sampling techniques when using the Internet as the medium. Therefore, it is difficult to
generalize to the entire user population. However, an announcement regarding the sur\ e>
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was placed on different newsgroups, sites, and listserves to attract potential respondents
from a varied pool of Internet users.
Another potential limitation involves self-selecfion because when people decide to
participate in the survey over the Internet, they essentially select themselves. However,
self-selection is a problem in most forms of survey research because people can choose to
either participate or not participate (Pitkow & Kehoe, 1996).
The survey sample was composed of persons who logged onto the survey Web
site. Internet users were surveyed during the late summer and fall of 1997. Information
contained in the study was limited to the data obtained by the responses on the
questionnaire. The questionnaire included five sections: (a) general privacy, (b) Internet
privacy, (c) regulation of the Internet, (d) technology/Internet usage, and (e)
demographics. Information that was statistically analyzed was gleaned from each section
of the survey.
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CHAPTER II
TECHNOLOGICAL BACKGROUND

Information Technology
Historical Background
Technology Development
Several generations within the history of information technologies can be
identified, starting with an initial developmental period in the 1940s referred to as the
"zeroth generation." During this beginning stage, computers were large and bulky. They
had no operating systems, received instructions from hand-coded machine language, and
had no storage capabilities.
The first generation computers were introduced in the 1950s. During this stage,
batch processing developed. Computers could share information, though it was a timeconsuming process.
In the early 1960s a second generafion of informafion technology systems began
to develop. Computers possessed shared systems with multiprogramming and
multiprocessing capabilities and also had the ability to store and share small amounts of
information. Despite these advancements, computers were still quite slow and took a
great amount of time to process data.
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The third generation of information technology emerged during the mid 1960s to
the mid 1970s. General purpose computers were developed with software applications.
Also, database applications were developed during this stage which provided for the
logical storing and retrieval of information.
The mid 1970s to the 1990s is considered the fourth generafion. This era is
highlighted b\ development and increased usage of virtual machines, large database
systems, personal computers, networks, expert systems, and the ability to store large
amounts of information in smaller and smaller amounts of space. The movement of
information between computers became possible. Advances since the earh 1990s
include large global networks, electronic data interchange (EDI) operations, and increased
capacities of personal computers to store. retrie\e. calculate, and process information
(Smith, H. J.. 1994). These significant changes over the last half century ha\e greatly
impacted society and have created a new dimension for information privacy issues.

Information Age
Information technologies have changed the way people communicate with each
other, where they work, how they earn a living, and how the}- entertain themselves.
These changes are driven by the advancement in computers, telecommunications, and
microelectronics. These advancing modes of technology have created a foundation for a
new pattern of economic and societal organization and are the basis for the epochal
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change from the Industrial Age to the Information Age (Hixon, 1987: Regan. 1995:
United Wa\. 1990). The overriding characteristic of the Information Age is the emphasis
on the production, storage, and distribution of information as its major acti\it} (Dizard.
1985).
Information Economy. In the 1977 report, The Information Economy, published
b\ the United States Department of Commerce, the concept of the information economy
was di\'ided into two parts: a primary information sector and a secondary information
sector. The primary information sector is made up of direct producers and distributors of
information in the marketplace. The secondary information sector consists of the private
and public bureaucracies that manage or regulate the economy (Dizard, 1985).
Stages of the Information Age. The progression of the Information Age can be
traced through three stages. The first stage involved the structuring of the primary
information sector during which several companies began to form the high-technolog>'
and communications infrastructure that ser\ ed as the basis for the informafion economy.
Several significant contributors to this stage were AT&T. IBM, ITT. RCA. GE. CBS.
Digitech, Valtec, Transnet, and Micom.
The next stage mvolved the increasing dependence on the services of the new
high-technolog} networks b> pri\ ate and public mdustries and organizations. Significant
events in this stage involve the creafion of electronic funds transfer, electronic learning
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systems, health monitoring systems, computer-assisted instruction, and the increased
value of computer literacy and use of computers for education, home, and business.
The third stage involves the mass consumerization of high-technology information
services. This includes satellite link ups for business and home, computer networking,
and other computer-based resources. This stage also has w itnessed the expansion of local
area networks, bulletin board services, and the expansion of Internet usage to the general
pubHc (Dizard, 1987).

Interactive Age
Some argue that the Information Age is turning into the Interactiv e Age. This
new era has formed because communication technologies that made possible the
collecfion. storage, transmission, and linkage of information are now expanding to engage
the individual consumer in a variety of acfivities. including communicating through
electronic mail and newsgroups and linking to Internet sites (CDT, 1996).

Information Superhighway
A communication priority of the Clinton Administration is the development of a
national digitized Information Superhighway referred to as the National hiformation
Infrastructure (Nil). Vice President Al Gore has described the government's role in the
development of the Informafion Superhighway as "Referee. Facilitator. Envisioner.
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Definer."" Questions about who would own and operate the information superhighwa\s of
the future are being addressed by Congressional committees. executi\ e agencies, the
Federal Communicafions Commission, state public utilifies commissions, and business
and industry (Denning & Lin. 1994; Regan, 1995).

Electronic Networks
Electronic networks are a new medium for communication and for passing
information. They offer tools for interacting, coordinating action, and conducting
transactions. They enable innovative means of accessing, distributing, sharing, and
exchanging information. They provide new wa\s of learning, working, and pla>ing. And
finally. the\ gi\ e rise to new communities of individuals with shared interests and
concerns, and they generate new interest areas and new concerns. Electronic networks
share and combine some of the funcfions of other communicafions media, including
postal mail, telephones, radio, television, and fax machines. Electronic networks are
pro\ iding services that are faster, more efficient, more economical, and more capable
than other types of communicafion media (Denning & Lin, 1994).

Impact of Electronic Networks
Electronic networks have had an impact on culture and society. The> ha\ e served
as social networks where people can meet, carry on conversations, and e\ en de\ elop
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romances. Computer networks also have become a vehicle for lobbying against
government and commercial actions. For instance, in the "Lotus Marketplace:
Households" example provided in the next chapter, much of the lobbying effort to stop
production on the product came from the resuhs of news group discussions and postings
on the Internet. Computer networks also have served as important political tools: for
example, the Soviet network, the Relcom, played a significant role in the dissemination of
information during the Soviet coup attempt in 1991 (Denning & Lin. 1994). The Soviet
coup attempt example is particularly interesting because the use of the network stems
back to the original purpose of the predecessor of today's modem Internet: to provide a
communications network in the event of a disaster or emergency.

Electronic Network Legislation
There have been several important court cases affecting electronic networks in the
1990s. In 1991, Cubby v. CompuServe, found that commercial service providers had no
obligafion to monitor content. The 1991 Feist Publicafions Inc. v. Rural Telephone Co.
case clarified outer boundaries of copyright law, stafing that facts are not copyrightable.
Sega V. Accolade, a 1992 case, determined that reverse engineering (designing products
to work with another company's products) for interoperability is permissible. The 1993
Armstrong v. Execufive Offices of the President held that electronic communication files
are public record. Another 1993 case, Playboy Enterprises v. George Frena, placed a
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substantial burden on bulletin board operators that charge fees for access to files
accessible on their systems to guard against copyright violations. Another influential
case. Ford Motor Credit Co. v. Swarens, dates back to 1969 and established that one
cannot rely on faith that information contained in a computer will be accurate as a legal
defense (Denning & Lin, 1994).
Over the past few years, there has been an increased interest by legislators in the
regulation of electronic networks and the Internet and in protecting the privacy of
consumers who use these services. Though much of this legislation is still in bill form,
the direction of the proposed legislation and the interest of the legislators is worthy of
note.
In March of 1996, the Encrypted Communications Privacy Act was introduced
into the Senate. The bill was proposed to affirm the rights of Americans to use and sell
encryption products and to establish privacy standards for encryption and decryption
technologies. The bill was last referred to the Senate Judiciary Committee (Thomas,
1997).
In June of 1996, the Communicafions Privacy and Consumer Empowerment Act
was introduced into Congress. The act would direct the FTC and FCC to create rules
protecting individuals' privacy on-line and consists of three major components. First,
consumers must know that informafion about them is being collected. Second, collectors
must give nofice that they intend to re-use or sell the information. And third, consumers
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must have an opportunity to refuse to divulge the information (Ulfelder. 1996). The bill
was referred to the House Committee on Commerce, the Subcommittee on
Telecommunications and Finance and the Subcommittee on Commerce, Trade, and
Hazardous Materials (Thomas, 1997). Another version of the bill was reintroduced into
Congress in June of 1997 and separated into two titles: Title 1: Consumer Privacy and
Parental Empowerment and Title II: Internet Infrastructure Advancement. The act was
proposed to protect consumer privacy, empower parents, enhance the telecommunications
infrastructure for efficient electronic commerce, and safeguard data security. The bill was
referred to the House Committee on Commerce and then the Subcommittee on
Telecommunications. Trade, and Consumer Protection in June of 1997 (Thomas. 1997).
Other bills under consideration in the 1997 Congress include the Federal Internet
Privacy Protection Act and the Social Security On-line Privacy Protection Act. The
Federal Internet Privacy Protection Act was sponsored to prohibit Federal agencies from
making a\ ailable through the Internet certain confidential records with respect to
individuals and to provide for remedies in cases in which such records are made available
through the Internet. It has been referred to the House Committee on Government
Reform and Oversight and the Subcommittee on Government Management, Information,
and Technology. The Social Security On-line Privacy Protecfion Act is a bill to regulate
the use by interacfive computer services of Social Securit> account numbers and related
personally identifiable informafion. This bill has been referred to the House Committee

27

on Commerce and the Subcommittee on Telecommunications, Trade, and Consumer
Protection (Thomas, 1997). The pending legislation is e\ idence of the increasing concern
for consumer pri\ acy in relation to new mteractive technologies in the United States.

The Internet
According to Dr. Vinton Cerf, the man known as the "Father of the Internet."
The Internet is a global network of networks linked by means of the
TCP/IP and other protocols. The system incorporates thousands of
networks, hundreds of thousands of computers, and millions of users in
several dozen countries of the world. It is a grand collaboration involving
private nets, public nets, and government and industry sponsored nets
whose operators cooperate to maintain the infrastructure. (Marine,
Kirkpatrick, Neou, & Ward, 1994, p. xvi)
Government, universities, and industry worked together to produce w hat the late MIT
professor, Ithiel de Sola Pool, called "the largest machine that man has ever constructed""
(Diamond & Bates, 1995). The Internet continues to have a significant impact on society
which is driven by the increasing number of computer literate individuals (Denning &
Lin, 1994).

History of the Internet
The Concept
The Internet owes its existence to Allied battle strategies during World War II. to
the geopolitical pressures of the Cold War, and to preparations for the post-apocalypse of
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nuclear holocaust. It started as a project by the Advanced Research Projects Agencv
(ARPA) of the U.S. Department of Defense whose purpose was to develop a
communication system of computers that would survive in the event of a nuclear war.
The goal of the project was to allow a community of users to share the resources that
were available on these computers. The system needed to have no obvious central
command and control point, but rather have the ability for any surv i\ ing points to
reestablish contact in the event of an attack on any one point through a redundancy of
connecfivity, which was later termed as packet switching (Brandscomb, 1996; Diamond
& Bates, 1995; Marine et al, 1994; Santoro, 1994; Zakon, 1995).

ARPANET
The idea of packet switching would allow computer messages to be broken into
small packets, which would flow in an intermingled stream with other packets, and would
carry the bits of information to their destination. Packets that formed a single message
might take different paths to reach the destination. Upon arrival of all packets, the
addressee would then reassemble them. After much research, the idea took form as the
ARPANET which went on line in 1969. The ARPANET began with four hosts which
were located at the University of California at Los Angeles, the University of California
at Santa Barbara, Stanford Research histitute, and the University of Utah.
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The Introduction of Electronic Mail and Discussion Groups
In 1972. Ray Tomlinson of Boh Beranek & Newman, a Cambridge-based research
firm, is credited with inventing the software and sending the first electronic mail (E-mail)
messages across ARPANET. E-mail was first used by scientists to collaborate on
research projects and not for personal messages, as they feh it might violate some postal
laws. However, it was not long unfil mailing-list software was developed which
permitted large groups of people to discuss common issues. One of the first discussion
groups centered around Science Fiction.

Software Protocols
In the 1970s, Vinton Cerf and Robert Kahn, an MIT math professor, developed a
set of software "protocols," called TCP/IP, to enable different types of computers to
exchange packets, despite the size of the packet and the clock speed of the computers.
TCP/IP is responsible for the text-based communication systems we have today,
including electronic mail, discussion lists, file indexing, and hypertext. TCP/IP was first
implemented in sites in 1980 and by 1983 was required for all computers connected to
ARPANET.
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The Network of Networks
By the mid 1980s, the ARPANET was linked to other networks, including the
NSFNET of the National Science Foundation, and the USENET which was created b> a
group of graduate students from University of North Carolina and Duke Uni\ersit\. The
USENET developed into what is today" s Internet. Eventually ARPANET split in two,
with the military communications going to MILNET and computer researchers taking
over ARPANET, hi 1990 ARPANET was shut down, and NSFNET shut down in 1995,
leaving the most heavily traveled routes of the Information Superhighway in pri\ ate
hands (Diamond & Bates, 1995: Marine et al., 1994; Zakon. 1995).

Governance and Regulation of the Internet
Internet sites at one time were similar to the Old West frontier, primarily inhabited
by the new computer/Cyberspace explorers, computer buffs, cyberpunks, and
academicians and subjected to little regulation. The rules, customs, and etiquette were
worked out by bulletin board operators (referred to as "sysops" for systems operators) and
site moderators (often called "list" servers). There was a basic understanding that one
should not take advantage of others and that the privacy of the individuals should be
respected (Scott, 1995).
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Decentralized Control
Governance of the Internet is decentralized. Each site operates under its own
locally formulated code of behavior or conduct, even though sites are connected to other
sites. Internet sites can be hosted by academic, commercial, or government institutions
and are physically located in many different countries and regions of the worid. In other
words, there is no one "in charge" of the hitemet (Denning & Lin, 1994; Marine et al..
1994). Ira Winkler, director of technology at the Nafional Computer Association, points
out that it is not a question of the Orwellian "Big Brother" watching over the people, but
a question of 20,000 "Little Brothers" being able to access personal information about
individuals (Healy, 1996; Ulfelder, 1996).
The commercial providers began to police the sites and reject messages that were
overly offensive or commercial, as well as anything that might violate copyright laws.
Around 1993, government and law enforcement became interested in developing legal
controls over the Intemet sites and bulletin boards especially in relation to pomography
and illegal activities such as planning a crime, stalking, or engaging in threatening
behavior (Scott, 1995).

Who is Responsible for Regulating the Intemet?
Despite these attempts to police, control and regulate, questions linger as to who
is responsible for what is posted in Cyberspace, especially when there is possible
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evidence of a crime being committed or copyright \iolations. Is the s\sop. the online
service provider, the person who posts the information, the creator of the objectionable
material, the viewer of the material, or a combination of the above participators
responsible? What are the legal and ethical obligations of a service provider to screen the
items posted? What laws should apply to the posfing of items - local laws in the
community where the material was downloaded or viewed, local laws in the communit>
where the material was posted, or should there be some national or global laws
developed?
Other questions include these: What is the service provider's obligation to protect
the privacy of the users of the service? Does responsibility flow from whether the
provider has the technical ability to exercise control or from whether the provider chooses
to exercise control? What is the role of regulation and legislation versus ethical and
moral behavior? What constitutes fair use of copyrighted information? What is the
nature of informed consent relative to providing information? (Denning & Lin, 1994;
Scott, 1995).

Growth of the Intemet
The Intemet is a dynamic system because its technology and protocol-base
experience constant and continual change. Further, the phenomenal growth of the use of
the Intemet makes it very difficuU to quantify. One estimate is that it has grown 2000
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percent since the beginning of the 1990s (Layton & Kanfer, 1996). Another study
suggests that the number of adult users rose from 2.2 million in 1994 to 6.6 million in
1995 (Miller, 1996). In 1993, over a million computers were thought to be interconnected
through electronic networks (Marine et al., 1994). However, in a more recent writing,
Kahin and Nesson (1997) found that reports of the numbers of people connected to the
Intemet ranged from 28.8 million to 40 million users worldwide.
In the late 1980s and early 1990s, as more and more people began going on-line,
commercial services like CompuServe, Prodigy, Genie, and American Online became
available to the public and expanded rapidly. By 1994 it was estimated that over 10
million people had subscribed to a commercial service, with many million more having
access to local bulletin boards and the Intemet. By 1996, it is estimated that between 2
and 3 million host computers were linked by the Intemet (Denning & Lin, 1994; Miller,
1996; Scott, 1995).

The Intemet as a Research Tool
The Intemet is gaining popularity as a research tool. More people are accessing
the Intemet to find information on a seemingly inexhausfible number of topics with a few
simple keystrokes. A number of powerful search engines have been created to facilitate a
search for informafion (e.g., Alta Vista, Yahoo, Web Crawler, and Lycos). Information
also can be obtained through e-mail, list servers, news groups, and discussion groups.
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Key Issues of Technology and Information Privacv
At a 1992 workshop hosted by the Computer Science and Telecommunications
Board, several key issues were highlighted in relation to information privacy and new
technologies. These issues include:
1. the extent to which government should regulate behavior on electronic
networks;
2. the role of the marketplace in influencing behavior;
3. the value of sharing information freely versus keeping information proprietary
or private;
4. the need for law that specifically relates to behavior on electronic networks;
5. the nature of informed consent relevant to providing information; and
6. the disposition of individuals who express no preference or inclination
regarding their rights on electronic networks (Denning & Lin, 1994).
These issues are of specific concem to users of the technologies of the
Informafion Age and are often subject to debate and value judgments. Thus, it is
important to explore these issues to understand the differences in attitudes of the public
and the impact those attitudes may have.
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CHAPTER 111
REVIEW OF RELATED RESEARCH AND LITERATURE

Privacy
Privacy is basic to one's sense of self and establishes the boundaries between the
self and society (Scott, 1995). Privacy rights are never absolute. Rather, they are rights
that society balances with the need or desire to disclose personal information under
certain circumstances. Most people have had their rights violated and in tum violated the
rights of others. However, all social groups have some sort of a code of conduct or moral
standards to determine how privacy is handled, though they may vary from group to
group (Denning & Lin, 1994; Gattiker et al., 1996a; USDHEW. 1973).

Defining Privacy
One significant problem in privacy protection is that it is difficult to conceptualize
privacy. The literature lacks a universally accepted definition of privacy and its value.
Such ambiguity has profound implications for the formulation of public policy to protect
privacy (Carroll, 1974; CDT, 1996; Inness, 1992; McLean, 1995; Regan, 1995;
USDHEW, 1973).
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Meanings of Privacy
The term privacy has a variety of definifions and meanings. As an example,
privacy has been described as a claim, entitlement, or right of an individual to determine
what informafion about oneself may be communicated to others (Schoeman, 1984).
Other definitions refer to being left alone, the state of being alone, the ability to control
access to spaces, solitude, being away from public view, freedom to do what one wants,
secrecy, confidentiality, not being disturbed, anonymity, and not being monitored
(Altman, 1975; Gattiker et al., 1996a; Margulis, 1997). Yet another definition of the
personal right to privacy describes it as a right of individuals to withhold information
about themselves, that is, to restrict access to personal information (Gandy, 1993b).

Privacy Issues
Flaherty (1989) identifies different privacy issues including the right to be let
alone, the right to a private life, the right to limit accessibility, the right of exclusive
control of access to private realms, the right to minimize intmsiveness, the right to enjoy
solitude, the right to enjoy intimacy, the right to enjoy anonymity, the right to enjoy
reserve, the right to secrecy, the right to control information about oneself, and the right
to expect confidentiality. Gandy (1993b) reduces these rights to two factors: control over
access and control over disclosure or representation of informafion.
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Aspects of Privacy
Inness (1992) suggests three aspects to privacy. One type of privacy involves the
ability of someone to regulate or control access to information about oneself The second
involves the individual's freedom to make decisions about personal actions. The third
involves a psychological notion of privacy as a form of personal control over intimacy.

Functions of Privacy
Westin (1967) identified four functions of privacy: (1) personal autonomy, (2)
emotional release, (3) self-evaluation, and (4) limited and protected communication.
Similarly, Altman (1975) described the functions as (1) personal-boundary control for
self-definition; (2) room to evaluate oneself, others, and new situations; and (3) respect
for the value of the self, to enhance self-identity.

Core Definition of Privacy
Margulis (1977) presented a core definition of shared, abstract components of
privacy that reasonably represent the different meanings gleaned from the literature. He
concluded that most people define privacy in some reference to separation from others
through the control of informafion, space, or access, including simply being or working
alone, and the control over intmsions from others or from the environment.
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Privacy Concems
Many times concems about privacy reflect a common perception that increasing
interactions with organizations often result in the consumer involuntarily giving up
personal information of varying degrees of sensitivity. Of particular concem is the use of
matching or profiling techniques that combine data stored in unrelated files to create a
profile of an individual. This is also referred to as data mining (Eisenberg, 1996; Gandy.
1993b).
The issue of privacy has gained much media attention, and in fact much of the
consumer response has been driven by media reports. S. A. Smith (1994) points out that
one can find examples of the growing concem regarding the collection, use, and
protection of personal information in the United States on almost a weekly basis. For
instance, a most recent example involves a product called "Lotus Marketplace:
Households," a CD-ROM with informafion regarding American households. The product
was never released and was canceled by execufives of the Lotus Development
Corporation and Equifax Marketing Department after an unprecedented amount of
consumer protest because of the alleged invasion of privacy (Gandy. 1993a; Kirsh et al.,
1996; Smith, S.A., 1994).
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Control Over Personal Information
One reason for the uneasiness about privacy and technology is the sense of loss of
control over the amount of personal information about an individual that is relati\ eh eas\
to obtain (Culnan, 1993; Healy, 1994; Ulfelder, 1996). Much of the data available is
information that has been willingly and sometimes unknowingly provided.

Opt-in/Opt-out
The two most common ways individuals are given control o\ er their personal
information are known as "opt-in" and "opt-out" approaches. Opt-in approaches involve
companies asking explicit permission from individuals to use their name or other
personal information for purposes other than what the information was originally
collected. Opt-out approaches, which are more common, invoh e organizations
announcing or publicizing in some form that they routinely sell their mailing lists and
provide the opportunity for consumers to request that their names and information not be
used for other purposes (Castelli, 1996; CDT, 1996).

Encryption
Another means of control involves a technology, termed encrypfion, that is used to
conceal the contents of computer files and telephone calls. Encrypfion technologies
scramble voices or data as they are transmitted so that they cannot be understood if
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intercepted. These technologies have been a source of great contro\ers\ between pri\ac\'
advocates, consumers, businesses, and government.
The Clinton Administration recently proposed an encryption de\ ice called the
Clipper Chip. Unlike other encryption systems, the Clipper Chip's code can be unlocked
with a set of software keys. The idea allows for encryption to take place, but enables
government investigators to decode the encrypted work of suspected criminals. Critics of
the Clipper Chip believe the government is trying to delay and discourage the use of other
encryption technologies and that it would still leave the communication system and
computer networks vulnerable to intmsions (Healy. 1996).

Privacy Marketing
Privacy is moving beyond a political issue and is now being recognized as a
marketing issue. Because of the advances in information technology, organizations have
a greater ability to collect and analyze a large amount of personal and private information
about their customers. Creating customer databases is a big business in itself and has
caused further tension between consumer and business practices (Gattiker et al., 1996a;
Szabo, 1995).
Many Americans attempt to protect their privacy by not participating in customer
tracking programs, not using credit cards, and refusing to provide social security
numbers, bank account information, address and location information, or other personal
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information. However, a vast majority of people do not realize to what extent their
lifestyles are tracked (Szabo, 1995).
In a reverse trend, man>' companies are using the privacy issue to differentiate
themselves from their competitors or to provide a "value-added" privacy aspect to their
product or service. Privacy marketing w ill be an especialh important value-add for
Intemet Commerce (Szabo, 1995). For providers of interactive ser\ ices to remain
competitive in the United States and operate in global markets, attention must be paid to
individual privacy to gain the tmst of the subscribers. Consumers will punish providers
who fail to proactively disclose their data collection practices and privacy safeguards
(Kirsh etal.. 1996).

Legal Background of Privacy
Although the importance of privacy is deeply ingrained in the American political
and social heritage, the right of privacy is not explicifiy mentioned in the Constitution.
However, the Bill of Rights, by its ver\ nature, is a broad affirmation of personal privacy
because it limits the government's power to interfere with individual liberties (Gandy.
1989; Gandy, 1993b; Hendricks et al.. 1990; Regan, 1995; Smith, R. E.. 1979: Wessells.
1990). Privacy, in concept and tradition, is a basic human right but, as a legal entity
based in social realit\. it is ambiguous at best and is used to cover man\ different
concems about the misuse of informafion (Denning & Lin, 1994; Hixon, 1987).
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The historical background of U.S. legislation on pri\ ac\ reveals a reacti\e.
piecemeal, up-and-down relationship. Much of the privacy legislation addresses a
specialized problem or is a response to a particular crisis that has caught the attention of
lawmakers. Although a number of privacy laws have been passed, they do not seem to
address the issues in a cohesi\e fashion (Kirsh et al.. 1996; Regan, 1995: Smith. S.A..
1994). Regan (1995) maintains that much of the legislation overlooks the importance of
the \alue of privac\ and represents more of a unbalanced compromise between those who
benefit from the new technologies and privacy advocates. He asserts that most often
those who benefit from the new technologies have greater influence over the final
legislation than those concemed over privacy.

The Right to Pri\ acy
The first emergence of a body of law dealing with privacy is credited to an article
wTitten b> Samuel Warren and Louis Brandies published in the Har\ ard Law Review in
1890. Warren and Brandies advocated the right of an individual in preventing the
commercializafion of private matters by the press. The authors recognized intmsions on
pri\ acy as a civil wrong. Therefore, the right to privacy inifially w as interpreted to
include only protection against tangible mtmsions resulting in measurable injury
(Hausman, 1994: Hendricks et al.. 1990; Hixon, 1987: Marshall. 1989; McLean. 1995;
Regan, 1988; Scott. 1995: Wessells. 1990).

43

During the first half of the Twentieth Century, the Supreme Court began to
explore constitutional principles relating to privacy. This increasing concem for the right
to privacy emerged during this time due to the increasingly complex, urbanized,
multicultural society, which led to more ways in which one's privacy might be invaded b\
others (Scott, 1995).
In a 1960 law review article, Dean Prosser concluded that the right of privacy, in
one form or another, was declared to exist by an overwhelming majority of American
courts. Prosser identified four distinct torts - intmsion, disclosure, false light, and
appropriation - that could be isolated in state common law invasion. More specifically
the Courts recognize the right of an individual to recover damages when his or her
privacy is invaded in any of the following four ways:
1. intmsion upon an individual's solitude,
2. public disclosure of embarrassing private facts about an individual,
3. publicity that places the individual in a "false lighf' in the eyes of the public,
and
4. the use by another of a person's name or image for someone else's profit
(Hixon, 1987; Regan, 1988).
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The Emergence of Technology in Privacy Legislation
In the 1960s, significant cases dealing with sexual privacy and wiretapping were
heard by the Court. In 1967, the Court applied privacy principles to a new dimension in
Katz V. United States. It mled that warrantless wiretapping was unconstitutional and in
the process created a standard, known as "the reasonable expectation of privacy," to guide
subsequent consideration of privacy issues. Additionally, the court established criteria for
determining constitutionally protected "zones of privacy" (Hendricks et al., 1990;
Wessells, 1990).
Also in the 1960s, the concem over privacy began to get an increased amount of
attention because of several factors including:
1. the first commercially successfiil computer,
2. the increasing use of the social security number as a personal identifier,
3. a growing societal mistmst of government, and
4. a proposal for a National Data Center that would combine the databanks of
various federal agencies into one large repository (Smith, H. J., 1994).

Information Privacy
In the late 1960s, concem with the "privacy" of computerized personal
information held by credit agencies and the government rekindled interest in defining a
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right of privacy that could serve as the basis for policy discussion (Marshall, 1989:
Regan, 1988; Wessells, 1990).
Federal focus on information privacy. In response to increasing consumer
concem during the 1960s and 1970s, a strong federal focus on information privacy began
to develop. Two significant pieces of legislation were passed during this time: (1) the
1968 Omnibus Crime Control and Safe Streets Act, passed to protect the privacy of wire
and oral communications by prohibiting electronic surveillance except in cases where a
court order is obtained, service-related monitoring by telephone companies takes place, or
expressed consent of one of the participants is given; and (2) the 1970 Fair Credit
Reporting Act, which outlined procedures for making records available to subjects of the
records and procedures for correcting information, and permitted disclosure only to
authorized customers (Marshall, 1989; Regan, 1995; Smith, H. J., 1994).
Fair information practices. In response to increasing consumer concems the U.S.
Department of Health, Educafion, and Welfare (HEW) released a study in 1973, entitled
"Records, Computers, and the Rights of Cifizens: Report of the Secretary's Advisory
Committee on Automated Personal Data Systems." The report resulted in a
recommendafion for a legal stmcture based on a set of "Fair Informafion Pracfices." This
1973 Code of Fair Informafion Pracfices included the following principles:
1. There shall be no personal data record-keeping systems whose very existence
is secret.
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2. There must be a way for an individual to find out what information about that
individual is in a record and how it is used.
3. There must be a way for an individual to prevent information about the
individual that was obtained for one purpose from being used or made
available for other purposes without the person's consent.
4. There must be a way for an individual to correct or amend a record of
identifiable information about the individual.
5. Any organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take precautions to prevent misuses of the data (Smith,
H.J., 1994; Smith, R.E., 1979).
These five elements of the Code, or variafions of them, appear again and again in laws
and policies that have been developed since the 1970s (Smith, R. E., 1979).
1974 Privacy Act. In the wake of Watergate, hearings were held in 1974 in both
the Senate and the House on privacy issues which lead to the creation of the 1974 Privacy
Act. This law applies only to federal agencies but grants individuals the right to see,
copy, and correct their records and to restrict unconsented disclosures of information
between governmental agencies and also between agencies outside of the government
(Hendrick et al., 1990; Marshall, 1989; Regan, 1988; Smith, H. J., 1994; Wessells, 1990).
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Since 1974, Federal agencies have experienced five technological trends that
affect the use of personal information and that have implications for Privacy Act
protections. These trends include:
1. a quantitative increase in the number of computerized records;
2. qualitative changes that have occurred in the storage and retrieval of data as a
result of computerization;
3. the use of computers in processing personal information;
4. the indirect linkage, or electronic searching, of computer records; and the
direct linkage of computer records via the telecommunications system (Regan,
1988).

Other Significant Privacy Legislafion
Other major privacy laws passed in the 1970s include the 1974 Family
Educational Privacy Act, the 1978 Foreign Intelligence Surveillance Act, and the 1978
Right to Financial Privacy Act. In the 1980s privacy issues began to gain momentum as
technological advances began to make information more easily accessible. The 1980s
saw the passage of the 1980 Privacy Protecfion Act, the 1984 Cable Communications
Policy Act, the 1986 Electronic Communications Act, the 1988 Computer Matching and
Privacy Protecfion Act, the 1988 Video Privacy Protecfion Act, the 1988 Employee
Polygraph Protection Act, and in 1991, the Telemarkefing Protections Act (Healy, 1996;
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Marshall, 1989, Regan 1995). Figure 1 provides descriptions of these significant pieces
of legislation.

The Global Problem with Privacy Legislation
One reason suggested for the general ineffectiveness of privacy laws is the failure
to identify the types of information that are in need of protection, since some types of
personal information may be considered more sensitive than others. A major problem is
that the level of sensitivity toward what is private varies greatly within the general
population for different groups of people based upon different demographic and
ethnographic factors (Gandy, 1993b). Therefore, it may be difficult to create a standard
set of all-encompassing legislation.
However, the attempt to create a standard set of privacy legislation, one that
regulates what is permitted and what is illegal to protect all system participants, has
become a global issue. The difficulty of creating standard legislation can be attributed to
the differing moral standards and ethics adhered to by different cultures and peoples of
the world. As of yet, the degree of information privacy concems between countries has
not been fully established. Addifionally, the laws would only be enforceable if people in
their respecfive countries feel that it is unacceptable to violate the law (Gattiker et al.,
1996a; Regan, 1993).
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1974 Family Educational Rights and Privacy Act
Requires educational institutions to grant students or parents access to student records, establishes procedures to
challenge and correct information, and limits disclosure to third parties.
1974 Privacy Act
Gives individuals rights of access and correction of information held by federal agencies and places restrictions on
federal agencies' collection use, and disclosure of personally identifiable information.
1978 Foreign Intelligence Surveillance Act
Establishes legal standards and procedures for the use of electronic surveillance to collect foreign intelligence and
counterintelligence within the United States.
1978 Right to Financial Privacy Act
Provides bank customers some privacy regarding their records held by banks and other financial institutions and
stipulates procedures whereby federal agencies can gain access to such records.
1980 Privacy Protection Act
Prohibits government agenciesfi-omconducting unannounced searches of press offices and files if no one in the office
is suspected of having committed a crime.
1984 Cable Communications Policy Act
Requires cable services to inform subscribers of the nature of personally identifiable information collected and the
nature of the use of such information; the disclosures that may be made of such information; the period during which
such information will be maintained; and the times during which subscribers may access such information about
themselves. It also places restrictions on the cable services' collection and disclosure of such information.
1986 Electronic Communications Policy
Extends Title III protections and requirements to new forms of voice, data, and video communications, including
cellular phones, electronic mail, computer transmission, and voice and display pagers.
1988 Computer Matching and Privacy Protection Act
Requires agencies to formulate procedural agreements before exchanging computerized record systems for purposes
of searching or comparing those records and establishes Data Integrity Boards within each agency.
1988 Employee Polygraph Protection Act
Prohibits the private sector's use of lie detector tests for employment purposes, except in certain circumstances.
1988 Video Privacy Protection Act
Prohibits video stores fi-om disclosing their customers' names and addresses and the specific videotapes rented or
bought by customers except in certain circumstances.
1991 Telemarketing Protections Act
Restricts telemarketing calls, especially those made by autodialers.

Figure 1
Significant Privacy Legislation
Source: Regan, P.M. (1995). Legislating privacv: Technologv, social values, and public policy. Chapel
Hill, NC: University of North Carolina Press, p. 6.
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The European Community (EC) is working to harmonize their pri\ ac\ or data
protection legislation through the Data Protection Directive. This directive would affect
exchanges of personal information between the twelve European countries as well as
between the EC and other countries of the world. Regan (1993) suggests that the U.S.
should follow this example to strengthen its own privacy laws.

Privacy Policies and Practices
Corporate
Many corporations are experiencing a gap between privacy policies and practices.
Smith (1994) asserts that the current system of ambiguous and reactive corporate and
legal policy-making cannot effectively address the growing technological challenges to
privacy. Rather, a broad range approach is needed which enforces stricter adherence to
the Fair Information Practices Code.
To strengthen the Fair Information Practices Code, Smith (1994) suggests the
following enhancements:
1. There should be no deception in data collection practices. Informafion should
be provided upon request that explains why the information is being collected
and how it will be used.
2. Individuals should be given the opportunity to opt out of having to provide
any information that the individual finds inappropriate. This opportunity
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should be pro\ ided on a regular basis in a way that is clearly communicated
with specific instmctions.
3. Organizafions should limit the access of personal data to only those who ha\ e
a legitimate need to know and should limit the sharing of data with other
organizations without the consumer's knowledge.
4. Organizations should limit the combining of disparate databases without the
customer's knowledge.
5. Decisions about data usage should be made by appropriate persons and
processes.

Government
The first broad pri\ ac\ policy for the entire federal government was presented in a
proposal b} a task forcefi"omthe National Telecommunications and Information
Administration (NTIA) in October 1995. The report recommended that data users
maintain the privacy. integrit>, and quality of their information. The information pri\ acy
principle states that information should be acquired, disclosed, and used in wa>s that
respect privac>. The information integrit} principle states that information must not be
improperly altered or destroyed. The information quality principle states that information
must be accurate, timely, complete, and relevant (Castelli. 1996).

s-»

Regulating Privacv
Bennett (1992) developed five models for regulating privacy which include:
1- The Voluntary Control Model. This model relies on self-regulation on the
part of corporate players. The law defines specific mles and requires that a
"responsible person" in each organizafion ensure compliance.
2- The Self-help Model. This model depends on data subjects challenging
inappropriate record-keeping pracfices. Rights of access and correction are
provided for the subjects, but they are responsible for identifying problems
and bringing them to the courts for resolution.
3. The Licensing Model. This is a proactive model that requires that each
databank containing personal data be licensed (usually upon payment of a fee)
by a separate governmental agency. The agency would be responsible for
stipulating the specific conditions for the collection, storage, and use of
personal data.
4. The Regulation Model. This is similar to the Licensing Model except that the
governmental agency has no right to block the creation of an information
system. The model is reactive in nature since the agency would respond to
and investigate complaints and deregister those systems that fail to comply.
5. The Data Commissioner Model. This model relies on the ombudsman
concept through a commissioner's office. The commissioner has no power
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over regulation but does investigate complaints from consumers. The
commissioner would also be an expert who would offer advice on data
handling, monitor technology and make proposals, and perform inspections of
data processing operations (Bennett, 1992; Smith, H. J.. 1994).
These models are based upon the level of governmental involvement in pri\ ac>
management as illustrated in Figure 2.

Registration

Voluntary Control
Self-help

Data Commissioner

Medium

Lower

Licensing

Higher

Figure 2
Models of Privacy Protection
Source: Smith, H. J.. 1994 , p. 213

hi his studies, H. J. Smith (1994) elaborated on Bennett's five models. He
surmised that in looking across the intemafional pri\acy approaches of different
countries, Swedish policy would fall into the Licensing Model. Britain would follow the
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Registration model, Germany would fit most closely with the Data Commissioner model,
and the United States employs a system that combines Voluntary Control with Self-help.
Smith (1994) asserts that voluntary control and self-help are not working for United
States privacy approaches and suggests the U.S. needs to move closer to one of the
models that incorporates some level of regulation. However, in order to do so, ambiguit\
found in privacy policy must be reduced, the regulation must carry penalties in the event
that they are ignored or not followed, and the amount of regulation should start out small
and then increase as needed rather than implementing more regulation than is necessary
to solve a problem.

Privacy Studies
Since the 1960s, serious interest in the concept of privacy has increased in the
behavioral sciences and other disciplines, corresponding to the increased attention to
privacy from the government. The first studies focused upon the behavioral aspects of
privacy and the development of the privacy concept. These studies justified interest in
privacy with studies, observations, and cases that demonstrated the importance and
viability of the behavioral concept of privacy (Margulis, 1977; Regan, 1995).
The next phase of studies in the privacy area accepted the importance of privacy
and tumed to systematic explorations of the concept of privacy. This stage included
attempts to differentiate privacy from other concepts. It also attempted to differentiate
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between behavioral and nonbehavioral analyses of privacy (Margulis. 1977). Altman
(1977) suggested that privacy involves not only the use of the physical en\ironment
alone, but also includes a variety of verbal, nonverbal, environmental, and cultural
mechanisms. In his research, Altman (1977) undertook an historical analysis to examine
many past and present cultures from around the world from small tribal groups to
modem-day society. He found that people in all cultures engage in the regulation of
social interaction such as being accessible or inaccessible to others, and that the
behavioral mechanisms by which accessibility is controlled are unique to the particular
physical, psychological, and social circumstances of a culture.
A third wave of privacy studies involved systematic explanations of why and how
people seek privacy and how privacy affects the individual (Margulis, 1977). Several
studies in this stage explored privacy in relafion to employer/employee relationships but
did not directly address overall attitudes toward privacy (Fusilier & Hoyer. 1980:
Rosenbaum, 1973).
For example, in the early 1980s, Stone, Guenutal. Gardner, and McClure (1983)
undertook a study to look at attitudes toward privacy within the employer/employee
relationship. This study examined the degree to which an organizafion influences
information-privacy values, beliefs, attittides, and behavior intentions and the
relationships between these variables. The sample included a total of 193 subjects who
were selected to mirror the population of the United States population based upon the
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1970 census. The subjects were interviewed with respect to one randomly determined
organizational type. The organizational types used were (a) employer (the organization
for which an interviewee worked); (b) Intemal Revenue Service; (c) insurance companies
(firms selling auto, home, life and other types of insurance); (d) credit grantors (retail
stores and credit card issuing companies); (e) law enforcement agencies (municipal, state,
and federal); and (f) lending institutions (banks, savings and loan associations, and credit
unions), but not finance companies. The results showed that there were significant
differences among the organization types on the values, beliefs, attitudes and behavior
intentions relating to information privacy. Further, the study found significant
correlations between these variables within an organization.
Using a different approach, Stone and Stone (1987) conducted an experiment to
examine the effects that leaving informafion on job applications blank for privacy reasons
may have on personnel selecfion decisions. The sample included 188 respondents who
were either managers or professionals enrolled in an MBA program. The study found
that people who attempt to protect their privacy through a nonresponse strategy on job
applications, especially in relafion to questions about any past criminal history, were
viewed as being less suitable for the job. The findings suggested that a potential
employer views a nonresponse as an attempt to conceal facts that would reflect poorly on
an application. Therefore, those individuals are disadvantaged in ways that had not
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previously been considered by advocates of nonlegislati\^e pri\acy protection
mechanisms.

Increasing Focus on Attitudes Toward Privacy
Perhaps the first major study to address attitudes toward pri\ ac> and to examine
public/social concem for privacy was one conducted b\ Harris and Westin in 1979. This
stud} has provided a basis for many of the current pri\ac\ -related studies. Harris and
Westin (1979) conducted the study to address public concems about pri\acy that went
beyond the employer/emplo> ee relationship. The focus of the stud> was to learn to what
degree pri\ ac\ can and should be protected in an intenselv service-oriented,
technologically-based society - a society whose collective marketplace is ftindamentally
fueled by the collection, storage, and use of the personal information of its citizens. Fi\e
issues were singled out for exploration including (1) the personal dimensions of pri\ ac\.
(2) the employee/employer relationship, (3) the pri\ acy-intensive industries. (4)
government and pri\ ac\, and (5) how to protect pri\ ac\. The sur\ e\ was conducted using
personal interviews on a sample of 2.131 individuals. Part of the sample population
(1.513) was representative of the aduh American populafion. The other 618 participants
w ere representati\ e of selected "leadership groups'' including congressmen. Federal
regulatory officials, law enforcement officials, state insurance commissioners, business
employers, computer industry executi\es. insurance executi\es. credit card compan>
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executives, credit industry executives, and commercial bank executi\ es. The study
provided a wide-range assessment of Americans' attitudes toward privacy in the 1970s
which would serve as a useful base for future studies.
Similarh. Katz and Tassone (1990) undertook a stud> to analyze trends in the
American public's concem for privacy. Their research produced several interesting
findings. The researchers found that privacy, as an abstract concept, is one that most
Americans strongly value, although there is very little evidence that people w ill make
sacrifices to protect it. Another finding was that there is modest and often conflicting
evidence of an upswing in privacy concems in the 1980s. However, the stud> did show
that Americans believe privacy loss will be a larger problem in the future than it was at
the fime of the study. Other findings suggest the proportion of people who believ e the\
give up their privacy to participate in a consumer societ\ has grown, as has the proportion
of people who believe they are included in computer database files compiled for purposes
unknown to them. Although people are increasing!) willing to seek tangible benefits
(i.e.. convenience, faster service) even if it requires divulging privacy-sensifi\ e
information, a substantial percentage are reftising to supply complete information on
themselves (Katz & Tassone, 1990).
From their research Katz and Tassone (1990) concluded that people are becoming
more acclimated to the necessit> of giving up personal information, although they are not
pleased with the prospect. Thus, there may be a w idening split between a sense of
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privacy loss and reports of actual privacy invasion. Additionally, the authors found that
an increasing number of people feel the government knows almost everything about
everyone and that virtually all personal privacy has been lost.
Other findings of the study suggest that approximately 18% of Americans report
that they have been victims of privacy invasion and that they are increasingly concemed
about personal privacy. The most recent wave of concem is related to computer usage,
though the study only briefly addressed this issue (Katz & Tassone, 1990).
A study conducted by Equifax also supports findings similar to the studies
conducted by Harris and Westin and Katz and Tassone regarding increasing concems
over privacy. In addition, the Equifax study showed that privacy fears affect consumer
behavior and tend to differ according to age, political affiliafion, ethnicity, and gender
(Equifax, 1990).

Focus on Information Privacy
Due to technological advancements and the expanded ability to collect, store, and
retrieve data, privacy studies began to focus on informafion privacy during the 1990s.
For example, a study conducted by Culnan (1993) examined consumer attitudes toward
secondary information use. Secondary information involves information collected for
one purpose which is subsequently used for a different purpose. The author asserts that
secondary information use may be viewed as an invasion of privacy when it occurs
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without the knowledge or consent of the consumer. e\'en though it is legal to do so. The
study addressed the differences between consumers who object to certain uses of personal
information from those who do not object. The sample included 126 \oluntar>
respondents. The majority of the participants were identified as consumers who engaged
in acti\ ities that resulted in their names being placed on mailing lists and were thought to
have formed attitudes about secondary- information use. Findings of the study included
that control over information emerges as a clear theme in differentiating indi\iduals with
positi\ e o\ erall attitudes from those with negati\'e attitudes. The participants w ith
positive attitudes were less concemed about privacy issues. percei\ ed situations they
could control as beneficial, and had ways of coping with things the> could not control.
In another study. H. J. Smith (1994) examined how personal data are handled b>
corporations in various industries and what types of policies, if am. corporations had in
place to address information pri\ ac\. Smith found that there is no standard practice of
handling personal information and that companies are mainly reacti\ e in policy making.
He also found that the type of informafion a company handles (i.e.. basic telephone
directory information \ s. personal financial information) ma> have some impact on the
formality of the company's policies and employee's percepfions. A third finding
indicated that there may be a presumed hierarch\ m the offensi\ eness of certain
informafion practices. For example, sharing of information was more likely to be
addressed by a formal policy than the collecfion and use of data.
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These studies which ranged from a focus on the concept, to social/public concem.
to information privacy are indicative of an increasing concem for privacv. As technologv
continues to advance, the problems of pri\ acy will most likely continue to grow. Thus.
the need for continued research into attitudes toward privacy and information pri\ ac\ will
provide better understanding about attitudes and produce findings that might provide
some guidance for legislators and policy makers.

Limitations of Previous Studies
In inquiring about consumer concem about pri\ acy. there is an assumption that
privacy is something that is universally valued and is perceived to be at risk (Gandy.
1993b). Academic, government, and corporate research over the last three and one-half
decades overwhelmingly demonstrates that individuals are becoming increasingly
concemed about their privacy. However, as the pervasiveness of technologv grows, new
concems are being raised about privacy. Though this has been raised as an issue of
concem in recent studies, the academic research on privacy in relation to new
technologies is very limited. Therefore, the current study will contribute and expand the
literature about consumer privacy issues.
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Information Technology and Privacy
Technology has been a major catalyst for public concem about pri\ acy. To a great
degree, the growth of technology and our society's response to it have molded our
concept of privacy (Smith, S.A., 1994). Technology and life styles have made privacy
protection a very different endeavor as the concept of privacy has moved from an
individual pursuit to an issue that applies to the whole society. Privacy must now be
viewed in terms of the collective or public-good value of privacy. It is important to note
that technology itself is not the problem, but rather the users of the technology that have
developed uses for the technology which may infringe upon an individual's privacy
(Regan, 1995; Scott, 1995).

Technology and Social Change
The impact of technologies such as mass media, telephones, transportation
vehicles, mechanical machinery, and computers have changed the way people live, work,
and play. In general, people have become more mobile and more global. However, a
question raised in the literature involves what specific role technology plays upon social
change.
Regan (1995) presents three schools of thought on the role of technology and
social change:

63

1 • Technology Determinists - believe that technology has become an end in
itself, that is, an autonomous force subject to no extemal controls. The
technical base of society is the frindamental condition affecting all pattems of
social existence and changes in technology are the single most important
source of change in society.
2. Technology Neutralists - believe that technology has no independent force
and that it is a controllable tool that can be shaped to whatever end is desired.
3. Technology Realists - believe that technology has a force of its own, but is not
independent of political and social forces. Technological developments create
new opportunities and new problems, but they are a part of the makeup of
social change.
No matter what school of thought one identifies with, it can be argued that technology
does have an impact on society.

Technology/Privacy Studies
The effect of technology on society has proved to be an interesting subject for
many researchers. In a 1967 study, Jerry Rosenberg attempted to categorize attitudes of
various segments of the American population toward a nafional data base and possible
ramifications of a nafional data base. The study sought to discover attitudes about the
collection and use of data, the relationship between the federal data bank and invasion of
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pri\ acy, and increased federal control. The questionnaire was distributed to a sample of
821 subjects which included high school students, undergraduate students, graduate
students, deans of law schools, college teachers, college placement directors, personnel
directors, and corporate secretaries. The survey was also distributed to United States
Senators, members of the Supreme Court, and state labor organizations, but due to low
response these groups were taken out of the analysis. One of the most important findings
of this study revealed that a strong relationship exists between negative attitudes toward a
federal data bank and the respondents' degree of exposure to computerized data-gathering
technology (Rosenberg, 1969).
Several surveys over the past two decades have questioned respondents about
their v lews on computers and priv acy. In a study about human-computer social
interaction, the findings suggested that computers deserve careful consideration as
powerfijl psychological and social agents (Feinberg & Walton, 1983). This study has a
direct bearing on an individual's acceptance of computers in relation to how one feels
computers affect personal priv acy. However, more research needs to be conducted to
determine if one's attitudes, knowledge, and use of computers and other technology has
an impact on attitudes toward consumer privacv.
An historical analysis of studies about computers and priv acy notes an increased
perception of the belief that computers are an acttial threat to privacy. Also, there is an
increasing concem that the privacy of personal mformafion processed by computer is
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inadequately safeguarded. Another finding from these surveys is the increased perception
that computers have made it easier to obtain confidential information improperly (Katz &
Tassone, 1990). However, attitudes tended to be positive about the benefits computers
provide. There is a growing agreement that computers have improved the quality of life
in society (Regan, 1995). This ftirther illustrates the conflict between public good and
privacy concems.

Electronic Networks and Privacy
Computers linked together through electronic networks have added to the concem
for privacy. The illusion of privacy may sometimes cause problems for electronic
networks. For example, some systems may allow individuals to conceal their identity
through use of code names or encryption techniques, but the record of use on these
systems is public. Therefore, even though one's identity may be disguised, information
about an individual's usage habits is sfill relafively easy to trace. The "reasonable
expectation of privacy" on electronic networks may not be clear, even if policies are made
explicit in advance (Denning & Lin, 1994).
Electronic network communities are beginning to develop their own cultures,
including the following elements: (1) values, or what is desirable; (2) behavioral norms
including efiquette and convenfion; and (3) beliefs that provide history, mythology, and a
world view. Network communities are as diverse as any collecfion of human beings can
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be, mainly because they exist based on the electronic affiliation of individuals with shared
interests or affinities. They are subject to conflicting value systems and may be govemed
by different policies (Denning & Lin, 1994).
Dutton illustrates these differing values through his typology of network users
which are listed below:
1. Civil Libertarians - value free speech above all. Regulation can only be
accomplished informally by the community of users.
2. Regulators (also termed as Communitarians) - call for censorship and are
more concemed about privacy invasion and intmsion than First Amendment
issues.
3. Formalists - rely on previously written documents and are satisfied with the
status quo.
4. Property Rights Advocates - believe that using the system is a privilege and
not a right. The system has a right to make mles.
5. Balancers - weigh the conflicting values of free speech and privacy (Denning
&Lin, 1994; Dutton, 1996).
The accelerated growth in use of the Intemet has opened up new possibilities for
applicafions in neariy every sector of society. The Intemet has become an easily
accessible and affordable medium for personal and organizational communications, a tool
for providing or gathering information, a new means to market and sell products or
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services, and a fomm for entertainment. However, issues surrounding concems about the
content and regulation of content on the Intemet are being raised. Furthermore, as
illustrated by Dutton's typology, there are differing v iewpoints on how and to what extent
the Intemet should be regulated. Therefore, mnovativ e public policv and regulatory
initiatives are critical in addressing the concems brought about by this new technologv
(Dutton, 1996).

Intemet and Privacy
The Next Level of Privacy Concems
Of growing concem to Intemet users is the issue of how private personal data is
protected on the Intemet. The explosion of use has created new opportunities for
collecting and communicating information on indiv iduals and organizations. Even
though an individual may feel anonymous on the Intemet. with each use a data trail is left
(Gattiker et al.. 1996a). These data trails are referred to as "clickstreams" and embark
upon a digital afterlife where raw statistics about on-line behaviors are transformed into
usefiil information and stored for future application, sale, or trade (Eisenberg. 1996).
For every hit on a site on the Intemet. there is an access log of certain information
which is stored in an individual's hard drive of the computer when he or she visits an
Intemet site. These bits of informafion, called "cookies" are used to track usage habits of
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the individual, called surfing habits. Intemet transactions are accessible and easily crossreferenced with other information.
Many of the Intemet navigational packages and browsers will allow users to be
alerted when a cookie is encountered. However, there appears to be a general lack of
understanding by Intemet users that data are being stored or tracked, which has caught the
attention of privacy advocates (Pitkow & Kehoe, 1996; Ulfelder, 1996). Additionally,
many times users voluntarily give up personal information when they answer
questionnaires or surveys, register at a site, or purchase a product or service (Eisenberg,
1996).

Intemet Studies
Because of the relative newness of the technology, research dealing with the
Intemet has a very short history. In fact, much of the research dates back only to 1995.
However, the increasing popularity of the Intemet has sparked a tremendous growth in
usage over the past several years, which in tum has created an interest in more closely
examining this new technology. Many studies of the hitemet were conducted by market
researchers to estimate how many people use the Intemet, to create demographic profiles
of Intemet users, to find out how users were accessing and using the Intemet, and to
analyze trends for the fiiture (Layton & Kanfer, 1995). Following is brief description of
several of these studies.
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Times-Mirror Center Study
In 1995, the Times-Mirror Center for the People and the Press (now the PEW
Center) conducted a survey of 3,603 respondents via the telephone to estimate the number
of users and examine the use of services. According to the study, the most used function
was e-mail. The study also indicated that a majority of the respondents did not view
access to the Intemet as a necessity (Layton & Kanfer, 1996).

American Intemet User Survey
The American Intemet User Survey, a study conducted by Find/SVP's Emerging
Technologies Research Group, sampled 1,000 individuals regarding their Intemet use.
The study found that people between the ages of 18 to 29 represented about 31% of the
adult users, while people in their 30s and 40s make up about 53%, and those aged 50 and
older account for 35%. The survey also polled parents about their children's Intemet use
and estimated that an additional 1.1 million users were below the age of 18 at the time of
the survey.
Most users, approximately 60%, indicate that they use the Intemet for personal
and business activities. The dominant place for accessing the Intemet is from the home,
with the workplace mnning second, and academic locations mnning third. The services
more frequently provided by the Intemet are for information access and communication.
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Education and entertainment lag slightly behind, with buying and selling, banking, and
community services being the least used services (Layton & Kanfer, 1996; Miller. 1996).

CommerceNet/Nielsen hitemet Demographics Survey
The 1995 CommerceNet/Nielsen hitemet Demographics Survev claims to be the
first scientifically conducted survey of the hitemet. The survev studied three types of
users in the United States and Canada over the age of 16 including:
1. Intemet users - individuals who have direct access to the Intemet and have
used it in the last three months and who may or may not have an on-line
service account,
2. On-line service users (may also be Intemet users) - individuals who have
access to an on-line service with no direct Intemet access, and
3. Non-users - individuals who have not accessed the Intemet within the last
three months and have no on-line service.
The study included a sample size of 4.200 and collected information via the
telephone on demographics of Intemet and on-line services users. Based upon the results,
the researchers estimated that 37 million people in the United States and Canada have
access to the Intemet and that 18 million are World Wide Web users. Other results made
comparisons between on-line services and Intemet usage as well as usage characteristics
(Layton & Kanfer, 1996).
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O'Reilly & Associates
In 1995 O'Reilly & Associates conducted a three-month study to gather
demographic information of Intemet users and their reasons for accessing on-line
services. The study used Random Digit Dialing into 29,901 households within the United
States to determine the size of the Intemet (defined by the number of users having direct
access to the Intemet). The researchers estimated that 5.8 million people in the United
States have direct access to the Intemet and reported a sampling error of less than 1%.
The organization claims that this study is the "first statistically defensible survey of
Intemet and on-line users" (Layton & Kanfer, 1996).

MIDS Intemet Demographic Survey
Matrix Information and Directory Services (MIDS) has conducted several studies
of the Intemet to provide usage rates and project growth rates of the Intemet. These
studies have been aimed mostly at MIS (Management Information Systems) departments
or the equivalent in an organization. Detailed reports and results from the surveys are
only available by purchasing them from MIDS (Layton & Kanfer, 1996).

iVals
Another study, being conducted by Stanford Research Institute (SRI)
Intemational, is iVals, a project that focuses on the attitudes, preferences, and behaviors
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of on-line service and Intemet users. The iVals questionnaire is an on-line version of SRI
Intemational's VALS (Values and Lifestyles) 2 survey. The questionnaire gathers data on
demographic and psychographic characteristics. Early results of the project reinforce the
idea of a dual-tiered society based on knowledge and not income. Education appears to
be a cmcial factor in identifying who uses the Intemet and the degree of usage. Based on
the VALS2 profile, other preliminary findings suggest that over half of on-line service
users can be categorized as Actualizers, the stereotypical upscale, technically oriented
academics and professionals (Heath, 1996; Layton & Kanfer, 1996).

Consumer Technology Index Study
In 1996 the Computer Intelligence Infocorp (CII) conducted a study to examine
users of personal computers in the United States. The survey also collected a large
amount of demographic informafion and information about Intemet usage. The sample
included 17.500 computer users. The survey continues to support the idea that Intemet
users tend to be male, have higher incomes, and higher education levels. The survey also
found that the primary use of the Intemet is for e-mail, with web browsing coming in
second, newsgroups rafing third, and services such as Telnet and FTP fourth. On-line
commerce, including purchasing and banking activities, was found to be a marginal
activity (Layton & Kanfer, 1996).
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Intemet: Global Penetration and Forecast - 2000
Conducted by Killen & Associates, a consulting and market research firm, this
survey provides a perspective on the Intemet as a global phenomenon. The researchers
used the Intemet to gather data from around the world. The report estimates that, as of
January 1996, there were 30 million users of the Intemet (as defined in the study) world
wide and projected a significant increase by the year 2000 (Layton & Kanfer, 1996).

PC-Meter
The NPD Group, a consulting firm, developed the PC (Personal Computer)-Meter
to provide accurate and fimely informafion on Intemet use. This meter measures on-line
and WWW use by collecfing information from a panel of households that statistically
represents the populafion of personal computer owners in the United States. In the March
1996 version of NPD's quarterly report, it estimated that 8.4 million households used the
Web, and 8.2 million used commercial services. The survey also measures user
demographics, what sites are accessed, and how much fime is spent at a site or using an
Intemet service (Kanfer & Layton, 1996).

GVU's WWW User Survey
Another survey, gaining increased attention and perhaps the most comprehensive
study of Intemet issues, is the Georgia Tech University's Graphic, Visualization &
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Usability (GVW) Center's WWW User Survey. The GVU Center has completed five
surveys and is currently conducting a sixth. These surveys have collected information
regarding general demographics, political opinions, content authoring, advertising,
purchasing behavior, opinions of vendors, Web/Intemet use, data privacy. Webmasters,
transaction security, information gathering, and service providers.
One of the emerging findings of the ongoing studies is that the Web and Intemet
are becoming a part of daily life for many people and as such, data privacy issues are
becoming increasingly important to users. Most people questioned were willing to
provide demographic information if a statement were provided regarding its use. Also,
most recognized that designers of Web pages have a legitimate need to collect
demographic information but strongly objected to the idea that this information could be
resold to other companies (Layton & Kanfer, 1996; Pitkow & Kehoe, 1996; Pitkow &
Recker, 1995). These surveys have provided valuable information and insight into the
usage of the Intemet for researching as well as highlighting issues that are of concem to
users.

Surveys Currently in Progress
DIT Marketing Survey. As part of an undergraduate thesis project at the Dublin
Institute of Technology, this survey is being conducted to research the new marketing
channel that the Intemet presents. Most of the quesfions are focused upon marketing
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issues. However, there are questions that ask about the frequency of use and other
behavioral questions. The results have not yet been reported (Layton & Kanfer, 1996).
Intemet Privacy Study. A study currently being conducted by Gattiker, Janz,
Kelley, and Schollmeyer (1996b) is using the Intemet to solicit responses to a
questionnaire regarding privacy issues and the Intemet. While initial demographic
statistics of the study have been announced, study results and analysis are forthcoming.
IDC WWW Survey. The Intemational Data Corporation WWW survey is
primarily a marketing survey. It includes questions to solicit demographic information,
connectivity, Intemet activity, credit card usage, and business activities on the Intemet.
Results are forthcoming.
Hermes. Conducted in conjuncfion with GVU, Hermes is a research project on
commercial uses of the Intemet. Using GVU's data set, the purpose of the study is to
examine why, how, and what commercial services are used on the World Wide Web.
Another objecfive of the project is to develop a method to track and predict important
customer and corporate trends (Layton & Kanfer, 1996).

General Demographic Trends of Intemet Studies
From the studies conducted between 1995 and 1996, a general profile of Intemet
and on-line service users emerges. Approximately two-thirds of users are male, with an
average age of 33, high income, and well educated. Layton and Kanfer (1996) assert that
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as more people begin to access the Intemet and as searching and browsing become easier,
this demographic profile will change to reflect that of the general population.

Summary
The incredible growth of technology over the last 50 years has led to a growing
concem for consumer privacy. Networking technologies present a special problem
because of the increased ability and ease of collecting, compiling, storing, and moving
vast amounts of information. The literature has demonstrated the need to examine the
attitudes toward privacy in relation to these new technologies. Additionally, to gain a
better understanding into technological advances, such as the Intemet, it is important to
explore the positive and negative consequences of the new technologies. The Intemet
also may prove to be a valuable tool for researchers because it provides limitless amounts
of informafion, and it is a new way to conduct research.
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CHAPTER IV
PROCEDURE

Research Design
The design for the research was exploratory and descriptive in nature. The study
was designed (a) to collect demographic information; (b) to collect information regarding
attitudes toward privacy; (c) to highlight specific concems of Intemet users in regards to
privacy; (d) to examine the views of Intemet users toward regulation of the Intemet; and
(e) to examine whether Intemet users believe that existing privacy legislation, policies,
and practices are adequate to address these concems. The study was conducted using a
survey instmment. The questionnaire was posted on a Web site on the Intemet in order to
seek responses from Intemet users.

Sample Selection
The population of interest was active Intemet users from the United States. For
purposes of this survey, an active Intemet user was defined as someone who is a current
and regular user of at least one Intemet application other than e-mail such as FTP.
Gopher. Telnet, or a WWW browser and who accesses the Intemet from on-line services,
independent Intemet service providers, or corporate and academic servers.
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A problem with using active Intemet users as the population of interest is that, at
the present fime, no centralized registry of Intemet users exists (Pitkow & Kehoe. 1996).
Additionally, since the survey was conducted via the Intemet, it was difficult to employ
random sampling techniques. Therefore, the study used a non-probabilistic sampling
technique to solicit participants. Though this technique is not random, it allowed the
researcher to better target actual active hitemet users rather than relying on a potentially
inaccurate self-reported account of Intemet usage.
One of the most prolific studies of Intemet use, the GVU's WWW User Survey,
employed a non-probabilistic sampling technique. The researchers solicited participants
by posting announcements on Intemet related newsgroups, placing banners on specific
pages of high exposure sites, rotating baimers randomly through high-exposure sites,
making announcements on the WWW-survey mailing list, and making announcements in
the media. The rationale for using this technique is that because there is no broadcast
mechanism on the Intemet that would enable participants to be selected or notified at
random, this methodology attempts to announce the presence of the survey to a diverse
group of users. In comparison to other WWW User data, the GVU's surveys show a bias
exists in the experience, intensity of usage, and skill sets of the users, but not the core
demographics of users (Pitkow & Kehoe, 1996).
For the current study, nofices about the survey were posted to major search
engines, list serves, and newsgroups. The armouncement also was listed in various
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publications and spread by word of mouth. Although the Intemet survey had the potential
to draw responses from persons outside the United States, the focus was upon those
respondents from the United States.
To increase survey participafion, the researcher provided the opportunity for
respondents to be included in a drawing for several prizes. The respondent was given the
choice to or not to participate in the drawing upon complefion of the survey. Special
attention was placed on informing respondents that their entry into the drawing would in
no way be associated with their survey responses.

Research Instmment
The instmment used was a self-administered questionnaire constmcted by the
researcher using questions adapted from the GVU's WWW User Survey (Pitkow &
Kehoe, 1996), Harris's and Westin's (1979) Dimensions of Privacy Study, and Dutton's
typology of network users (Denning & Lin 1994; Dutton, 1996). The survey consisted of
questions to solicit demographic information, attitudes toward privacy, values regarding
network usage, and opinions regarding current legislafion, policies, and pracfices. The
survey was administered via the Intemet on a Web site containing a number of pages.
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Description of the Web Pages
The Web pages that hosted the survey were constmcted using primarily HTML
(hypertext markup language) code. They were posted on the Texas Tech University
College of Human Sciences network server with the URL (Uniform Resource Locator)
address of http://www.hs.ttu.edu/research/privacy.
The survey was named "Intemet Privacy Survey." The survey's format was
designed to be attractive and readable on a computer screen with special attention given
to assuring that the survey would be easy to take using the computer. The survey was
also designed to be viewed on a number of Web browsers including Netscape and Intemet
Explorer.
The survey pages included an introductory page, a page for each of the five
sections of the survey, a page that allowed for entry into the drawing, and two separate
pages that thanked respondents for their entry depending on whether they entered the
drawing or not. A copy of the complete set of web pages is included as Appendix A.
A brief explanation of the purpose of the study and instmctions was included on
the first Web page. Respondents were asked to click on a button called "Go to the
Survey" which provided a hyperiink to the survey pages. To discourage a respondent
from taking the survey twice, part of the introduction asked that an individual only take
the survey once in order to collect the most accurate data. A second button entitled "I've
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Taken the Survey" at the bottom of the page provided a hyperlink to a page thanking the
person for their participation (see Appendix A).
The body of the survey included five sections, with each section having a different
Web page. To ensure that the five Web pages from one survey stayed together as an
individual unit, a unique random identifier number was given to each respondent who
was linked to each portion of the survey. After each section of the survey was completed,
respondents were asked to click on the "Proceed" button to continue with the next section
of the survey. Respondents were informed that their responses were successfully
recorded and then asked to click on a button to go to the next section.
Depending upon the question, respondents provided answers using either radio
buttons, check boxes, scrolling lists, or text entry, see Figure 3 for specific examples.
Radio buttons allow a respondent to select one response from a choice of answers by
clicking on a circle by the answer. The answer selected displays a black dot within the
circle provided for the response. Respondents can easily change an answer by pointing to
and clicking on another circle. Check boxes are similar to radio buttons; however, they
allow respondents to select more than one response from a list of choices. Check boxes
are displayed as a square box. A check mark appears in the boxes by the answers that are
selected. Respondents can deselect answers by pointing to and clicking on the choice
again which will remove the check from the box.
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FIGURE 3
Examples of Response Choices for Web Page
Radio Buttons
I. Compared with other subjects on your mind, how important
is your personal privacy?
Not
Extremely
Moderately
Important
Important Important Important Unimportant at all

H

H

E

n

u

Check Boxes
10. Which of the following services have you used? (Please
check all that apply.)
DForums
DBulIetin Boards
DNewsgroups
DList Serves
• C h a t services
• l have never used any of these services

Scrolling Lists
6. Please indicate the highest level of education completed.
•"ifAmfHAf School
Soms Kigh School
High School or Equtvalsnt
Soma College
Vocotiond/Technical School
AssooBW's Degree fTyggf)

Text Entry
2. How many hours per week do you use your computer for
fun/play; Le. computer games, entertainment?
Hours

Minutes
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Scrolling lists allow respondents to scroll through a set of responses and highlight
the selected choice or choices. Responses are contained within a small box on the screen.
The box can be anywhere from one line to a large number of lines and has a scroll bar at
the side so that respondents may look through the list. Scrolling lists may be designated
to allow either only one or more than one response to be selected. Again, respondents can
easily change their answers by selecting another answer, or in the case of multiple
answers, selecting or deselecting response choices. This type of response mechanism is
especially good for longer response lists (e.g., listing of states) where a specific answer is
needed.
Text entry responses allow respondents to enter their own answer. This type of
response mechanism is particularly useful for open-ended questions, for answers
requiring a write-in component (e.g., another category that has a blank for respondents to
write in), for soliciting responses without having to provide choices, and for comments
from the respondent. These answers can be changed simply by deleting the section that
needs to be changed and retyping a new response.
After the fifth secfion of the survey was completed and submitted, a message
appeared, thanking respondents for their participation and allowing an opportunity to ask
any questions or to provide comments. The respondents also were given the opportunity
to enter or not enter the prize drawing for completing the survey. If the choice to enter
the drawing by clicking on the appropriate button was selected, the respondent was
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hyperlinked to another page that asked for a name, postal address, and/or e-mail address.
To ensure complete confidentiality of the survey responses, personal information
collected for the drawing was added to a data file completelv separated from the data file
of responses. Therefore, entries in the drawing were completely disassociated from the
survey responses.
After submitting the information for the drawing, the indiv idual was thanked for
his/her participation in the survey. If the respondent chose not to enter the surv ev by
clicking on the "do not enter" button, the individual was hyperlinked to the page that
thanked them for participating in the survey. Each "thank you" page enabled the
respondent to forward a message to the researcher as well as provided a link back to the
College of Human Sciences "Welcome Page."

Description of Survey Content
The survey consisted of five parts: (1) General Privacy, (2) Intemet Privacy, (3)
Regulation ofthe hitemet, (4) Technology/hitemet Use, and (5) Demographic
Information. Each part was designed as a separate Web page to break up the length ofthe
questionnaire. The General Privacy section contained 10 quesfions to solicit information
about views on privacy-related issues. The Intemet Privacy section contained 12
questions which focused more specifically on views toward privacy in relation to the
Intemet. The Regulation ofthe Intemet section included 21 questions regarding views
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toward regulation or legislation ofthe Intemet on was based upon information obtained
from Dutton's (1996) typology of network users, Bennett's (1992) models of privacy
protecfion, and H. J. Smith's (1994) research regarding the models of privacy protection.
The fourth section on Technology/Intemet Use contained 11 questions which solicited
information regarding respondents' computer and Intemet usage habits. The fifth section
contained 15 quesfions to gather information on the demographic profile ofthe
participants in the survey.

Pilot Test
The population for this study was active Intemet users from the United States.
For purposes ofthe study, an active Intemet user was defined as someone who is a current
and regular user of at least one Intemet application other than e-mail such as FTP,
Gopher, Telnet, or a WWW browser and who accesses the Intemet from online services,
independent Intemet service providers, or corporate and academic servers. The
questionnaire was pilot tested using a group of volunteers asked to access the Web site
containing the survey.
The pilot test was conducted for two weeks in the summer of 1997. A total of 110
hits were recorded for accessing the survey. Eighty-seven usable questionnaires were
obtained for the pilot study from the 110 recorded hits. Twenty-three questionnaires were
eliminated for the following reasons: 18 questionnaires were left completely blank, six
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were only partially complete, one respondent was a resident of a country other than the
United States, and one respondent indicated that he/she was not an Intemet user.
The data obtained from the pilot study group were analyzed using descriptiv e
stafistics. The pilot study group (N = 87) consisted of 51 females, 33 males, and 3
persons who did not indicate their gender. The age ofthe respondents in the pilot group
ranged from 18 to 70 with a mean age of 29. The pilot group reported a mean income
range of $40,000-$49,999. The highest level of education attained by survey respondents
ranged from completion of high school or equivalent to doctoral degrees, while most
respondents had at least completed some college courses. The majority of respondents
(76) identified themselves as Caucasian/White with the rest identifying themselves as
Hispanic or African American. Four states were represented in the study including
Arkansas, Mississippi, New Mexico, and Texas.
Based on the analysis of data obtained from the pilot study, a few minor revisions
were made to the survey. However, the modifications did not significantly change the
meaning or content ofthe survey, nor did they affect the data collection. These changes
included the following items:
On Part 4 (TechnologyAntemet Use), Quesfions 2, 3, 4, and 5 the response boxes
for each ofthe questions were changed to automatically contain a zero rather than a blank
text box. During the pilot analysis, it was discovered that individuals would leave a
response blank empty, rather than enter a zero when the intended response was indeed
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zero. This change was made to eliminate a blank response where the respondent intended
a zero and to facilitate better data collection and more accurate analysis.
Two ofthe response choices on Question 8 in Part 4 (Technology/Intemet Use)
were altered to provide clarity, especially for those persons who identified themselves as
educators or students. The response choice "Office" was modified to "Office/Work
place." The response choice "School" was changed to "School/Place of Education." It
was believed that the additional wording would more accurately describe the response
choice. However, this modification did not appear to have a significant impact upon the
data collection.

Data Collection
The research data were collected through responses to a self-administered
questionnaire placed on an Intemet Web site. The responses were automatically recorded
in a database. The survey was conducted over a six-week period, during October and
November 1997. Participants were informed ofthe confidentiality ofthe investigation
and of their rights as human subjects. To encourage participation in the survey,
respondents were given the choice to enter into a random drawing for several prizes.
To draw respondents to the Web site, the researcher registered the site with
several major search engines, placed announcements on newsgroups and list servers,
placed advertisements in several publications, and passed information along about the
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survey through word of mouth. To register with the major search engines a brief
description ofthe site was provided. Addifionally, in order to be accurately recognized
by a search engine, a "Meta Tag" was added to the Web site. A Meta Tag is a
description field in the HTML code that does not appear in the actual document but that
can be used to specify a description ofthe site. Many search engines use an indexing tool
called a "robot" or a "spider" to look for descriptors of Web pages and will look for Meta
Tags within Web sites. The Meta tag language is included as Appendix B.

Statistical Analysis of Data
The data collected from the study were analyzed using frequency and percentage
distributions of general privacy attitudes, Intemet privacy attitudes, attitudes toward
regulation ofthe Intemet, technology/Intemet use habits, and other demographic
information. Correlation, /-test, and analysis of variance (ANOVA) procedures were used
to demonstrate differences of demographic variables and privacy attitudes. Correlation
was used to determine the extent to which two or more items are related to one another.
T-test was used to test the statistical significance of a comparison between two group
averages or means. ANOVA was used to test the statistical significance ofthe
differences among the mean scores of two or more groups on one or more variables.
Factor analysis, using the principle components method, was used to group
Intemet user's views toward regulation ofthe Intemet into a smaller number of variables.
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Factor analysis was used to identify a relatively small number of factors that could be
used to represent relationships among sets of many interrelated variables. Principle
components analysis is a method of factor extraction in which linear combinations ofthe
observed variables are formed.

Hypothesis 1
The first set of hypotheses focused on the concem for privacy in relation to
Information Age technologies and are as follows:
la.

It is expected that most respondents will express moderate to extreme
concem for their personal privacy,

lb.

It is expected that most respondents will express moderate to extreme
concem for data/information privacy.

Ic.

It is expected that most individuals who use the Intemet unknowingly
provide information about themselves.

1 d.

It is expected that most individuals who use the Intemet would prefer to
control information that is revealed about themselves when using the
Intemet.

le.

It is expected that most individuals who use the Intemet are willing to
provide personal informafion about themselves to receive a benefit (i.e.,
product, service, prize, discount).
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Hypothesis la
Data utilized. The data tested were taken from responses to items on the sur\ ev as
follows:
Part 1/Quesfion 2

Personal Priv acv

Statistical procedures employed. The concem for privacy was measured using
frequency and percentage distributions ofthe sample.

Hypothesis lb
Data utilized. The data tested were taken from responses to items on the surv ev as
follows:
Parti/Question 3

Data Privacy

Part 1/Question 5 a

Data Privacy

Part 1/Quesfion 5b

Data Privacy

Part 1/Quesfion 5c

Data Privacy

Part 1/Quesfion 5d

Data Privacy

Part I/Question 5e

Data Privacy

Statistical procedures employed. The concem for data privacy was measured
using frequency and percentage distributions. For the purposes ofthe study, the concem
for data privacy was measured using an average score of questions 3, 5a, 5b, 5c, 5d, and
5e. Frequency and percentage distributions were also mn on each individual item.
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Hypothesis Ic
Data utilized. The data tested were taken from responses to items on the surv ev as
follows:
Part 2/Question 1

Unknowingly Prov ide Information

Statistical procedures employed. To assess whether respondents unknowingly
provide information about themselves vv hen using the Intemet. Part 2/Question 1
provided eight items that could either be or not be recorded when v ievv ing Web Pages.
Respondents were asked to check the items thev felt could be recorded when v iewing a
page. Data were measured by identifying a correct or incorrect response for each item
and then summing the number of correct responses. Respondents were classified by the
number of correct responses to the items included on the question. Therefore, a low score
corresponded with a high propensity to unknowinglv provide information and high score
corresponded w ith a low propensity to unknow inglv prov ide information. The data from
this composite score were then analyzed by frequencv and percentage distributions.

Hypothesis Id
Data utilized. The data tested were taken from responses to items on the survev as
follows:
Part2/Question 5

Control Ov er Information
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Statistical procedures employed. The preference to control information that is
revealed about oneself when using the Intemet was measured using frequencv and
percentage distributions.

Hypothesis le
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 2/Question 4

Willing to Provide Information

Statistical procedures employed. To assess whether respondents would be willing
to provide information to a Web site, data were analyzed using frequency and percentage
distributions. For the purpose ofthe study, the willingness to provide information was
computed using a series of responses that each listed a benefit. Respondents were asked
to check any item that represented a benefit for which they would be willing to provide
information. The number of checked responses were then summed to create a composite
score. A high score corresponded with a high level of willingness to provide information.
A low score corresponded with a low level of willingness to provide information.
Frequency and percentage distributions were also conducted on the individual items.

93

Hypothesis 2
The demographic profile of Intemet users from the U.S. will reflect the following
characteristics:
2a.

A minority of Intemet users are expected to be female.

2b.

The average age of Intemet users is expected to be lower than U.S. average.

2c.

The average income level of Intemet users is expected to be above the U.S.
average.

2d.

The average educational level of Intemet users is expected to be above the
U.S. average.

Hypothesis 2a
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 5/Question 2

Gender

Statistical procedures employed. To determine the demographic makeup ofthe
survey respondents according to gender, data were measured using frequency and
percentage distributions. For purposes ofthe study, the "Rather Not Say" category was
counted as a missing variable. Therefore, frequency and percentage distribufions were
calculated for this category, but not included in the valid percent calculations
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Hypothesis 2h
Data ufilized. The data tested were taken from responses to items on the survey as
follows:
Part 5/Quesfion 14

Age

Statistical procedures employed. To determine the demographic makeup ofthe
survey respondents based on age, data were measured using frequency and percentage
distribufions. The "Rather Not Say" category was counted as a missing variable.
Therefore, frequency and percentage distributions were calculated for this category, but
not included in the valid percent calculations.

Hypothesis 2c
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 5/Question 13

Income

Statistical procedures employed. To determine the demographic makeup ofthe
survey respondents according to income level, respondents placed themselves in one of
nine income levels including a response choice of "Rather Not Say." Data were
measured using frequency and percentage distributions. The "Rather Not Say" category
was counted as a missing variable. Therefore, frequency and percentage distributions
were calculated for this category, but not included in the valid percent calculations.
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Hypothesis 2d
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 5/Question 6

Education Level

Statistical procedures employed. To determine the demographic makeup ofthe
survey respondents based upon education level, respondents were asked to select one of
the choices which represented the highest level of education they completed. A "Rather
Not Say" response was also provided. Data were measured using frequency and
percentage distributions. The "Rather Not Say" category was counted as a missing
variable. Therefore, frequency and percentage distributions were calculated for this
category, but not included in the valid percent calculations.

Hypothesis 3
To explore the demographic differences relative to concem for privacy, the third
hypothesis is that attitudes toward privacy differ in relation to demographic variables
including:
3a.

age - older persons are more concemed about privacy than younger persons;

3b.

gender - females are more concemed about privacy than males;

3c.

ethnicity - minorities (individuals other than Caucasian/White) are more
concemed about privacy than Caucasians;

96

3d.

education level - individuals with higher education levels (bachelor's,
master's, doctorate, and professional) are less concemed about priv acv than
those with lower education levels;

3e.

region ofthe country in which one lives - the level of concem for priv acv
differs according to region ofthe country where one liv es:

3f.

income level - individuals who have higher income levels are less
concemed about privacy than those with lower income levels:

3g.

occupation - an individual's concem for priv acy differs depending upon
occupation;

3h.

political affiliation - individuals who describe themseh es as politically
affiliated as liberals are less concemed over priv acv than those who describe
themselves as conservative;

3i.

technological sophistication - persons who are more technologically
sophisticated are less concemed about their privacv than those who have
little technological sophistication; and

3j.

Intemet usage - individuals who have a higher level of Intemet usage are
less concemed about privacy than those who have a lower lev el of Intemet
usage.
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Hypothesis 3a
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Quesfion 14

Age

Statistical procedures employed. To assess whether there were significant
relationships between age with respect to attitudes toward privacy, a correlation
procedure using Spearman's rho was used. The correlation procedure was used to
analyze the number of different ages represented and test whether there was a relationship
between a person's age and their attitudes toward privacy. Attitudes toward privacy were
measured by an average score on the following questions (Part I/Questions 2, 3, 5a, 5b,
5c, 5d, and 5e).

Hypothesis 3b
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Quesfion 2

Gender

Stafistical procedures employed. To assess whether there were significant
relationships between gender with respect to attitudes toward privacy, a /'-test procedure
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was used. Attitudes toward privacy were measured using the same method identified in
Hypothesis 3a.

Hypothesis 3c
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part l/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Question 3

Ethnicity

Statistical procedures employed. To assess whether there were significant
differences between ethnicity with respect to attitudes toward privacy, a t-test procedure
was used. For the purpose ofthe study, ethnicity was collapsed into two segments
consisting of (a) Caucasian/White and (b) Minority (which included African American,
Native American/Eskimo, Asian/Pacific Islander, Hispanic, and other). Attitudes toward
privacy were measured using the same method identified in Hypothesis 3a.

Hypothesis 3d
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Quesfion 6

Education Level
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Statistical procedures employed. To assess whether there were significant
relationships between education level with respect to attitudes toward privacy, a /-test
procedure was used. For the purpose ofthe study, education level was collapsed into two
segments consisting of (a) lower level of education (completion of an associate's degree
or below) and (b) higher level of education (completion of a bachelor's degree or above).
Attitudes toward privacy were measured using the same method identified in Hypothesis
3a.

Hypothesis 3e
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Quesfion 11

State

Part5/Quesfion 12

Populafion

Statistical procedures employed. To assess whether there were significant
relationships between region with respect to attitudes toward privacy, a factorial
ANOVA procedure was used. For the purpose ofthe study, the individual states were
collapsed into four segments based upon their geographical location consisfing of (a)
Northwest - Alaska, Idaho, Kansas, Montana, Nebraska, North Dakota, Oregon, South
Dakota, Washington, and Wyoming, (b) Northeast - Connecficut, Delaware, District of
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Columbia, Illinois, Indiana, Iowa, Maine, Maryland, Massachusetts, Michigan,
Minnesota, Missouri, New Hampshire, New Jersey, New York, Ohio, Pennsylvania,
Rhode Island, Vermont, and Wisconsin, (c) Southwest - Arizona, Califomia, Colorado,
Hawaii, Nevada, New Mexico, Oklahoma, Texas, and Utah, and (d) Southeast Alabama, Arkansas, Florida, Georgia, Kentucky, Louisiana, Mississippi, North Carolina,
South Carolina, Tennessee, Virginia, and West Virginia. Population was collapsed into
two segments consisting of (a) mral - populations of 49,999 or less and (b) urban populations of 50,000 or more. Attitudes toward privacy were measured using the same
method identified in Hypothesis 3a.

Hypothesis 3f
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Question 13

Income Level

Statistical procedures employed. To assess whether there were significant
relationships between income level with respect to attitudes toward privacy, an ANOVA
procedure was used. Attitudes toward privacy were measured using the same method
identified in Hypothesis 3a.
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Hypothesis 3g
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part I/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Question 4

Occupation

Statistical procedures employed. To assess whether there were significant
relationships between occupation with respect to attitudes toward privacy, an ANOVA
procedure was used. For the purpose ofthe study, occupation was collapsed into three
segments consisting of (a) craftsman/skilled laborer, office/clerical, salesperson, military,
and other; (b) educator, management, and professional; and (c) student and homemaker.
Attitudes toward privacy were measured using the same method identified in Hypothesis
3a.

Hypothesis 3h
Data ufilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Quesfions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 5/Quesfion 15

Polifical Affiliafion

Statistical procedures employed. To assess whether there were significant
relationships between political affiliation with respect to attitudes toward privacy, an
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ANOVA procedure was used. Attitudes toward privacy were measured using the same
method identified in Hypothesis 3a.
A second part ofthe analysis was conducted to assess whether there were
differences between respondents who identified themselves as liberal and those who
identified themselves as conservative with respect to attitudes toward privacy. For the
purpose ofthe study, the persons who idenfified themselves as moderate were removed
from the analysis and the remaining data were collapsed into two segments: (a) liberal consisting of very liberal and liberal and (b) conservative - consisting of very
conservative and conservative. A /-test procedure was used to measure for significant
differences.

Hypothesis 3i
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 4/Quesfions 1-5

Technological Sophisfication

Stafistical procedures employed. To assess whether there were significant
relafionships between technological sophistication with respect to attitudes toward
privacy, an ANOVA procedure was used. Technological sophistication was determined
by the number of hours the respondent spent on the computer. For the purpose ofthe
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study it is assumed that the more hours a person spends on the computer, the more
technologically sophisticated he or she is. Technological sophistication was then
collapsed into four segments (a) 10 hours and below, (b) between 11 and 25 hours, (c)
between 26 and 40, and (d) 41 hours and above. Attitudes toward privacy were measured
using the same method identified in Hypothesis 3a.

Hypothesis 3i
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 1/Questions 2, 3, and 5a-5e

Attitudes toward Privacy

Part 4/Questions 6, 10, and 11

Intemet Usage

Statistical procedures employed. To assess whether there were significant
relationships between Intemet usage with respect to attitudes toward privacy, a /-test
procedure was used. Intemet usage was determined by the number of services used and
the number of purposes the respondent idenfified using for using the Intemet. For the
purposes ofthe study, it was assumed that persons who have been using a large number
of services on the Intemet and using the Intemet for a large number of purposes had a
higher level of Intemet usage. Therefore, Intemet usage was collapsed into two
segments: (a) high level of Intemet usage and (b) low level of Intemet usage. Attittides
toward privacy were measured using the same method identified in Hypothesis 3 a.
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Hypothesis 4
Hypothesis 4 examined attitudes toward current privacy policies and legislation.
The hypothesis attempted to (a) determine whether existing policies and legislation
currently address consumer privacy concems and (b) group respondents based upon their
views and values toward Intemet regulation. Therefore the three parts ofthe hypothesis
are as follows:
4a. According to perceptions of Intemet users, current policies and legislation do
not sufficiently address consumer privacy issues.
4b. According to the perceptions of Intemet users, views toward regulation and
govemance ofthe Intemet can be grouped.

Hypothesis 4a
Data ufilized. The data tested were taken from responses to items on the survey as
follows:
Part3/Quesfion 5 and 6

Sufficiency of Current Law/Policies

Stafistical procedures employed. To assess survey respondents' perceptions
toward the sufficiency of current policies and legislation to address consumer concems,
responses were collected on Part 3/Quesfion 5 and 6. Data were measured using
frequency and percentage distribufions.
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Hypothesis 4b
Data utilized. The data tested were taken from responses to items on the survey as
follows:
Part 3/Regulation ofthe Intemet

Views toward Regulation

Statistical procedures employed. To assess whether survey respondents' views
toward Intemet regulation could be grouped according to views toward Intemet
regulation, a factor analysis procedure employing the principle axis factoring method was
used. A total of 16 variables were used in the factor analysis based on views toward: (a)
free speech, (b) censorship - measured by a combined score from the questions 2a, 2b,
2c, 2d, 2e and 2f from Part 3, (c) whether using the Intemet is a privilege or right, (d)
whether or not the Intemet should be regulated, (e) informal regulation, (f) industry
specific regulations, (g) current or existing regulations, (h) self-regulation, (i)
combination of regulation types, (j) adequacy of current regulations, (k) adequacy of
current enforcement of regulations, (I) if the Intemet should have one regulatory board,
(m) if the Intemet should have a group of regulatory boards, (n) whether or not Intemet
providers should monitor sites, (o) whether or not the Intemet should have a rating
system, and (p) whether or not respondents would use software to self-censor sites.
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CHAPTER V
ANALYSIS OF THE DATA

The purpose of this study was to examine current attitudes toward privacv.
especially in relation to the Intemet. to identiiy the concems over privacv of Intemet
users, and to determine whether legislation and policies adequately address priv acy
concems. Information for the studv was collected through responses to a selfadministered survev distributed through the Intemet. A copy ofthe surv ev can be found
in Appendix A.
The research was conducted for exploratory and descriptive purposes. Data were
analyzed (a) to identify current attitudes of Intemet users toward privacv. (b) to identify
and describe demographic profiles of Intemet Users, (c) to explore the demographic
differences of Intemet users relative to their concem for priv acy. and (d) to examine
Intemet users' perceptions about the sufficiency of current policies and legislation related
to consumer priv acy and to group Intemet users" views toward regulation on the Intemet.

Description ofthe Sample
Data were collected through the use of a self-administered questionnaire
distributed through the Intemet. Because there is no national registry of Intemet users.
the sample used a non-probabilistic sampling technique to solicit participants.
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Respondents were solicited by advertising the survey through announcements on list
serves, newsgroups, printed communications, and by word of mouth. A quota was set to
obtain at least 500 hits to the survey Web page in a six-week time period. Though this
technique was not random, it allowed the researcher to better target actual active Intemet
users rather than relying on a potentially inaccurate self-reported account of Intemet
usage. Data collected in the pilot study were determined to be usable for the main study.
A total of 506 hits to the Web site was obtained. Ofthe 506 hits, 325 were determined to
be usable questionnaires. Ofthe 181 that were eliminated 143 questionnaires were left
completely blank, 24 questionnaires were only partially complete (one or more sections
left blank), 13 respondents were a resident of a country other than the United States, and
one respondent indicated he/she was not an Intemet user.
The sample used for the study (A^= 325) consisted of 165 females, 149 males,
and 11 persons who did not indicate their gender. The age ofthe respondents in the
sample group ranged from 18 to 72 with a mean age of 36.67. The sample median
income range was between $50,000-$74,999. The highest level of education attained by
survey respondents ranged from some high school and beyond. Most respondents
(95.5%) had at least completed some college courses. The majority of respondents
(89.9%) identified themselves as Caucasian/White. Hispanics were the next highest
(4.2%), then African Americans (2.6%). Responses also were obtained from respondents
who idenfified themselves as Asian Pacific/Islander (1.6%), Native American/Eskimo
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(.3%), and other ethnic origins not specifically identified (1.3%). Thirty-four states were
represented in the sample, with responses being recorded from all four quadrants ofthe
United States.

Reliability
Reliability for measurements within the questionnaire was determined using a
Cronbach's alpha statistic. An alpha of .8603 was determined for the items measuring
data privacy. An alpha of .8745 was determined for the items measuring attitudes toward
privacy. An alpha of .9366 was determined for the items measuring views toward
censorship.

Testing of Hypotheses
Four hypotheses were designed for the study. Hypothesis I, Hypothesis 2, and
Hypothesis 4a were analyzed using frequency and percentage distributions. Hypothesis 1
was analyzed to examine attitudes toward personal privacy, data privacy, and Intemet
privacy. Hypothesis 2 was analyzed to examine the demographic makeup of Intemet
users from the U.S. according to age, gender, income level, and education level.
Hypothesis 4a was analyzed to examine the sufficiency of current laws and regulations
according to the percepfions of Intemet users.
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Hypothesis 3 was tested using correlation, /-test, and ANOVA procedures.
Correlation is used to test the extent to which two or more items are related to each other.
The /-test is used to test the statistical significance of a difference between two group
averages or means. The ANOVA is a test ofthe statistical significance ofthe differences
among the mean scores of two or more groups on one or more variables. The third set of
hypotheses was tested to determine if significant relationships existed between the
dependent variable of attitudes toward privacy with respect to demographic variables (the
independent variables).
Hypothesis 4b was analyzed using a factor analysis. Factor analysis enables a
large number of variables to be reduced to a smaller number of factors. The factor
analysis was used to group respondents' views toward Intemet regulation (which included
a total of 16 variables) into a smaller number of factors. For all statistical tests,
differences were considered to be representative of significant results at the .05
probability level. Statistical results are presented in the following sections.

Hypothesis 1
Frequency and percentage distributions were used to determine the nature of
concem for privacy of Intemet users. Data collected for the hypothesis were exploratory
in nature. Therefore, ftirther statistical tests were not appropriate. The first hypothesis
read as follows: (a) It is expected that most respondents will express moderate to
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extreme concem for their personal privacy, (b) it is expected that most respondents will
express moderate to extreme concem for data/information privacy, (c) it is expected that
most individuals who use the Intemet unknowingly provide information about
themselves, (d) it is expected that most individuals who use the Intemet would prefer to
control information that is revealed about themselves when using the Intemet, and (e) it is
expected that most individuals who use the Intemet are willing to provide personal
information about themselves to receive a benefit (i.e., product, service, prize, discount).
Frequency and percentage distributions were computed to examine the level of
concem for personal privacy. The results from the analysis showed that 96.6% ofthe
respondents (A^=322, M = 1.8975, SE = .047, SD = .8384) expressed moderate to extreme
concem for personal privacy (see Table 1). Because ofthe large percentage of
respondents expressing concem, findings from the current study appeared to support the
research hypothesis. Therefore, Hypothesis la was accepted.
Frequency and percentage distributions were computed to examine attitudes
toward data privacy. The results from the analysis showed that 97.8% ofthe respondents
{N= 323, M = 1.91, ^ ^ = .0387, SD = .7) expressed moderate to extreme concem for data
privacy (see Table 2). Because ofthe large proportion of concem, findings ofthe current
study appeared to support the research hypothesis. Therefore, Hypothesis lb was
accepted.
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Table 1
Respondents' Level of Concem for Personal Privacy

Frequency

Percent

Extremely Concemed

118

36.3

36.6

36.6

Concemed

131

40.3

40.7

77.3

Moderately Concemed

62

19.1

19.3

96.6

Unconcemed

10

3.1

3.1

99.7

1

.3

.3

100.0

Total

322

99.1

100.0

Missing

3

.9

Total

3

.9

325

100.0

Concem for Personal Privacy

Valid

Not Concemed At All

Missing

TOTAL

112

Valid Cumulative
Percent
Percent

Table 2
Respondents' Level of Concem for Data Privacy

Frequency

Percent

Valid
Percent

Cumulative
Percent

88

27.1

27.2

27.2

Concemed

166

51.1

51.4

78.6

Moderately Concemed

62

19.1

19.2

97.8

Unconcemed

6

1.8

1.9

99.7

Not Concemed At All

1

.3

.3

100.0

Total

323

99.4

100.0

Missing

2

.6

Total

2

.6

325

100.0

Concem for Data Privacy

Valid

Missing

TOTAL

Extremely Concemed
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Frequency and percentage distributions were computed to examine whether
respondents unknowingly provided information about themselves over the Intemet. The
resuhs from the analysis showed that 95.7% ofthe respondents (N= 325, M= .5.1262, .S'^'
= .1033, SD = 1.8624) unknowingly provided one or more pieces of information about
themselves (see Table 3). Because of this high propensity to unknowingly provide
information, findings from the current study appear to support the research hypothesis.
Therefore, Hypothesis Ic was accepted.
Frequency and percentage distributions were computed to examine whether
respondents would prefer to control information that is revealed about themselves when
using the Intemet. The results from the analysis showed that 94.4% ofthe respondents (A^
= 322, M= 1.8043, SE = .051, SD = 1.5815) expressed moderate to strong agreement that
they should have control over what personal information is revealed about themselves to
an Intemet site (see Table 4). Because ofthe strong level of agreement, findings from the
current study appeared to support the research hypothesis. Therefore, Hypothesis Id was
accepted.
Frequency and percentage distributions were computed to examine whether
respondents were willing to provide personal information about themselves to receive a
benefit. The resuhs from the analysis showed that 80.6% ofthe respondents {N= 325, M
= 2.12, SE= .088, SD = 1.5815) were willing to provide information for one or more
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Table 3
Number of Correct Responses Selected by Respondents to
Question Regarding the Types of Information that Can
be Collected When Logging onto a Web Site

Number of Correct Responses

Frequency

Valid Percent

Cumulativ e
Percent

0

8

2.5

2.5

1

21

.6

3.1

2

18

5.5

8.6

3

38

11.7

20.3

4

55

16.9

37.2

5

43

13.2

50.5

6

622

19.1

69.5

7

85

26.2

95.7

8

14

4.3

100.0

Total

325

100.0
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Table 4
Respondents' Level of Agreement With Being Able to
Control Which Sites Get Demographic Information

Control Over Which Sites Get
Demographic Information

Valid

Frequency

Percent

Valid
Percent

Cumulative
Percent

Strongly Agree

153

47.1

47.5

47.5

Agree

98

30.2

30.4

78.0

Moderately Agree

53

16.3

16.5

94.4

Disagree

17

5.2

5.3

99.7

1

.3

.3

100.0

Total

322

99.1

100.0

Missing

3

.9

Total

3

.9

325

100.0

Strongly Disagree

Missing

TOTAL
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types of benefits (see Table 5). Because ofthe high proportion of respondents willing to
provide information, findings from the current study appeared to support the research
hypothesis. Therefore, Hypothesis le was accepted.

Hypothesis 2
Frequencies and percentage distributions were used to determine a demographic
profile of Intemet users from the U.S. according to gender, age, income, and education
level. Data for the hypothesis were collected for exploratory purposes. Therefore, further
statistical tests were not appropriate. The second hypothesis read as follows: the
demographic profile of Intemet users will reflect the following characteristics: (a) A
minority of Intemet users are expected to be female, (b) the average age of Intemet users
is expected to be lower than U.S. average, (c) the average income level of Intemet users is
expected to be above the U.S. average, and (d) the average educational level of Intemet
users is expected to be above the U.S. average.
Frequency and percentage distributions were computed to examine whether the
minority of respondents identified themselves as female. The resuhs from the analysis
showed that 52.5% ofthe respondents (7V= 314, M= 1.4745, SE = 2.8 E-02, SD = .5001)
were female. Females represented a slight majority ofthe sample. Because there were
more identified female respondents than male respondents, findings from the current
study did not support the research hypothesis. Therefore, Hypothesis 2a was rejected.
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Table 5
Number of Benefits Selected for Which Respondents
Would Willingly Provide Information in Exchange

Number of Benefits

Frequency

0

63

19.4

19.4

1

58

17.8

37.2

2

77

23.7

60.9

3

66

20.3

81.2

4

36

11.1

92.3

5

15

4.6

96.9

6

10

3.1

100.0

Total

325

100.0
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Valid Percent

Cumulative
Percent

Frequency and percentage distributions were computed to examine whether the
average age of respondents was lower than the U.S. average using the adult population.
The results from the analysis showed the average age of respondents to be 36.67 {N =
288, SE = .8, SD = 13.58). Because the sample average age was lower than the U.S. adult
populafion's average age of 45, findings from the study appeared to support the research
hypothesis. Therefore, Hypothesis 2b was accepted.
Frequency and percentage distributions were computed to examine whether the
average income level of respondents was higher than the national average. The results
from the analysis showed that the mean household income level of respondents was
between the range of $50,000 and $74,999 (A^= 242, M= 4.8512, SE = .1449, SD =
2.2542). Because ofthe average income level of respondents was greater than that ofthe
national household average of $35,429, findings from the current study appeared to
support the research hypothesis. Therefore, Hypothesis 2c was accepted.
Frequency and percentage distributions were computed to examine whether the
average education level of respondents was higher than that ofthe U.S. population. The
results from the analysis showed that the average education level ofthe respondents was
completion of a Bachelor's degree—four year (A^= 311, M= 6.88, SE = .14, SD = 2.46).
Because the average level of educational attainment was higher than the national average
of completion of high school, findings from the current study appeared to support the
research hypothesis. Therefore, Hypothesis 2d was accepted.
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Hypothesis 3
Correlation, /-test, and analyses of variance procedures were used to determine
whether concem for privacy differed significantly among Intemet users based upon
demographic variables of age, gender, ethnicity, education level, region, income level,
occupation, political affiliation, technological sophistication, and Intemet usage. The
third hypothesis read as follows: Attitudes toward privacy differ in relation to
demographic variables, including: (a) age - older persons are more concemed about
privacy than younger persons; (b) gender - females are more concemed about privacy
than males; (c) ethnicity - minorities (individuals other than Caucasian/White) are more
concemed about privacy than Caucasians; (d) education level - individuals with higher
education levels (bachelor's, master's, doctorate, and professional) are less concemed
about privacy than those with lower education levels; (e) region ofthe country in which
one lives - the level of concem for privacy differs according to region ofthe country
where one lives; (f) income level - individuals who have higher income levels are less
concemed about privacy than those with lower income levels; (g) occupation - an
individual's concem for privacy differs depending upon occupation; (h) political
affiliation - individuals who describe themselves as politically affiliated as liberals are
less concemed over privacy than those who describe themselves as conservatives; (i)
technological sophistication - persons who are more technologically sophisticated are
less concemed about their privacy than those who have little technological sophistication;

120

and (j) Intemet usage - individuals who have a higher level of Intemet usage are less
concemed about privacy than those who have a lower level of Intemet usage.
A one-tailed correlation procedure was used to determine whether there was a
significant relationship between regarding and atthudes toward privacy. The null
hypothesis used for the test was:
H3ao:

Older persons are equally or less than concemed about privacy than
younger persons.

Attitudes toward privacy were calculated by combining questions from Part 1/Questions
2, 3, 5a, 5b, 5c, 5d, and 5e and computing an average score. The obtained statistic
showed no significance (r^ (A^= 285) = -.066, p > .05, ns). Since there was no significant
relationship between age and attitudes toward privacy, the null hypothesis could not be
rejected nor could the altemative be accepted. Therefore, Hypothesis 3a was rejected.
A one-tailed /-test procedure was used to determine whether there were significant
differences in gender regarding attitudes toward privacy (as classified in Hypothesis 3 a).
The null hypothesis used for the test was:
H3bo:

Females are equally or less than concemed about privacy than males.

Crosstabulations of responses between gender and attitudes toward privacy are
shown in Table 6. The obtained stafistic showed no significance (/ (309) = .587, p > .05,
ns). Since there were no significant differences between gender and attitudes toward
privacy, the null hypothesis could not be rejected nor could the altemative be accepted.
Therefore, Hypothesis 3b was rejected.
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A one-tailed /-test procedure was used to determine whether there was a
significant difference between ethnicity regarding attitudes toward privacy (as classified
in Hypothesis 3a). The null hypothesis used for the test was:
H3co:

Minorities are equally or less than concemed about privacy
Caucasian/Whites.

Crosstabulations of responses between ethnicity and attitudes toward privacy are
shown in Table 7. The obtained statistic showed no significance (/ (302) = -.167, p > .05,
ns). Since there was no significant difference between ethnic groups regarding attitudes
toward privacy, the null hypothesis could not be rejected nor could the altemative be
accepted. Therefore, Hypothesis 3c was rejected.
A one-tailed /-test procedure was used to determine whether there were significant
differences between education level regarding attitudes toward privacy (as classified in
Hypothesis 3a). For purposes ofthe study, education level was collapsed into two
segments including (a) lower - Associate's Degree (two year) and below and (b) higher Bachelor's degree and above. The null hypothesis used for the test was:
H3do:

Persons with higher educafion levels are equally or more concemed about
privacy than persons with lower education levels.

Crosstabulations of responses between education level and attitudes toward
privacy are shown in Table 8. The obtained statistic showed no significance (/ (306) - 1.356, p > .05, ns). Since there were no significant differences between ethnicity and
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Table 6
Crosstabulations of Gender by Attitudes Toward Privacy

Attitudes Toward Privacy

Gender

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Not Concemed
at All

Total

Female

50

83

27

2

1

168

Male

52

69

24

3

0

148

Total

102

152

51

5

1

311
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Table 7
Crosstabulations of Ethnicity by Attitudes Toward
Privacy

Attitudes Toward Privacy

Ethnicity

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Not
Concemed
at All

Total

Caucasian/
White

92

129

43

5

1

273

8

18

5

0

0

31

100

147

51

5

1

304

Minority
Total

124

Table 8
Crosstabulations of Education Level (Collapsed) bv
Attitudes Toward Priv acv

Attitudes Toward Priv acv

Education
Level

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

.Vot
Concemed at
All

Total

Lower

46

61

17

1

1

126

Higher

55

89

34

4

0

182

101

150

51

5

I

308

Total

Note: For the purposes ofthe study education level was collapsed into two segments:
Lower - Associate's Degree (two year) and below^
Higher - Bachelor's Degree and above
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attitudes toward privacy, the null hypothesis could not be rejected nor could the
altemative hypothesis be accepted. Therefore, Hypothesis 3d was rejected.
A two-way factorial ANOVA procedure was used to determine whether there
were significant interactions between population size and region of country as the
independent variables with respect to attitudes toward privacy (as classified in Hypothesis
3a). The null hypothesis used for the test was:
H3eo: The level of concem for privacy does not differ according to region of the
country where one lives.
Crosstabulations of responses between population size and attitudes toward
privacy are shown in Table 9. Crosstabulations of responses between region ofthe
country and attitudes toward privacy are show in Table 10. The results ofthe ANOVA
showed no interaction effect between populafion size and region ofthe country with
respect to attitudes toward privacy (F (3, 281) = .638, p > .05. ns). Addifionally, no main
effect significance was found for either population size or region ofthe country. Since
there were no significant differences between population size and region ofthe country
with respect to attitudes toward privacy, the null hypothesis could not be rejected nor
could the altemative hypothesis be accepted. Therefore, Hypothesis 3e was rejected.
A one-way ANOVA procedure was used to determine whether there were
significant differences between income level regarding attitudes toward privacy (as
classified in Hypothesis 3a). The null hypothesis used for the test was:
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Table 9
Crosstabulations of Population (Collapsed) by
Attitudes Toward Privacy

Attitudes Toward Privacy

Population

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Not
Concemed
at Ah

Total

Rural

37

42

26

1

0

106

Urban

60

104

25

4

I

194

Total

97

146

51

5

1

300

Note: For purposes ofthe study Population was collapsed into two segments:
Rural - Populations of 49,999 or less
Urban - Populations of 50,000 or more
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Table 10
Crosstabulations of Region of Country by
Attitudes Toward Privacy

Attitudes Toward Privacy

Region

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Not
Concemed
at All

Total

Northwest

6

2

3

0

0

11

Northeast

20

28

12

3

0

63

Southwest

48

88

22

1

1

160

Southeast

22

27

12

1

0

62

Total

96

145

49

5

I

296
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H3fo: Individuals who have higher income levels are equally or more concemed
about privacy than those with lower income levels.
Crosstabulations of responses between income level and attitudes toward privacy
are shown in Table 11. The obtained stafisfic showed no significance {F (8, 238) = .475,
p > .05, ns). Since there were no significant differences between income level and
attitudes toward privacy, the null hypothesis could not be rejected nor could the
altemative be accepted. Therefore, Hypothesis 3f was rejected.
A one-way ANOVA procedure was used to determine whether there were
significant differences between occupation with respect to attitudes toward privacy (as
classified in Hypothesis 3a). For the purpose ofthe study, occupation was collapsed into
three segments: (a) craftsman/skilled laborer, office/clerical, salesperson, military, and
other; (b) educator, management, and professional; and (c) student and homemaker. The
null hypothesis used for the test was:
H3go: An individual's concem for privacy does not differ depending upon
occupation.
Crosstabulations of responses between occupation and attitudes toward privacy
are shown in Table 12. The obtained stafistic showed no significance (F (2, 302) = 1.663,
p > .05, ns). Since there were no significant differences between occupafion and attitudes
toward privacy, the null hypothesis could not be rejected nor could the altemative
hypothesis be accepted. Therefore, Hypothesis 3g was rejected.
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Table 11
Crosstabulations of Income Level by Attitudes
Toward Privacy

Attitudes Toward Privacy

Income
Level

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Not
Concemed
at All

Total

3

3

1

0

0

7

<$ 10,000

12

13

7

0

0

32

$10,000$19,999

4

11

7

0

0

$20,000 $29,999

5

10

0

0

$30,000 $39,999

8

8

0

0

$40,000 $49,999

9

11

$50,000 $74,999

20

39

$75,000 $99,999

8

11

>$ 100,000

9

13

4

1

0

27

78

119

44

5

1

247

Missing

Total

22

16

21

23
0

14

0

130

74

25

Table 12
Crosstabulations of Occupation (Collapsed) by
Attitudes Toward Privacy

Attitudes Toward Privacy

Occupation

Extremely
Concemed

Concemed

Group 1

14

19

Group 2

57

Group 3
Total

Moderately
Concemed

Unconcemed

Not
Concemed
at All

Total

5

0

0

38

85

23

4

0

169

28

46

22

1

1

98

99

150

50

5

1

305

Note: For purposes ofthe study, occupation was collapsed into three groups:
Group 1 - Craftsman/Skilled Laborer, Office/Clerical, Salesperson, Military, and
Other
Group 2 - Educator, Management, and Profession
Group 3 - Student and Homemaker
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A one-tailed /-test procedure was used to determine whether there was a
significant differences between political affiliation regarding attitudes toward privacy (as
classified in Hypothesis 3a). To determine whether there were differences between
liberal views and conservative views with respect to attitudes toward privacy, the
respondents who identified themselves with a moderate view were taken out ofthe
analysis and the remaining data were collapsed into two segments: (a) liberal - consisting
of very liberal and liberal and (b) conservative - very conservative and conservative. The
null hypothesis used for the test was:
H3ho: Individuals who describe themselves as politically affiliated as liberals or
equally or more concemed with privacy than those who describe
themselves as conservative.
Crosstabulations of responses between polifical affiliation and attitudes toward
privacy are shown in Table 13. The obtained statistic indicated significance, (/ (160) =
2.005, p < .05), with liberals having a higher mean (M= 2.05) than conservatives (M =
1.79). Since there was a significant difference between polifical affiliation and attitudes
toward privacy and liberals had a higher mean, the null hypothesis was rejected and the
altemative was accepted. Therefore, Hypothesis 3h was accepted.
A one-way ANOVA procedure was used to determine whether there were
significant differences between technological sophistication with respect to atfitudes
toward privacy (as classified in Hypothesis 3a). For the purpose ofthe study.
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Table 13
Crosstabulations of Political Affiliation by
Attitudes Toward Privacy

Attitudes Toward Privacy

Political
Views

Extremely
Concemed

Concerned

Moderately
Concemed

Unconcemed

Not Concemed
at All

Total

Very
Liberal

4

1

2

0

1

8

Liberal

12

31

10

2

0

55

Moderate

37

61

22

1

0

121

Conservative

30

34

11

2

0

77

Very
Conservative

10

8

4

0

0

22

Total

93

135

49

5

I

283
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technological sophistication was defined by the number of hours a respondents used a
computer and then collapsed into four segments: (a) 10 hours and below, (b) between 11
and 25 hours, (c) between 26 and 40 hours, and (d) 41 hours and above. The null
hypothesis used for the test was:
H3io: Persons who are more technologically sophisticated are equally or more
concemed about their privacy than those who have little technological
sophistication.
Crosstabulations of responses between technological sophistication and attitudes
toward privacy are shown in Table 14. The obtained statistic showed no significance (F
(3,313)= 1.038, p > .05, ns). Since there were no significant differences between
technological sophistication and attitudes toward privacy, the null hypothesis could not be
rejected nor could the altemative be accepted. Therefore, Hypothesis 3i was rejected.
A one-tailed /-test procedure was used to determine whether there were significant
differences between Intemet usage with respect to attitudes toward privacy (as classified
in Hypothesis 3a). For purposes ofthe study, Intemet usage was classified by the number
of purposes and services for which the respondent used the Intemet. Intemet usage was
collapsed into two levels: (a) low level of usage - five and below and (b) high level of
usage - 6 and above. The null hypothesis used for the test was:
H3jo: Individuals who have a higher level of Intemet usage are equally or more
concemed about privacy than those who have a lower level of Intemet
usage.
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Table 14
Crosstabulations of Technological Sophistication
by Attitudes Toward Privacy

Attitudes Toward Privacy
Technological
Sophistication

Extremely
Concemed

Concemed

10 hours and
below

23

37

11 to 25 hours

23

26 to 40 hours
41 hours and
above
Total

Moderately
Concemed

Unconcemed

Not Concemed
at All

Total

8

0

1

69

42

16

3

0

84

25

34

15

1

0

75

34

40

14

I

0

89

105

153

53

5

1

317

135

Table 15
Crosstabulations of Intemet Usage by Attitudes
Toward Privacy

Attitudes Toward Privacy
Intemet
Use

Extremely
Concemed

Concemed

Moderately
Concemed

Unconcemed

Low Level

57

High Level
Total

Not Concemed
at All

Total

80

23

2

0

162

49

71

30

3

1

154

106

151

53

5

1

316
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Crosstabulations of responses between Intemet usage and attitudes toward privacy
are shown in Table 15. The obtained statisfic showed no significance, (/ (314) = -1.404, p
> .05, ns). Since there were no significant differences between Intemet usage and
attitudes toward privacy, the null hypothesis could not be rejected nor could the
altemative be accepted. Therefore, Hypothesis 3j was rejected.

Hypothesis 4
Hypothesis 4 consisted of two parts. For the first part ofthe hypothesis, frequency
and percentage distributions were used to determine whether or not Intemet users
perceived that current policies and legislation sufficiently address privacy concems. Data
for this part ofthe hypothesis were collected for exploratory purposes. Therefore, further
statistical tests were inappropriate. The first part ofthe fourth hypothesis read as
follows:. According to perceptions of Intemet users, current policies and legislation do
not sufficiently address consumer privacy issues.
For the second part ofthe hypothesis, factor analysis was used to determine
whether Intemet users could be grouped according to different value systems based upon
their attitudes toward regulation and govemance ofthe Intemet. Therefore, the second
part ofthe fourth hypothesis read as follows: According to the perceptions of Intemet
users, views toward regulation and govemance ofthe Intemet can be grouped.
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For Hypothesis 4a, frequency and percentage distributions were computed to
examine whether current policies and legislation sufficiently address consumer privacv
concems according the percepfions of Intemet users. The results from the analysis
showed that 64.6% of respondents disagreed or strongly disagreed that current policies
and legislafion sufficiently address privacy concems (A^= 308, M= 3.6883, SE = .053, SD
= .9275), see Table 16. Because a majority of respondents believed that current laws
were not adequate, findings ofthe current study appeared to support the research
hypothesis. Therefore, Hypothesis 4a was accepted.
To determine whether the views, according to the perceptions of Intemet users,
toward regulation ofthe Intemet could be grouped, a factor analysis was used. A total of
16 variables were used for the grouping including views toward: (a) free speech, (b)
censorship - measured by a combined score from the questions 2a, 2b, 2c, 2d, 2e, and 2f
from Part 3, (c) whether using the Intemet is a privilege or right, (d) whether or not the
Intemet should be regulated, (e) informal regulation, (f) industry specific regulafions, (g)
current or existing regulations, (h) self-regulation, (i) combination of regulafion types, (j)
adequacy of current regulations, (k) adequacy of current enforcement of regulations, (I) if
the Intemet should have one regulatory board, (m) if the Intemet should have a group of
regulatory boards, (n) whether or not Intemet providers should monitor sites, (o) whether
or not the Intemet should have a rating system, and (p) whether or not respondents would
use software to self-censor sites.
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Table 16
Respondents' Level of Agreement With the Adequacy
of Current Regulation

Adequacy of Current Regulation

Valid

Valid
Percent

Cumulativ e
Percent

2.5

2.6

2.6

Agree

23

7.1

7.5

10.1

Moderately Agree

78

24.0

25.3

35.4

147

45.2

47.7

83.1

52

16.0

16.9

100.0

Total

308

94.8

100.0

Missing

17

5.2

Total

17

5.2

325

100.0

Strongly Disagree

TOTAL

Percent

8

Strongly Agree

Disagree

Missing

Frequency
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As a first step, a correlation matrix for the 16 variables was computed to evaluate
the appropriateness ofthe factor model. Bartlett's test of sphericity was used to test
whether the correlation matrix was an identity (if it is an identity, the use ofthe factor
model should be reconsidered). Based upon the obtained statistic, Bartlett Test of
Sphericity = 1689.38, p < .05, it was determined that the model was not an identity.
Another indicator ofthe strength ofthe relationship among variables is the partial
correlation coefficient. The negative ofthe partial correlation coefficient is called the
anti-image correlation. If the proportion of large coefficients is high, use ofthe factor
model should be reconsidered. The Kaiser-Meyer-Olkin (KMO) measure of sampling
adequacy is an index for comparing the magnitudes ofthe observed correlation
coefficients to the magnitudes ofthe partial correlation coefficients. According to Meyer
(1974), measures in the .90's are categorized as "marvelous," .80's are categorized as
"meritorious," .70's as "middling," .60's as "mediocre," .50's and below as
"unacceptable." The value ofthe overall KMO statistic computed for the factor model
was .84079, which was an acceptable level to proceed with the analysis.
The third step involved the factor extraction using the principal axis factoring
method. Principal axis factoring allows linear combinations ofthe observed variables to
be formed. From the analysis, two methods were used to extract a total of four factors.
First, using Kaiser's criterion, the eigenvalues for each factor were computed as shown in
Table 17. Kaiser's criterion is used to select those factors which have an eigenvalue of
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Table 17
Initial Principal Axes and Their Variances
*

Variable *

Communality

*

Factor

Eigenvalue

Percent of
Variance

Cumulative
Percent

5.24636
L93984
1.51701
1.02903
.91987
.82575
.70522
.65781
.93062
.49819
.44678
.42746
.38463
.32100
.25577
.19738

32.8
12.1
9.5
6.4
5.7
5.2
4.4
4.1
3.9
3.1
2.8
2.7
2.4
2.0
1.6
1.2

32.8
44.9
54.4
60.8
66.6
71.7
76.1
80.2
84.2
87.3
90.1
92.8
95.2
97.2
98.8
100.0

*
*
*
*
1
1
.44110
*
2
2
.71543
*
3
.68376
3
*
4
4
.26546
*
5
.63679
5
*
6
.20961
6
*
7
.24903
7
*
8
.43460
8
*
9
.41120
9
*
10
.36518
10
*
11
.26714
11
*
12
.51624
12
*
13
.44600
13
*
14
.41674
14
*
15
.35213
15
*
16
.41910
16
*Note:
Factor 1 - free speech
Factor 2 -- censorship
Factor 3 -- whether or not the Intemet
should be regulatedI
Factor 4 -- informal regulation
Factor 5 -- industry specific regulations
Factor 6 -- current/existing regiulations
Factor 7 -- self-regulation
Factor 8 -- combination of regulations
Factor 9 -- whether using the Intemet the
Intemet is a privilejge or ri;ght

Factor 10 - adequacy of current
regulations
Factor 11 - adequacy of current
enforcement of regulations
Factor 12-- one regulatory board
Factor 13 -group
of re^^ulatory boards
Factor 14 - Intemet provider monitoring
of sites
Factor 15 - rating system for Intemet
Factor 16 - software to self-censor site

1
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greater than one. Second, a scree plot was constmcted to determine whether a four-factor
model would be sufficient (see Figure 4).

W

0
15

16

Factor Number
Figure 4
Factor Scree Plot

The plot shows a distinct break between the steep slope ofthe large factors and the
gradual trailing off and straightening ofthe line ofthe rest ofthe factors. Therefore, it
was determined that four factors were sufficient.
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Finally, an orthogonal rotation using the v arimax method was used to produce
factors that are unrelated or independent of each other and the factor pattem was
computed showing the factor loading variables (shown in Table 18). The variables w ith
the highest associations (positiv e or negativ e) were used to describe each factor and are
highlighted with bold type in Table 18. Factor 1 contained positive associates with
censorship, whether or not the Intemet should be regulated, industry specific regulations,
current or existing regulations, whether using the Intemet is a privilege or right, if the
Intemet should have one regulatory board, whether or not Intemet providers should
monitor sites, whether or not the Intemet should have a rating system, and whether or not
respondents would use software to self-censor sites. Factor 1 negativ elv correlated w ith
free speech.
Factor 2 was characterized by a high positive association with if the Intemet
should have a group of regulatory boards. Factor 3 was characterized bv high positiv e
loadings on adequacy of current regulations and adequacy of current enforcement of
regulations. Factor 4 was characterized by high positiv e loadings on informal regulation,
self-regulation, and a combination of regulafion types. Because the factor model was
found to be appropriate and four factors were extracted from the original 16 variables,
findings from the current study appeared to support the research hypothesis. Therefore,
Hypothesis 4b was accepted.
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Table 18
Factor Pattem Matrix
Variable

Factor 1

Factor 2

Factor 3

Factor 4

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

-.63742
.82753
.79982
-.20556
.71061
.43016
-.02734
.36786
.14275
-.08890
.44341
.68394
.66336
.22353
.40813
.51802

.05639
.21629
.21869
.16767
.33540
.08132
-.03350
.38500
-.06606
-.01201
.14148
.22003
-.02749
.78714
.35160
.35027

.19236
.01182
.04998
.24724
-.06521
.06848
.06024
-.09626
.85896
.66215
.01604
-.05747
.02473
-.01162
-.02523
-.07789

.17234
-.13932
-.22718
.40710
-.06042
.14376
.67867
.44270
.09876
.04681
.07097
.17901
-.05105
.11174
.01634
-.05713

*Note:
Factor 1 - free speech
Factor 2 - censorship
Factor 3 - whether or not the Intemet
should be regulated
Factor 4 - informal regulation
Factor 5 - industry specific regulations
Factor 6 - current/existing regulations
Factor 7 - self-regulation
Factor 8 - combination of regulations
Factor 9 - whether using the Intemet the
Intemet is aI privilege or right

Factor 10-- adequacy of current
regulations
Factor 11 - adequacy of current
enforcement of regulations
Factor 12-- one regulatory board
Factor 13 - group of regulatory boards
Factor 14-- Intemet provider monitoring
of sites
Factor 15 - rating system for Intemet
Factor 16-- software to self-censor site
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Summary of Data Analv sis
In summary. data were analyzed for the four hypotheses using frequencv- and
percentage distribufions, correlafion. /-test, ANOVA. factorial .AXO\'A. and factor
analy sis. Hypothesis 1 was statistically analyzed to examine attitudes toward privacy.
data privacy, and Intemet priv acy. Results indicated that respondents expressed a strong
concem for priv acv, a strong concem for data priv acv. a propensity to unknow inglv
provide information, a desire to control information that is revealed about themseh es
when using the Intemet. and a w illingness to provide information in exchange for some
type of benefit. Therefore, Hypothesis 1 was accepted.
Hypothesis 2 was statisticallv analyzed to examine the demographic profile of
Intemet users from the U.S. in relation to the general population ofthe U.S. Results
indicated that a majority ofthe respondents were female rather than male as hypothesized.
However, as hvpothesized. the average age of respondents w as low er than that of the
adult U.S. population while respondents" av erage income level and average educational
level were higher than that ofthe U.S. population. Therefore. Hypothesis 2 was partially
accepted.
Hvpothesis 3 was statistically tested using correlation, /-test. ANOVA. and
factorial ANO\'A procedures. Results did not indicate any statistical significance
between most ofthe demographic v ariables with respect to attitudes toward privacy.
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except when comparing polifical affiliation (liberal versus conservative). Therefore.
Hypothesis 3 was partially rejected.
Hypothesis 4a was stafistically analyzed using frequency and percentage
distributions to examine whether current laws and policies sufficiently address consumer
privacy concems, according to the percepfions of Intemet users. Results indicated that
respondents expressed a strong level of agreement that consumer privacy concems were
not adequately address by the current laws and policies in the United States. Therefore.
Hypothesis 4a was accepted.
Hypothesis 4b was statistically tested to examine whether a number of views
toward regulation ofthe Intemet could be grouped into a smaller number of factors. Four
factor groupings were obtained from the original 16 variables. Thus, Hypothesis 4b was
accepted.
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CHAPTER VI
SUMMARY, CONCLUSIONS, AND RECOMMENDATIONS

At the time of this study, the year 2001 is rapidly approaching. Science fiction
writers, ftiturists, philosophers, and ordinary individuals have spent much time
speculating and predicting what the twenty-first centtiry holds for the future ofthe earth's
inhabitants. However, it interesting to take a look back out the twentieth century and note
the incredible and phenomenal changes the world experienced over the past 100 years.
The twentieth century marked the advent of mass communication technology which will
continue to evolve as we move into the next millennium.
The world has been forever changed by technologies developed during this
century. Nations are becoming increasingly globalized due to the ability to communicate
and interact with most anyone, most anywhere in the world. Of key significance are the
development and advancement of computer networking capabilities. The evolution ofthe
Intemet, the Information Superhighway, and Cyberspace has changed and will continue to
change how and with whom people communicate, work, play, study, and interact with
others.
Throughout the twentieth century and its incredible technological adv ances. the
issue of privacy has gained increasing importance for consumers. An interesting
dichotomy becomes evident when examining the effect of technology on priv acv. While,
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technology has brought about many benefits and improvements for society, it has opened
up the means to collect, store, retrieve, and analyze an extraordinary amount of personal
information. Individuals must sacrifice some of their privacy to participate in today's
consumer society. Thus, privacy has grovm from an individual issue to a social issue and
the topic has become increasingly important to businesses, organizations, and
government.
Though privacy has been idenfified as a topic of concem to individuals, little
academic research has been undertaken to examine the social importance of privacy.
Most ofthe research has been conducted through corporate sponsored public opinion
polls. Similarly, few academic studies have focused on Intemet users, though some
research has been conducted through business or corporate sponsors mostly in attempts to
gather demographic information for marketing. To address these gaps, this study
attempted to profile Intemet users, assess current attitudes toward privacy especially in
relation to the Intemet, and examine the social implications in relation to those individual
attitudes.
This study was conducted as an exploratory effort to examine Intemet users'
attitudes toward privacy as well as explore whether current policies, regulations, and
legislation adequately address the concems for consumer privacy. This chapter
summarizes the study, identifies major findings, reports conclusions based on analyses
and interpretation ofthe data, and provides recommendations forfixtureresearch.
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Summary ofthe Study
Past research has found that consumers have become increasingly concemed
about privacy, especially in relation to technology. However, at the same time,
technological advances have provided the means to collect, store, and recover an
enormous amount of information. Consequently, the need to examine privacy issues in
relation to current technologies is important for developing social and individual
guidelines for the future.
The purpose of this study was to examine current attitudes toward privacy in
relation to the Information Superhighway, to identify the concems over privacy of
Intemet users, and to determine whether legislation and policies adequately address
privacy concems. A secondary purpose was to demonstrate the potential value ofthe
Intemet as a powerful tool for conducting survey research.
The survey instrument was constmcted by the researcher using questions adapted
from the GVU's WWW User Survey (Pitkow & Kehoe, 1996), Harris's and Westin's
(1979) Dimensions of Privacy Study, and Dutton's typology of network users (Denning &
Lin 1994; Dutton, 1996). The self-administered Intemet quesfionnaire was developed to
solicit demographic information, attitudes toward privacy, values regarding network
usage, and opinions regarding current legislation, policies, and practices from Intemet
users, ft was hypothesized (a) that a majority of respondents would express some level of
concem for privacy, especially in relation to Informafion Age technologies; (b) that the
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demographic profile of Intemet users from the U.S. differs from that ofthe general U.S.
population; (c) that attitudes toward privacy would vary according to age, gender,
ethnicity, education level, region ofthe country in which one lives, income level,
occupation, pohtical affiliation, technological sophisticafion, and Intemet usage; (d) that,
according the Intemet users' perceptions, current laws and policies are do not sufficiently
address consumer privacy concems; and (e) that the perceptions of Intemet users' can be
grouped according to their views regarding network regulation.
The questionnaire was pilot tested using a group of Intemet users asked to access
the Web site containing the survey. The pilot test was conducted for two weeks during
September 1997. A total of 110 hits were recorded for accessing the survey. From the
100 hits, 87 usable questionnaires were obtained for the pilot. The questionnaire was
pilot tested for clarity ofthe instmctions and terminology, ease of use ofthe Web page,
ease of data collection, and reliability.
The questionnaire consisted of five sections designed to solicit attitudes toward
privacy, attitudes toward Intemet privacy, attitudes toward regulation ofthe Intemet,
technology and Intemet usage habits, and demographic information from respondents.
Based on the analysis of data obtained from the pilot study, a few minor revisions were
made to the survey. However, the modificafions did not significantly change the meaning
or content ofthe survey, nor did they affect the data collection. The quesfionnaire is
included in Appendix A.

150

The population for this study was Intemet users from the United States. The
survey was conducted over a six-week period, during October and November 1997. The
participants consisted of individuals who logged onto the Web site containing the survey.
A total of 506 hits were recorded for the survey. Ofthe 506 hits, 325 ofthe
questionnaires were usable for the purposes ofthe current study.
Data obtained were analyzed using a variety of statistical methods. Data collected
from respondents were categorized using descriptive statistics of frequency and
percentage distributions. Hypotheses were tested using frequency and percentage
distributions, correlation, /-test procedures, analyses of variance, and factorial analyses of
variance. Differences were considered statistically significant at the .05 level.

Findings ofthe Study
Data used to determine the findings ofthe study were collected through the use of
a self-administered survey instmment distributed through the Intemet. The questionnaire
solicited information regarding general attitudes toward privacy, attitudes toward Intemet
privacy, attitudes toward regulafion, legislafion, and policies, technology and Intemet
usage, and other demographic factors. Data were analyzed for frequency and percentage
distributions in addifion to tests for stafisfical significance. Following is a summary of
the findings ofthe study.
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Hypotheses
Hypothesis 1 read as follows: (a) It is expected that most respondents will express
moderate to extreme concem for their personal privacy, (b) it is expected that most
respondents will express moderate to extreme concem for data/information privacy, (c) it
is expected that individuals who use the Intemet unknowingly provide information about
themselves, (d) it is expected that most individuals who use the Intemet would prefer to
control information that is revealed about themselves when using the Intemet, and (e) it is
expected that most individuals who use the Intemet are willing to provide personal
information about themselves to receive a benefit (i.e., product, service, prize, discount).
Results ofthe analysis found that a majority of respondents expressed moderate to
extreme concem for their personal privacy and for data/information privacy. A majority
of respondents unknowingly provided information about themselves and preferred to
control what information was reveal about themselves when using the Intemet.
Furthermore, a majority of respondents were willing to provide personal information
about themselves to receive a benefit. Therefore, Hypothesis 1 was accepted.
Hypothesis 2 read as follows: The demographic profile of Intemet users from the
U.S. will reflect the following characteristics: (a) A minority of Intemet users are
expected to be female, (b) the average age of Intemet users is expected to be lower than
U.S. average, (c) the average income level of Intemet users is expected to be above the
U.S. average, and (d) the average educafional level of Intemet users is expected to be
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above the U.S. average. Results from the analysis found that a slight majority (52.5%) of
the respondents were female, as compared with 51% ofthe United States population. The
average age of respondents was 36.7, compared with the nafional aduh average of 45.
The average income level range was between $50,000 and $74,999. compared with the
national average of $35,492. The average educational level of respondents was
completion of a bachelor's degree (four year), compared with the national average of
completion of high school. Therefore, Hypothesis 2 was partially accepted.
Hypothesis 3 read as follows: Attitudes toward priv acv differ in relation to
demographic variables, including: (a) age - older persons are more concemed about
privacy than younger persons; (b) gender - females are more concemed about priv acv
than males; (c) ethnicity - minorities (individuals other than Caucasian/White), are more
concemed about privacy than Caucasians: (d) education lev el - individuals w ith higher
education lev els (bachelor's, professional, master's, and doctorate) are less concemed
about privacy than those with lower education levels; (e) region ofthe country in which
one liv es - the lev el of concem for privacy differs according to region ofthe country
where one lives: (f) income level - individuals who hav e higher income levels are less
concemed about privacy than those with lower income lev els: (g) occupation - an
individual's concem for privacy differs depending upon occupation: (h) political
affiliation - individuals who describe themselves as politically affiliated as liberals are
less concemed ov er privacy than those who describe themselv es as conservativ es: (i)
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technological sophistication - persons who are more technologically sophisticated are
less concemed about their priv acy than those who have little technological sophistication;
and (j) Intemet usage - individuals who have a higher lev el of Intemet usage are less
concemed about privacy than those who hav e a lower level of Intemet usage.
Respondents" attitudes toward privacv did not statistically differ based upon the
demographic variables of age, gender, ethnicity, education level, region, income level.
occupation, technological sophistication, or Intemet usage. However, a statistical
difference was indicated for political affiliation with respect to attitudes toward priv acv
w ith persons who identified themselves as being liberal being more concemed about
privacy than persons who identified themselves as being conservativ e. Therefore.
Hypothesis 3 was partially rejected.
Hypothesis 4 read as follows: (a) According to perceptions of Intemet users,
current policies and legislation do not sufficiently address consumer priv acv issues and
(b) according to the perceptions of Intemet users, views toward regulation and
govemance ofthe Intemet can be grouped. Results from the analv sis ofthe first part of
the hypothesis found that a majority of respondents did not feel current polices and
legislation sufficiently address consumer priv acy issues.
The second part ofthe analysis successfiilly grouped 16 v lews toward regulation
and govemance ofthe hitemet mto four identifiable factors. Factor 1 was positively
associated with censorship, whether or not the Intemet should be regulated, industrv
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specific regulations, current or existing regulations, whether using the Intemet is a
privilege or right, if the Intemet should have one regulatory board, whether or not Intemet
providers should monitor sites, whether or not the Intemet should have a rating system,
and whether or not respondents would use software to self-censor sites. Factor 1
negatively correlated with free speech. Therefore, the first factor was categorized as high
regulation.
Factor 2 was characterized by a high positive association with if the Intemet
should have a group of regulatory boards. Therefore, the second factor was categorized
as oversight regulation. Factor 3 was characterized by high positive loadings on adequacy
of current regulations and adequacy of current enforcement of regulations. Therefore,
this factor was classified as the status quo. Finally, Factor 4 was characterized by high
positive loadings on informal regulation, self-regulation, and a combination of regulation
types. Therefore, the fourth factor was classified as moderate regulation.
In sum, a majority of respondents do not feel current laws are sufficient to address
consumer privacy concems. Additionally, respondents' views toward regulation and
govemance were successfully grouped into a small number of factors. Therefore,
Hypothesis 4 was accepted.
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Discussion of Findings and Conclusions
Data collected were limited to 325 Intemet users from the United States. Based
upon the analyses ofthe data, the following mterpretations ofthe findings and
conclusions appear to be appropriate.

Privacy Concems
Past research has shown privacy to be an important issue to consumers. The
current study focused upon the opinions of Intemet users. When asked about the level of
importance of their personal priv acy in comparison with other issues, respondents
overwhelmingly (97.2%) indicated that issue of personal priv acv was moderately to
extremely important.
Furthermore, when asked to identify the single most critical issue facing the
Intemet at the time ofthe study. 41.9% ofthe respondents selected privacy. The second
highest choice was censorship (25.5%). The third highest response choice was the other
category (10.6%) which allowed respondents to write in a response. Most ofthe written
responses could be sorted into three groups: (1) pomography/immoral activities, (2)
scams/illegal/criminal activities, and (3) connecfion speed^andwidth issues. The fourth
highest issue identified was finding things/navigating around (9.6%). followed bv
encryption (9%). The other issues - taxafion of services, lack of cultural diversity, and
lack of linguistic diversity - made up the remaining 3.4% of responses. Therefore,
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respondents of this study indicated that the issue of personal privacv was important and
that is was one ofthe most critical issues facing the Intemet at the time ofthe study.
Past studies conducted to examine attitudes toward privacv have indicated that
people are increasingly concemed about personal priv acv. especially in relation to new
technologies (Equifax. 1991; Gandy. 1993a: Gandy. 1993b; Gattiker et al. 1996; Harris &
Weston, 1979: Johnson, 1984: Katz & Tassone, 1990; Smith, H. J., 1994: Schwartz &
Edmondson, 1991). The current study is supportive ofthe findings and extends the
research to Intemet users. A high majority of respondents expressed some level of
concem for personal privacv and for data privacy (over 90% in both cases). Respondents
were asked to express their level of concem on several issues regarding the collection,
storage, use. and misuse of sensitiv e information. Most respondents showed a strong
level of concem for each ofthe issues identified (over 90%). However, the issues
associated with the highest level of concem (extremely concemed) as selected by
respondents were (a) the selling of personal information to other organizations, with 59%
of respondents choosing the highest level and (b) errors made deliberately, with 51.1% of
respondents choosing the highest level.
Past studies have indicated that the number of people who believ e they give up
their priv acv to participate in the consumer society will continue to increase significantly
(Equifax. 1991: Harris & Westin; 1979; Johnson, 1984; Katz & Tassone, 1990: Schwartz
& Edmondson, 1991: Smith, H. J.. 1994). To ftirther explore issues related to privacy on
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the Intemet, the current study examined whether Intemet users unknowingly prov ided
information about themselves, whether Intemet users would prefer to control what
information is collected, and whether Intemet users were willing to provide information
to receive some sort of a benefit.
Past research on Intemet users have found that a majority of Intemet users
understood the basic information that can be recorded per transaction when navigating the
Intemet, but were not aware of more advanced features such as cookies (machine
identifiers) (Pitkow & Kehoe, 1997). The current study supported the research and found
that although a few respondents correctly identified every item that could or could not be
recorded (4.3%), over 50% incorrectly identified five or more items. Further supporting
the research of Pitkow and Kehoe (1997), most users were aware that the time ofthe
request (93.5%) as well as the requested page (91.4%) were loggable. Following in the
order of correct response rates, 76.6% of users were aware that browser type could be
recorded, 71.1% were aware machine address could be recorded, 58.8% were aware their
machine operating system could be recorded, 50.5% were aware that a machine identifier
that stays with you from visit to visit can be recorded, and 44.6% were aware
geographical information could be recorded. Currently, a user's e-mail address cannot be
recorded which 73.8% ofthe respondents correctly identified.
For the current study, most respondents expressed a preference to control what
demographic information was being collected through the Intemet. To examine how
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respondents might seek to control information, several issues were presented. The
current study found that of those who had registered with a Web site, almost two-thirds
(65%) indicated they had never falsified information. Ofthe third who had falsified
information, most users (61%) had only done this 25% ofthe fime or below. A majority
ofthe users (58.8%) preferred to visit sites in an anonymous manner. However,
respondents were relatively evenly divided between the categories which described taking
on different aliases or roles. Over 70% of respondents believed web sites needed
information about users to better design pages and services and to market their site to
advertisers. However, over 80% of respondents thought that content providers had no
right to resell information about users to other companies.
The current study focused on whether Intemet users would w illingly provide
information to receive a benefit. Over 80% of respondents were willing to provide
information for one or more benefits. Respondents were most willing to prov ide
information if a statement was provided that explained how the information would be
used (63.1%) or if a statement was provided that explained what information was being
collected (43.1%). However, respondents were less willing to provide information in
exchange for access to a site (32.3%). a value-added service (31.7%), or for a small
discount on a product (19.7%). As an interesting side note, for the current study a total
220 completed and unduplicated registrations were recorded for the drawing offered at
the completion ofthe survey, which is 43.3% out ofthe 506 recorded hUs.
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In summary. Intemet users were found to hav e a high concem for privacv and data
privacy issues. Though wanting to exert some level of control over what information is
provided, most users unknowingly provide some type of information about themselves
that can be used to track their Intemet usage habits. Furthermore, many Intemet users
were willing to provide information under certain conditions. As more types of services
and products become available through the Intemet and as the Intemet becomes more
commercialized, site owners and providers will most likely ask for and use more
information. Thus, Intemet users will most likely be more willing to provide information
to receive the product, service, or other benefit.

Demographic Profile of Intemet Users
Previous research on demographic profiles of Intemet users have primarily
focused on adult populations. In an analysis of several studies, Layton and Kanfer (1996)
found that Intemet users tend to be predominately male, with an average age of 33, have a
high household income level, and are well educated. Layton and Kanfer (1996) assert
that as more people begin to access the Intemet and as searching and browsing become
easier, this demographic profile will change to reflect that ofthe general population. The
current study attracted adult respondents (18 years and older) and found that a small
majority of users were female, with an average age of 36.67, and average household
income level ranging from $50,000 to $74,999, and were highly educated with at least a

160

bachelor's degree or beyond. Therefore the current studv found that, while the gender
mix tends to be closer to the average ofthe United States adult population. Intemet users
tend to be older, have higher income levels, and are more educated than the general
populafion. However, as the Intemet becomes more vv idelv available, it is anticipated that
the average demographic statistic profiles of Intemet users will most likely be closer to
the U.S. population as asserted by Layton and Kanfer (1996).
Little research has been conducted which focuses on Intemet users w ho are not
adults. It is suspected a large of number of children and teenagers regularlv use the
Intemet. Therefore, while estimates ofthe adult population of Intemet users can be made,
a tme picture ofthe entire Intemet population has not vet been provided.

Attitudes Toward Priv acy
Past research on attitudes toward priv acv have found that attitudes toward priv acy
vary according to an individuals demographic characteristics (Gandy. 1989. 1993a,
1993b; Singer, Mathiowetz, & Couper. 1990; Schwartz & Edmondson. 1991. Westin:
1990). Hovvev er. the current study did not support these findmgs. Demographic
characteristics including age, gender, ethnicity, education level, region ofthe country
where one liv es, occupation, technological sophistication, and Intemet usage, did not
appear to significantly differ with respect to attitudes toward priv acy.
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In fact, the only variable that showed any significant result was political
affiliation. While this significant finding is consistent with previous research, the number
of respondents identifying themselves as moderate in terms of their political affiliation
accounted for 42.7% and were not included in the analysis. Thus, caution should be used
when interpreting the significance ofthe result. However, the significant response on this
variable indicates that privacy may be a polarized by political beliefs and may have an
impact upon legislative agendas.
Based on the results ofthe current study, it is conjectured that Intemet users may
be a homogeneous group. Because the sample was limited, further research should be
conducted to determine whether Intemet users are indeed a homogenous group with
similar views on issues such as attitudes toward privacy.

Regulation and Govemance ofthe Intemet
Past research has shown that individuals do not feel that current privacy
legislafion adequately address consumer privacy concems (Denning & Lin, 1994; Dizard,
1985; Regan, 1993, 1995). The current study supports this research and expands it to
include Intemet users and regulations ofthe Intemet. The findings from the current study
indicated that almost 65% of respondents did not think that current legislafion and
policies were adequate to address consumer privacy concems. Furthermore, only 44.3%

162

of respondents thought that the current policies and legislation w ere being adequatelv
enforced.
Regan (1995) maintains that much ofthe legislation ov erlooks the importance of
the value of privacy and represents more of a unbalanced compromise between those who
benefit from the new technologies and privacy advocates. He asserts that most often
those who benefit from the new technologies have greater influence ov er the final
legislation than those concemed over priv acy. Therefore, if current policies and
legislation are not sufficient and are not adequatelv enforced according to the perceptions
of Intemet users, it is useful to further examine their ideas on the best w av s to address
privacy issues.
Respondents were asked to state their lev el of agreement about what they thought
would be the best way to protect personal privacy. The choices were not mutually
exclusive. Therefore, respondents could equally agree or disagree that one or more ofthe
presented ways to protect personal privacy was the best. Only 35% of respondents
expressed some level of agreement with stronger laws. Over 60% of respondents
expressed agreement for corporate policies. However, over 90% of respondents
expressed some level of agreement that technological safeguards such as password
protection would be the best way to protect personal privacy. Resuhs indicate that
Intemet users may feel that the best way to protect personal priv acy is through intemal
policies and general protections, rather than through legislation.

163

To ftirther examine views toward Intemet regulation, a set of questions was
developed based upon research from Dutton (1996), Bennett (1992), and Smith (1994).
Past research has identified a number of variables associated with regulation and
govemance ofthe Intemet. However, the current study sought to collapse those variables
into a smaller number to get a clearer, more concise picture ofthe views. The current
study was able to create four new factors including views associated with (1) high
regulation - the Intemet should be highly regulated and censored with little concem for
free speech, (2) oversight regulation - the Intemet should be monitored by a group of
regulatory boards; (3) status quo - current laws and their enforcement are sufficient; and
(4) moderate regulation - the Intemet would benefit from a combination of regulation
types with a focus on informal and self regulation..
The current research identified four types of views in contrast to the five
viewpoints idenfified by Dutton (1996). Similarifies exist in some ofthe groupings. For
example. Factor 1 corresponds with some features of Dutton's Regulators and Property
Rights Advocates. Factor 2 corresponds with some features of Dutton's grouping of
Property Rights Advocates and Factor 3 corresponds with Formalists. Factor 4 is similar
to Dutton's Balancer. However, where Dutton's groupings focused upon the rights ofthe
and responsibilities of participants, the groupings from the current research seemed to
focus more upon the types of regulations, whether it be informal or formal and whether it
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be a small or large amount. Further research is needed to explore how Intemet users
relate to each of these views and if Intemet users can be grouped according to their view:

Implications ofthe Study
The current study expanded upon past research to examine a sample of U.S.
Intemet users' attitudes toward privacy. Resuhs from the current study, as from those
conducted in the past, indicated that the issue of privacy was indeed important.
Addifionally, a majority of respondents expressed some level of concem for their
personal privacy. Contrary to past research in examining differences between individuals
with different demographic characteristics with respect to attitudes toward privacy, the
current study found that Intemet users tended to be homogeneous in their level of concem
for privacy, except on the demographic variable based upon the respondents political
affiliation. Future research should be conducted to test this assumption ftirther and to
expand it to other types of social issues. Nonetheless, the concem for privacy has been
exacerbated by the explosion of information and communication technologies.
Therefore, it remains important to continue to examine the social impact of these
technologies and their effect on privacy-related issues.
Though many of today's information and communication technologies have been
linked to privacy loss, the Intemet presents a special problem because of its very nature.
In its earliest form, the Intemet was developed to provide a decentralized method of
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communication in the event of another World War and the catastrophic devastation of
other forms of communication stmcmres. Little did the originators ofthe technologv
know how much their idea would expand and catch on as a means of communication,
information, research, education, shopping, serv ices, and entertainment.
WTiereas the original technology ofthe Information Superhighway was primarilv
made up of a few individuals communicating through packet switching capabilities, the
Intemet, in its current form, is now host to an innumerable amount of indiv iduals.
businesses, and organizations interacting with each other. Todav. it seems as though
almost everyone and everything has a URL address. Use ofthe Intemet has increased
tremendously and though it still serves as a communication tool, its purpose has become
increasingly commercialized. Because of this expansion in purpose, the decentralization
and lack of mles that applied to the predecessors ofthe Intemet are part ofthe problem of
privacy with the Intemet.
Past studies hav e indicated that the number of people who believ e thev give up
theh privacy to participate in the consumer society is significantly increasing (Equifax.
1991; Harris & Westin: 1979: Johnson, 1984; Katz & Tassone. 1990; Schwartz &
Edmondson, 1991: Smith, H. J.. 1994). The research for the current study confirmed that
a large number of mdividuals either unknowingly or willingly give up some private
information to nav igate on the Informafion Superhighway. Though some ofthe
informafion is collected voluntarily (e.g., through a site registration). much ofthe
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information is collected as a fiinction of Intemet technology (e.g.. cookies and
clickstreams). Therefore, it is important to educate consumers ofthe Intemet to what
information is and is not automatically collected when logging on and navigating through
the Intemet.
In addhion, the current study found that Intemet users would prefer to control
what information is provided, especially in relation to demographic information. Thus, it
is important to educate Intemet consumers to ways that may prevent some information
from being collected, if they prefer it not be. Many browsers now hav e alerts that inform
users that the information provided is not secure and that cookies will be recorded. Thus
before connecting to a site, the user is provided the opportunity to back out ofthe
connection to avoid the cookie. Additionally, new developments in the technologv are
allowing users to avoid cookies and to "surf the Web with more anonymity. However,
as more people begin to use the Intemet it will become increasingly important to educate
consumers ofthe Intemet about the technology and its developments. This education w ill
help to empower persons to have more control and to continue to seek changes in the
technology that will allow for more controls.
Knowledge about Intemet consumers' preferences also will help those who
provide Intemet services or develop and own sites. Purchasing products and services
through the Intemet is still quite new at the time of this study. Many Intemet consumers
are apprehensive to buy over the Intemet because ofthe perceived lack of security and
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privacy. However, as more and more businesses and organizations discover the power of
the Intemet for promoting and selling, they will have to address consumer concems and
fears. Therefore, it is also important for businesses and organizations who are active or
want to become active on the Intemet to further examine and explore privacv issues.
Clearly, the need for consumer education regarding the Intemet stands out. While
many children have been exposed to computers and the Intemet, it is most likely that their
parents have had significantly less experience on the Information Highway. However, as
the use ofthe Intemet becomes more prevalent, the need for consumer information
continues to increase, especially since it is so readily available to children.
Suggested consumer education projects include instituting programs similar to
telephone education provided to primary and secondary school-aged children where a
mini-course is developed to be taught in the schools. Another way to educate consumers
is to provide informative brochures with Intemet software. Businesses and Intemet
Providers may also benefit by launching a national consumer education campaign to
increase awareness about the hitemet including benefits, drawbacks, uses, and legal
issues that affect the Intemet.
It is clear from past and current research that there is a strong dissatisfaction with
the current laws and policies regarding privacy as well as their enforcement and
disagreement on how privacy should be protected. While most persons agree that
"something different" should be done to protect privacy, there is not a strong consensus
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on exactly what it is that should be done. Based upon this study, Intemet users' tend to
believe that technological safeguards such as password protection and intemal policies of
organizations may be a better way to protect privacy than creating new pieces of
legislation. Regan (1995) maintains that much ofthe legislation overlooks the
importance ofthe value of privacy and represents more of an unbalanced compromise
between those who benefit from the new technologies and privacy advocates. He asserts
that most often those who benefit from the new technologies have greater influence over
the final legislation than those concemed over privacy. Therefore, it is important to
educate Intemet consumers to take a more active stance in legislative issues.
The Intemet once again provides a special problem to creating privacy legislation
in that it transcends physical borders and boundaries (Kahin & Nessom, 1997).
According to Kahin and Nessom (1997, p. i), the Intemet "has collapsed the worid,
transcending and blurring political boundaries in the process." Therefore, when looking
at new ways to protect privacy on the Intemet, a global perspective needs to be taken.
Unlike other types of technologies, there is little legal control over the Intemet.
Addifionally, what may be legal in one area ofthe country or one nation, may be illegal in
another. Enforcement of legislafion becomes difficuh because ofthe lack of jurisdiction
over the Intemet.
In the United States, there have been several attempts to draft legislation for the
Intemet at the national level. However, for a number of reasons most ofthe legislative
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attempts have fallen short. While Intemet consumers are concemed about privacy, the
Intemet has been based upon the premise of decentralization and free communication.
However, Intemet consumers are becoming increasingly concemed over other issues
including pomography, vulgarity, illegal activities, and scams, especially when children
have easy access to most of these sites. Another reason that legislative attempts may have
been unsuccessftil is because ofthe difficulty in enforcing restrictions and penalties for
non-compliance. While it may be illegal for persons in the United States to publish
certain information on the Intemet, U.S. Intemet users can easily log onto sites from other
countries where it is not illegal.
If the Intemet is to be regulated and govemed, it will have to be done on several
levels. First, lacking any legislative guidance, individual Intemet consumers need to
become knowledgeable on ways to protect themselves. New software allows for
encryption and for filtering out unwanted Web sites, which is especially useful for
households with young children. Again, consumer education would be helpful in
informing Intemet users about options and how they can protect themselves or their
families.
Additionally, if regulations and policies are to be developed, it will have to be on
a level that will transcend the physical boundaries of geographic borders and be tailored
to the boundaries of Cyberspace. Because the Intemet is so decentralized, attempts to
regulate at micro-level (such as cities, states, or nations) will most likely fail.
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Cyberspace radically undermines the relationship between legally
significant phenomena and physical location. The rise ofthe global
computer network is destroying the link between geographic location and
(I) the power of local governments to assert control over behavior; (2) the
effects of behavior on individuals or things; (3) the legitimacy ofthe
efforts of a local sovereign to enforce mles applicable to global
phenomena; and (4) the ability of physical location to give notice of which
sets of rules apply. (Kahin and Nessom, 1997, p. 6)
Therefore, a better approach might be to develop a macro approach that is
intemafional in scope perhaps overseen by one regulatory authority. Creating such a
revolutionary entity would be quite historical for our planet. However, because of nature
of Cyberspace, and the fact that the cost and speed of message transmission on the
Intemet is entirely independent of physical location, the issue must be addressed on the
Cyberspace level through the combined efforts ofthe Intemet community.

Implications for Conducting Research Using the Intemet
An underlying purpose ofthe study was to demonstrate the potential value of
conducting research using the Intemet. For research purposes, the Intemet provides many
resources for finding information on almost any subject imaginable. For example, some
ofthe information for the current study was gathered from on-line joumals such as the
Joumal of Computer-Mediated Communication and Web sites mn by the United States
Census Bureau, the Center for Democracy and Technology, Thomas Law Search and
others with information about privacy issues and Intemet demographics. Additionally,
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information was obtained through Web-based libraries. Therefore, the Intemet played a
significant role in gathering information for the project.
Key to the current study was the method used to distribute the surv ev. Using the
Intemet to conduct research is relatively new. As with other methods employed to
conduct survey research, there are some disadvantages and advantages to conducting
research via the Intemet.
When using the Intemet to distribute a research survey, the drawbacks must be
taken into consideration. One clear disadvantage ofthe Intemet is sample selection.
Because there is no central registry of Intemet users, it is difficult to employ random
sampling techniques. Additionally, a researcher must realize that he or she is selecting
from persons who are using the Intemet, which may be entirely different from using a
sample for the general population. Therefore, before conducting any research using this
method, the researcher should acknowledge the specialized population and make sure that
the study applies to persons who use the Intemet.
Another drawback is attracting persons to the Web site which contains the survey.
For the current study, the researcher registered the site with major search engines and
announced the site on several listserves and newsgroups. In addition, the researcher
placed an announcement in several publications and also used word of mouth to
encourage persons to take the survey. In the current research, a question on the survey
asked where the respondent had heard about the survey. List serves, newsgroups, and
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sharing the URL through word of mouth and were found to be the most useful for getting
the word out about the site. The researcher also discovered that there appeared to be a
snowballing effect from the methods. For example, a person might leam of the Web site
through a listserve and then pass the URL on to other persons through word of mouth.
Another drawback of using the Intemet to conduct research is actually getting
respondents to complete the survey. For the current study, though were a large number of
hits recorded for the introductory page, the number of hits recorded for the survey itself
was significantly less. Additionally, from the hits recorded for the actual survey, there
was a large number of completely blank or only partially completed surveys. To attract
persons to take the survey, an opportunity to enter into a drawing was provided. The
drawing may have been helpful in attracting respondents to the site and encouraging
participation. However, persons may have submitted blank or partially incomplete
surveys to get to the end ofthe survey to register for the drawing. Therefore, it in
unknoym whether the drawing was beneficial or detrimental in attracting persons to
actually complete the survey. With new advances in software it may be possible to
design the survey to disallow the submission of a survey that is completely or partially
blank. Rather, the respondent would be informed that he or she had not completed a
questions or quesfions and be given another opportunity to respond to the blank items.
Therefore, this would eliminate the problem of blank responses for the surveys that are
submitted.
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Another drawback is the technology ofthe Intemet, itself If the server on which
the Web pages are located is not functioning, then access to the survey is cut off.
Additionally, items such as connection speed and memory needed to mn the survey, may
cause the Web pages to respond slowly and discourage respondents from completing the
survey. Respondents must also have a minimum of computer skills and willingness to get
onto the Intemet. Careftil attenfion to the design ofthe survey should be taken into
consideration to make the survey as user-friendly as possible. Similar to methods for
designing paper instmments, attention should be paid to providing an aesthetically
pleasing survey, with clear and concise instmctions. Graphics on the survey pages should
be kept to a minimum as they tend to load slowly, thereby adding extra time to complete
the survey.
Despite the drawbacks encountered when conducting research through the
Intemet, there are some clear benefits. One advantage is the ability to reach a varied
population of individuals all over the world. Though the current research only focused
upon respondents from the United States, several questionnaires were obtained from
persons who were not United States citizens. Additionally, a researcher may be able to
reach certain groups or types of individuals by targeting listserves or newsgroups that
relate to a topic or attract a certain type of person. For example, there are many listserves
and newsgroups dedicated to persons of certain demographic characteristics (i.e., men,
women. Generation X), a discipline or profession (i.e., computer professionals, educators.
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nuclear physicists), or an issue of interest (i.e., privacy or ethical issues associated with
technology). Another method of announcing a Web site, which was not used in the
current study but may help to target respondents, includes asking another site to advertise
the survey and provide a link back to the Web pages where the survey is located.
Another advantage to using the Intemet for conducting research is the relativ elv
low cost of distributing the survey. Additionally, if items on the survev need to be
changed for any reason, the instmment can be altered almost immediatelv. which was
especially useful to the current study when the changes were made after the pilot study
was conducted. Another benefit is the ability to instantaneously collect responses in a
database which eliminates virtually all ofthe errors in data entry and significantly reduces
the time to clean up the data set for analysis.
Despite some ofthe problems associated with conducting research using the
Intemet, it is a valuable tool for gathering information and for collecting data. As more
research is conducted though the Intemet. distribution and collection methods w ill most
surely be refined to minimize the problems and maximize the benefits. The current
research was conducted at a relatively early stage in the refinement process, but was
usefiil in providing insight about the value of using the Intemet for a research tool.
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Recommendations for Further Research
The current study was undertaken to examine current attitudes toward privacy in
relation to the Information Superhighway, to identify the concems over privacy of
Intemet users, and to determine whether legislation and policies adequately address
privacy concems. The study also attempted to demonstrate the value of conducting
research through the Intemet. Additional research is recommended as follows:
1. Replicate the same study using another sample. Findings would allow data
from the current and replicated studies to be compared to see if they produced similar
results and would assist in further developing the profile of Intemet users.
2. Replicate the same study using a paper version ofthe questionnaire. Findings
would allow data obtained from the Web pages and data obtained from the paper version
ofthe questionnaire to be compared. The results ofthe study would also add to the
research on demographic characteristics of Intemet users.
3. Conduct a similar study, administering the survey in a paper form and through
the Intemet. In the survey, ask respondents to indicate whether or not they are Intemet
users. Findings would provide insight into the similarities and differences between users
and non-users with respect to attitudes toward privacy and Intemet regulation. The
results ofthe study would also provide insight into the demographic makeup of Intemet
users and Intemet nonusers.
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4. Conduct a similar study using a sample of younger Intemet users (18 and
under). Findings would provide insight into v outhful attitudes toward privacy and
Intemet usage. The data would also assist in developing profiles of pre-adult Intemet
users.
5. Expand the sample to include intemational respondents. Findings w ould
prov ide data that w^ould assist in developing a more global assessment of priv acv
attitudes. Findings would also provide insight into dev eloping more comprehensiv e
policies, regulations, and legislation that would transcend intemational borders.
6. Conduct a similar study that focuses on E-mail priv acy. Findings would
provide insight into attitudes toward priv acy in relafion to E-mail, assess E-mail user's
knowledge about priv acy or lack of privacv when electronic communications, and assist
organizafions in developmg E-mail policies.
7. Develop a more sensitiv e method for measuring the values systems of network
users. Creatmg a typology would assist in dev eloping a method to categorize Intemet
users and to examine the pattems associated with the typology grouping.
8. Conduct a study identifying which further develops measures for Intemet
usage, technological sophistication, and how mformed uninformed a user is about w hat
can and cannot be collected. Analy ze whether there are differences in perceptions of
priv acy. usage habits, and knowing what mformafion is provided when logging onto a
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site. Findings would provide insight into the development of a consumer education
campaign in regards to the Intemet.
9. Improve upon the design ofthe Web pages to refine the survey process. Some
suggested revisions include (a) improving aesthetic features ofthe Web site by
experimenting with different colors, fonts, spacing, graphics, and layout; (b) designing
the survey to be more user-friendly and to minimize downloading time (i.e., by using less
graphics on the survey portion); (c) using other types of response mechanisms such as
selection pop-up lists (similar to scrolling lists, except that response selections are
displayed when the pointer is placed on the response box) and scripted response pattems;
(d) creating a more sophisticated Web page design that would check for blank responses
and alert the respondent to answer the question or questions left blank before registering
the responses to the data file and (e) creating an anonymous identifier for a respondent to
allow a person to complete an unfinished survey and to reduce the chance ofthe
respondent taking the survey twice. Findings would provide researchers insight into
designing attractive, accessible, and valid questionnaires on the Intemet.
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Welcome to the Intemet Privacy Survey. This survey is being
conducted by Nancy Middlebrook. a Ph.D. candidate m Consumer
Economics, College of Human Sciences. Texas Tech University and
Executive Assistant to the President at Eastern New Mexico
University . It is designed to solicit information about current
attitudes and opinions about privacy, especially in relation to the
Intemet.
1 he survey is broken into five parts. The entire survey takes
approximately 10-15 minutes to complete, but the time may vary
depending upon your connection speed. The survey is confidential
and results will be reported as general fmdings. In order to collect
the most accurate data, we ask that you only take the survey once.
For more mformation or comments regarding the survey, contact
Nancy Middlebrook or Dr. Jerry Mason bv clicking on one of our
names.
If you complete the survey, you can choose to enter your name in a
drawing to win prizes including a savings bond and software.
Entering your name in the drawing will in no way associate you
with your survey. However, you can choose not to enter if you wish.
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1 he first set of questions will ask you about your views toward
a number of privacy-related issues. Please select the answer that
best describes your own views.
1. Compared with other subjects on your mind, how important
is your personal privacy?
Not
Extremely
Moderately
Important
Importantllmportant Important Unimportant at all

n

n

^

iQz:

2. How concerned are you about the invasion of personal
privacy in the United States today?
Not
Moderately
Extremely
Concerned
Concemed Concerned Concerned Unconcerned at all

n

n

n

n

3. As computer usage increases in business and in society, more
and more information on individual consumers is being
acquired and stored in various computers. How serious a threat
to personal privacy is this development?
Only
E.xtremely
Somewhat slightly Not a
serious Seriousj serious serious seriousi
threat threat threat threat threat

"TT"
4. There are several different ways that personal privacy could
6:42:55 PM
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be protected in the United States. For each ofthe following,
indicate whether you agree or disagree with the statement by
choosing the appropriate phrase.
a. The best way to protect personal privacy would be
through stronger laws.
Strongly
JModeratelyl
[Strongly
Agree tAgreel Agree [DisagreeJDisagree

I

H

H

I

n

b. The best way to protect personal privacy would be
through technological safeguards (for example,
password protection on computer databases).
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

tznz f

c The best way to protect personal privacy would be
through corporate policies which the corporations
would develop themselves.
Strongly
Moderately
Strongly
Agree Agree) Agree DIsagreciDlsagree
!

n

I

n

ZI

5. Here are some statements about personal privacy that
have been made by others. We would like to know your
opinion.
a. 'There are certain kinds of information that
are very sensitive and should never be stored in a
computer database.'* From the perspective of
personal privacy, how concerned are you about
the kinds of information that are stored in
computer databases?
Not
Moderately
Concerned
Extremely
at all
Concerned Concerned Concerned Unconcerned

n

n

n

n

n

b. "When you supply personal information to a
6:42:59 PM
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particular business for a particular purpose, the
business sometimes uses the information
internally for another purpose." From the
perspective of personal privacy, how concerned
are you that a business might use personal
information internally for other purposes?
Not
Extremely
Moderately
Concemed
Concemed Concemed Concemed Unconcemed at all

n

I

n

n

n

c "When you supply personal information to a
particular business for a particular purpose, the
business sometimes shares or sells the
information externally so that other businesses
can use it for other purposes." From the
perspective of personal privacy, how concemed
are you that businesses might share or sell
personal information externally in these ways?
Not
Concemed

Extremely
Moderately
ConcemedlConcemed Concemed Unconcerned at all
1—7T
'>
'
t^

n

n

d. "Deliberate errors may occur in computer
databases. For example, an unauthorized person
may access the database, or someone may
intentionally modify the data without
authorization." From the perspective of personal
privacy, how concemed are you about deliberate
errors?
Not
Moderately
Extremely
Concerned
ConcernedjConcerned Concemed (Unconcerned at all

n

IT
e. "Accidental errors may occur in computer
databases. For example, data may be entered
I

(>

1

(>

n
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improperly or classified incorrectly." From the
perspective of personal privacy, how concerned
are you about accidental errors?
Not
Extremely
Moderately
Concemed
ConcemedlConcerned Concerned Unconcerned at all

n

n

n

Please click here to

n

1

'>

I

Proceed
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Your responses from Part I were recorded successfully.
Please click here

and continue to Part H.
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1 his section will ask you questions about your views toward
privacy on the Internet. Please select the answer or answers (in
those instances where you may select more than one response)
that best reflect your views.
1. To view a page, you issue a request to a machine that sends
the page to you. To the best of your knowledge, which ofthe
following information can be recorded/logged about your page
request? (Please check all that apply)
DYour email address
DTime ofthe request
DYour machine address
DThe requested page
DAn Identifier that stays with you and does not change from
visit to visit at a site
DThe type of browser you are using (i.e., Netscape, Intemet
Explorer)
DYour machine's operating system (i.e., DOS, Windows, OS/2)
DYour geographical location
2. Some Web sites ask for you to register with the site by
providing personal information. Have you ever provided false
information to such sites?
OYes
6:46:50 PM
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ONo
OFve never knowingly registered with a site
ONo answer
3. Some Web sites ask for you to register with the site by
providing personal information. When asked for such
information, what percent ofthe time do you falsify the
information?
Ol've never falsified Information
O Under 25% ofthe time
026-50% ofthe time
051-75% ofthe time
OOver 75% ofthe time
OFve never registered with a site
ORathernotsay!
4.1 would give demographic information to a Web s i t e . . .
(Please check all that apply.)
Dif a statement was provided regarding what information was
being collected
Dif a statement was provided regarding how the information
was going to be used
Din exchange for access to the pages on the Web site
Dfor a small discount at the Web site's store or on their products
Dfor some value-added service (e.g., notification of events, etc.)
Dl would not give the site any demographic information
Dunder other terms and conditions
Please indicate your level of agreement/disagreement with the
following statements:
5. A user ought to have complete control over which sites get
what demographic information.
11/2/97
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Strongly
Moderately
[Strongly
Agree Agree Agree Disagreetoisagree

n

inzfzi

n

n

6.1 value being able to visit sites on the Internet in an
anonymous manner.
Strongly
Moderately
(Strongly
Agree Agree Agree iDisagreeiDisagreei

7.1 ought to be able to take on different aliases/roles at different
times on the Intemet
Strongly
Moderately!
Strongly
Agree jAgree Agree Disagree Disagree

n

^

n n

8. Web sites need information about their users to better design
their pages &. services.
Strongly
Agree

JModerateH
Strongly
^reel Agree Disagree Disagree

zSz ^fH-^

n

n

9. Web sites need information about their users to market their
site to advertisers.
Moderately!
Strongly
Strongly
Agree Disagree Disagree
Agree Agrei

!l

10. Content providers have the right to resell information about
their users to other companies.
Strongly
Strongly
Moderately
Agree Agree Agree Disagree Disagree

I

n

I

n

II

11.1 believe that certain information should not be published on
the Internet.
Strongly
Strongly
Moderately
Agree Agree Agree D isagree Disagree

n n

n

n

n
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12. In your opinion, what is the single most critical issue facing
the Internet?
O Censorship
OEncryption (Unbreakable Code)
O Privacy
O Taxation of services
OLack of cultural diversity
O Lack of linguistic diversity
O Finding things/navigating
O Other

Please click here to [ Proceed
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Your responses from Part n were recorded successfully.
Please click here

and continue to Part III.
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An this section, we are interested in your responses to questions
about if and how the Intemet should be regulated. Please select
the answer that best reflects your views.
Please indicate your level of agreement/disagreement with the
following statements:
1. People should have the right to free expression and
speech on the Intemet
Strongly
Strongly
Moderately
Agree Agree Agree Disagree Disagree

n

n

I

I! !

12

2. Internet sites should be censored if they
a. contain profanity
Moderately!
Strongly
Strongly
Agree Agree Agree Disagree Disagree

g

n

b. contain pornography
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

n

! :

inz

n

<y 1

c. contain vulgarity
Moderately]
Strongly
Strongly
Agree Agree Agree Disagree Disagree

1

^zi T w 1

I
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d. contain excessive violence
Strongly
Moderately
trongly
Agree Agree Agree DisagreetDisagree

n

n

e. promote or encourage illegal activities
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

n

I

f. invade the privacy of others
Strongly
Moderately
Strongly
Agree Agree Agree (DisagreeJDisagree
as

n

n

3. There should be strict regulation ofthe content of
Internet sites in order to protect Intemet users.
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

z

I

iz

n

H

4. Regulation ofthe Intemet should be accomplished
a. informally by the community of users.
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

b. through a set of strictly-enforced formal
standards developed specifically for the Intemet.
Moderately
Strongly
Strongly
Agree Agree Agree Disagree Disagree

II

n

n

n

c. through the existing codes, formal policies, and
laws.
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

n S znz

() To

d. through those who own or who are responsible
11/2/97
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for running the site.
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree
as

n

I

e. through a combination ofthe above.
Strongly
Moderately
Strongly
Agree Agree Agree Disagree Disagree

m T2

inz

n nzi

5. Current policies, codes, and laws adequately address
privacy issues related to the Intemet
Strongly
|S trongly
Moderately
Agree Agree Agree
[DisagreeJDisagree
SI
0 I 0
11

u

6. Current policies, codes, and laws are adequately
enforced by the appropriate governing bodies (i.e.,
organizations, industry, federal and state legislative
bodies).

P

Strongly
Agree lAge

u

oderatc
Agree

Strongly
Disagree Disagree

n

H

7. Using the Intemet is a privilege rather than a right.
Moderately!
Strongly
Strongly
Disagree Disagree
^
Agree Agree Agree

W

8. Intemet providers should take a proactive role in
monitoring the contents of Internet sites that includes
warning offenders, taking privileges away from
offenders, and deleting offensive sites.
ModerateW
Strongly
Strongly
Agree Agree Agree Disagree Disagree

n n

n

9. The Internet should have one regulatory board that
6:50:55 PM
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sets standards and establishes codes, policies, and
proper practices.
Strongly
Moderately
Stronglv
Agree Agree Agree DisagreetDisagree

n

n

n

n

10. The Internet should have a group of regulatory
boards, rather than a single one, that set up standards
depending upon the nature ofthe service (Le.,
educational, entertainment, business, adult, youth).
Strongly
(Strongly
Moderately
Agree Agree As[ree DisagreeJDisagree

n

12

o

\ n \

11. Internet sites should have a rating system so that
individuals can choose whether to access the site or not
[Moderately
Strongly
Strongly
Agree Agre
Agree Disagree Disagree

n

u

12

n

12.1 would use software that would provide
user-controlled filtering capabilities to censor or lock out
certain types of Intemet sites.
Strongly
Strongly
Moderately
Agree Agree Agree Disagree Disagree

n n

z

Please click here to

n

n

Procsad
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Your responses from Part HI were recorded successfully.
Please click here

:ttK4V9^«Uii:««^fli)
• r and continue to Part IV.
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1 he purpose of this section is to get an idea of how much you
use your computer and the Internet Please select the answer or
answers that best apply to you.
1. How many personal computers do you use?
1
3
|4 or more
rsicomquterslcomputers
computer)compute
iputersjcomp

nzn 'E

^

2. How many hours per week do you use your computer for
fun/play; Le, computer games, entertainment?
Hours 0

Minutes

3. How many hours per week do you use your computer for
personal reasons (Le, writing letters, personal finances, research)?
0

Hours

0

Minutes

4. How many hours per week do you use your computer for
work/employment purposes?
Hours 0
Minutes
5. How many hours per week do you use your computer for
school related purposes?
Hours

Minutes

11/2/97
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6. How long have you been using the Internet?
O Never
OLess than 6 months
0 6 to 12 months
Ol to3 years
0 4 to 6 years
0 7 years or more

7. Who is the primary provider for your Internet access?
OI don't have an Intemet access provider
OMajor Online Service (i.e., ATT, AOL, MCI, MSNet, etc)
O Local Intemet Access Provider
OEducational
O Commercial
O Government
O Military
O Organization
OOther

8. What is the primary place from which you access the
Internet?
OHome
OOfficeAVork place
ODistributed/mobile work place
O School/Place of Education
OOther

9. Who pays for your Internet access? {Vlease check all that
,1/2/97
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apply.)
DMe
DParents
DWork
DSchool

nOther I

I

DDon't Know
10. Which ofthe following services have you used? (Please
check all that apply.)
DFomms
DBulIedn Boards
DNewsgroups
DList Serves
DChat services
Dl have never used any of these services
11. What do you primarily use the Intemet for? (Please check
all that apply.)
DAcademic Research
DBusiness Research
DBrowsing/Surfing
DEducational Purposes
DShopping
DEntertainment
DWork/Business
DOther
Please click here to |
11/2/97
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Your responsesfix)mPart IV were recorded successfully.
Please click here

:iiKViai«;li^;«

and continue to Part V.
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X he following questions are demographic in nature and are
not intended to offend. A "rather not say" response has been
provided for each question, in the event you prefer not to
answer a particular question or set of questions. Responses to
these questions will not be used to identify you. Rather they are
for analysis purposes only, so that we can better understand
how different groups of people view privacy issues. Please
choose the best answer or answers that apply to you.
1. How did you find out about this Survey? {Please check all that
apply.)
DFoIlowed URL from another Web page
DSaw postings to WWW related newsgroups
DReceived email from WWW-surveying mailing list
DWas told of URL by friend
DRead about it in a magazine
DRead about it in a newspaper
DOther Sources
DRather not say!
2. What is your gender?
O Female OMale O Rather not say!
3. Which ofthe following best describes your racial or ethnic
6:59:10 PM
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identification?
O Caucasian/White
O African American
O Native American/Eskimo
O Asian/Pacific Islander
O Hispanic
OOther
ORathernotsay!
4. Which one ofthe following categories best describes your
primary occupation?
'irfi^m.'yni^ ill*.1 L-^hms^
Educs!or
HofnBfnokBT
MonoiQOfTiQnt
Mifilaty
OtfJca/Oahcal

u

5. What is your current employment status?
O Full-rime
O Part-rime
O Currently unemployed
ODo not work outside of the home
ORathernotsay!
6. Please indicate the highest level of education completed.
I >'itJ*mmAr School
Some Hfigh School
High School or Equvdsnl
Some College
VocetionaJ/TectimcBl School
Assccme's Oearge fTyeBrt

7. What is your current marital status?
OSingle, never married
OLiving with another
11/2^97
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O Married
O Separated
O Divorced
O Widowed
ORathernotsay!

8. How many people currently reside in your household? {Please
type in the number in the space provided. If you would rather not
say, type in 99.)

9. How many dependent children live in your household?
{Please type in the number in the space provided. If you woidd
rather not say, type in 99.)

10. Where are you located?
^itarcBcs
Asia
Cantrei America
Europe
Middle East

11. If you are a resident ofthe USA, in what State do you
currently reside?
t l.-.f .'t io«iriPril ot 1.15-

AJabsma
Alaska
Anzona
A/kansas
JCalifomia

12. Which ofthe following best describes the population ofthe
village, town, or city that you live in or closest to?
O Below 2,500
02,500-9,999
6:59:13 PM
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010,000-49,999
O50, 000-149,999
0150,000-499,999
0500,000 and above
ORathernotsay!

13. Please indicate your current household income in U.S.
dollars
O Under 510,000
OS10,000-S19,999
O$20,000-$29,999
O $30,000-539,999
0540,000-549,999
0550,000-574,999
0575,000-599,999
OOver 5100,000
ORathernotsay!
14. What is your age? [o
| (Please type the number in the space
provided. If you would rather not say, enter 999.)

15. Which ofthe following options best describes your political
views?
Rather
Very
not
Very
Conservative
sav!
Liberal Liberal Moderate Conservarive

en n

n

n

n

Please click here to

H

Proceed

Web Page Designs by JCowen
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General Privacy - Part 5 Process

Your responsesfromPart V were recorded successfully.

Thank you for completing the survey. Kyou would
like to enter your name in the drawing click on the
button! Please note that your entry into the
drawing will in no way be associated with your
survey.

7:01:42 PM
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This entry form will in no way be connected to your survey.
To enter your name in the drawing, please enter the following information:
Name
Mailing Address
City
State (2 letters)
Zip Code
E-mail Address
Submit

Web Page Designs byJCowen
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Thank you for your participation in the Intemet Privacy
Survey. For any questions or comments regarding this
survey contact Nancv Middlebrook or Dr. Jerrv Mason.
Click here to Exit

7:03:17 PM
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General Privacy - Drawing Entry Process

SURVEY
Thank you for your participation in the Intemet Privacy
Survey. Your name has been entered in the drawing. The
drawing will take place after the survey is completed. Winners
will be notified by e-mail or postal mail. For any questions or
comments regarding this survey contact Nancv Middlebrook or
Dr. Jerrv Mason.
Click here to Exit

7:02:45 PM
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META TAG LANGUAGE FOR WEB PAGES
<HEAD>
<TITLE>Intemet Privacy Survey</TITLE>
<META name="description" content="Academic survey on opinions and attitudes
toward privacy, especially in relation to the Intemet.">
<META name="keywords" content="privacy, academic research, survey, attitudes.
opinions, survey research, research, Texas Tech University, privacy legislation">
</HEAD>
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