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ABSTRACT 

 

Today‟s modern business organizations increasingly rely on software to increase 

their competitive advantages. Enterprise applications are the software that an enterprise 

uses to perform business functions in order to obtain higher operational efficiency, lower 

cost, and subsequently increased profitability. Designing such software is highly complex 

and rarely monolithic. Despite many technological advances, enterprise application 

designers are facing several challenges.  First, they need to ensure that the software does 

not only function correctly and reliably but it must also satisfy the required business 

rules. A perfectly performed enterprise application can still put the business of an 

enterprise deploying it at risk if it does not support sound business logic.  Second, 

enterprise applications tend to be more vulnerable to security than other types of 

software.  This is partly due to the fact that, with advances in Internet Technology, 

enterprise applications are typically accessed from almost anywhere by a large number of 

users with diverse knowledge and skills.  This vulnerability is a concern especially when 

the applications deal with sensitive information or tasks.  Most approaches to security 

management focus on specifying security policies to constrain access privileges of the 

users according to their roles in the organizations.  However, having security policies in 

place does not guarantee their conformance.  Most existing work does not address this 

issue.  Finally, the traditional approach to address security as an additional feature after 

the application has been developed can be extremely costly or in the worst case 

infeasible.  The majority of software security issues are caused by design flaws that may 
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not be fixable by patching. For the development of large and complex enterprise 

applications, such flaws can lead to devastating consequences.  

This thesis addresses the above issues by presenting analytical approaches to     

(1) assessment of risks associated with an enterprise application that has adverse 

consequences to the enterprise‟s business objectives, and (2) security analysis of an 

enterprise application in its early design stage.  In particular, the approaches employ an 

unified model for representing an enterprise application early design, business rules, and 

role-based access control model in the form of an annotated activity diagram. Unlike 

previous work in software risk assessment, the proposed approach concentrates on risks 

of software design in business contexts.  The security analysis in this thesis focuses on a 

conflict of interest policy to prevent fraud and abuse that can be caused by granting 

particular users with too many access privileges/authorities.  Based on the concept of 

different types of separation of duty, the analysis verifies if the policy is violated from a 

given set of user role assignment, prior to run-time. The thesis illustrates the approach to 

software risk assessment and the approach to security analysis with early designs of 

enterprise applications for online shopping and for loan application, respectively. 
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CHAPTER 1 

INTRODUCTION 

 

Enterprise applications are the software that an enterprise uses to perform 

business functions in order to obtain higher operational efficiency, lower cost, and 

subsequently increased profitability [Fower (2002)]. Services offered by enterprise 

applications include online shopping, online payment processing, interactive product 

catalogues, and automated billing systems. In today‟s world, as large numbers of 

enterprises depend upon software applications to carry out their business functions, 

functionality and security of enterprise applications becomes an influential factor in 

overall success of an enterprise.  

Enterprise applications are highly complex and rarely monolithic. Designing an 

enterprise application is intrinsically difficult since it involves complex large-scale 

integration of multiple applications in multiple environments. An early design of 

enterprise application starts after business process modeling and an identification of 

business rules. Business processes are typically described in terms of workflows as they 

provide diagrammatic formalism to systematically describe work processes, making them 

easy to comprehend. Despite many technological advances, enterprise application 

designers are facing challenges in designing applications to fit in with existing business 

rules. Although much research has studied the technical aspects of enterprise design and 

development, business implications of the design products are seldom analyzed or 

addressed structurally. A perfectly performed enterprise application can still put the 
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business of an enterprise deploying it at risk if it does not support sound business logic, 

where as an ability to assess this risk at an early stage in the software development life 

cycle can result in cost savings. Thus, analyzing the risk of enterprise application design 

in business terms and studying its business implications becomes important.  

Another characteristic of enterprise applications is that they are used by a large 

number of users with diverse backgrounds.  The applications may involve sensitive 

information (e.g., credit card number, bank account number) whose access are permitted 

to only certain users. In today‟s large and modern enterprises, RBAC (Role-Based Access 

Control) is the most commonly used access control model to manage access permissions 

of diverse categories of users.  RBAC has advantages over the discretionary and 

mandatory access models in simplifying access permission by associating permissions 

with roles, which are assigned to users unlike traditional models that allow users to have 

discretionary access to the enterprise information. However, in RBAC if too much 

authorization becomes available to any specific user, he/she can abuse the access rights 

and commit a fraud. To prevent such abuses due to conflict of interest on sensitive 

information, a widely used principle of separation of duty (SoD) is employed as a 

security constraint while designing enterprise business applications. SoD constrains the 

division of rights and responsibilities among roles associated with users to ensure that no 

single user receives too many authorities on information access or task execution.  In 

RBAC, SoD constraints are realized by mutually exclusive roles (MER) that explicitly 

represent conflicting roles.  

Most of the studies done using early design of enterprise application deal with 
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enterprise business process modeling, requirements, design specifications [Bleistein et al. 

(2004), Csertan et al. (2002), Russell et al. (2006), Singh et al. (2002)], and formal 

specifications of SoD constraints and enforcement at run-time [Bertino et al. (1999), 

Botha and Eloff (2001), Thomas and Sandhu (1993), Warner and Atluri(2006)]. In 

contrast to finding methodology for application design, our work evaluates the design in 

its early stage. Little research has addressed a software risk assessment in the business 

context or an algorithmic verification of security compliance. The main contributions of 

this thesis include: 

(1) A methodology for assessing risk associated with an enterprise application in a 

business context  

(2) Algorithmic approaches for checking SoD compliance, specifically,  

(i) The MER-generation algorithm that automatically identifies a set of mutually 

exclusive roles from a given enterprise application design, conforming to its 

business rules in a role-based environment. 

(ii) The S-SoD-verify and the SD-SoD-verify algorithms for checking if Static SoD 

and Dynamic SoD constraints are satisfied by a given user role assignments, 

respectively.   

 Both of the above approaches employ a proposed unified model for representing 

enterprise application design, business rules, and RBAC model in the form of an 

annotated activity diagram. The approaches are illustrated using two detailed case studies 

from real enterprise applications at an early design stage. The research has been 

published in [Hewett and Thipse (2007), Hewett et al. (2008), and Thipse and Hewett 



Texas Tech University, Aashay Thipse, August 2008 

4 

 

(2008)]. 

The rest of the thesis is organized as follows, Chapter 2 presents previous relevant 

work. Chapter 3 describes preliminary concepts and terminologies including our 

proposed unified model for use in our analysis. Chapter 4 presents the proposed approach 

for software risk assessment in business context and Chapter 5 describes the proposed 

approach for checking compliance of SoD constraints.  Chapter 6 illustrates the 

application of both approaches using two case studies of early designs of enterprise 

applications for online shopping and for loan application. Chapter 7 gives a conclusion of 

this work. 
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CHAPTER 2 

PREVIOUS WORK 

 

Much work in enterprise application design using business process has been 

focused on the aspects of how to integrate business logic into design specifications 

[Bleistein et al. (2004), Csertan et al. (2002), Russell et al. (2006), Singh I et al. (2002)]. 

Most of  these work  is concerned  with  enterprise  business  process  modeling  

[Bleistein et al. (2004), Molina et al. (2000)], requirements, and design specifications 

using the UML (Unified Modeling Language) [Ambler  (2006), Booch et al. (1999)] 

activity diagrams or its variants  to  represent enterprise workflows  [Russell et al. 

(2006)].   While we share similar principles on design representation, our work is 

different in that we focus on analysis of a software design to study its business 

implications and to prevent fraud and protect sensitive information from abuse, rather 

than how to specify design. This chapter discusses the previous work related to these two 

areas, specifically with regard to, risk assessment and separation of duties in role-based 

access control.   

Risk  methodologies  have  been  employed  to  assess safety and performance 

associated with software systems in various  application  domains  including  industrial  

engineering, business and space science [Cortellessa et al. (2005), Shahrokhi and Bernard 

(2004), Yacoub et al. (1999)]. FMEA (Failure Mode and Effect Analysis), a risk 

assessment approach has been applied to gain understanding about usability of an online 

enterprise system [Zhang et al. (2001)].  In the work in value based software engineering 



Texas Tech University, Aashay Thipse, August 2008 

6 

 

risk-based approach have been introduced in software project management [Boehm 

(1991)].  Unlike our approach,  none  of  these work  address  risks  associated  with 

software  system in  business  contexts.   Risk concepts are commonly used in enterprise 

management [Pickett (2006)].   However, techniques for identifying likelihoods of risks 

in associated software systems are often subjective rather than analytical and objective.  

Csertan et al. [Csertan et al. (2002)] uses an extended UML profile to design the business 

process and employs FMEA to assess dependability of an enterprise online system.  

However, unlike our proposed approach, they focus on fault identification rather than risk 

quantification, which is a crucial step in risk analysis. 

Our methodology used for risk assessment is the most similar to the methodology 

proposed by Yacoub et al. [Yacoub et al. (1999)].  Both use features of design dynamic 

diagrams (i.e., UML sequential diagrams, activity diagrams) to estimate likelihood of 

access of software components.  However, their terminating condition for risk 

propagation is pre-specified, whereas ours uses the worst case estimates. Furthermore, 

unlike their work of assessing the reliability of software components, we assess the risks 

associated with software design in business context.   Their reliability risks are estimated 

from  the  complexity  of  software  components whereas  our  risks  are  based  on  

characteristics  of software design as well as business logic to be deployed.   

Separation of duty (SoD) principle, introduced by Saltzer and Schroeder [Saltzer 

and Schroeder (1975)], has been applied as a principle for preventing fraud due to 

conflict of interests [Ferraiolo et al. (1995), Sandhu et al. (1996), Bertino et al. (1999), 

Botha and Eloff (2001), Nash and Poland (1990), Warner and Atluri (2006), Schaad et al. 
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(2006), Clark and Wilson (1987)]. In [Sandhu (1988)], Sandhu introduced the concept of 

Dynamic SoD in his work on transaction control expressions. The mechanism is 

accomplished by making use of the role hierarchy and by maintaining complete history of 

transient objects accessed in the transaction. Nash and Poland [Nash and Poland (1990)] 

introduced the notion of Object SoD. The concept of Operational SoD was presented by 

Ferraiolo et al [Ferraiolo et al. (1995)]. Operation SoD takes the business process into the 

consideration. The constraint is that at least two roles should be involved in completion 

of any business process, i.e., no single user should be allowed to perform all the activities 

of a business process. Simon and Zurko [Simon and Zurko (1997)] combined the Object 

SoD and Operational SoD and introduced a notion of History based SoD. The idea comes 

from the Sandhu‟s work in emphasizing importance of maintaining history in the 

transaction control. Although, lot of studies have been made using SoD, most of these 

works concentrate on formulating the SoD constraints for model specifications and policy 

enforcement, whereas ours focuses on analysis of SoD compliance. 

A formal specification for expressing constraints on users and roles in workflow 

environment was introduced by [Bertino et al. (1999)]. Recently, Warner et al. [Warner 

and Atluri (2006)] extended their work to include inter-instance SoD constraints and to 

detect conflicting constraints. The specification in [Bertino et al. (1999), and Warner and 

Atluri (2006)] can be used to specify both Static and Dynamic SoD. However, unlike our 

work, [Bertino et al. (1999) and Warner and Atluri (2006)] analysis deals with only two 

types of SoD constraint.  Their specification lacks a notion of object and hence SoD 

constraints like Object-SoD or History based SoD cannot be specified and analyzed using 
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their language. Also, the constraint checking approach followed is logic based versus set 

based approach employed by us. Botha et al. in [Botha and Eloff (2001)] introduced the 

“conflicting entities administration paradigm” (CoAP) for specifying constraints using 

various entities including users, permissions, roles and tasks. Suitability of CoAP for 

static and dynamic SoD in workflow environment was discussed, however their approach 

is based upon enforcing a constraint at run time rather than prior to run time approach 

followed by us. Also, Operational SoD constraint and History based SoD constraint are 

not considered in their approach.  

Our work of verifying user-role assignment for SoD constraints is inspired by 

Schaad et al.‟s work [Schaad et al. (2006)] but unlike their approach that employs a 

computationally expensive model-checking technique for analysis, we employ a 

systematic, process oriented technique using set-based algorithm which makes our 

approach more efficient. Also, to our knowledge, the problem of MER generation has 

never been addressed except in our paper and [Li et al. (2007)].  However, Li et al.‟s 

work is different from us in that they provide theoretical analysis for various related 

problems concerning SoD constraints in static cases, whereas our analysis algorithms are 

readily implementable in practice and can cover all different types of SoD constraints.  In 

the next chapter we will discuss preliminary concepts and terminologies, and introduce 

proposed unified model to be used for our analytical approaches.  
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CHAPTER 3 

PRELIMINARIES  

 

This chapter explains the relevant terminologies and describes the proposed 

unified model to be used for software risk assessment and role-based SoD constraints 

analysis. We also show how the unified model can be used to represent early design of 

enterprise application, business rules, and RBAC model. 

 

3.1. Risk Model 

Risk refers to the possibility of some undesirable event along with the likelihood 

of its occurrence.  Risk can be quantified by taking an estimate of the subsequent cost of 

the undesirable event and multiplying it by a probability for that event [Cortellessa et al. 

(2005), Shahrokhi and Bernard (2004)].   We refer to software risk as a risk associated 

with an enterprise application that has adverse consequences to the enterprise‟s business 

objectives.  Risk analysis is a process that aims to assess, manage, and communicate risk 

information in order to assist decision-making. Risk assessment  involves  identification  

of adverse  situations  (or  hazards)  and  quantifying  risks  by determining  the  

likelihoods of  their causes and  the severity of  their  impacts.   The risk measures 

obtained can assist in cost/benefit analysis for resource planning to prevent, eliminate or 

mitigate the undesired situations. These are the activities of risk management. The 

overview of overall risk analysis approach is given in figure 3.1.1. 
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Figure 3.1.1. Risk analysis approach. 

 

Given a specific model of enterprise software design at the component level, risk 

quantification estimates risks associated with each component and results in ranking of 

components according to risks associated with them. Risk mitigation selects a strategy 

and identifies appropriate countermeasures to mitigate the risk.   A cost/benefit tradeoff 

analysis helps practitioners evaluate different measures to mitigate risks.  If the decision 

to change the current design is made, the next cycle of risk analysis begins.  The cycle 

can loop until the design becomes acceptable. 

 

3.2. Role-Based Access Control Model 

In RBAC model [Ferraiolo et al. (1995)], a user is a person,  a  role  is  a  set  of 

job functions, a subject is a user active process, and an action (or operation)  is  an access 

mode  to  protect RBAC objects.  Examples of actions include read, write, and update. 

Protected objects can be documents access during workflows. The key characteristic of 

RBAC is that users are not directly granted permission to perform operations (on objects) 

but rather they are granted memberships to roles that are associated with operations.   
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To be active in a role, a user must be authorized to be a role member by a system 

security manager. Let U and R be sets of users and roles to which users can be assigned, 

respectively. UR  ⊆  U  ×  R   is  a  set  of  user-role  assignment  relations representing 

users authorized to be members  of  certain  roles.  These are many-to-many relations.  

Thus, a single user can be assigned to one or more roles, and a single role can have one or 

more user members. A set of user-activations, UA ⊆ UR is defined as a set of active roles 

of users within a single session (an instance of a workflow). For example, Bob is 

authorized to be a member of two roles:  supervisor and manager.  However, for certain 

days or for certain clients, he may only work as a supervisor.  RBAC policies describe 

which roles can perform which actions (or operations) on what objects.   For our analysis, 

we represent RBAC policy by set of tuples R× A × O, where R, A, and O is a set of roles, 

actions, and objects respectively. RBAC state represents roles assigned to users and 

permissions assigned to roles and can be described in terms UR and the RBAC policy.   

  

3.3. Unified Model  

We propose a unified model for integrating business rules and RBAC model into 

an early design of an enterprise application in form of an annotated activity diagram 

(workflow). Figure 3.3.1 shows a small example of the proposed unified model.  The 

right part of the figure gives semantics of the basic symbols that are used in the diagram. 

The model consists of a basic workflow, which represents a set of complete 

sequences of activities from start to end. An activity represents basic step of work 

required in the workflow.  We annotate each activity with its corresponding software 
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Figure 3.3.1. Proposed unified model. 

 

component associated with the implementation of the functions or tasks required in that 

activity. For example, as shown in figure 3.3.1, activity A1 is to be accomplished by 

execution of software component A1 . This annotation is used in the proposed risk 

assessment.  In addition, to integrate RBAC model in the design, each activity is also 

annotated with a role based tuple (r, a, o), representing that role r performs action a on 

object o to complete the activity. Here without loss of generality, we assume that each 

activity requires a single action.  For example, as shown in figure 3.3.1, activity A1 

requires role r1 to perform action a1 on object o1. Business rules can be specified in our 

model by using branch and conditions, for example, after activity A1 if condition 1 is 

satisfied go to activity A2, else if condition 2 is satisfied go to activity A3. The unified 

model provides a basic model to facilitate our approaches of software risk assessment and 

security analysis which are discussed in next two chapters.  
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CHAPTER 4 

SOFTWARE RISK ASSESSMENT 

 

This chapter describes the proposed approach to assess risk associated with 

enterprise application in business context using the proposed unified model. Our main 

objective is to gain understanding of business implications resulting directly from a given 

early high- level enterprise application design expressed in our unified model.  To do this, 

we propose using software risk as an objective means for assessing business implications. 

Unlike existing traditional risk methodologies, our approach aims to develop a systematic 

methodology for analyzing the design in an objective and structured (as opposed to ad-

hoc) manner. 

Risk computation requires two factors: the likelihood of an undesirable event 

along with its subsequent cost.  In a business context of an enterprise, undesirable events 

relate to failures to satisfy business objectives.  While cost (loss due to undesirable event) 

estimates are enterprise context dependent, the likelihood of an undesirable event 

depends upon dependability (i.e., integrity, reliability and availability) of the enterprise 

application as well as its underlying business logic used in the enterprise.  For simplicity, 

without loss of generality (of our approach), we assume that the system is dependable so 

that we can focus on how the enterprise application design impacts the success of the 

enterprise business.  To estimate the likelihood of an undesirable event objectively, we 

employ heuristics based on relevant attributes, in particular, number of interactions 

amongst the design components.  
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An early stage of enterprise application design starts after business processes 

modeling and identification of business rules of the enterprise. Business rules govern 

business structures, which include control constraints and business policies.  Business 

rules are often identified from the use case scenarios constructed as an output of 

requirement analysis phase. Business processes depict all scenarios from the use cases 

and are typically described in terms of workflows [Molina et al. (2000)].  Thus, to be 

specification language independent, it is reasonable to assume that an early high-level 

enterprise application design is expressed in workflow using our unified model proposed 

in section 3.3, representing software components and business rules derived from use 

case scenarios. Let sk be the likelihood of scenario k. The following steps describe our 

proposed approach to estimate design-level software risks.  

 

1)  Determine interaction rates in each scenario: For each use case, for each 

scenario k, for any two activities i and j, compute Iijk = nijk / Nik, where Iijk is the 

interaction rate from i to j in k, nijk is the number of interactions from i to j in k, 

and Nik is the number of all interactions out of i in k. 

2)  Determine transition rates in all scenarios: Construct a dependency graph 

whose nodes include an initial state, final states and components. Component 

transitions are based on interaction rates from all scenarios. I.e., tij, the transition 

rate from components i to j, can be calculated from k ijkkIS . Normalize tij so that a 

total sum of transition rates from each component is one.  
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3)  Compute usage likelihood estimates: The likelihood of each component 

usage can be estimated by identifying all access paths from the starting point of 

the workflow to the component.  For each path, estimate its likelihood by 

multiplying all of the transition rates (tij‟s) along the path to the component.  For 

conservative estimates, select the maximum likelihood estimate obtained.  

Specifically, we are interested in a path that leads to a final state that does not 

fulfill enterprise business goals and thus, constitutes a failure state. 

4)  Severity Analysis: Determine severity of each adverse action in each 

component.  In particular, we are interested in analyzing consequences of a 

business failure state.  The analysis can help identify countermeasures for design 

improvement.  Quantify the severity and select the worst case in each of the 

failure state.   

5)  Compute software risks: For each failure state, multiply the resulting 

likelihood obtained in Step (3) by its corresponding severity obtained in Step (4). 

Summation of these products gives an estimate of software risk in business terms 

associated with the application software.  That is, for a set of business failure 

states, F, we obtain a total software risk, R as follows: 

Fi

ii spR , 

where, pi is the maximum likelihood to reach component i and si is the severity 

cost of failure in i, for a failure state i  F. 
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Note that in Step (3), since the transition rate is no greater than one, the longer the 

path to reach a component, the less chance for the component to have influences on the 

business process.  This is true, for examples, for components that are never or rarely 

used.  Furthermore, by considering the maximum likelihood to reach a state, we end up 

choosing the shortest path to the state.  Therefore, this eliminates an issue of likelihood 

estimates on a cyclic path. Thus, the heuristic function we use for estimating the 

likelihoods appears to be effective and consistent with intuitions. 

In Step (4), because failure at different states has different implications for the 

business, it is important to study impact of failure at each of these states explicitly.  

Moreover, there can be more than one consequence associated with each failure state. 

Therefore, our approach considers all the consequences associated with each failure state 

and selects the most severe effect that impacts the enterprise business. Finally, in Step (5) 

summation of multiplication of usage likelihood and severity for each failure state gives 

the total software risk associated with the application.  

Such a study of business implications of enterprise application design helps in 

developing better application which has sound business logic, increasing a chance of a 

business success. Chapter 6 will illustrate the approach with the case study of enterprise 

application design for online shopping application.  
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CHAPTER 5 

SECURITY ANALYSIS 

 

This chapter describes details of the mechanism for analyzing security using role-

based separation of duty constraints from the early design of enterprise application 

expressed in our unified model. Our analysis has two parts, generation of mutually 

exclusive roles to realize SoD constraints, and checking of the SoD constraints to verify 

if they are satisfied by the given RBAC state (user-role assignments and associated set of 

roles with operations and objects) or not. Section 5.1 presents algorithmic approach for 

generation of mutually exclusive roles and section 5.2 presents SoD verification 

algorithms to verify Static and Dynamic SoD constraints.  

 

5.1. Generation of Mutually Exclusive Roles  

Most of the work assumes that MERs are typically acquired from a system 

security manager.   However, in a large and complex application involving a huge 

number of operations and roles, identification of appropriate MER may not be as 

obvious. Our analysis is to automatically generate set of pair mutually exclusive roles for 

a given enterprise application design expressed in our unified model.  As explained in 

section 3.3, in our unified model each activity along the path sequence is annotated with 

role based tuple (r, a, o) to represent role r and action a to be performed on object o.  

Figure 5.1.1 shows basic steps of the MER-generation algorithm.  Let MER be a set of 

mutually exclusive roles for defining SoD. Intuitively, for each complete path of the 
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workflow we want to identify all pairs of conflicting roles associated with all activities on 

the path.  Repeat the process for each complete path to collect all possible pairs of 

mutually exclusive roles. 

 

Figure 5.1.1.  The MER-generation algorithm. 

 

 The core of the algorithm is based on how we characterize conflicting roles.  

Following the consumer-producer principle of critical sections in operating system, our 

heuristics for selecting candidates for mutually exclusive roles is based on two facts.  

First, most of the workflows involve information that requires protection of the RBAC 

objects that are being operated on.  Second, with respect to the same protected object, 

conflicting roles are usually contributed by a pattern of “create” then “change” actions 

that are performed by different persons.  

Inputs:     A workflow, W = { p | p is a complete path, i.e., path of   activity sequence from    

               Start to End }  

Output:    MER, a set of pairs of mutually exclusive roles. 

Begin 

MER ← empty 

for each path p in W 

do let ti = Start 

while (ti  End)    

 let ri, ai and oi represent role, action and object associated with ti respectively  

 let ti  be the next activity in sequence  

 while (ti  End) 

let ri , ai  and oi  represent role, action and object associated with ti   respectively  

if (ri   ri and  oi  = oi) then 

if (ai = update or ai = write) and (ai   = update) then 

MER ← (ri, ri )  ∪  MER 

return(MER) 

End  
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As shown in figure 5.1.1, we identifies two roles whose actions correspond to a 

pattern of “create” (e.g., write) then “change” (e.g., update) on the same objects.  In other 

words, we identify two action sequences: write then update, and update then update. It 

should be noted that the sequence of actions are relevant to determining a member of 

MER.  In any workflow, it is not possible to “change” the object before it is “created”.  

Therefore, we do not need to be concerned about conflicts of interests generated by this 

sequence of actions. Also, note that the mutually exclusive role pairs generated are 

context dependent and they would change with change in enterprise application design or 

change in role based tuple. Furthermore, while combining pairs of mutually exclusive 

roles is not always the same as a set of mutually exclusive roles with cardinality higher 

than two, in practice, it is rare that we would have such cases.  In the next section we will 

discuss how different types of SoD constraints can be specified using MER and how to 

verify compliance of SoD constraints for the given RBAC state.  

 

5.2. Verification of Separation of Duty Constraints 

Although, identification of MER is a crucial step in fraud prevention, in order to 

enforce SoD, while making user-role assignment it must be ensured that no user holds 

two roles which are mutually exclusive. A typical enterprise application involves a lot of 

roles and generally each user is often required to play more than one role, making it easy 

for a user to be a part of MER.  Therefore, need for a mechanism to check if the SoD 

constraint is satisfied by the given RBAC state or not becomes prevalent. This section 

presents SoD verification algorithms for checking if a given RBAC state violates a SoD 
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constraint or not. Different types of SoD constraints are described below. 

1) Static Separation of Duty (S-SoD):  S-SoD constraint states that, a user u can 

be assigned to role r only if r is not in MER with any role r‟, where u has been already 

assigned to r‟. Consequently,   

∀ (u, r), (u, r‟) ∈ UR, (r, r‟) ∉ MER 

For example, given  the  fact  that  two roles manager and supervisor are mutually 

exclusive, i.e., (manager, supervisor) ∈ MER, if Bob  is  assigned  to  the  roles  of  

manager and supervisor simultaneously, S-SoD will be violated.  However, this 

constraint can appear too strict from business point of view and can be very inflexible 

and restrictive to perform business operations, especially in the case of smaller 

organizations.  A number of variations of SoD are available which are less rigid and more 

practical than S-SoD, they are discussed below. 

2) Simple Dynamic Separation of Duty  (SD-SoD): SD-SoD constraint  is  the 

same as S-SoD except  that  the  constraint  is on  role activation as opposed  to  role  

assignment.    Thus,  no users  can  be  activated  (although  they  can  be  assigned)  to 

actively take different roles that are mutually exclusive at the same time.  Therefore,     

∀ (u, r), (u, r‟) ∈ UA, (r, r‟) ∉ MER 

For  example,  even  though  (manager, supervisor) ∈ MER, Bob  may be 

authorized to be both a manager and a supervisor as long as he does not takes 

responsibilities and the  rights  of both  roles at  the  same  time.  Note that unlike S-SoD, 

SD-SoD constraint does not prohibit a user from holding more than one mutually 

exclusive role at authorization time, i.e., when user-role assignment is made but once 
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system is in operation, it allows user to be active only in one role of mutually exclusive 

roles. SD-SoD constraint is more flexible than S-SoD. If S-SoD is satisfied, so is SD-

SoD. 

3) Object-based Separation of Duty (O-SoD): O-SoD constraint states that no 

users can be activated (even if they are assigned) to (even mutually exclusive) roles that 

are associated to actions performed on the same protected object.  Thus, O-SoD is the 

same as SD-SoD except that it has an additional restriction for constraint violation.   

Thus, O-SoD is easier to violate than SD-SoD.  In fact, if SD-SoD is satisfied, so is O-

SoD and therefore, O-SoD is weaker than SD-SoD.  The implication  of  using  weaker  

constraint  is  so  that  the administration  has more  flexibility  to  assign  roles  to  users 

based on  their availability and qualifications, while  trying  to protect sensitive objects. 

4) Operational Separation  of Duty  (Op-SoD): For Op-SoD constraint, no users 

can be activated (even if they are assigned) to take  (even mutually  exclusive)  roles  to  

complete the whole  operation  (e.g.,  a  complete  path  in  a  workflow). For example, to 

complete the whole process certain scenario requires three roles: loan officer, supervisor 

and manager.   If Bob  assumes  rights  and  responsibilities  of each of these roles for a 

particular  instance  of  complete  loan application process, Op-SoD will  be violated.   

Note  that Op- SoD  is  similar  to  SD-SoD  but Op-SoD  constrains  on  role activation  

of  active  roles  over  a  longer  period  (of  complete task operation).   Therefore, it is 

easier to comply with Op-SoD.    In fact, if SD-SoD is satisfied, so is Op-SoD. 
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5)  History-based Separation of Duty (H-SoD):  H-SoD constraint combines   

O-SoD and Op-SoD constraints and thus is the weakest constraint.  In H-SoD, for a 

scenario which requires three roles: loan officer, supervisor and manager, Bob can be 

assigned to  all the three roles and  even  his  role activations may also cover an entire 

process but  he should  not  perform  all  these  authorizations  on  the  same object.   

We give details of algorithms for checking Static SoD (S-SoD) and Simple 

Dynamic SoD (SD-SoD) constraints. Figure 5.2.1 shows S-SoD-verify algorithm for 

checking Static SoD constraint. In Static SoD, as the constraint is on user-role assignment 

rather than activation, it can be checked using only RBAC state without consideration of 

unified model, as the knowledge about path sequence of activities and role based tuple is 

not needed. As shown in figure 5.2.1, we only need to check if there is at least one user 

that has been assigned to two roles that are mutually exclusive. 

 

Figure 5.2.1. The S-SoD-verify algorithm. 

 

In case of Dynamic SoDs unlike Static SoD, the constraint exists on user-role 

activation (UA) rather than user-role assignment (UR). As explained earlier, in SD-SoD 

Inputs:    UR, a set of user role assignments = {(u, r) | user u is assigned to be a  

member of role r},  

MER = {(r, r’) | r and r’ are mutually exclusive roles} 

Output:   true if UR satisfies S-SoD with respect to MER; false otherwise 

Begin 

for each (r, r’) ∈ MER 

    do if { u | (u, r) ∈ UR} ∩ { u | (u, r’) ∈ UR} ≠ ∅ 

         then return false 

return true 

End 
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the user is allowed to hold more than one mutually exclusive role in user-role assignment 

(UR) but user can activate only single role once system is in operation. If Bob is assigned 

for two roles of manager, supervisor and if (manager, supervisor) ∈ MER, it is possible 

for Bob to activate any one of the two roles when system is in operation. Hence, in order 

to check compliance with Dynamic SoD constraints, all the possible user-role activations 

have to be considered for all the possible paths of a workflow before we can comment 

whether or not the given UR can complete the workflow for all paths without violating 

the Dynamic SoD constraints.  

Figure 5.2.2 represents SD-SoD-verify algorithm to verify SD-SoD constraint for 

the given RBAC state. The inputs of the algorithm include a workflow expressed in 

unified model, a set of pair-wise MER, and an RBAC state. The algorithm checks if the 

given RBAC state can satisfy SD-SoD constraint with respect to a given MER or not and 

if it does, the algorithm produces a possible set of user-role activations (UA) that 

guarantees to complete all paths of workflow without violating the SD-SoD constraint.  

In general, there may be more than one such a set of role activations that satisfy the 

constraint. The algorithm verifies SD-SoD for each complete path in the workflow 

separately since each complete path can be processed independently. To verify SD-SoD 

for each complete path, for each activity ti of the workflow, list of users, ti.userlist, 

eligible to perform the activity is calculated using given RBAC state and role based tuple. 

The user selected to perform each activity ti is maintained in uti. Initially for each ti, uti is 

empty.  For each role ri, user activation is maintained in UA as tuple (ui, ri), where ui 

represents user who have activated role ri.  
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Input:        A workflow, W = { p | p is a complete path, i.e., path of   activity sequence from  

                start to end }  

    (Note: each activity has an associated (role, action, object) 

                UR, a set of user role assignments = {(u, r) | user u is assigned to be a  

member of role r}  

 MER = {(r, r’) | r and r’ are mutually exclusive roles} 

 Output:    null if SD-SoD is not satisfied, otherwise a possible user-role activation set  

UA* ⊆ UR such that UA* guarantees to complete activities in W and satisfy  

SD-SoD with respect to MER  

Begin  

Let UA be a user activation which consists of a set of tuple (ui, ri) where  ui 

represents a set of user who have activated role ri  

Initially UA ←   

for each complete path p in W  

do Candidate ← SD-SoD-path-verify(p) 

if Candidate = null then return null 

UA*← UA* ∪ Candidate 

return (UA*) 

End 

Procedure SD-SoD-path-verify( path p) 

Let ti.userlist represents a set of all the possible users for each activity  ti p  

and uti represents a user assigned to perform activity ti 

for each  ti in p  

   Let ri represents the role associated with activity ti 

do Generate set of all possible users  ti.userlist 

uti ← null                

Push  ti 

repeat   

validUserFound ← false  

for each user u in ti.userlist 

if ( CheckValidUser(ri, u) = true) then  

validUserFound ← true and break  

if (validUserFound = true)  

uti ← u  

Add (u,ri) to UA 

else  

if stack is empty then   

URNotValid ← true  and  break  

else  

Pop  uti from stack  

Remove activation of user  (uti ,ri)  from UA 

until validUserFound is false 

if (URNotValid = true)   

return null 

else   

return UA 
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Figure 5.2.2.  The SD-SoD-verify algorithm 

 

For each activity ti requiring role ri, algorithm starts by pushing ti on the stack. 

Then, for every user u of ti.userlist function CheckValidUser is called until a user who 

can perform ti in a safe manner (without violating SD-SoD constraints) is found. The 

function CheckValidUser checks UA to find if the same user is has already activated role 

mutually exclusive to the current role ri. If the user already holds a mutually exclusive 

role to ri, then she should be denied to perform the current activity demanding activation 

of role ri, hence function returns false, else the function returns true. If activation is safe, 

u is assigned to uti, entry for (u, ri) is made in UA, and validUserFound flag is set to true. 

If activation fails for all users of ti  i.e., if for all the users in  ti.userlist if CheckValidUser 

returns false, then we need to backtrack and re-select the candidate users for the activities 

previous to ti. Therefore, activity previous to ti is popped from the stack, a tuple 

corresponding to uti is removed from UA and re-selection of the candidate user begins.   

If we run out of all the activities to backtrack i.e. the re-selection of user candidate for the 

first activity fails, the stack will be empty and still the desired UA which can complete the 

path without violation of SD-SoD has not been found. Therefore, the given UR cannot 

satisfy SD-SoD constraint, URNotValid flag is set true and algorithm returns null. For the 

entire path of the workflow, if we find at least one user per activity who can perform the 

Procedure  CheckValidUser (role r, user u)  

for each role r’ in MER with r   

do if ( (u, r’)   UA )   

return false 

return true     
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activity in a safe manner then the algorithm returns UA containing the valid user-role 

activation that can complete the given path in the safe manner.   

The SoD verification algorithms work well for non-hierarchical as well as 

hierarchical models of RBAC. In hierarchical models of RBAC, the role higher in the 

hierarchy inherits all the permissions of the role beneath it [Barka and Sandhu (2000)], so 

users assigned to role ri, automatically become authorized for all the roles sub-ordinate to 

ri in the hierarchy. Hence, algorithm considers UR with all possible roles a user can take. 

Note that, the SoD verification algorithms can be applied to any set of MER, whether it is 

acquired by the security manager or generated by our MER-generation algorithm. In the 

next chapter, we will illustrate our approach of MER generation and SoD verification 

using early design of enterprise application for loan application.  
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CHAPTER 6 

ILLUSTRATIONS 

 

This chapter illustrates our proposed approaches for software risk assessment and 

role-based SoD analysis using two case studies of early designs of enterprise 

applications. Section 6.1 presents an illustration of our risk assessment methodology 

using business to customer online shopping application, and section 6.2 gives an 

illustration of our SoD analysis approach using loan processing application widely used 

in banking domain. Finally, the chapter concludes with the discussion of suitability of our 

SoD analysis approach for role-based delegation.   

 

6.1. Enterprise Application Design for Online Shopping  

This section illustrates the proposed approach of software risk assessment in 

business context with the scenario of online shopping. To focus on the methodology, we 

consider a simplified application for online shopping.   

 

6.1.1. Online Shopping Scenario 

Online shopping is an important enterprise application in e-business and              

e-commerce that is increasingly becoming a necessary business function of modern 

enterprises. Typically, the online shopping involves the following activities: browse 

products, see product details, add selected products to a shopping cart, enter payment and 

shipping information, and submit the payment.  The business objective of an enterprise is 
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to sell products to the customer visiting the website.  Different organizations may have 

different business rules or policies that an application design must adhere to.  

Consider an organization that has a strict customer access policy which requires a 

customer to register and login before he/she can perform any other online shopping 

activity. This „login before enter‟ policy has benefits of validating customer credentials 

(for identification) at an early stage in order processing.  Having customer credentials 

makes it easy to keep track of the items they are looking for.  Even if customers do not 

purchase any item at that time, the online shopping system can remind them of what they 

were looking for, the next time they log in.  Furthermore, if a customer looks for items in 

a specific category, the system can notify him/her when that category gets updated. In the 

next section, we will study the business impact of this design policy by accessing the risk 

associated with shopping application in business terms. 

 

6.1.2. Assessing Software Risks from the Application Design  

In this section, we will apply our proposed approach of software risk assessment 

described in chapter 4 to the above design to study business implications associated with 

the design. 

 Figure 6.1.2.1 shows a design of online shopping application using login before 

enter approach, expressed using our unified model explained in section 3.3.  Each activity 

in figure 6.1.2.1 is annotated with the corresponding software component responsible to 

accomplish the tasks performed within that activity. For example, the Validate Login 
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Figure 6.1.2.1. The unified model for login before enter design. 

 

activity is to be implemented by the L component. Since the role based tuple is not 

required for the risk assessment, it is not considered here. A business rule requires a 

customer to login before he can perform the online shopping activity.  Some customer 
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may quit at this point (state q1), otherwise he/she can carry on to login process.  A new 

customer will be directed to create a new account by providing his/her credentials.  The 

system validates the login credentials of the customer who already has an account. We 

refer to all the above activities as “login”.  Next, the application navigates a customer to 

browse products, search and view the product details.  Some customer may leave the site 

without buying any item (state q2) or change his/her mind to leave even after selecting 

some items and having added them in a  shopping cart. Otherwise, a customer proceeds 

to payment which requires customer to enter his/her payment method and relevant 

financial information.  The customer continues to provide shipping information, verifies 

the order before submitting, and finally completes the transaction (state T).  At any point 

after the payment activity and before the submit order activity, the customer may change 

his/her mind and may choose to cancel and leave the shopping application (state q3). 

Clearly, exit at state T signifies business success, while exit at q1, q2 and q3 signify 

failures.  Each of these failing points has different implications on the business.  Thus, we 

consider them separately.  

Quit before enter (q1): The customer did not like the early login compulsion (especially 

for a first time visitor who will be asked to open an account), had no time or did not have 

login information at hand.  For business perspectives, one counter-measure to prevent this 

event is by removing the early login requirement.    

Quit before payment (q2): The customer could not get what he/she was looking for 

(price, or item), alternatively the inventory could be running out of items. A counter 
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measure for this quit is by marketing research and increasing inventory or supply of high 

demand items. 

Quit after payment (q3): The customer did not have sufficient payment, or changed 

decisions (e.g., after adding shipment cost).  One strategy to counter-measure failure at 

this stage could be to give customers more delivery and shipment options including 

discounts on large orders. 

By applying Steps (1) and (2) of the proposed approach (chapter 4), we obtain a 

dependency graph as shown in figure 6.1.2.2. For simplicity, we consider one scenario 

and hence Step (2) has no effect.  We also assume that all interactions from a component 

occur equally likely.  However, if the knowledge about interaction usage is known, 

appropriate likelihoods can be assigned.  As shown in figure 6.1.2.2, q1 has two incoming 

arrows from the L (login) component, which has two outgoing arrows (one from Validate 

Login and the other from Create Account) to Browse Products (the B component).  The L 

component has no interactions with other component.  Thus, each of the likelihood of 

usage from L to q1 and from L to B is 0.5 as shown in figure 6.1.2.2. 

By applying Step (3), we have a set of failure states, F = {q1, q2, q3}.  As shown 

in figure 6.1.2.2, since there is only one path from S to q1, the likelihood of usage for a 

customer to reach q1 is estimated to be 1 0 5 (via S L q1).  The maximum likelihood of 

failure in q2 is estimated by considering the likelihoods of each path to reach q2 (e.g., 

S L B q2, S L B D q2, S L B D  SC q2).  It is clear that the maximum 

likelihood of failure in q2 is 0.25 (via S L  B q2). Similarly, the maximum likelihood 

of failure in q3 is estimated as 0.02.  
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Figure 6.1.2.2. Component graph for login before enter design. 

 

Step (4) analyzes consequences of failures. Table 6.1.2.1 gives a summary of 

failure consequences in business contexts.  Severity analysis is organization dependent 

and in practice quantifying severity can be accessed from past experiences (e.g., using 

expected loss per year).  If such is data is not available, a common practice is to 

categorize severity into four standard categories: catastrophic, critical, marginal, and 

minor, each of which is respectively quantified by 0.95, 0.75, 0.50 and 0.25 [Cortellessa 

et al. (2005)]. For example, as shown in Table 6.1.2.1, quitting after payment in q3 results 

in loss of one sale transaction, which is critical but not as severe as loss of opportunity for 

numerous new customers by quitting in q1. 
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Table 6.1.2.1. Severity of different stages of business failures. 

 

 

 

 

 

Finally, by Step (5) using results from Steps (3) and (4), a total risk in this design 

case can be estimated to be 0.5 0.95 + 0.25 0.5 + 0.02 0.75 = 0.62. Higher the risk, lesser 

is the chance of business success. The above figure of 0.62 can be interpreted as, using 

the design of login before enter, the enterprise has 62 percent chance of not fulfilling its 

business objective, which is to sell products to online customers.       

 

6.1.3. Validation of the Proposed Approach  

While the above design of validating customer early in the application has some 

advantages, it also has certain disadvantages. By not allowing a customer to perform any 

activity (e.g., browse, see product details) unless he/she logs in, the enterprise loses a 

chance to sell more products.  The situation can be more damaging if the system is 

dealing with first time visitors, where requirements for opening new accounts may not be 

welcomed.  Most of the customers would not want to share their credentials and open the 

account unless they have some idea about what the company has to offer. As a result, 

these potential customers may decide to shop elsewhere, resulting in a loss of customers.  

Failure State Business Consequences Severity Value Max 

q1 
Loose Potential Customer Catastrophic 0.95 

0.95 
Loose Potential Order Marginal 0.5 

q2 
Loose Potential Order Marginal 0.5 

0.5 
Loose Reputation Marginal 0.5 

q3 Loose Current Order Critical 0.75 0.75 
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To alleviate this problem, design policy that requires a customer to provide 

credentials only when they are ready to purchase and make the payment may be 

beneficial. This „login before payment‟ policy will not face the above issue since it 

requires customer credentials (for login or creating a login account) only if the customer 

wants to buy products and make a payment.  Here, once a customer knows that the 

company has products of his choice at a competitive price, he/she will not mind spending 

time to create an account.  Thus, login before payment policy trades a chance to increase 

sales to new customers. 

Most of the earlier designs of online retail shopping applications used to follow 

login before enter design.  However, as we see today, many of online retail shopping 

applications are following login before payment design unless there is a special need to 

authenticate customers at an early stage.  This makes it obvious that login before payment 

design approach yields better results than login before enter approach. Our method 

provides a systematic technique that can explain the rationale behind choosing login 

before payment design over login before enter design. Next, we will show that the login 

before payment design has lower risk in business failure than the login before enter 

design, as expected. Thus, the results validate our approach. 

To do this, we repeat the same steps to a design for login before payment 

approach, where login is not required until a customer is ready to make a purchase. 

Figure 6.1.3.1 indicates the design of online shopping application in login before 

payment case expressed using unified model. Similar to case of login before enter, 

corresponding dependency graph can be constructed for the new design of login before 
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payment as shown in figure 6.1.3.2.  For a fair comparison, the failure states and their 

severity analysis remain the same. Thus, the only differences between the two designs are 

interaction rates that result in different failure likelihood in each failure state. 

 

 

Figure 6.1.3.1. The unified model for login before payment design. 
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Figure 6.1.3.2. Component graph for login before payment design. 

 

Table 6.1.3.1 shows a comparison of failure likelihoods at each states and the 

overall risk in both design approaches.  

 

Table 6.1.3.1. Comparison of failure likelihoods. 

 

Results show that risk in login before enter design is about twice as much as that 

of login before payment design. This validates our approach and justifies the current 

trend for enterprise applications of online shopping to delay “login” till payment activity 

or even make “login” optional. 

Failure State 
Failure Likelihood 

of Login Before Enter  

Failure Likelihood 

of Login Before Payment 

q1 0.5 0.04 

q2 0.25 0.5 

q3 0.02 0.02 

Risk 0.62 0.30 
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6.2. Enterprise Application Design for Loan Application 

To study our approach of compliance verification of SoD, we present a well 

known enterprise application for loan processing from banking domain. Next section 

explains a common scenario of loan application processing. 

 

6.2.1. Loan Application Scenario  

Typically, the loan application involves following activities: inputting customer 

information, checking credit history, generating rating report, selecting a bundle product, 

and creating a contract [Schaad et al. (2006)]. These activities are processed using the 

loan information system software whose users are personals of three basic roles: loan 

manager, loan supervisor and loan officer.  These roles are generally ordered in the 

hierarchy with the manager being the highest and the loan officer being the lowest role.  

The role hierarchy usually has an implication on authorities to delegate or grant access 

rights. 

Figure 6.2.1.1 shows the unified model for loan application. As required for the 

analysis, each activity of workflow has been annotated with role based tuple representing 

which role can perform which action on what object. The first step in loan application 

process is customer makes an application for a loan. If the customer is a new customer 

then her record does not exists in the system, so the loan officer creates a new record and 

enters all the necessary information. Then the credit score of the applicant is obtained by 

loan officer from some external agency. If the credit rating is below the threshold then the 

application goes to the supervisor for the approval. After this, internal rating report is 
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Figure 6.2.1.1. The unified model for loan application.  
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generated which the bank uses to make a decision about lending and to determine other 

factors such as credit limit to be given, down payment amount, rate of interest, length of 

repayment period, mortgages etc. The system generates this report based upon several 

factors such as credit score, total sum of assets, liabilities, and the previous history of the 

applicant with the bank (if any). If the loan amount in question is less than 100K then 

supervisor has rights to approve the customer else the application goes to manager for the 

approval. If the customer is approved, the system generates a bundle product for the 

customer based upon her internal rating score. The bundle product contains the above 

mentioned parameters such as loan amount sanctioned, down payment amount, rate of 

interest, length of repayment period etc. If the default package generated by the system is 

not acceptable to the customer, then the customer can ask for customization. The 

supervisor in his capacity has rights to change the terms and conditions of loan 

application after which the approval from the manager is needed. Once the terms and 

conditions of the application are finalized the loan officer generates the contract. Finally, 

the manger verifies the contract and signs it. Before signing, manager has a right to make 

necessary corrections to the contract if required. 

In the above scenario separation of duty policy as a principle for fraud prevention 

requires roles of loan officer, supervisor, and manager to be mutually exclusive with each 

other, due to conflicting permissions shared by them. As per our scenario, activity input 

new customer is performed by the loan officer while approve low score and approve 

customer activities are done by the supervisor. If a same person is allowed to hold these 

two roles then the she can approve a non-deserving customer (having low credit score 
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and poor internal rating score). Again, supervisor and manager roles are also required to 

be mutually exclusive. The supervisor has a right to customize loan options while 

manager approves the changes and verifies and signs the contract. If a same person is 

allowed to hold these two roles, then she can sanction a loan of any amount with any 

possible customization, this is fraud prone. Similarly, manager and loan officer role 

should also be mutually exclusive due to conflicting activities generate contract (loan 

officer) and verify and sign (manager).  Coming up with these mutually exclusive roles 

by manual inspection of the policy is a non trivial task. Specifically, the answer may not  

be obvious  in  a  large  and  complex  application design involving many activities and 

many roles, where one personal may have more  than one role and each role may be  

handled  by  several personals.  The next section demonstrates how our MER generation 

and SoD verification algorithms can be used to automatically generate mutually exclusive 

roles and verify if the given RBAC state is safe with respect to SoD constraints or not. 

 

6.2.2. Checking for SoD Compliance 

This section will illustrate our algorithmic approaches for generation of MERs 

and verification of Static and Dynamic SoD constraints for the given RBAC state.  

 

6.2.2.1 MER Generation 

Applying the MER-generation algorithm from section 5.1 on the bold path of the 

figure 6.2.1.1, roles loan officer and supervisor are identified to be mutually exclusive.  

This is because the activity “Input New Customer”, associated with the role loan officer 



Texas Tech University, Aashay Thipse, August 2008 

41 

 

performing the write operation has a subsequent “Approve Low Score” activity, which is 

associated with the role supervisor performing the update operation on the same object.  

Furthermore, supervisor and manager roles are also in conflict as after the update cust-

loan-application by supervisor in the “Customize Loan Options” activity, the manager 

has the ability to update the same object in the “Approve Terms and Conditions”. 

Similarly, loan officer and manager roles are also in mutual exclusion due to conflicting 

permissions acquired by them through “Generate Contract” and “Verify and Sign” 

activities. The algorithm repeats for all other paths of the workflow and obtains MER = 

{(loan officer, supervisor), (supervisor, manager), (loan officer, manager)} as expected.  

 

6.2.2.2. Verification of Static SoD 

For checking whether the Static SoD constraint is satisfied by the RBAC state or 

not, consider RBAC state with UR = {(Bob, loan officer), (Ann, loan officer), (Bob, 

supervisor), (Bob, manager), (Jo, manager)}, and MER = {(loan officer, supervisor), 

(supervisor, manager), (loan officer, manager)}.  

The verification of Static SoD constraint can be done without consideration of 

unified model as it only requires UR and MER.  By applying the S-SoD-verify algorithm 

discussed in section 5.2 to the given UR, for (loan officer, supervisor)  MER, Bob 

violates the S-SoD constraint as Bob is assigned to both the roles of loan officer and 

supervisor.  In fact, Bob also violates the constraint for (loan officer, manager)  MER 

and (supervisor, manager)  MER. Therefore, the S-SoD constraint is not satisfied by the 

given UR. 
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6.2.2.3. Verification of Simple Dynamic SoD 

Now, we apply our SD-SoD-verify algorithm explained in section 5.2 to check the 

same above RBAC state satisfies Simple Dynamic SoD constraint or not. To check for 

the SD-SoD constraint, we need to verify  if  any  set  of user  role activations (UA) can 

complete every  complete  path  in  the workflow without  violating the constraint. For 

simplicity, we discuss verification of a single path of the workflow marked in bold in 

figure 6.2.1.1. Figure 6.2.2.3.1 shows the possible user-role activations generated by our 

SD-SoD verify algorithm. The left part of figure 6.2.2.3.1 shows activities along the path 

with corresponding UR. For example, the activity input new customer is associated with 

the loan officer role, for which Bob and Ann are authorized.  The right part of figure 

6.2.2.3.1 represents all the possible user-role activations generated by an algorithm. 

Nodes represented by dotted lines indicate violation of SD-SoD and hence the path 

cannot be continued further.  

For each activity, algorithm searches for a user who can perform the activity 

without violation of SD-SoD. For first activity, input new customer, demanding loan 

officer role, we have two users (Ann, Bob), so the userlist for input new customer 

contains {Bob, Ann}. The algorithm pushes activity on stack, assigns Bob to utinput new 

customer and adds tuple (loan officer, Bob) to UA.  Similar steps are performed for check 

credit score.  The third activity in the sequence, approve low score requires supervisor 

role and there is only one user Bob available to perform the task. But, since Bob has 

already been activated in the role of loan officer and as loan officer and supervisor roles 
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are in mutual exclusion, function CheckValidUser returns  false, hence  branch (a) cannot  

 

Figure 6.2.2.3.1. Possible user-role activation satisfying SD-SoD. 

 

continue further. As there is no other user for approves low score activity, algorithm back 

tracks. The activity check credit score is popped up from the stack and ut.check credit score is 

changed from Bob to Ann. But changing user of check credit score alone does not solve a 

problem as the user Bob has already been activated in the role of loan officer, so branch b 

also violates the constraints.  

As possible users for approve low score and check credit score are exhausted, 

input new customer activity is popped up and ut.input new customer is changed to Ann. Again, 

if Bob is chosen for check credit score (branch c) it results in conflicts. Finally, Ann is 
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assigned first two activities, and now Bob can be safely activated in the role of supervisor 

to perform activity approve low score. Neglecting activities generate rating report and 

generate loan options which require inanimate role (system), approve customer and 

customize loan options activities can be assigned to Bob in a safe manner. For approve 

terms and conditions activity, again there are two choices Bob and Jo. But as supervisor 

and manager roles are mutually exclusive, activation of Bob would result in violation 

(branch d). Similarly Bob cannot be activated to perform generate contract activity 

(branch e) requiring loan officer. The algorithm activates Jo in role of manager for 

approve terms and conditions and verify and sign activities. Lastly, Ann in activated in a 

role of loan officer for generate contract activity to complete the whole path in the safe 

manner (branch f). Similar check is performed for all other paths. It turns out that with 

the role activations, Ann as a loan officer, Bob as a supervisor, and Jo as a manager, all 

paths of the workflow can be completed in the safe manner, hence the given UR satisfies 

the SD-SoD constraints and algorithm returns the role activations.  

 

6.2.3. Dealing with Delegation  

In this section we will show how our approach for SoD verification can be applied 

to the role-based delegation. The basic idea behind delegation is that some active entity in 

a system delegates authority to another active entity to carry out some functions on behalf 

of the former [Barka and Sandhu (2000)].  So, whenever delegation or revocation is 

carried out, there is a change the user-role assignment relation. While delegation 

enhances flexibility in assigning users to activities, it may reduce the control that an 
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organization has over user-role assignments and user-role activations as UR can also be 

modified by a general users rather than system security manager alone [Li and 

Tripunitara (2006)]. Hence, before delegation or revocation can be carried out, it is 

important to verify that the resultant UR is compliant with the given SoD constraints and 

the workflow can still be completed for all the possible paths in a safe manner (without 

violating SoD constraints). The proposed changes (delegation or revocation) should only 

be allowed if the answer is affirmative. For example, consider a RBAC state, UR = 

{(Bob, loan officer), (Ann, loan officer), (Bob, supervisor), (Jo, manager)}, and MER = 

{(loan officer, supervisor), (supervisor, manager), (loan officer, manager)} and let the 

SoD constraint be SD-SoD. Now, after user Bob activates his loan officer role, if user Jo 

tries to delegates managerial role to Bob, SD-SoD will get violated as a Bob will be 

activated for two roles namely, loan officer and manager, which are in MER. Hence, this 

delegation should be prohibited. Similarly, if Jo in his managerial role tries to revoke the 

supervisor privileges of Bob, then this change should also be prevented, as there is only 

one user (Bob) having supervisor role and revocation of his role would mean, no user is 

available to perform supervisorial activities, so the workflow cannot be completed.  

These decisions about whether the proposed delegation or revocation should be 

allowed or not can be made by using our SoD verification algorithms presented in the 

section 5.2. The new RBAC state which will result from delegation or revocation is 

passed to the algorithms. The algorithms check if the new RBAC state is compliant with 

SoD constraints or not and the proposed change (delegation or revocation) is carried out 

only if the new RBAC state is compliant with the SoD constraints.  
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CHAPTER 7 

CONCLUSION AND FUTURE DIRECTION 

 

In this thesis, we present systematic approaches to assess software risk associated 

with an enterprise application in the business context, and analyze security of enterprise 

application design using role-based SoD constraints. To carry out analysis, the proposed 

approaches make use of our unified model which integrates business rules and RBAC 

model in the early design of enterprise application. Analyzing risk and security from our 

proposed model helps us prevent flaws at early stage of software development life cycle. 

The approaches have been validated by applying them to two enterprise applications, one 

for online shopping in e-commerce domain, and the other for loan processing in financial 

domain. 

The approach of software risk assessment in business context is inherently limited 

due to lack of information on design characteristics at an early stage of software 

development life cycle. However, it serves the purpose to provide a quick and early 

estimate of risks in business contexts. These risks should only be used as relative 

measures for assisting decision makings on different design options. The analysis made 

using role-based SoD constraints has two parts, the first part is MER generation 

algorithm to impose SoD constraints, and the second part is SoD verification algorithms 

to check if the given RBAC state satisfies Static and Dynamic SoD constraints or not. 

The algorithms are explained in enough details so that they can be readily rendered into 

implementation. Unlike previous work that enforces SoD constraints at run time our 
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analysis becomes applicable prior to run time, at a design stage of a software 

development, hence if it is not possible to comply with SoD constraints using given user-

role assignment, system security manager can be notified and appropriate changes to the 

application design can be made right away.  

In future, we plan to extend the verification algorithm for the optimized task 

allocation problem in which algorithm would identify the best suitable user to perform 

each activity of the workflow. We are also investigating problems caused by inheritance 

of the roles and permissions in hierarchical models of RBAC and solutions to fix these 

problems.   
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