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ABSTRACT 

Certain cryptographic applications require pseudo-random sequences which 

axe "unpredictable," in the sense that recovering the sequence from a short cap

tured segment is computationally infeasible. Such sequences axe sztid to be 

cryptographically strong. Due to the Berlekamp-Massey algorithm, a crypto-

graphically strong sequence must have a high linear complexity, where the linezir 

complexity of a sequence s is the minimum number of stages in a linezir feedback 

shift register capable of generating s. However, trivial examples exist which show 

that a high lineax complexity does not insure that a sequence is cryptographically 

strong. 

In this thesis a generalized lineax complexity—the /:-complexity—is proposed 

and analyzed. The /:-complexity of s is defined to be the smallest linejir com

plexity that can be obtained by altering any k or fewer elements of s. The 

fc-complexity can be interpreted as a "strong" measure of the complexity of a 

sequence, or as a worst-case measure of the lineax complexity when k or fewer 

errors occur. 

It is shown that the /:-complexity gives more information on the cryptographic 

strength of a sequence than other previously suggested methods. An efficient 

algorithm for finding the ^-complexity in the special case where 5 is a periodic 

binaxy sequence with period length 2" is given. This algorithm generalizes a 

lineax complexity algorithm of Games and Chan. The computational complexity 

of the general case is also considered. 

The ^-complexities of a paxticulax class of binary sequences—the de Bruijn 

sequences—axe analyzed and several computational results axe given. In addi

tion, a new class of binaxy sequences which appeax to have good ^-complexity 

properties is presented. 
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CHAPTER I 

INTRODUCTION 

The linear complexity of a sequence s is defined to be the minimum number of 

stages in a linear feedback shift register capable of generating s. If 5 is periodic, 

its linear complexity is simply the "length" of the shortest linear recurrence that 

generates 5. In a particular cryptographic application, pseudo-random sequences 

axe required which axe "unpredictable," in the sense that recovering more of 

the sequence from a short captured segment must be computationally infeasible. 

Such sequences axe said to be cryptographically strong. 

The Berlekamp-Massey algorithm gives an efficient method for computing 

the lineax complexity of a periodic sequence. It follows that a cryptographi

cally strong sequence must have a high lineax complexity. However, trivial ex

amples exist which show that a high linear complexity does not insure cryp

tographic strength. Vaxious additional tests for determining cryptographically 

strong pseudo-random sequences have been suggested. In this paper we propose 

and analyze a new measure of the complexity of periodic sequences which has 

application to the security of a particular type of cryptosystem. 

The next chapter contains a brief introduction to the field of cryptology— 

including several historical anecdotes—along with motivation for the problem 

under consideration. Chapter III gives the necessary background on the theory 

of lineax feedback shift registers, including a discussion of lineax complexity and 

the so-called lineax complexity profile. We then define the /^-complexity of a 

sequence s to be the smallest lineax complexity that can be obtained when any k 

or fewer elements of s axe altered. The /:-complexity can be interpreted as a 

"strong" measiure of the complexity of a periodic sequence or as a worst-case 

measure of the lineax complexity when k or fewer errors occur. It is shown that 

in certain cases the Ar-complexity gives more information on the cryptographic 

strength of a sequence than the linear complexity profile. 

In Chapter IV, we discuss algorithms for computing the linear complexity 

and we develop an efficient silgorithm for computing the ^-complexity in a pax

ticulax special case. The standard algorithm for finding the lineax complexity is 

the Berlekamp-Massey algorithm, but in the case where 5 is a binaxy sequence 



with period length 2", the Chan-Games algorithm is more eflScient. We give an 

entirely new proof of the validity of this latter algorithm. More significantly, we 

generalize the Chjm-Games algorithm to eflBciently compute the /:-complexity of 

binary sequences with period 2". Since no efficient algorithm for the general case 

has been discovered, we discuss the computational complexity of the underlying 

problem. 

Our efficient ^-complexity algorithm is apphed in Chapter V to compute the 

/:-complexities of a paxticulax class of binaxy sequences—the de Bruijn sequences. 

De Bruijn sequences were chosen for two reasons. First, they have been exten

sively analyzed and a great deal is known about their lineax complexities, and 

second, de Bruijn sequences have period 2" and hence our efficient /:-complexity 

algorithm can be applied. A new class of binary sequences which appeax to have 

good /^-complexity properties is also analyzed. Computational results axe given 

for both this new class and the de Bruijn sequences. 

Chapter VI summaxizes the results obtained. The final chapter also includes 

several open problems related to the /:-complexity. 



CHAPTER II 

CRYPTOLOGY 

2.1 Introduction 

Cryptology—the art of making and breaking "secret codes"—has a terminol

ogy all its own. The entire field is generally split into the two broad areas of 

cryptography (designing cryptosystems) and cryptanalysis (breaking or exposing 

the weaknesses of such systems). The process of converting the original message 

into its "secret" form is encryption or enciphering and the resulting secret mes

sage is a cryptogram or the ciphertext. The un-encrypted message is known as 

the plaintext. Decrypting or deciphering is the process of recovering the plaintext 

from the cryptogram. 

Cryptography is not to be confused with coding theory. A code is simply a rule 

for replacing one piece of information with another—for example, the well-known 

ASCII code replaces alphanumeric characters with bit strings. Error correcting 

codes axe designed to locate and correct errors which occur during transmission, 

making the original message easy to recover. In this sense, cryptography and 

coding theory axe opposites. 

Cryptosystems can be classified as transposition ciphers, substitution ciphers, 

or product ciphers. A transposition cipher rearranges the plsdntext symbols with

out otherwise changing them, while a substitution cipher replaces plaintext chax-

acters with other symbols, without changing their order. Many sophisticated sys

tems "cascade" some combination of these two basic operations. Such cascaded 

systems axe referred to as product ciphers. 

Some cryptosystems operate on single characters, while others encrypt blocks 

of a fixed size. The former axe stream ciphers and the latter axe block ciphers. 

Every cryptosystem employs a key which determines the encryption and de

cryption process. In a secret-key system, the key must be transmitted to other 

users via a "secure chztnnel." In public-key (or two-key) cryptography, each user 

has two keys, KE for encryption and KD for decryption. The encryption key KE 

is made public. In an ideal public-key system, any user could encrypt a message 

using the publicly available encryption key KE, but only the corresponding KD 

(in the sole possession of the intended recipient) could decrypt the message. Note 



that the recipient of a message cannot be certain which user actually sent the 

message, which illustrates the authentication problem. However, if the decryp

tion key KD is maxie public and encryption key KE remzdns private, a secure 

authentication scheme results. Note that public-key cryptosystems avoid the key 

distribution problem inherent in private-key systems. 

The goal of cryptanalysis—for both secret-key and public-key systems—is to 

recover the secret key. It is generally assiuned that zin enemy cryptanalyst knows 

the encryption process being used, but does not have direct access to the key. Vztr-

ious methods of "attacking" a cryptosystem may be available to a cryptanalyst, 

the most likely being the known-plaintext attack in which plaintext-cryptogrzim 

pairs formed using the actual secret key axe available. Other possible methods 

of attack axe a chosen-plaintext attack in which plaintext messages may be sub

mitted and the resulting cryptograms obtained, and a chosen-ciphertext attack 

in which supposed cryptograms may be submitted and the resulting "plaintext" 

received. 

2.2 History 

Cryptology has a long and fascinating history which is described in over

whelming detail by Kahn [33]. A few of the many highlights are mentioned 

below. 

• Credit for the first significant use of cryptography goes to Julius Caesar. 

The "Caesar cipher" is a simple transposition system in which each letter 

is replaced by the letter 3 positions ahead in the alphabet (a becomes d, 

b becomes e, and so on). This system apparently served the Caesars well, 

but today it could easily be broken using elementary techniques. 

• The 1843 publication of Edgar Allen Poe's "The Gold-Bug" popularized 

cryptology in this country. In this short story Poe's eccentric friend Legrzmd 

finds a cryptogram on the be£w:h. Legrand deduces that a simple substitu

tion cipher is involved and he uses a system of frequency counts to decrypt 

the message. For example, since c is the most conunon letter in English, 

Legrand assumes that the most common character in the cryptogremi repre

sents e Eind so on. The resulting plaintext message is vague and mysterious, 



but Legrand is once again able to determine the true meaning. His reward 

is a pirate's buried treasure. 

• In the presidential election of 1876, the Republican, Rutherford B. Hayes, 

lost the popular vote by 250,000 to the Democrat Samuel J. Tilden. How

ever, the 22 electoral votes of Florida, Louisiana, South Carolina, and 

Oregon were disputed. Congress created a commission to determine the 

the final disposition of the disputed votes. This commission split 8 to 7 

along straight paxty lines and awarded all 22 votes to Hayes who then 

carried the electoral college by a margin of 1 vote. Not surprisingly, the 

Democrats claimed foul and even began insinuating that "Rutherfraud" 

Hayes was guilty of vote buying. Since no evidence of impropriety was 

forthcoming, Hayes was inaugurated on March 4, 1877. 

Congress WEIS not satisfied to let the matter rest. Ironically, the only 

significant evidence was a collection of some 400 encrypted Western Union 

telegrams (i.e., cryptograms) which had been sent between Tilden's New 

York headquarters and officials in the 4 disputed states just prior to the 

electoral vote. In the summer of 1878 the New York Daily Tribune pub

lished several of these cryptograms, casting doubt on Tilden's claim of 

operating "in the keen bright sunlight of publicity" [23]. 

Shortly thereafter the Detroit Post broke some of the ciphers. (Several 

systems had been used. For example, one method involved substituting 

the word in the Household English Dictionary which was four pages ahead 

of—and in the same position on the page as—the actual word.) The deci

phered messages revealed that Democratic party bosses—not the Republi

can Hayes—had attempted to buy electoral votes in each of the 4 disputed 

states. The resulting scandal ruined Tilden and lead to a decisive Repub

lican victory in the 1878 midterm election. The residuaJ effects were still 

being felt in the presidential election of 1880 when Republican James A. 

Gaxfield narrowly defeated Democrat Winfield S. Hancock. 

• In January 1917, World War I was entering its third bloody year. The car

nage was incredible—over 315,000 French were lost to "the hell of Verdun''; 

British losses in a single day at the Somme exceeded 57,000 [19]. The 



Germans had suffered comparable losses and yet the entrenched lines in 

the West remained intact. The British blockade was hurting Germany, but 

the Russian ally was collapsing in the East—the v/ai was at a stalemate. 

Against this backdrop, the German generals were pushing hard for "im-

restricted submEirine warfare," even though such action would likely bring 

the United States into the wax. 

The German foreign minister, Arthur Zimmermann, had a plzm. To 

counter the inevitable American reaction, he proposed to offer the govern

ment of Mexico a deal. In the event of war with the U.S., Mexico was to 

ally herself with Germany and in return, Mexico would "regain by conquest 

her lost territory in Texas, Arizona, and New Mexico" [80]. Coming on the 

heals of Pershing's expedition into Mexico, Zimmermann had some reason 

for optimism. 

On Januaxy 16, 1917, the most famous cryptogram in history was sent 

from Berlin to the German ambassador in Washington who was to relay it 

to Mexico City. To ensure that this important message reached Washing

ton, it was sent by two different routes. Since the German transatlantic 

cables had been cut on the first day of the wax, the routes employed were 

unusual. The first was known by British cryptanalysts as the "Swedish 

roundabout"—from Berlin to Stockholm to Buenos Aires to Washington. 

Sweden transmitted the message from Stockholm to Buenos Aires, in vi

olation of her proclaimed neutrality. The second route was shorter—from 

Berlin to Copenhagen to London to Washington—but even more bizarre, 

considering the content of the message. Since late 1916, the American gov

ernment had zJlowed Germany to transmit cryptogrzLms from London to 

Washington imder American diplomatic auspices. The rationale was that 

improved communication might lead to a negotiated settlement. 

Both of these cryptograms were intercepted by "Room 40," Britian's se

cret wartime cryptanalytic biu*eau. The code used by the German's was a 

difficult substitution cipher which had only been paxtially broken. Never

theless, as eELrly as Jsmuary 17 enough had been decrypted to see that the 

Zimmermann telegram was an Allied propaganda windfall. 



On February 1 unrestricted submarine wzurfaxe began; on February 3 the 

U.S. broke diplomatic relations with Germany. Wax between the U.S. and 

Germany appeared imminent, so the British—not wanting to inform the 

German's that their cables haA been intercepted and deciphered—held the 

telegram. Room 40 had reason to suspect that the telegram which was 

sent from Washington to Mexico City had been encrypted using an older, 

easier system. Miraculously, a British agent (known only as "T") obtained 

the Mexico City cryptogram. Room 40's suspicions had been correct. As 

a result, the British government was able to get a precise reading of the 

telegram and to set up a clever ruse. 

On February 22 the Zimmermann telegram was revealed to the American 

ambassador in London along with the true but misleading story that it had 

been obtained in Mexico City. The Americam public was outraged, but the 

U.S. Senate WEIS skeptical. Zimmermann himself removed all doubt when 

he stated, "I cannot deny it. It is true" [80]. The U.S. declared wax on 

April 2, with President Wilson citing the Zimmermann telegram EIS a key 

factor. 

The German government investigated the matter and concluded that the 

Mexico City cryptogram had been the source of their troubles. As a result, 

Germany continued to employ the "Swedish roundabout," giving Room 40 

access to much valuable intelligence. 

• Whereas in World Wax I cryptanalysis played a minor role in the con

duct of the wax, in World Wax II it was often pivotal. Cryptanalysis was 

fundamental in at least four major events—the battle of Midway, the assas

sination of Admiral Yamamoto, the rapid cutting of Japan's Ufeline, and 

the defeat of the German U-boats [33]. After the wax some knowledgeable 

American officizJs estimated that cryptanalysis had shortened the war by 

one year. In any case, cryptanalysis had become the primary source of 

mihtary inteUigence. 

• During the Cold Wax cryptology continued to play a key role. The post

war history of Americzin cryptology is inextricably finked to the National 

Security Agency (NSA). 
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In 1952 the NSA was established as the primary cryptologic organization 

of the United States. The NSA is also the most secretive agency in this 

coimtry—the government did not publicly acknowledge its existence until 

1957. By the mid 1960's, the NSA was estimated to consume about 2% of 

the total defense budget [33]. 

The NSA has suffered a few highly publicized setbacks. Perhaps the most 

notable occurred in 1960 when two young technical employees, William H. 

Martin and Bemon F. Mitchell, defected to the Soviet Union via Cuba [33]. 

In Moscow, the two defectors held a press conference where they described 

details of NSA operations. As a result, many countries—including most 

U.S. allies—overhauled their cryptologic methods. The losses to the NSA 

must have been substantial, but ironically the losses to Soviet intelligence 

were probably even greater. 

• In the 1970's the NSA found itself embroiled in controversy. In 1973 and 

again in 1974 the National Bureau of Standards (NBS) invited proposals 

for a data encryption standaxd (DES). The stated objective was to find a 

method of encryption that would be widely available, cheap, and secure. In 

response, IBM proposed a slight variant of their Lucifer system, a product 

block cipher which had been developed in 1970. The NBS subsequently 

selected the IBM system as a potential DES. The proposal was published 

in 1975 and comments were invited. 

The DES met trouble from its inception. The security of the DES de

pends primaxily on the key length—the longer the key, the more difficult 

is an exhaustive cryptanalysis. In the original IBM system, the key length 

had been 128 bits, but this was reduced in the proposal submitted to NBS. 

The published NBS proposzJ stated that the key length was 64 bits. How

ever, a careful reading of the Edgorithm showed that 8 bits of the key were 

simply discEirded and hence the effective key length was only 56 bits. The 

proposal also implied that cryptanalysis was impossible [55]. 

W. Diffie and M. E. Hellman led the attack on the DES. They suggested 

that a special purpose computer costing approximately $20,000,000 could 

be constructed which would edlow an exhaustive cryptanalysis [17]. Diffie 



and Hellman's results were disputed, but there was generEd agreement that 

the 56 bit key offered no margin of safety. It WELS felt that in about ten 

years advances in haxdwaxe might make effective cryptansdysis possible. 

What was the role of the NSA in the adoption of the DES? The critics 

charged that NSA was behind the reduction in key length. The controversy 

reached a crescendo with the publication of "Computer encryption and the 

National Security Agency connection" [36] in Science in July 1977, even 

though the DES had been officially accepted EIS of eEirly 1977. 

A Senate investigation followed which showed that the NSA had been 

involved in the reduction of the key length—despite statements to the con

trary by NBS and IBM. The NSA had EJSO "indirectly assisted in the devel

opment of the S-box structure" [75]—a crucial component of the DES—and 

had classified the design. 

In spite of these machinations, the DES is generally considered a secure 

cryptosystem. In the words of Morris [55]: "With proper use, the DES 

represents a laxge advance in the security available to the nonmihtaxy user." 

• In 1976 Diffie and HellmEoi's paper "New directions in cryptography" [16] 

opened the field of public-key cryptology^—although National Security 

Agency officials have claimed that public-key cryptography was investi

gated by the NSA as eaxly as the mid 1960's [73]. 

Recall that the attraction of public-key systems is that they eliminate the 

key distribution problem of private-key cryptosystems. However, public-

key systems axe much slower and, more fimdamentally, the underlying the

ory is based on computational complexity theory which presents some dif

ficulties. This latter point is vividly illustrated by the cEise of the Merkle-

Hellman public-key cryptosystem. 

In 1978 Merkle and Hellman proposed a public-key system based on the 

knapsack problem—a well-known NP-complete problem [53]. Shamir later 

^Massey [49] notes that Diffie and Hellman's paper [16] and Merkle's paper [52] were submitted 
at about the same time, even though Merkle's paper—which contains many of the same ideas— 
appeared much later. 
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published "A polynomial-time Edgorithm for breaking the basic Merkle-

HellmELU cryptosystem" [70] in which it was shown that Merkle Emd Hell

man were not using the full generality of the the knapsaw:k problem. Nev

ertheless, there axe public-key systems which have withstood the test of 

time, the best known being the RSA cryptosystem of Rivest, Shamir, and 

Adleman [63], which is based on the presumed intractabihty of factoring 

laxge composite integers. 

Military and diplomatic needs for secure communication apparently still dom

inate the field of cryptology. However, businesses which handle large Eimounts 

of private information (banks, for example) axe increzisingly interested in inex

pensive, fast, and secure cryptosystems. In Eiddition—and for similEir reasons— 

secure authentication schemes axe of practical interest. In any Eo-ea where privacy 

or security is a major concern, cryptology has a potential role to play. It has 

even been suggested that cryptosystems could be designed "to make big brother 

obsolete" [11]. 

2.3 The scientific era 

Claude Shannon's 1948 paper "A mathematical theory of communication" [71] 

laid the foundation on which modern information theory is built. The following 

yeax Shannon published "Communication theory of secrecy systems" [72] which 

was based on his eaxlier paper. Massey [49] points out that this latter paper 

initiated the "era of scientific secret-key cryptology." Prior to 1949, most results 

were based on practical experience or intuition. 

"A mathematical theory of communication" was revolutionaxy in its impEw:t. 

"Communication theory of secrecy systems" was criticEilly importaint in the de

velopment of cryptology, but it did not have the SEime impact as ShEuinon's esirlier 

paper. This was due to the fact that the latter paper did not suggest new types 

of cryptosystems or new cryptsmalytic methods, but insteaxl it tended to confirm 

long-held behefs. "New directions in cryptography" were not pursued until the 

mid 1970's when pubhc-key cryptography burst onto the scene. Such public-key 

systems were only hinted at by Shannon. 
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2.4 A provably secure cryptosystem 

A fundamental contribution of Shannon's paper [72] was a proof that the "ran

dom Vernam cipher" is secure—a fEw:t which cryptologists had long suspected. 

The cryptosystem in question is a type of stream cipher which was developed by 

G. S. Vernam in 1926. In this system the message is converted into binary and 

a preselected "random" sequence—which Eu;ts as the key—is added (modulo 2) 

to this binaxy message. To recover the message, the receiving paxty simply adds 

the same random sequence. The random sequence is then discarded. For this 

reason, such a system is also referred to as a "one-time pad." Figure 2.1 gives a 

schematic for a one-time pad. 

one-time 
pad 

one-time 
pad 

•^V\A/-^ 

Figure 2.1: The one-time pad 

Since the random Vernam cipher is a secret-key cryptosystem, the key (i.e., 

the one-time pad) must be securely transferred prior to the use of the system. 

However, the major drawback of such a system is that the key length is the same 

as the message length. In spite of this serious drawback, the provable security 

offered by the one-time pad has led to its use in certain critical situations. For 

example, the Moscow-Washington hotline employs a one-time pad [33]. 

The stream ciphers discussed in the next section axe a VEiriEmt of the one-time 

pad. In a stream cipher, the random sequence of the one-time pad is replaced by 

a pseudo-random sequence generated fi'om a short secret key. 



CHAPTER III 

STREAM CIPHERS 

3.1 Introduction 

This chapter contains background material on stream ciphers, lineax feedback 

shift registers, and lineEir complexity. We also define a new measure of the com

plexity of periodic sequences and we show that this new mesisure has potentisil 

cryptographic significance. 

The cryptosystem illustrated in Figure 3.1 is generzdly referred to as a "streEtm 

cipher." In such a system, the text is first converted into a binary sequence 

which is then encoded to protect against errors in transmission. The encryption 

process is accomplished by adding (modulo 2) a pseudo-random sequence of bits. 

The resulting bit string is then trEinsmitted. By simply reversing the process, 

the receiving paxty recovers the message. The book by Rueppel [65] contains a 

wealth of information on the theory of stream ciphers. 

text 
algebraic 
encoding 

random 
number 

generator 

random 
number 

generator 

^-V\AA^ 

Figure 3.1: A stream cipher 

The similaxity between the stresmi cipher of Figure 3.1 Eind the one-time pad 

illustrated in Figure 2.1 is not accidentsd. We have simply replaced the ran

dom sequence of the one-time pad with a pseudo-rsmdom sequence generated 

from a short secret key. Thus the Eunoimt of secret key which must be securely 

trEinsferred has been dramaticsJly reduced. And since the one-time pad is prov

ably secure, it is generaJly beheved that if the pseudo-rsoidom sequence of the 

12 
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stream cipher is "sufficiently random," cryptansdysis should be virtusdly impos

sible. However, such statements Eo-e difficult to formulate precisely and—EIS of 

today—impossible to prove. 

It is assumed that a persistent eavesdropper will obtzun some segment of the 

text and thereby obtain a segment of the pseudo-rEindom sequence. For a stream 

cipher to be secure against such a known-plsiintext attstck, the pseudo-rEmdom 

sequence must be "unpredictable" in the sense that it must be computationally 

infeasible to recover more of the sequence from a captured segment. 

There axe at least two distinct approEurhes to this concept of unpredictability. 

Authors such as Shamir [69] Etnd Blum and MicEdi [5] define a sequence to be 

cryptographically strong if determining the next element based on the previous 

elements is provably as difficult as inverting a one-way function, while authors 

such as Groth [29], Key [34], and Rueppel [65] emphasize lineEir complexity as 

the primaxy measure of unpredictability. Our approsich follows this second line 

of attack. 

Below we make frequent use of the term "cryptographically strong." This 

phrase is to be taken in an intuitive sense, not in the technicEd sense of [5] 

and [69]. 

3.2 Lineax feedbEick shift registers 

The pseudo-random number generator in Figure 3.1 must be capable of 

rapidly producing bits and it must be analyzable. Linesir feedback shift registers 

(LFSR's) satisfy these requirements. 

Figure 3.2 illustrates an LFSR which consists of 4 storage units, or stages, 

and a lineax feedback function. Such an LFSR is controlled by a clock and at 

each clock pulse the element in Si is shifted into 5,_i, with the element SQ taken 

as the output. The element inserted into the left-most stage (33 in Figure 3.2) is 

calculated from a hneax recurrence. 

It is easily verified that the LFSR in Figiure 3.2 realizes the UneELr recurrence 

Si = —(5,_i -f 5,_4), for all t > 4. The elements 3, produced by Einy linear 

recurrence must satisfy a relation of the form 
r 

3i = - ^ CkSi.k for all i>r. (3.1) 
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Letting E be the shift operator, i.e., Esi = Si+i, (3.1) takes the form 

k=l 

The polynomial C{E) of smallest degree such that C{E)si = 0 for all t > 0 is 

the connection polynomial (or feedback polynomial) of s. The Hnesir recurrence 

in Figure 3.2 can be written as 

(E*-h E^-\-l)si = 0, 

and in this case the connection polynomial is indeed 

C{E) = E*-\-E^-^l. 

S3 

-4 

^2 ^1 So 

> : 
' 

Figure 3.2: A 4-stage LFSR 

The characteristic polynom,ial c{x) is the reciprocal of the connection poly

nomial in the sense that c(x) = x^C{x~^), where n is the degree of C(E). For 

example, the characteristic polynomial of the LFSR in Figure 3.2 is 

c{x) = X* -\- X -\- 1. 

If an LFSR produces a periodic output sequence, the number of stages in the 

LFSR is equal to the degree of the corresponding characteristic polynomizJ. If 

the output sequence is not periodic, the LFSR is sEdd to be singulEur and the 

degree of c{x) is strictly less thEm the niunber of stages in the LFSR. 

Tsdcing 5o = 1» ^i = 0, ^2 = 1, and 53 = 0 as initiEd values, the LFSR in 

Figure 3.2 generates the periodic output sequence 

0 , 1 , 0 , 1 , 1 , 0 , 0 , 1 , 0 , 0 , 0 , 1 , 1 , 1 , 1 , 0 , 1 , 0 , 1 . . . (3.2) 
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which has period 15. Any other choice of initial values—with the obvious excep

tion of (0,0,0,0)—produces a cycHc shift of (3.2). 

The output from Einy LFSR is eventusdly periodic and the mEucimum possible 

period for an n-stage LFSR is 2" - 1. The output from an LFSR which attains 

this upper bound is referred to as EUI m-sequence (or pseudo-noise sequence). 

Let GF(q) be the Galois field with q elements, i.e., GF{q) is the q element 

finite field. In this paper we aie primaxily concexned with GF{2). 

Definition 3.1 i4 prim.itive polynomial (modulo 2) is an irreducible polynomial 

of degree n which is the minimal polynomial of a primitive root in GF(2") [51]. 

It is well known that an LFSR produces an m-sequence if sind only if its chzir-

acteristic polynomial is primitive. This fact was appzurently first noted in Ein 

obscure work by Mantel [43] in 1895 Eind was rediscovered by Rees [62] in 1946. 

We employ the notation s for a finite sequence and (s) for the periodic se

quence obtained by appending copies of s. Given a periodic sequence (s) = 

{SQ, 5 I , . . . , 5n_i), with each 5, G { — 1,1}, Golomb [24] has proposed the following 

"randomness postulates:" 

R—1 In each period the dispaxity between -l-l's and — I's does not exceed one. 

R—2 In each period, half of the runs have length one, one-fourth have length 

two, one-eighth have length three, and so on, provided that the number 

of such runs exceeds one. In addition, for each of these lengths, there axe 

equally many runs of -f I 's and —I's. 

R—3 The auto-correlation function C(r) assumes two values. In paxticulax, 

1 if r = 0, 2 n - l 

- 1 / n if 0 < r < n. 

The auto-correlation function in R - 3 mcEisures the similEirity between the 

sequence and its "phase shifts." The value of C{T) is sdways highest for r = 0 

and if a sequence is "rsindom," C{T) should be smsJl for other vsdues of r [24]. 

Rueppel [65] notes that Golomb's "rEtndonmess postulates" Edmost exclusively 

describe m-sequences. These properties make m-sequences useful in many appli

cations where pseudorEmdom bits are required. However, using the Berlelamp-

Massey algorithm, only 2n consecutive bits Eire required in order to determine the 
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connection polynomial C{E) Eind hence recover the entire m-sequence of length 

2" — 1. It follows that m-sequences Eire cryptographicEdly "weak." (However, 

certain nonlineEu: combinations of m-sequences do have desirable cryptographic 

properties [14,29,34,65].) This example also illustrates that statistical '^random

ness" does not insure cryptographic strength. 

We have avoided the difficult but fEiscinating questions that arise whenever 

"random" sequences—and, in paxticulfiu:, finite random sequences—are discussed. 

The interested reEtder is referred to Knuth [35] and Msu-tin-Lof [47] for guidzmce. 

We Edso note that various generEdizations of LFSR's appestr in the Hterature. For 

example, nonlinear feedback functions and nonlineax feedforwEird operations axe 

frequently considered; see [4,24,29,34]. Martin and Stamp [44,45] (among others) 

consider the general case, where axbitraxy feedback Emd feedforwaxd functions 

axe allowed. Nevertheless, LFSR's remain the cornerstone of most proposed 

pseudo-random sequence generators—undoubtedly due to their simplicity and 

analyzability. 

3.3 Lineax complexity 

Lineax complexity is of fundamental importEmce in the seaxch for crypto

graphically strong pseudo-random sequences. 

Definition 3.2 The linear com,plexity of a sequence is the m,inim.um, number of 

stages of an LFSR that generates the sequence. 

The lineax complexity of a periodic sequence (s) is the "length" of the shortest 

lineax recurrence which generates (3), i.e., the degree of the corresponding chax-

acteristic polynomial. The lineax complexity of (s) = {SQ, si,..., s^^i) is boimded 

above by n since the circulating shift register in Figure 3.3 will produce (5). Note 

that the sequence (3.2) has lineEir complexity four, since the LFSR in Figure 3.2 

generates (5) and no LFSR with fewer than four stages CELU generate a sequence 

with period 15. 

There is an elegant and efficient method for determining the UneEir complexity 

and the associated coimection polynomial of smy finite bit string or periodic 

sequence. This procedure is the well known Berlelamp-Massey LFSR synthesis 

algorithm [48]. In the special cEise where (s) is a biuEu-y sequence with period 2"̂ , 
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Sn-l So 

Figure 3.3: Circidating shift register 

the lesser-known ChEtn-GEones algorithm [21] gives an extremely efficient method 

for determining the hneax complexity. 

Due to the BerlekEimp-Massey sdgorithm, it is necessziry that a cryptographi

cally strong sequence have a high Hneax complexity. However, this is not sufficient 

since, for example, the sequence 

(3) = ( 0 , 0 , . . . , 0 , 1 ) (3.3) 
n elementB 

has lineax complexity n—which is the highest possible—but (5) is extremely 

"non-random." A more subtle example exhibiting this type of behavior is given 

by Safavi-Naini and Seberry [66]. 

The linear complexity profile of (s) is obtained by plotting the Hneax com

plexity of SoSi--'Sm agsdnst m for m = 0,1,2, The required Hnesir com

plexities axe obtained when the Berlekamp-Massey algorithm is applied to (s). 

Rueppel [65] suggests the Hneax complexity profile as a means of detecting 

sequences with high lineax complexities, but which axe not cryptographicEdly 

strong, such as the sequence (3.3). Rueppel concludes that a cryptographically 

strong sequence must have a lineax complexity neax the period length—which 

is the highest possible—and a Hneax complexity profile which foUows the m / 2 

line "closely but irregidarly." Figure 3.4 contEuns an example of a typical (good) 

Hneax complexity proffie Eind Figure 3.5 gives Em exEmiple of a very poor lineax 

complexity profile. 
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m 

Figure 3.4: A typical Hneax complexity profile 

3.4 The fc-complexity 

We now propose a new measure of the complexity of a periodic sequence. 

Let the ifc-complexity of a periodic sequence (s) be the smallest lineax complexity 

that can be obtained by altering any k or fewer elements of s. More formally. 

Definition 3.3 Let (s) be a periodic sequence with 

3 = 3oSiS2 ••'Sn-l. 

Then for k £ { 0 , 1 , . . . , n } , the k-complexity of (3), denoted Ck(s), is the minimum 

number of stages of an LFSR that generates a sequence (t), where t is of length n 

and tj = Sj for at least n — k of the indices. 

For example, the 0-complexity of Etny sequence is just the usual lineax com

plexity. Also, the 1-complexity of the sequence (3.3) is zero, since chsmging one 

bit produces the all-zero sequence, which—by definition—has lineEir complexity 
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lcngth=32 (sMlOOl 1001100110011001100110011011) 
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Figure 3.5: A poor linear complexity profile 

zero. Note that for each k > [n/2\, where [x\ is the greatest integer in x, the 

/:-complexity is at most one. 

One reason for considering the A:-complexity is similar to the reason for ex

amining the lineax complexity profile, namely, we would like to identify those 

sequences which have a high lineax complexity but which fail to be cryptograph

ically strong. The it-complexity of a sequence can also be interpreted as a worst-

case measiue of the lineEir complexity when k or fewer errors occur. 

The concept of ifc-complexity is intuitively appeEding. If a relatively smsdl 

LFSR "almost" generates (5), then (5) should not be considered cryptographi

cally strong. The sequence in (3.3) is Ein extreme exEmiple of this phenomenon. 

For 3 = 3oSi' • • Sn-l, we refer to the sequence of ^-complexities, for k = 

0 , 1 , 2 , . . . , [ n / 2 j , as the k-complexity profile of (5). Figiue 3.6 contEiins Em ex-

Eimple of a typical ib-complexity profile, while Figure 3.7 shows a very poor k-

complexity profile. 
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lcngth=32 (sMlOOOOOl 1001110011110001011001100) 

Figure 3.6: A typical A:-complexity profile 

The next section contains an example of a sequence with a high lineax com

plexity and a typical linear complexity proffie, but which has a poor ^-complexity 

profile—i.e., the ^-complexity drops sharply for small values of k. It follows that 

the Jk-complexity profile actually contains more information about the crypto

graphic strength of a sequence than the lineax complexity profile. Unfortunately, 

there is no obvious analogue to the Berlekamp-Massey algorithm for comput

ing the ik-complexity. Nevertheless, we have found Em efficient algorithm—which 

generalizes the ChEm-Games Edgorithm [21]—for computing the /:-complexity of 

binary sequences with period 2" [77]. The generEd case appeEurs to be more diffi

cult and is discussed in the next chapter. 

3.5 An example 

Consider the sequence 

(5) =(00011010100110101000101010011010) 
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lcngth=32 (sMlOOl 1001100110011001100110011011) 

to 

Figure 3.7: A poor ^-complexity profile 

which has period length 32. This sequence appeaxs to satisfy the two criteria 

given by Rueppel [65] for being cryptographically strong, namely, it has a lin

ear complexity of 31 (neax the mEiximum possible 32) and its linear complexity 

profile—which appeaxs in Figure 3.8—follows the m / 2 line closely and does not 

exhibit any obvious regulaxity. Yet the ^-complexity profile, which appears in 

Figure 3.9, is poor, since an LFSR with just 7 stages will correctly produce 30 of 

every 32 bits of (s). Even more dramatic examples exist for lEurger vzdues of n. 

In this chapter we have provided the requisite bEw:kground materiEd on stream 

ciphers, Hneax feedback shift registers, and Hnear complexity. The A:-complexity 

of periodic sequences was also defined Emd it was shown that in certain cases, 

the ib-complexity provides more information on the cryptographic strength of a 

sequence than the Hneax complexity profile. 

The remainder of the paper deals with problems related to the /:-complexity. 

Known Edgorithms for computing the lineax complexity so-e discussed in the next 
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Figure 3.8: A linear complexity profile 

chapter along with a new algorithm for finding the A:-complexity of binary se

quences with period 2^. The standard algorithm for computing the linear com

plexity is the Berlekamp-Massey algorithm. Since this algorithm is closely re

lated to the continued fraction algorithm, continued fractions are mentioned. 

The problem of finding an efficient algorithm for the A:-complexity also leads to 

a brief consideration of computational complexity theory. 

An analysis of the it-complexities of the de Bruijn sequences is the focus 

of Chapter V. A new class of binary sequences is also considered and several 

computational results are given. 
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lcngth=32 (s>=(00011010100110101000101010011010) 

I 

Figure 3.9: A A:-complexity profile 



CHAPTER IV 

A A:-COMPLEXITY ALGORITHM 

4.1 Introduction 

In this chapter, we first discuss the Berlekamp-Massey Edgorithm—including 

its connection with the continued fraction algorithm. Then the Chsm-GEimes 

algorithm is presented and a completely new—and sHghtly more genersd—proof 

of its validity its given. Next, a new Emd efficient algorithm for computing the 

/:-complexity of periodic sequences with period 2" is proved and Em exsmiple of 

its appHcation is given. Since no efficient algorithm for the genersd case has been 

found, we conclude the chapter with a discussion of the computationzd complexity 

of the genersd problem of computing the ^-complexity. 

4.2 The Berlekamp-Massey algorithm 

Berlekamp's book [2] contains an efficient algorithm for decoding BCH codes. 

Massey has shown that Berlekamp's algorithm is most natursdly interpreted as an 

algorithm for "synthesizing the shortest linear feedback shift register capable of 

generating a prescribed finite sequence of digits" [48]. The resulting Berlekamp-

Massey algorithm appears here as Algorithm 4.1, where L is the linear complexity, 

C{E) = l-\-CiE-\- C2^' + • • • + CLE^ 

is the associated connection polynomial, and 5 is a finite sequence of length n. 

Note that the algorithm accepts s sequentially and at step N produces the min

imal LFSR for the first N elements of 3. It has been shown by Gustavson [30] 

that the algorithm requires 0(n^) multiplications in the field of definition, except 

in the binary case where 0{n^) binaxy additions Eû e required. 

The Berlekamp-MEissey algorithm is important in the theory of stream ciphers 

since it gives an effective method for finding Em LFSR which produces a given 

pseudo-random sequence. In fact, if an n-stage LFSR produces a sequence (5), 

the Berleksmip-MEissey Edgorithm requires only 2n consecutive elements of (5) 

in order to completely determine the Hnesur recurrence. It follows that a high 

linear complexity is necessEiry for a pseudo-random sequence to be considered 

24 
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CiE)=l; B(E)=l; L = 0; 
6 = 1 ; x = l; N = 0-
while N < n do 

L 

d = SN + 5I^'^^-«5 

if d = 0 then 
x = x-\-l; 

else 
i{2L> N then 

C{E) = €{£) - db-'^E'B{E); 
x = x -\-l; 

else 
T{E) = C{E); 
C{E) = C{E)-db-^E^B{E); 
L = N-{-l-L; 
B(E) = T{E); 
b = d; 
x = l; 

end if 
end if 
N = N -hi; 

end while 

Algorithm 4.1: Berlekamp-Massey algorithm 

cryptographically strong, but the sequence in (3.3) illustrates that a high linear 

complexity is not sufficient to ensure cryptographic strength. 

The Berlekamp-Massey algorithm has been intensively studied in the litera

ture. For example. Reeds and Sloane [61] have extended the algorithm to the case 

where the elements of s axe integers (modulo m); the Edgorithm has been adapted 

by Msmdelbaum [42] to produce convergents of continued fractions for binaxy 

numbers (without division); a simplified derivation has been given by Imamura 

Emd Yoshida [32]; connections with the continued fi-Ew;tion algorithm have been 

noted in [12,13,56,82] and elsewhere. In the next section, the connection between 

the BerlekEimp-Massey algorithm and the continued fraction algorithm is made 

cleax. 
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4.3 Continued fractions 

The continued fraction Edgorithm is of fundamental importance in modern 

cryptology. Lidl [39] siurveys some of the many applications of continued fraction 

techniques to cryptology. Here we axe concerned with the relation between the 

continued fraction Edgorithm and the BerlekEimp-Massey sdgorithm. 

Mills [54] and van der Poorten [59] have noted the relation between Hneso-

recurrences and the continued fi:Eu:tion algorithm. Since the Berleksmip-MEissey 

algorithm computes the connection polynomial of a finite sequence, it is not 

surprising that there is a connection between the Berlekamp-Massey algorithm 

and the continued fraction algorithm. This connection was apparently first noted 

by Welch and Scholtz [82]. 

Each real number a G [0,1) has a continued fraction expansion of the form 

a = 
ai -f 

02 + 
03 + 

which terminates if and only if a is rational. The same technique can be applied 

more generally and is of significance, for example, in the problem of rational 

interpolation and in the paxtial realization problem of lineax systems theory. 

Gragg [27] discusses the connections between the paxtial realization problem and 

the continued fraction algorithm. 

Welch and Scholtz [82] consider the continued fraction algorithm in the fol

lowing general setting. Let 7^ be a commutative ring with midtiplicative identity 

/ and suppose that IZ is contained in a field ^ and, fiurther, suppose that there 

is a specified method of uniquely associating an element [a] of IZ with a given 

field element a. In the standaxd case ^ is the set of real numbers and TZ is the 

ring of integers. We therefore refer to [a] as the integer paxt smd {a] = a — [a] 

as the fractiouEd paxt of a. 

In this general setting we have 

a = oo + To 
/ 

= Oo + fli -f ri 
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= 00 + J 

oi + 
02 + r2 

where 

Oo = [a], an=\ , r^.i^O, 

ro = {a}, ^n = \ - L r^-i^O, 

and O is the additive identity in !F. A rational approximation is obtsiined by 

taking 

s - ^ 

where P„ and Q„ axe determined by the recurrences 

P-i = I, Po = oo, and P„+i = o„+iPn + Pn-i for n = 0 , 1 , 2 , . . . 

and 

Q-i = 0, Qo = / , and Qn+i =On+iQn + Qn-i for n = 0 , 1 , 2 , . . . . (4.1) 

We axe interested in the case where T is the collection of formal Laurent 

series over a finite field and % is the ring of polynomials. If the underlying field 

is the two element field GF{2), then a typical element of T is of the form 

oo 

5(^) = E^ i^ ' " ' ' ^ i e{0 ' l } ' so^O, 
3=0 

where cf is an integer. The fractional pEurt of 5(2) consists of the negative powers 

of z. 

The continued fraction algorithm can be applied to produce rational approx

imations io S{z). It is shown in [82] that the continued frEiction Edgorithm is 

closely related to the Berleksmip-Massey Edgorithm, although the following theo

rem of Niederreiter [56] makes the connection much more expHcit. 
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T h e o r e m 4.1 [56, Theorem, 1] Let s = 31S233 ... be a sequence of elements of a 

field T and define 

S{z) = '£s,z-'. 
i = l 

Then for any n > 1 the linear complexity of 3\32... 5„ is given by deg{Qj), where 

j is uniquely determined by the condition 

degiQj-i) + deg{Q,) <n< deg{Q,) + deg(Q,^i), 

and where the Qi's are given by (41)- Furthermore, if T = GF{2), the corre

sponding connection polynom.ial is given uniquely by Qj. 

Welch and Scholtz [82] also discuss the problem of measuring the error in 

the rational approximation Pj/Qj. They show that this error is in some sense 

better than the corresponding result for real numbers. Their ansdysis involves 

non-Archimedian norms and other subjects found in the book by Lightstone 

and Robinson [40]. These results may be the key to finding an efficient gen

eral algorithm—or an efficient approximate algorithm—for computing the k-

complexity. 

4.4 The Chan-Games algorithm 

Algorithm 4.2—the Chan-Games algorithm—was introduced by Games and 

Chsm in [21]. This algorithm finds the Hneax complexity c of a binaxy sequence 

with period n = 2^. Note that only m iterations Eu:e required Emd the kih 

iteration requires only 2^~'' binaxy additions. Hence the algorithm is—in terms 

of binaxy addit ions—0(n). Unfortunately, the entire period must be stored, 

malcing the algorithm unsuitable for sequences with extremely long periods. 

The ChEm-Games algorithm is easy to understEmd Emd to apply. For example, 

in Figiu-e 4.1 the algorithm is used to compute the Hneax complexity of the 

sequence 

(s) = (1101010001011100). 

The proof of the ChEm-GEimes Edgorithm given in [21] relies heavily on prop

erties of the bEisis sequences 

tHcm-)-
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a = s; c = 0; / = 2"; 
while / > 1 do 

i = l[2; 
L — OQai' • - o / . i ; 
R = a/a/+i • •a2i-\', 
b = L-\-R; 
if 6 = ^ then 

a = L; 
else 

c = c -|- /; 
a = 6; 

end if 
end while 
if Oo = 1 then 

c = c-l-1; 
end if 

Algorithm 4.2: Chan-Games algorithm 

where the binomial coefficients axe reduced modulo 2. The use of the symbol 

r J for both the binomial coefficient and a basis sequence is somewhat confusing. 

Below, we prove a slightly more genersd result using completely different methods. 

For p prime, let Sp{n) be the collection of finite sequences of length n over 

the finite field GF{p). For 5 G Spip"") define 

Bi(s) = 3ipn-lSipn-l^i • • • 5(,+l)pn-l_i (4.2) 

for i = 0,1,2,...,p- 1. Then (s) = {Bo{s)\Bi(s)\"'\Bp_i{s)), where (a|6) 

denotes the concatenation of o and b. 

We now prove a general result which enable us to establish the Chan-Games 

Edgorithm EIS a special case. Our method of proof is distinct from—and more 

genersd than—the originEd proof given by GEimes and ChEm [21]. 

T h e o r e m 4.2 Let p be prime, 3 € Sp(p''), and let 

b = Bois) + Bi{3) + . •. + Bp.i(3), 

where the the B,(5) ' j are as in (4-^) o,^^ ^^e additions are defined elem.entwise 
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(5)= (1101010001011100) 
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Figure 4.1: Applying the Chan-Games algorithm 

modulo p. If b ^ 0, the linear complexity of (s) satisfies 

co(s) = (p - l ) ? " - ' + Co(6). 

PROOF: Let r = co(6) Emd let f{E) be the connection polynomial of h, where 

h = 6o6i. . . 6pn-i_i. Then 

f{E)bi.r = 0 for all i > r, (4.3) 

where deg( / ) = r, E is the shift operator, and r is the smEdlest number such that 

a relation of the form (4.3) holds. From (4.3) Emd the definition of b it foUows 

that 

f{E){Si-r + 5,_r+pn-l -̂  (- 5,_r+(p_l)pn-l ) = 0 
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and hence 

g{E)3i.r+(p-i)pn-i = 0 for aU t > r + (p - l)p"-^ 

for some g with deg(^) = r + (p — l ) p " " ^ We have thus estabHshed that 00(5) < 

( p - l ) p - i + c o ( 6 ) . 

Since 3 G 5p(p"), we have 

( £ ; " " - 1 ) 3 , = ( £ ; - l ) P " s i = 0 for all t > 0. 

It follows that the connection polynomial of 3, denoted C{E), must divide 

E^"" -\ = {E-\Y\ 

Letting c = €0(5), we thus have C{E) = (E — ly. 

Suppose c < {p — l)p"~^. Then 

{E - 1)^P-')P'*"'5,- = {E- i)( ' ' - i)p"- '-^(^ - 1)%. = 0. 

Since (E - 1 ) (P - I )P" - ' = ( ^ P " " ' - 1 )P - I we have 

It is an elementary result from number theory that [8] 

( _ l ) f c K ~ M = i (modp) for A: = l , 2 , . . . , p - 2 . (4.5) 

Combining (4.4) and (4.5) we have 

(E - l)^''-'^'''*"^.- = (JE;<P-^)P'-' + f;(P-2)p'-^ -H . . • + E^""' + 1)3, (4.6) 

= 0. 

But the right-hand side of (4.6) is just 6, and we have contrEwHcted the assumption 

that 6 ^ 5 . This contradiction shows that Co{s) > (p - l)p""^ + 1 and we have 

estabHshed that 

(p - l)p^-' + 1 < co(s) <{p- l ) p " - ' + co(6). 

» n - l 
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If r = Co{b) = 1 then c = {p— l)p""^ +1 smd we Eo-e finished. If r > 1, we must 
showc = (p-l)p"-*+r. Suppose c < (p-l)p"-*+r. Then c = (p- l )p"-^+r-^, 
where 1 < r — £ < r. Once agEun we apply (4.5) smd we find that 

{E - Ifsi = {E- iy-\E - lf''-'^''"'si 

= {E- iy-\E^''-' - ly-'si 

= {E- iy-%i = 0. 

But then co(6) < r - i < r, contrswHcting the fact that r = co(6). Hence 
co(3) = ( p - l ) p - i - f c o ( 6 ) . I 

Corollary 4.1 Let 3 G 52(2") and let b = L(s) + R{3), where 

Li\3) = 3o3i . . . 32n- l_ i and R{3) = S2»»-i32»»-i+i . . • <S2'»_1. 

Then ifb^5, we have co{3) = 2""^ + co(6) 

Theorem 4.3 follows immediately from CoroUaxy 4.1 and the observation that 
6 = 0 implies L{3) = i2(s), in which case the Hnear complexity of (s) is just the 
Hnear complexity of L{3). 

Theorem 4.3 [21, Theorem 6] Let 3 G ^2(2") and let b = ^(5) + R{3). Then 

Co{3) = < 
co{L{3)) if b = S 

2--' + co(6) if b^S. 

The ChEm-Games algorithm is obtsdned by applying Theorem 4.3 recursively. It is 
apparent from Theorem 4.2 that no simple smalog of the Chan-GEmies Edgorithm 
exists for 3 G Sp(p^) for p prime, p > 2, since in this case 6 = 0 does not 
necessarily imply that BQ = Bi = - • = Bp-i. However, if 6 / 0 at eEu:h step, 
then exact residts would be obtEuned using the procedure in Theorem 4.2, but 
if 6 = 0 Emd Bi ^ Bj at some stage, we can only obtain approximate residts. 
Upper boimds axe not partictdEurly useful Emd, unfortimately, the lower boimds 
obtained may be poor. 
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4.5 An efficient /:-complexity algorithm 

The fc-complexity of any sequence could be obtained by repeated application 

of the Berlekamp-Massey Edgorithm [48] or, if appropriate, the Chan-GEimes al

gorithm [21], but this would be extremely inefficient. However, in the special 

CEise where 3 is a binary sequence of length 2", we have found an algorithm 

which computes the ^-complexity of (s) in an efficient manner. Our efficient 

fc-complexity algorithm is Algorithm 4.3. When it = 0, this algorithm reduces 

to the Chan-Games algorithm and hence Algorithm 4.3 may be considered as a 

generalization of the Chan-Games sdgorithm. 

Before proving the validity of Algorithm 4.3, we use the algorithm to find the 

2-complexity of the sequence 

(s) =(00011010100110101000101010011010). 

The results axe summaxized in Figure 4.2. Note that the subscripts represent 

the cost[z]'s of Algorithm 4.3. The value of cost[i] is the minimum number of bit 

changes in s needed to change a, to a,, where 

a, = a, + 1 (mod 2). 

Let 3 G S2{2^). By the notation o, •-> o, we mean the bit changes in 3 which 

will transform o, into a,. For example, if 3 = 3oSi3233 and OQ = 3o + 32, then 

Oo •—> Oo occurs if 3o »-̂  SQ or 32 •-+ 32, i.e., if 3o is replaced with 3o + 1 or 32 is 

replaced with 32 + 1 (but not both). 

The following lemma is obvious. 

L e m m a 4.1 Let 3 G ̂ 2(2"), L = L{3), R = R(3), and b = L-\-R. 

(i) If Oi = Ri then o, »-• a, implies 3,+2'» »-+ 3,+2'». 

(ii) If Gi = Li then o, t->̂  o, implies 3, i-> 3,. 

(Hi) If ai = 6, then ai »-> a,- im,plies either 3, *-* i , or 3,>2'' •—> Si^2^, but not both. 

Lemma 4.2 is only sHghtly more difficult than Lemma 4.1. 

L e m m a 4.2 Let a° = s E ^2(2"), L = L(o°), R = R{a°), and b = L-\- R. 

Let a^ = o j o } . . . aj„_i_j, where each a] is either bi, Li, or Ri. Next, form 
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a = s; c = 0; / = 2"; 
cost[t] = 1, for I = 0 , 1 , . . . , / - 1; 
while / > 1 do 

i = t/2; L = ooOi • • • a/_i; R = a/c/^.! • • • a2/_i; 
/ - I 

6 = Z -I- i2; < = 5 ^ 6, min(cost[z], cost[i -|- i ]); 

if t < k then 
/: = it - /; 
for t = 0 , 1 , . . . , / - 1 do 

if 6, = 1 then 
if cost[t] < cost[t -I- / ] then 

Li = Ri; cost[t] = cost[t -\- i]- cost[t]; 
else 

cost[t] = cost[t] - co8t[t -\- i]; 
end if 

else 
cost[t] = cost[t] -\- cost[t -I- / ] ; 

end if 
a = L; 

else 
c = c-\- i; 
a = b; 
cost[i] = min(cost[t], cost[t + / ]) , for t = 0 , 1 , . . . , / 

end if 
end while 
if ao = 1 and cost[0] > k then 

c = c-l- 1; 
end if 

- 1 ; 

Algorithm 4.3: An efficient A:-complexity algorithm 

o^ G «S2(2'̂ ~ )̂ from, a^ in a similar manner, and so on. Then aj H-> a\ can only 

affect elem.ents of the set 

Bi = {3tE3\e = i (mod 2''-^)}, 

where i G { 0 , 1 , . . . ,2"-- ' - 1}. 

P R O O F : If a] •-• a], either 3, *-¥ 5, or 3,+2'»-i *-* -St+2''-» and hence the lemma 

holds in this case. Suppose the lenuna holds for some j > I. Then oj '•'' ^ a^+' 
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(s) = (00011010100110101000101010011010), it = 2 

Step 1) / = 16, r = 2, it = 2 
L = OiOiOihliOiliOiliOiOililiOiliOi 
R = liOiOiOiliOiliOiliOiOililiOiliOi 
6 = liOiOiliOiOiOiOiOiOiOiOiOiOiOiOi c = 0 

a = L 
Step 2) / = 8, T = 0, it = 0 

L = I0O2O2O0I2O2I2O2 
R = I2O2O2I2I2O2I2O2 
6 = O0O2O2I0O2O2O2O2 c = 0 

a = L 
Step 3) £ = 4, r = 6, it = 0 

L = I2O4O4I2 
R = I4O4I4O4 
6 = O2O4I4I2 c = 4 

a = b 
Step 4) i = 2, T = Q, k = 0 

L = O2O4 
R = 1^ 
b = I2I4 c = 6 

a = 6 
Step 5) / = 1, r = 0, A; = 0 

Z = I2 
R = I2 
6 = O2 c = 6 

a = X 

ao = 1, cost[0] = 4, k = 0 c = 7 

Figure 4.2: Comput ing the 2-complexity 

impHes ei ther a{ ^ oj or oJ^j—^-J "^ ai+2'»-:'-»- ^ y *^^ induction hypothesis , the 

affected bi ts of 3 are contained in the set Bi U B^^^n-j-i- But i = t (mod 2""^) 

implies e - i = (2 i t )2"- - ' -^ In addi t ion, ^ = t + 2"--'-^ (mod 2""^) implies 

i - i = {2k-\-1)2"--'-^ and hence 

Bi U ^/^.2n-.-i ={sie3\e = i (mod 2-->) or ^ = t + 2"-^"^ (mod 2^--')} 

= { 3 / G 3 K = t' (mod 2"--'-^)} 
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and the lemma follows by induction. I 

We can now verify that our new Edgorithm—Algorithm 4.3—computes the 

fc-complexity of periodic binEiry sequences with period 2". 

T h e o r e m 4.4 Let 3 G 52(2^*). Then /or it G { 0 , 1 , . . . , 2"}, Algorithm 4.S deter

mines the k-complexity of {3) in n steps. 

P R O O F : For k = 0, Algorithm 4.3 reduces to the ChEm-Games algorithm. If fc > 0, 

we axe allowed to make k (or fewer) bit changes in 3 in order to reduce the Hnesir 

complexity of (3) as much as possible. But the complexity only increases when 

6 ^ 0 . If we can force 6 = 0 at the jih step we should do so, since the total of all 

remEiining additions is at most 2""-'. This is the basic logic of the algorithm—if 

6 7<̂  0 and we can "afford" to make 6 = 0, we do so. The complication axises 

from calculating the net "cost" of changing a paxticulax bit several steps into the 

algorithm. 

If 6, = 1, changing either Li or Ri will force 6, = 0 Emd hence the "cost" 

associated with changing 6, is the minimum of the costs of changing L, and Ri-

The problem thus reduces to showing: 

1. The value cost[i] in Algorithm 4.3 gives the minimum number of bit changes 

in 3 required in order that a, •-> a, and 

2. The values of the cost[i]'s are additive, i.e., 

cost[ii] + cost[12] + h cost[im] 

must give the number of changes in 3 required in order that a,v H-> â ^ for 

j = 1 ,2 , . . . ,m . 

The first condition can be verified by applying Lenuna 4.1 recursively and com

paring with the for loop in Algorithm 4.3. 

In the jih step of Algorithm 4.3 the sets {Bl }]1Q'~^ of Lemma 4.2 Eire disjoint. 

Hence, the second condition above is satisfied smd the Ar-complexity Edgorithm is 

verified. I 



4.6 Computational complexity 

Computational complexity theory is of interest since we are attempting to 

find efficient algorithms for computing the it-complexity. An exceUent reference 

on the subject is the book by Gaxey Emd Johnson [22]. 

Let 3 be a bit-string of length n. As previously noted, the A:-complexity of s 

could be computed by repeatedly applying the Berlekamp-Massey Edgorithm. 

However, this approach would require 

C)^G)--0 
applications of the basic algorithm. If n is even and k = n /2 , finding the k-

complexity by this method would require 2**"̂  applications of an O(n^) algorithm. 

It is thus conceivable that the general problem of finding the ^-complexity is 

NP-complete. If such is the case, we must restrict our attention to approximate 

algorithms, which may exist in Hght of some results on continued fractions in [82]. 

Certain procedures in coding theory axe known to be NP-complete; see the axticle 

by Berlekamp et al. [3]. 

The problem of finding the ^-complexity can be stated in the form of a deci

sion problem, [22] as follows: 

i t - C O M P L E X I T Y 

INSTANCE: 3 = 3o3i . . . 3n-i G S2{n), integers k and B such that 0 < A: < n smd 

0<B<n. 

QUESTION: Is Cik(3) < B? 

It is easily verified that this problem is in the CIEISS N P . However, we have thus 

fax been unable to show that the it-complexity problem is NP-complete Emd we 

have also been unable to find an efficient algorithm for arbitrsury n. 

The foUowing theorem may help to iUuminate the underlying structure of the 

jt-complexity problem. 

T h e o r e m 4.5 Let T be a field and (3) = (3o,3 i , . . . ,3„_i), with each 3i G 7". 
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Let H, be the n x n Hankel m,atrix 

/ 

H.= 

So 3i • • • 3„_2 3„_ i 

Si 32 • • • Sn-l So (4.7) 

\<Sn-l 3o • • • 3„_3 3„_2 / 

Then 00(3) = rank(if,), i.e., the linear complexity 0/(3) is given by the rank of 

the m.atrix H,. 

P R O O F : Let k = rank(.ff,). If k = n then the circulating shift register in Fig

ure 3.3 produces (3). If a smaller shift-register produced (3), there would exist 

coefficients a, such that 

a = (a i ,a2 , - - - ,Oj , 1 ,0 , - - jO) 

and Hga = 0, contradicting the invertibility of H,. Hence, in this case, co(3) 

If fc < n there exists an invertible T such that 

^xu "XikO---0\ 

3̂ 21 • • • ^2k 0 • • • 0 
HsT = 

• • • • 
• • • • 

^Xnl "• Xnk 0 • • • 0 y 

Furthermore, the matrix T is of the form 

/ I * * \ 

= n. 

T = 
1 * 

1 

* 

0 
AB 
O I 

J 

where A is it x it upper triangular, B is k y.{n-k), O is the {n-k)y.k zero 

matrix, and / is the (n - it) x (n - k) identity matrix. Let e/t+i be the {k -|- l )st 

s tandard bsisis vector and note that 

^,Tcfc+i=fr,(reit+i) = o, 
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where 

TCk+i = (o i ,O2 , - - - ,o ;k , l , 0 , - - ,0 )^ . 

for some a,'s. It follows that 

- (oi3/ + 023/+1 H h ak3f^k-i) = se+k for sdl ^ > 0 

and hence 09(3) < it. 

Suppose €0(3) < k. Then there exists 

6 = ( 6 i , . . . , 6 „ l , 0 , . . . , 0 ) ^ 

with j < k for which .^,6 = 0. Letting c = T~^b we have 

c = ( c i , - - - , C j , l , 0 , . - , 0 ) ^ , 

for some c.'s. But then Hgb = HgTc = S and hence 

Cl H Vcj 

\XniJ \Xnj / 

+ 
^l.J+1 

\ 

\ ^nJ+1 I 

= 0, 

i.e., the columns of HaT are linearly dependent, contradicting the fact that 

rank(ff,) = k. Thus co(3) = k. I 

Let 3 = 3o3i • • 'Sn-l ^ «^2("), let Ha be the Hankel matrix in (4.7), and for 

each t G «S2(n) let 
n - l 

d{3,t) = 5^ \3i -ti\. 

For each /: G { 0 , 1 , . . . , n} let 

Ait(3) = { * G { 0 , i n c f ( 3 , 0 < * : } . 

It follows from Theorem 4.5 that the ^-complexity of 3, denoted Cit(3), is given 

by 

Cjk(3) = min (rank(fft))-
t£Ak{a) 

In this chapter we considered the Berlekamp-MEissey algorithm Emd its con

nection to the continued fraction Edgorithm. The ChEm-Games Edgorithm was 

file:///XniJ
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also discussed and a new proof of its validity given. The primaxy result of this 

chapter is Em efficient new /:-complexity algorithm for the specisd case where the 

sequence is a periodic binaxy sequence with period 2". This new sdgorithm was 

proved and an example of its application given. The computational complexity 

of the general case was also considered. 



CHAPTER V 

BINARY SEQUENCES WITH PERIOD 2" 

5.1 Introduction 

In this chapter, we analyze the /:-complexities of paxticulax classes of binaxy 

sequences with pexiod 2". In this case an efficient Edgorithm—UEimely, Algo

rithm 4.3—exists for computing the ^-complexity. Of paxticulax interest Eire de 

Bruijn sequences. De Bruijn sequences have been intensively studied in the liter

ature Emd vaxious results on their lineax complexities axe known. In addition, we 

consider a new class of binaxy sequences with period 2^. Computational results 

indicate that this new class of sequences has good it-complexity properties. 

5.2 de Bruijn sequences 

Suppose n terminals axe connected to a digital computer and that each ter

minal is capable of transmitting "0" or " 1 . " Can a switch be constructed so that 

each of the 2^ possible binaxy n-tuples occurs? One paxticulaxly elegant solution 

is given—for the case n = 4—in Figure 5.1. As the dial in Figure 5.1 is rotated, 

each binaxy 4-tuple appeaxs exEictly once in a complete rotation. Such a switch 

could be used, for example, to set a washing machine to any of 16 distinct set

tings. This construction is the "Eulerian washing machine" discussed by Street 

in [79]. It will become cleax below why the epithet "Eulerian" is attached to this 

device. 

Figure 5.1: An Eulerism washing machine 

41 
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A sequence of length 2^ in which all distinct n-tuples appesir—provided the 

elements Eure taken cycHcsdly—is referred io as a de Bruijn sequence of spgm n. 

The binary sequence in Figure 5.1, nsmiely, 

(0 ,0 ,0 ,0 ,1 ,1 ,0 ,1 ,0 ,0 ,1 ,0 ,1 ,1 ,1 ,1 ) 

is a de Bruijn sequence of span 4. 

According to Stein [78], the Ssmskrit "memory word" 

yam,didrdjabhdnas alagdm 

has been employed for nearly 1000 yeais as a mnemonic device for remembering 

certEun rhythms. By letting "0" stand for an unaccented syUable and " 1 " for an 

accented syllable, the sequence 

0 ,1 ,1 ,1 ,0 ,1 ,0 ,0 ,0 ,1 (5.1) 

is obtained, which is a de Bruijn sequence of span three with the first two digits 

repeated at the end (in this case we do not take the digits cyclically). 

The first modern account of de Bruijn sequences was appaxently due to Flye 

Sainte-Maxie [67]—in response to a problem posed by de Riviere [64]—and ap-

peaxed in 1894, although Stein [78] mentions Emile Baudot with a date of 1882 

but gives no citation. In 1895 Mantel [43] showed that "full cycles" (i.e., de 

Bruijn sequences) can be obtained using primitive polynomials—a result which 

was later rediscovered by Rees [62]. In his 1934 paper [46], M. H. Martin solved 

the following problem: 

Given n distinct symbols and r a positive integer, does there exist a 
sequence of these n symbols such that each of the rf permutations 
(repeats allowed) occurs exactly once as a subsequence of r consecu
tive symbols? 

An algorithm WEIS given for constructing such a sequence for Emy n and r. The 

Edgorithm is essentially the "prefer zeros" Edge lithm [20]. The same yeEur, Pop

per [60, pp. 162-163, p. 292] considered de Bruijn sequences in the context of 

probability theory. 

In 1946, Good [25] Emd de Bruijn [6] independently published results proving 

the existence of binary de Bruijn sequences of span n for every n. De Bruijn 
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also showed that there axe 2^"" ~^ such sequences. Flye SEiinte-Maxie [67] had 

derived this formula in his 1894 Eurticle but SEunte-MEo-ie's work was unknown 

to de Bruijn in 1946 [7]. The problem of constructing de Bruijn sequences was 

rediscovered yet again in 1950 when it appeEured in the problem section of the 

American Mathematical Monthly [38,81]. Recent pubHcations tend to trace their 

origin to de Bruijn or Good, and hence the nomenclature "de Bruijn sequence.'' 

Good [25] gives the foUowing proof of the existence of a binaxy de Bruijn 

sequence of span n. First, let the de Bruijn graph (or Good diagram) Gn be 

a directed graph on 2" vertices, where eEw;h vertex is labeled with a distinct 

binaxy n-tuple. A directed edge is drawn from vertex (01,02, . . . ,0^) to vertex 

(61,62, . . . , bn) if and only if bk = ojt+i for k = 1 ,2 , . . . , n — 1. The de Bruijn 

graphs G2 and G3 axe iUustrated in Figures 5.2 and 5.3, respectively. 

Figure 5.2: The de Bruijn graph G2 

Now to obtain a de Bruijn sequence of spEm n, construct the de Bruijn graph 

Gn-i and label the edge from (xia:2 • • • a:„_i) to (3:22:3 • • • Xn-ia) with the binary 

n-tuple (xia:2 • --Xn-ia). The resulting graph has 2" edges labeled with the 2" 

distinct n-tuples. Denote the in-degree—i.e., the niunber of directed edges enter

ing a node—by dij^{x) and the out-degree (defined analogously) by <fout(^)- The 

de Bruijn graph evidently satisfies dij^{x) = <fout(^) = 2 for each node x, and an 

elementary result in graph theory impHes that Gn has Em Euler circuit [15]—i.e., 

a closed path which traverses each edge exactly once. Since consecutive edges of 

such an Euler circuit axe of the form X1X2 • • • a:„ Emd X2X3 • • • Xn+i, it is appsurent 
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Figure 5.3: The de Bruijn graph G3 

that there exists a de Bruijn sequence of span n. Furthermore, each distinct Euler 
circuit gives a distinct de Bruijn sequence. For example, the graph in Figure 5.4 
contains the Euler circuit 

Oil,111,110,101,010,100,000,001. 

The resulting de Bruijn sequence, 01110100, appeaxs in (5.1). 

000 111 

Figure 5.4: Edge-labeled de Bruijn graph G2 

Any de Bruijn sequence of span n can be produced by a nonHnear recurrence 
in n vEiriables [20]. However, the Hnear complexities of de Bruijn sequences 
are high. Msmy interesting results concerning the HneEU" complexities of these 
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sequences Eu-e given by ChEm et al. [10]. An EmEdysis of the /:-complexities of de 

Bruijn sequences is considered in Section 5.3. 

Van Aaxdenne-Ehrenfest Emd de Bruijn [1] generEdized de Bruijn's eaxHer re

sults to the case where the underlying set contsdns it elements. A very readable 

exposition of the general case is given by van Lint [41]. In addition, there axe 

many algorithms for obtEuning some subset of the de Bruijn sequences of span n. 

Fredricksen [20] gives an encyclopedic coUection of such algorithms sdong with the 

relevant theory and the papers by Etzion and Lempel [18] and Siu smd Tong [74] 

contains some Etdditionsd algorithms, while Lempel [37] presents a useful algebrEuc 

theory. De Bruijn sequences continue to be of considerable reseaxch interest; see. 

for example, the recent articles [31] and [50]. 

There axe other classes of sequences whose Hneax complexities Eire known, such 

as GMW sequences [68] and the more general No sequences [58]. Determining 

the A;-complexities of these various classes of sequences would be interesting. 

Unfortimately, GMW smd No sequences have period 2"—1 and hence our modified 

version of the ChEm-Games algorithm is not applicable. 

5.3 The /:-complexities of de Bruijn sequences 

For 3 G «S2(n) define u;(3) to be the number of nonzero elements of 5. RecEdl 

that Ck{s) is the smallest HneEu: complexity that csm be obtsdned by sdtering Emy 

it or fewer elements of s. Let cjt(3) to be the minimum lineEu: complexity that 

can be obtained when exactly k elements of 3 are changed. Lemma 5.1 follows 

immediately from the definitions. 

L e m m a 5.1 Let 3 G S2{n). Then 

(i) Ck{3) < n for k = 0,1,... ,n. 

(ii) Ck+iis) < Ckis) for k = 0,1,...,n. 

(Hi) Ck{s) <1 for k> [n /2j . 

(iv) Ckis) = 0 for k = uj(s). 

Note that only (i) and (iv) of Lemma 5.1 hold if Cik(3) is replEw:ed by Cit(3). 

Let D{n) be the coUection of biuEury de Bruijn sequence of span n. For 

3 G D{n) it is weU known that a;(s) = 2 " " ^ In Chan et al. [10, Theorem 3] it 
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is shown that for s G <S2(2") we have co(3) = 2" if Emd only if ^'(5) is odd. The 

next lemma is a trivial consequences of this fEict. 

L e m m a 5.2 For 3 G D(n) we have 02^+1(3) = 2" /or it = 0 , 1 , . . . , 2""^ - 1. 

The following theorem—which foUows inunediately from Lemma 5.2—states 

that when computing the fc-complexity profile of a de Bruijn sequence, we only 

need to compute 

Co(3), €2(3) , 04 (3 ) , . . . , Cn/2-2{s)-

T h e o r e m 5.1 Let 3 G D{n) for some n > 2 and suppose 

€0(3) = Ci(3) = • • . = C,„i_i(3) > Cmiis) = • • • = C,n2-l(^) 

> • • • > Cm,_i(5) = • • • = C,„^_i(3) > Cmj{s) = 0 , 

where rrij = 2"~^. Then rrii = 0 (mod 2) for i = 1 ,2 , . . . , j . 

For 3 = 3o3i . . . 3n-i G S2{n) let 

r{3) = 3n_i3n_2 • • •-So 

and 

3 = 3 o 3 i . . . S n - l 5 

where 

3, = 3, + 1 (mod 2). 

Recall that a de Bruijn sequence 3 of spEm n can be generated by a nonlinesir 

recurrence in n variables. Since such a function could be used in a nonlinear 

feedback shift register to generate 3, we refer to this function as the feedback 

function of 3. 

T h e o r e m 5.2 The feedback function of a de Bruijn sequence 3 of span n > 3 

has the form. 

fs{xi, X2, •. •, a;„) = 1 + xi + h(x2, X 3 , . . . , x„) + X2X3 • • • x„ (5.2) 



where h{0) = 0, and if h is written in the form 

h{x2, . . . , X„) = 02X2 + O3X3 h anXn 

+ 02,33^23:3 H h 0„_i,nXrx_iXn 
* 

+ 02,3 na;2a;3 '"Xn, 

then 02,3,...,n = 0 and h consists of an odd number of nonzero terms. Also, the 

feedback function for r^s) is 

fr(a){Xl,X2,. . . ,X„) = 1 + Xi + /l(Xn,X„_i, . . . ,X2) + X2X3 • • • X^ (5.3) 

and for s is 

fi{Xl,X2,. . . ,Xn) = 1 + Xi + / l ( x 2 , X 3 , . . . ,Xn) + X2X3 • • • Xn- ( 5 . 4 ) 

P R O O F : The formula (5.2) is given as a theorem by Fredricksen [20, Section 4]. 

By (5.2) we have 

fa{X\,X2, . . . ,Xn) = 1 + Xi + / l ( x2 , . . • ,Xn) + X2X3 • • • X„ 

and 

/ r ( a ) ( x i , X2, . . . , X„) = 1 + Xi + y ( x 2 , . . . , X„) + X2X3 • • • Xn 

for some h and g satisfying the conditions of the theorem. Now if 

/ , ( x i ,X2 , . . . ,x„) = y 

then we must have 
/ r ( « ) ( y , 3 : „ , . . . , X 2 ) = Xi , 

and hence 

1 + x i + / i (x2 , . . . ,x„ ) = y and 1 + y + ^ ( x „ , . . . ,X2) = Xj. 

It foUows that / i ( x „ , . . . , X2) = ^ ( x 2 , . . . , x„) Emd (5.3) is established. 

A similEu: argtunent can be used to verify (5.4). I 
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Theorem 5.2 gives a method for finding all de Bruijn sequences of span n 

for small values of n. Note, however, that there Eire 2^""*"^ functions of the 

form (5.2), but only 2^" ~" distinct de Bruijn sequences of spsm n. 

The fc-complexities of de Bruijn sequences of spsm n = 1,2,3,4,5 appeax 

in Tables 5.2 through 5.6 (pp. 53-55), respectively. The de Bruijn sequences 

were found using the method impHed by Theorem 5.2, i.e., all 2^""'"^ nonHnear 

feedback functions of the form (5.2) were generated smd the resulting output 

sequences were tested for the de Bruijn property. 

The computational results in Tables 5.2 through 5.6 suggest the following 

conjectures. 

Conjecture 5.1 Let s G D{n) for som.e n. Then the k-complexity profiles of s, 

3, r{s), and r{s) are identical. 

Conjecture 5.2 Let s be a de Bruijn sequence of span n > 3 and lei ak = Ck{s), 

for /: = 0 , 2 , 4 , . . . , n / 2 . Then the number of de Bruijn sequences of span n with 

k-com,plexity profile {00,02,04,. . . ,o„/2} is even. 

The de Bruijn sequences axe generally considered "complex" and their linear 

complexities have been studied in detail [10]. The /:-complexity profiles of these 

sequences more closely follow the "stair step" pattern in Figure 3.6 than the poor 

A:-complexity profile in Figure 3.7. This indicates that there exists a laxge class 

of sequences with good A:-complexity properties. The results in this section also 

establish a baseline for compaxing the /:-complexities of \'axious other classes of 

sequences. 

5.4 A class of binary sequences 

The binomial coefficient \Z\ can be interpreted as the number of distinct 

binaxy sequences of length n which contEun exactly k ones. Let (V) be the 

number of "shift-distinct" binary sequences of length n with k ones, i.e., the 

number of sequences which axe distinct modulo circular rotations. For exEimple, 

Emy four-bit sequence can be obtEdned via a circulEU" shift of 0000, 1000, 1100, 

1010, 1110 or 1111 and hence there sure only 6 shift-distinct sequences of length 

four. In particular, ( j ) = 2. It is also apparent that (p) = (^^ = l^^^^ = / ^ \ = 1 
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for aU n. Computing (^^ for n = 1 ,2 , . . . , 12 and it = 0 , 1 , . . . , n results in the 
"triangle" of Table 5.1. 

Table 5.1: A vEirismt of PascEd's triangle 

n 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

(S> <") (1) (I) (:) t) (e) (?) (I) (I) (.o) (u) (u) 

1 1 1 

1 1 1 

1 1 2 

1 1 2 

1 1 3 

1 1 3 

1 1 4 

1 1 4 

1 1 5 

1 1 5 

1 1 6 

1 

1 

2 

4 

5 

7 

10 

12 

15 

19 

1 

1 

3 

5 

10 

14 

22 

30 

43 

1 

1 1 

3 1 1 

7 4 1 1 

14 10 4 1 1 

26 22 12 5 1 1 

42 42 30 15 5 1 1 

66 80 66 43 19 6 1 1 

Parts (c) and (d) of the following problem Eire considered by Stamp in [76]: 

(a) Find a formula for (jj in terms of (7)'s with m < n and/or other known 
quantities. 

(b) Find a "sharp" lower bound for (Z). 

(c) Give a formula for (jl"'-!/ in terms of binomiEd coefficients. 

(d) Prove or disprove that ( j ) < (fc)/(n - 1) for n > 1 and 0 < ^ < n. 

The solutions to parts (a) through (c) axe straightforwEurd. 

(a) If the sequence 3 = 3o3i • • • 3„_i has minimum period length i < n then 
there are i distinct circulEir shifts of 3. For exsmiple, if 3 has it ones Emd 



50 

gcd(n, k) = 1 then s can have no subperiods Emd hence 

(5.5) 

On the other hand, if n and it are not relatively prime we must determine 

the number of sequences with periods which divide gcd(n, k). This suggests 

the foUowing approEwih. 

As noted above, ( J ) = (^\ = 1. To find (jj for 0 < k < n we first compute 

the greatest common divisor of n and k. If gcd(n, k) = 1 then (5.5) appHes 

and we axe finished. If not, let {cj j^j be the distinct, non-unity factors 

of gcd(n, k) and let n, = n/ci and ki = k/ci for i = 1,2, . . . ,m . Then the 

recursive formula 

n 

k 

1 
n 

1 
n 

n 

lU 
\(n 
U 

' / T I \ "* ^ "̂  

) 

m 
+ 5 3 ( n - n . ) r ( n i , A : . ) 

t = i 

(5.6) 

results, where, for n and k as above. 

T{n,k) = (")--£T{ni,h). 
•=1 

Note that if gcd(n,it) = 1 then r ( n , it) = ( j ) = ^(^j) and hence the 

recursion is well-defined. Note also that if n and k Eire relatively prime, (5.6) 

reduces to (5.5). Thus, for example. 

/ 9 \ 1/9^ 

\ 4 / 9 V4, 
= 14. 

However, if gcd(n, it) ^ 1, the formula depends only on \^j and (^/s with 

m < n. For example. 

12' 
6 

= ^ { ( ĝ ) + 6T(6,3) + 8r(4,2) + 10r(2,1)| 

((")-((^C))-((:)-C))-"C)) 12 
= 80, 
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(b) A simple lower bound for ]̂Ĵ  is obtained firom (5.6) by noting that each 

term (n - ni)T{ni, ki) > 0, and hence 

(;)>-m 
This lower bound is "shEirp" in the sense that for e£u:h value of n there 

exists a k for which the bound is attEuned. 

(c) Applying (5.6) to \^J, (^^, (^^j, etc., a pattern quickly emerges. It is easily 

verified that 

2" \ _ J_ 
on-i/ ~ 2" ^ 

[(,q.p*-. (-:.)}. (5..) 
The sum in (5.7) does not appear in [26] and we have thus far been unable to 

find a closed form expression using any of the vaxious summation techniques 

discussed in [28]. 

Part (d) is more challenging. We do not have a proof, but the inequality has 

been verified for all n < 16. 

It follows easily firom (5.7) that 

2" \ _ /2"-n _ J_ 
,2^-V~\2"-2/ ~ 2" {(2-)-

'2n-l' 

.2^-2 
(5.8) 

The quantity in (5.8) can be interpreted as the number of shift-distinct binary 

sequences of length 2*̂  with 2"~^ ones and no subperiods. We refer to such a 

sequence as an S-sequence of span n. The S-sequences are perhaps the Isirgest 

class of sequences of length 2" which have bsdanced statistics (i.e., 2""^ ones and 

2**"̂  zeros) and high Hnear complexities. Note Edso that the de Bruijn sequences 

of span n are a subset of the set of 5-sequences of span n Emd, furthermore, the 

5-sequences of span 1 smd 2 aie identical to the de Bruijn sequences of span 1 

and 2. In Tables 5.7 and 5.8 (pp. 55 and 56), we give the ^-complexities of 5-

sequences for n = 3 and n = 4, respectively. We list the Hnear complexities of 

5-sequences of span n = 5 in Table 5.9 (p. 57). 

Recall that (o|6) denotes the concatenation of o Emd 6. Theorem 5.3 is due 

to Chsm, GEimes, Emd Key [10]. 
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T h e o r e m 5.3 [10, Theorem 2] Let 3 G ^2(2"). Then co(s) = 2""^ + 1 if and 

only if {3) = (r\f), for some r G 52(2""*). 

We prove the following result as a coroUEiry to Theorem 5.3. 

Corollary 5.1 The linear complexity of an S-sequence of span n must satisfy 

Co{s) > 2^~^ + 1. In addition, 2^"*' "** S-sequences of span n satisfy co(s) = 

2"-i + l . 

P R O O F : Suppose 3 G 52(2") and c = 00(3) < 2""^ Then 

( E ^ " " - 1)3. ={E- l)2"-'-'=(£ - 1)̂ =3. = 0 

which implies 3 has period 2""^ and hence 3 is not an 5-sequence of span n. The 

first statement in the corollary is thus proved. 

If 3 G 52(2") satisfies co(3) = 2""^ + 1, then by Theorem 5.3 we have 

(3) = (r | f ) . There axe 2^~^ such sequences smd each is half O's and hsdf I's. 

It is appaxent that such a sequence can have no subperiods. Also, given such a 

sequence 3 it follows that each of its 2^ cyclic shifts is another such sequence. 

Hence, modulo cyclic shifts there axe 2^"" / 2 " = 2^"" "" such sequences and the 

result is proved. I 

It is a curious fact that the number de Bruijn sequences of span n is the same as 

the number of 5-sequences of span n with minimal lineax complexity. 

Tables 5.7 and 5.8 suggest the following conjecture. 

Conjecture 5.3 Let (3) be an S-sequence of span n > 3 and let ak = Cjt(s) for 

A: = 0,2,4, • • • , n / 2 . Then the num,ber of S-sequences of span n with k-complexity 

profile {ao, 02 ,04 , . . . , On/2} is 2^ for some m > 1. 

The computational results on 5-sequences indicate that this class of se

quences has /:-complexity properties similax to the de Bruijn sequences, i.e., the 

it-complexity does not drop precipitously for relatively small VEdues of k. How

ever, the linear complexities of 5-sequences are somewhat lower than those of de 

Bruijn sequences. 

In this chapter, vEo-ious results related to the ^-complexity of biuEiry de Bruijn 

sequences were given. A new clsiss of binEwy sequences—the 5-sequences—which 

have period 2** were also discussed and seversd conjectures Emd vaxious compu

tational results were presented. 
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Table 5.2: ^-complexities of de Bruijn sequences: n = 1 

sequence 0-complexity 1-complexity 

10 2 0 

Table 5.3: /:-complexities of de Bruijn sequences: n = 2 

sequence 0-complexity 2-complexity 

1100 3 0 

Table 5.4: /:-complexities of de Bruijn sequences: n = 3 

A:-complexity 

sequence k = 0 k = 2 k = 4 

11101000 7 2 0 

11100010 7 2 0 
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Table 5.5: ̂-complexities of de Bruijn sequences: n = 4 

/:-complexity 

sequence k = 0 k = 2 k = 4 k = 6 k = 8 

1111000010011010 15 

1111000010100110 15 

1111011001010000 15 

1111010110010000 15 

1111010110000100 15 

1111011000010100 15 

1111001010000110 15 

1111001000011010 15 

1111001101000010 14 

1111010011000010 14 

1111010000101100 14 

1111010000110010 14 

1111010010110000 12 

1111000011010010 12 

1111000010110100 12 

1111001011010000 12 

10 

10 

10 

10 

10 

10 

10 

10 

11 

11 

11 

11 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

2 

2 

2 

2 

2 

2 

2 

2 

3 

3 

3 

3 

5 

5 

5 

5 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 
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Table 5.6: ^-complexities of de Bruijn sequences: n = 5 

Co(3) 

31 
30 
29 
28 
27 
26 
25 
24 

23 
22 
21 

total: 

number 
1024 

448 
224 
180 
64 
36 
32 

20 
12 
0 
8 

2048 

distinct 
A:-complexity 

proffies 
104 
47 
18 
27 
12 
5 
1 

3 
2 
0 
1 

220 

Table 5.7: /^-complexities of 5-sequences: n = 3 

sequence 

11101000 
11100010 
11010100 
11001010 
11011000 
11100100 

11010010 
11110000 

it-

it = 0 

7 
7 
7 
7 
6 
6 

5 

5 

complexity 

it = 2 

2 
2 
2 
2 
3 
3 

5 

5 

it = 4 

0 
0 
0 
0 
0 
0 

0 
0 



Table 5.8: Distinct fc-complexity proffies of 5-sequences: n = 4 

56 

it = 0 

15 

15 

15 

15 

15 

15 

15 

14 

14 

14 

14 

14 

14 

13 

13 

12 

12 

12 

12 

11 

11 

10 

10 

9 

it = 2 

15 

15 

15 

15 

15 

15 

15 

14 

14 

14 

14 

14 

14 

13 

13 

12 

12 

12 

12 

11 

11 

10 

10 

9 

it = 4 

9 

10 

10 

5 

6 

3 

2 

9 

11 

11 

5 

7 

3 

13 

13 

9 

5 

7 

6 

11 

11 

10 

10 

9 

^-complexity 

it = 6 

9 

10 

10 

5 

6 

3 

2 

9 

11 

11 

5 

7 

3 

13 

13 

9 

5 

7 

6 

11 

11 

10 

10 

9 

it = 8 it 

9 

5 

3 

5 

3 

3 

2 

9 

5 

2 

5 

2 

3 

3 

2 

9 

5 

2 

3 

5 

2 

5 

3 

9 

= 10 

9 

5 

3 

5 

3 

3 

2 

9 

5 

2 

5 

2 

3 

3 

2 

9 

5 

2 

3 

5 

2 

5 

3 

9 

it = 12 

2 

2 

2 

2 

2 

2 

2 

3 

3 

2 

3 

2 

3 

3 

2 

5 

5 

2 

3 

5 

2 

5 

3 

9 

it= 14 

2 

2 

2 

2 

2 

2 

2 

3 

3 

2 

3 

2 

3 

3 

2 

5 

5 

2 

3 

5 

2 

5 

3 

9 

Total: 

number 

128 

128 

64 

32 

32 

8 

8 

64 

64 

32 

16 

16 

8 

64 

32 

32 

8 

8 

4 

16 

8 

8 

4 

16 

800 
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Table 5.9: Lineax complexities of 5-sequences: n = 5 

co(s) 

31 

30 

29 

28 

27 

26 

25 

24 

23 

22 

21 

20 

19 

18 

17 

total: 

number 

9,391,680 

4,695,840 

2,346,496 

1,174,672 

586,624 

293,312 

143,360 

75,688 

37,600 

18,800 

8960 

4920 

2240 

1120 

2048 

18,783,360 



CHAPTER VI 

CONCLUSIONS 

Chapter II contained the terminology and background from cryptology needed 

in the remainder of the paper. We also mentioned severEd anecdotes from the 

fascinating history of cryptology and attempted to provide motivation for the 

problems considered in Chapters III through V. 

Lineax feedback shift registers, Hneax complexity, the Hneax complexity pro

file, and cryptographically strong pseudo-random sequences were discussed in 

Chapter III. We then defined the ^-complexity—a genersdized lineax complexity 

for periodic sequences—to be the minimum lineax complexity that can be ob

tained when any k or fewer elements of the original sequence axe changed. It was 

shown that in certain cases, the ^-complexity provides more information on the 

cryptographic strength of a sequence than the Hneax complexity profile. 

The seaxch for efficient algorithms for computing the A:-complexity was the 

focus of Chapter IV. The Berlekamp-Massey algorithm and the Chan-Games 

algorithm—two standaxd algorithms for computing the lineax complexity—were 

presented. We also proved a new result from which the Chan-GErnies algorithm 

follows as a special case. We then introduced and proved a new and efficient 

^-complexity algorithm. This ^-complexity algorithm is only valid in the special 

case where the sequences 3 is a periodic binaxy sequence with period 2", but it 

is surprisingly efficient. The general case was also considered, but no satisfac

tory algorithm has yet been discovered. The computational complexity of the 

underlying problem was also briefly considered. 

In Chapter V our /^-complexity algorithm of the previous chapter was applied 

to binaxy sequences with period 2". Pso-ticulEir emphasis was given to the class 

of sequences known EIS binaxy de Bruijn sequences. The de Bruijn sequences 

were chosen because they have period 2" Emd because they have been intensively 

studied in the Hterature. In psirticulEu:, the Hnear complexities of de Bniijn 

sequences axe known. We adso mentioned a new class of biuEury sequences which 

appeEu: to have good it-complexity properties. Various computational results were 

given for both the de Bruijn sequences Emd this new class of sequences. 

58 
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There are many significant problems remEuning, the most fundamental of 

which is to determine an eflScient Edgorithm for the general case, or to show 

that the underlying problem is NP-complete. It would also be interesting to 

generEdize known results on Hnear complexity to the case of the /:-complexity. 

For example, the lineEu: complexities of classes of biuEiry sequences such as GMW 

sequences [68], No sequences [58], and modified de Bruijn sequences [50] Eire 

known, but the corresponding fc-complexities are not. 

Rueppel [65] analyzed the statistical properties of the linear complexity profile 

Emd Niederreiter [57] extended Rueppel's results to produce a detsdled probabilis

tic theory of linear complexity. Analogous results for the ^-complexity would be 

significant. 

Chan and Games [9] give an algorithm for finding the quadratic complexity of 

a bit-string 5, i.e., the shortest recurrence involving lineax smd quadratic terms 

which will produce 3. Algorithms for quadratic and higher order A:-complexities 

would also be of interest. 
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