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1 Introduction 

The number field sieve is a factoring method suggested by John Pollard in 1988. In theory 
and in practice, the number field sieve is the fastest method known to factor very large 
integers. Public key cryptography (more specifically, RSA) relies on the fact that very 
large integers are nearly impossible to factor, making the scheme secure for all intents and 
purposes to known factoring algorithms. However, if we can efficiently factor large integers, 
RSA cryptography becomes insecure to a point, and larger primes will need to be chosen for 
it to become "secure" again. 

It is obvious that there is sufficient drive for creating a quick and efficient factoring 
method. The number field sieve has been developing greatly since 1988 when Pollard invented 
it to factor the seventh fermat number [15] : 

227 + 1 = 2128 + 1 

Next, it was shown by D. M. Gordon in [6] that the ideas of the number field sieve apply 
to the discrete logarithm problem. Pollard then implemented the use of a two-dimensional 
(lattice) sieve in [16] to speed up the sieving process. 

Later, the number field sieve was used by A. K. Lenstra and H. W. Lenstra to factor the 
ninth fermat number [10]: 

In December 2003, the NFS was used to factor the 174-digit number RSA-576. Most of 
the detail will be directed in the sieving steps because that is where the bulk of the work is 
spent for the factoring process. 

2 Background 

The following will be critical to the overall process: 

Definition 2.1 A complex nu.mber "1 E Q(8) is an algebraic integer if there exists a monic 
polynomial f(x) E Z[x] so that fb) = o. 

Definition 2.2 The ring of integers (() of a number field Q(8) is the set of all algebraic 
integers in Q( 8). 

Example 2.3 Let a = 1+0 E Q( J=3) and we claim that it is actually an algebraic 
integer. 
Proof: Let f = .,};2 - X + 1. 

Then f(a) = (1+0)2 - (1+f3) + 1 = O . • 

This result of 0 means that a is a root of the polynomial f (x), and therefore, it is an algebraic 
integer. 

Theorem 2.4 The ring of integers 0 of a number field is not, in general, a unique factor
ization domain (U F D ). 
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Proof of 2.4 : One example of a ring of integers which is not a UFD is the ring of integers 

of Q( J=3), which is 0 = {a + b (l+F) I a, bE Z}, an integral domain . We cla.im tha.t the 

element 4 has t.wo distinct factorizations into irreducible elements: 

4 = (2)(2) = (1 - J=3)(1 + J=3) 

Now we must show that each of these elements is an irreducible element in O. Assume that 
2 is not irreducible, so 2 = zw for elements z, w E O. It is easy to show that if G E 0 and 
IGI = 1, then G = 1 or -1. We have that: 

Since Iz12, Iwl 2 are integers, either one of them is 1 or both equal 2. Case 1: If one of 
them is 1, say Iz12, then z = ±1 by above, and w = ±2 from 2 = zw. This is a trivial 
factorization. Case 2: If both equal 2, then: 

This gives us that: a2 + 3b2 = 2. Since 0 ~ b2 E Z, b must equal O. So a2 = 2, but V2 rt z, 
which is a contradiction. Therefore, 2 is irreducible in Z[ J -31 

A similar argument shows that 1 + J=3 is irreducible in Z[J-31 . • 

Definition 2.5 A Dedekind Domain is a commutative ring which is not a field, does not 
have zero divisors, and in which every ideal is finitely generated, every nonzero prime ideal 
is maximal, and which is integrally closed in its fraction field. 

The following are well known results found in any text on algebraic number theory (e.g. 
[8]). 

Theorem 2.6 Every nonzero ideal in a Dedekind Domain can be uniquely written as a 
product of prime ideals (up to order). 

Theorem 2.7 The ring of integers 0 of a number field is a Dedekind Domain. 

3 The Number Field Sieve 

We start by choosing a polynomial that will work for the number we will factor. The 
polynomial must have a small degree which depends on the size of the number to be factored. 
After determining the degree, we choose a polynomial f(x) E Z[x], which for some value of 
x evaluates to the N which we want to fact.or. 
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Let Q(O) = Q[x)!(f). Then if fern) = N, 

'IjJ : Z[O] - Z/nZ 
O~rn 

is a ring homomorphism. The goal is to find a collection of pairs of integers (fl, b) so that 

II (a-brn) = t2
, for some t E Z, and II (a - bO) = 'l, for some 'Y E Z(O] (1) 

(a,b)eS (a,b)eS 

Then we will have that: 

t2 = I1(a - bm) = II 'IjJ(a - bO) = 1/J(I1(a - bO)) = 'IjJ(-y2) = 1/J(-y)2 (modN) . (2) 

We will find such (a, b) pairs by sieving and factor base techniques. 
There are four parameters, explained in greater detail later, which playa crucial role: the 

Rational Factor Base (RFB), the Algebraic Factor Base (AFB), the Large Rational Prime 
limit (LRP), and the Large Algebraic Prime limit (LAP) . 

4 Factor Bases 

The factor bases will be used to determine whether or not points are smooth enough to be 
used. Basically, we cycle through all of the factors in each factor base (RFB and AFB) and 
test them for smoothness. 

4.1 Rational Factor Base 

The Rational Factor Base is comprised of primes in Z up to a certain specified bound, which 
depends on the size of N. The number a - bm is smooth over the RFB if it factors completely 
in the primes less than the LRP, with at most 2 extra prime factors larger than the LRP. 
The RFB is stored as pairs in the form: (p, m (modp)) = (p, r). It follows that for any 
(p, r) from the factor base, the corresponding prime divides (a - bm) iff: 

a - br = 0 (modp) . 

This tells us that we need to "mark off" values of a such that: 

a = br (modp) 

4.2 Algebraic Factor Base 

The Algebraic Factor Base is comprised of first degree prime ideals of O. In particular I a 
first degree prime ideal is one with norm: 

N(p) = pI 

for some prime p. 
From [3], we have the following theorem. 
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Theorem 4.1 The elements oj the set oj first degree prime ideals are in one-to-one corre
spondence with the elements oj the set {(p, r) I J(r) = 0 (modp)} . 

R.emark: Note that there exist very efficient algorithms for finding the zeros of a polyno
mial modulo p. [1] 

The ideal (a - b8) is smooth over the AFB if it factors completely over the primes of 
the AFB, with at most two extra prime factors less than the LAP. Factoring over the AFB 
is treated nearly identically to the process of factoring over the RFB. We do not explicitly 
test if the ideal (a - b8) is smooth, but rather we test the integer corresponding to it for 
smoothness. In much the same way as the RFB, the AFB is stored as pairs (p, r), where 
J(r) = 0 (modp) . It follows that the prime ideal corresponding to (p, r) divides (a - b8) iff 
a - br = 0 (mod p ). 

The pair (a, b) is smooth if: 

1. a - bm factors over RFB 

2. (a - be) factors over AFB 

The LRP and LAP will be the upper bounds for the extra primes we allow on the rational 
side and algebraic side, respectively. It will be beneficial to allow one extra prime above either 
factor base because we may find this same prime in another (a: b) pair later. 

In other words, if (aI, bd has leftover large prime p, and (a2' b2) has the same leftover 
large prime p, then (al - bl m)(a2 - b2m) has p2, which can be essentially ignored, for the 
purpose of constructing a solution to Equation 1, so long as we treat this pair of relations as 
if it were a single relation. The same holds for (al - bl 8){a2 - b28). So we make one column 
of the matrix correspond to the product of these two relations. 

Thus, we will allow at most two primes above the RFB and below the LRP for the 
rational side, and we will allow another at most two primes above the AFB and below the 
LAP for the algebraic side. This facilitates factoring by finding more smooth numbers. We 
allow at most only two extra primes because if we allow more, then we will be doing more 
work than what we gain from it. This is one example of the balance of trade-oft's between 
work and getting results. 

4.3 Quadratic Character Base 

Note that just because the ideal I = n(4,b)ES(a - be) is a square, that does not guarantee 
that the element n(4,b)ES(a - be) is a square. 

Example 4.2 I = (-45)(5) = (-225) = (225) = (15)2 
But, (-45)(5) = -225 is not a square. 
This problem is exacerbated by the Jact that 0 in general contains many roots oj unity. 

Basically the Quadratic Character Base adds several more columns to the matrix so that 
the resulting S will very likely give: 

IT (a - bm) = x2
, 

(4,b)ES 

for some x E Z, IT (a - b8) = r2, for some r E Z[8] 
(4,b)ES 
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Note that the Quadratic Character Base is computed in much the same way as the 
Algebraic Factor Base is computed. 

The QCB solves this problem. See [2] for more details. 

5 Sieving 

This is the most critical section to the Number Field Sieve. We have two sieves: the Rational 
Sieve and the Algebraic Sieve, with each one corresponding to its own factor base (RFB and 
AFB, respectively). Classical Sieving and Lattice Sieving are two completely seperate sieving 
methods of finding smooth (a, b) pairs. In factoring a number, we may use one method or 
the other. Each one will implore the use of both a Rational Sieve and an Algebraic Sieve to 
determine smooth (a, b) pairs. 

Example 5.1 A good example of how the Number Field Sieve works using two sieves (ra
tional and algebraic) is a sand siever using two sieves. A sieve is simply something that 
separates what we want from what we do not want. The first sand sieve will have medium
sized holes, and it will separate the large sand grains from the medium and small ones. The 
second sieve will have much smaller holes and will allow the smallest grains through. What 
we will now have left on top of the second siever will be only the medium-sized grains. This 
will be the remains after the original sand was subjected to two sievers. 

5.1 Rational Sieve 

The Rational Sieve is the method we use to find (a, b) pairs that are smooth or almost
smooth over the RFB. This is done in two completely different ways in the Classical Sieve 
and the Lattice Sieve. We work with integers a - bm. 

5.2 Algebraic Sieve 

The Algebraic Sieve is the method we use to find (a, b) pairs that are smooth or almost
smooth over the AFB. Just like the Rational Sieve, this is done in two completely different 
ways in the Classical Sieve and the Lattice Sieve. In much the same way as the Rational 
Sieve, we work with the ideals (a - be) . These ideals will behave in the same way as the 
integers did in the Rational Sieve. If an (a, b) pair passes through t he Rational Sieve and 
the Algebraic Sieve, it is smooth over both, and is called a smooth pair. 

5.3 Classical Sieving 

This method requires less memory than the Lattice Sieve method and is best for small or 
medium primes. We must find sufficiently many smooth (a ; b) pairs satisfying ALL of the 
following condit.ions: 

1. gcd(a, b) = 1, which means that a and b are coprime 
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2. For RFB, the number a - bm is smooth or almost-smooth. In other words, it factors 
completely over the primes in the RFB, with at most two extra prime factors smaller 
than the LRP. 

3. For AFB, the ideal (a - bO) is smooth or almost-smooth. In other words: it factors 
completely over the primes in the AFB, with at most two extra prime factors (wit.h 
norms) smaller than the LAP. 

We sieve over all (a, b) pairs in a designated region, by one b-value at a time, starting with 
b = 1 and going from the smallest a-value to the largest a-value. For each prime (p: r) in the 
current factor base (RFB or AFB) we are working in, find all pairs on this b-line divisible 
by (p, r). The point (a, b) will be divisible by (p, r) if and only if a = br (modp). Since 
b remains constant for this line, we can simply find the 'first' point on the line (smallest 
a-value), and then add p repeatedly to find the rest of the points which will be divisible by 
(p, r). 

In order to track which pairs are smooth, we first set up an array with one entry per 
a-value. We initialize every element in the array to -log(a - born). Every time we find a 
prime from the factor base that divides the (a, b) pair, we will add a log p to that element 
of the array. In this method, when we have finished using the specific factor base, all those 
elements of the array that are zero or close to zero will be (a, b) pairs which are smooth over 
the factor base. Now, when we change to check the other factor base, we set these elements 
of the array which are close to zero to - log( a - boO), and all ot.her elements of the array to 
a huge negative number to ensure that they will never reach anywhere close to zero. Thus, 
when we have passed through this second factor base, we can easily see which elements were 
smooth over both factor bases because they will be the only ones which are at zero or close 
to zero. 

Specifically, we proceed as follows: for the rational side of the sieve, suppose bo > 0 is a 
fixed integer. We use the RFB and get values a so that a - born is smooth. Initialize the 
array entries ideally to -log(la - born!) for each a being sieved. If a - born = PlP2 ... Pt then 
log( a - born) = log Pl + log P2 + ... + log Pt· This gives us that: log Pl + log P2 + ... + log Pt -

log(a - born) = O. 
, To find the dimensions of the area we will sieve over, we choose length a and width b by 

knowing that the total area of the plane has to be: 

There is a so-called "skew factor" of the rectangle, which is calculated from any polyno
mial. This will tell the optimal dimensions of the rectangle. Let a variable s be this askew 
factor" of the rectangle. We can say that the rectangle has length of Vs and width of ~. 
We determine this s by minimizing the following double integral: 1: t, F(X,y)2dxdy where F(x,y) = yd! m 

For a shorter height for the Rational Factor Base, we will get results faster because the 
m. in In - bml is going to be substantially larger than a or b, Therefore, if we increase a 
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steadily, the quantity will not grow noticably larger, but if we increase b at the same rate) 
the quantity will grow much faster. Each increase in b will be multiplied by that large m , 
giving a much larger quantity overall. Likewise in the Algebraic Factor Base, the norms of 
the ideals IF(a, b)1 will be smaller when the b is smaller because the low order coefficients of f 
are typically larger than the higher order ones, by construction. Overall, for both processes. 
making the rectangle shorter and wider will be more efficient and allow us to find more 
relations faster. 

We use the AFB and get values a so that IF(a, b)1 = IN(a - be)1 (for F(a, b) smooth) , 
where F(x, y) = yd f(x/y). We initialize array entries ideally to -log(IF(a, b)l) . In practice 
we compute this once for each 500 values of 'a' because IF(a, b)1 does vary notkably with 
la', but it does not vary too much locally. 

The algebraic side follows in exactly the same manner, only we use the ideals (a - be) 
instead of the numbers a - bm. 

5.4 Lattice Sieving 

This method requires considerably larger memory than the Classical Sieve method, but it 
is best for large primes. Lattice sieving is generally a much faster method for finding more 
smooth (a, b) pairs. We fix a medium-sized prime (q, s) E AFB. Note that: 

If Pp.r is the first degree prime ideal corresponding to any {p, r) from the AFB, then 

Pp,rl(a - be) <==> a - br = 0 (modp) 

Then we sieve over all (a) b) pairs such that (a - be) is divisible by (q, s). To do this, we 
only need to find two (a, b) pairs divisible by (q, s). These will be two short vectors (all bd 
and (a2, b2), which span the set of solutions of a = bs (mod q) (in other words, they are 
linearly independent solutions). Once we have these, any linear combination of them will 
also be divisible by (q, s). We then form a lattice with these two vectors comprising its base. 
In this way, we can quickly find many more (a, b) pairs which are guaranteed to be divisible 
by (q, s). By sieving over all these (a, b) pairs, we will be able to find smooth pairs moch 
faster since each pair is already divisible by some prime (q, s). We pass these points on the 
lattice (under our designated area) through a Rational Sieve and an Algebraic Sieve. If a 
point is smooth in both, then it is a smooth pair. Then, we choose the next (q, s) in our 
AFB, and form a new lattice according to this (q, s). The size of the area we want the lattice 
to span is one thing to consider. 

For any CVl + eV2 E Lq , we have 

C:UI + eV2 = (cal + ea2, cbl + eb2), 
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so that CVl + eV2 is divisible by (p: r) if and only if 

c 

After we map the (a : b)-plane into the (c, e)-plane, we will actually start the sieve. Each 
point in the (c,e)-plane corresponds to a pair (a ,b) for which qIN(a,b) and s = ~ (modq) . 
We then do rational and algebraic sieves similar to the ones we do in the classical case. 

6 The Matrix Step 

After sieving (either classical or lattice), we now have a set R = {(all bd , (a2 ' b2), . . . , (at, b,)} 
of (a, b) smooth pairs such that , for the RFB: aj - bjm = p~ljp~2j •.. p~Cj and for the AFB: 
(a · - b .f)) = phiphi pI .. , 

J 1 12·· · a · 

We want a subset S c R so that: x2 = TI(a,b)ES(a - bm), for some x E Z and 
{J2 = TI(a,b)ES(a - b8), for some {J E Z[8] . 

Consider the following matrix over IF 2: 

el,l el,2 el,c 

e2,1 e2,2 e2,c 

A= et,l et,2 et,c 

/1 ,) /),2 /l,a 

12,1 12,2 h ,(J 

/s,l /s,2 /s,(J 

This matrix is comprised of the (a , b) pairs which we found to be smooth. We need to 
combine columns of this matrix by adding corresponding values so that we get 0 (mod 2) for 
each of these sums. The combination of columns in this way will give us a product of t.hese 
(a, b) pairs, which will have even exponents for each different prime divisor of this product. 
This means we can find an integer square root of it (by dividing each even exponent by 2) . 
Thus, the vectors in the kernel correspond to (a , b) pairs whose product gives two congruent 
squares in Z/nZ , i.e., a solution to Equation l. 

As per Section §4.3, we would, in practice, have to add several more rows corresponding 
to the quadratic characters. This matrix may be quite large, but fortunately it is also very 
sparse, so we may use Montgomery's Block Lanczos Algorithm [ll] to find some vectors in 
the kernel. 

Finally, it remains to compute 1/J(-r) , where "( = TI(a - bf)) , as in Equation 2. Note that 
computing t (mod N) is easy. 
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MHAWWmaL =-SCAUS, 

7 Computing the Square Root 

Peter Montgomery has given an excellent: fast algorithm for this step in [12]. 

8 Conclusion 

Once we have computed the square root, we have essentially factored the number. With 
some cross-checking, we can determine if the factors we found are probable primes or if one 
of them is composite. 

9 Condensed Example 

We start by finding a number which is probably composite. For this example, we use the 
120-digit number, call it c120, where: 

c120 = 591131080110l'0283113555970145338590794046\ 

7248035216988776208960225996505499063374\ 

9709810058204687323653591453083987741301 

This number is a divisor of : 

N = (4 .10127 
- 13)/9 (3) 

which also has divisors: 3, 47, and 53323. When Equation 3 is divided by these three 
divisors, c120 is the result. So, to factor Equation 3, we just need to now factor c120. To 
do this, we use the GGNFS, which is a C-code implementation of the Number Field Sieve: 
written by Dr. Chris Monico. Our next step is to develop the parameters for input to the 
program. We begin by choosing a polynomial and 'm' value. 

The polynomial and 'm' value that we use for this example will be: 

N = x 5 
- 3250 m = 1026 

The RFB limit and the AFB limit will each be 1,000,000. We will allow large primes 
outside each factor base up to 225 = 33554432. The initial matrix had dimensions of 157274 
x 179382 and weight of 6516609. After reduction and pruning, the matrix had dimensions 
of 147343 x 147564 and weight of 4495706. The total time of sieving was 9.22 hours. Total 
relation processing time was about 12 minutes. The matrix solve time was 24 minutes: 
and the time per square root was about 8 minutes. Factoring this 120-digit number on my 
Pentium 4 PC took a total of 9.94 hours. The two factors of it are: 

pp46 2846737118714661285060545448478612165177077451 
pp75 2076521489195432480264489539010261535212\ 

35458496800922573702157980311356351 

where 'pp' means probable prime, and the number following it is the number of digits in 
that factor of c120. 
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