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ABSTRACT 

 Terrorist attacks designed to weaken the economy of the United States are 

of increasing concern since September 11, 2001. Electrical power generation and 

distribution systems should be regarded as likely targets of terrorists because electrical 

energy is essential to most economic activities. The objective of this research study is to 

investigate the possible methods of a successful terrorist attack in the electrical 

infrastructure and to reduce vulnerability in electric power system by evaluating the 

performance of protection systems and selecting the best effective protection method. 

This study might help to increase the protection measures and to decrease the probability 

of terrorist attack on the electric power system. The location and time of terrorist attack 

will not be forecasted; rather it is assumed that terrorists will want to attack the assets. 

Those assets can be generating stations, substations, and transmission lines but 

substations are the most likely target from terrorists’ view because of asset value, 

remoteness and being unmanned.  There are many weapons that terrorists could use, but 

explosives or high powered rifles are the weapons considered in this research. One large 

substation will be used in this study as an example.  This substation is very a large and 

damage to it may cause blackout in the region it serves. The protection approaches for 

this substation can be applied to other substations and generating plants. This research 

examines criteria for protection approaches and methods to evaluate effectiveness of 

protection systems. 
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 CHAPTER I 

INTRODUCTION 

 

1.1 Motivation  

 Electricity is the most common form of energy that we use to consume 

and depend on for everyday living. Electric energy can easily be converted to other 

energy forms that are very useful.  For example, electricity is a major source for 

residential and commercial heating and cooling, lighting, manufacturing and so forth.  

In addition, the electric power requires a real time service that must be produced at the 

rate of consumption.  Therefore, when outages occur, everything including 

communication networks, retail sales, and educational activities will be affected 

instantly. Any outage that lasts longer than day or two may increase urban disorder 

and seriously affect the economy.  As Paul H. Gilbert of the National Research 

Council told a congressional panel that “With power out beyond a day or two, both 

food and water supplies would soon fail. Transportation systems would be at a 

standstill. Natural gas would decline and some would lose gas altogether, not good in 

winter time. Communications would be spotty or non-existent. All in all, our cities 

would not be very nice places to be.” (Waterman, 2001)  Blackouts are very costly 

and substantially disrupt society. Not only will costs to repair the system be high, but 

also effects of severe power shortages on the economic activity and society will be 

tremendous.      

 Unlike natural disasters or technical failures that randomly occur, 

terrorist attacks can be designed to yield the maximum damage. Terrorists may 

choose the power system to cause large economic disruptions, but an attack may 

require only a small effort and cost. An attack may be at a time and place of greatest 

vulnerability. The electric power system is quite fragile and difficult to safeguard. The 

objective of terrorists may not be to break the system but to affect the national 

security of the United States. Presently, the national electricity distribution system 

does not have a highly centralized control system. Therefore, in the worst case, 

terrorists with a single physical attack might be able to damage only a segment of the 

nation’s grid of electric power system. The recovery from outage caused by an attack 

may take weeks or months rather than hours or days. Thus, it appears to be desirable 
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to maintain the reliability and stability of electrical power system by protecting the 

power system from terrorist attacks.  

 

1.2 Problem Statement 

 Sabotage from terrorist attack is a vital security concern 

because of huge consequences and effects. Terrorist attacks can disrupt all normal 

activities of everyday life for large numbers of people. After an incident occurs, fear 

and insecurity are widespread.  The restoring of a sense of security is not easily 

accomplished.  The attractive targets of terrorists can be anything that can maximize 

terror and economic losses.  This research focuses on the investigation of the 

effectiveness in protection systems to protect against a terrorist physical attack on the 

electrical infrastructure given that an attack is attempted.  Since electrical energy is 

essential to most economic activities, electrical power generation and distribution 

systems should be regarded as likely targets of terrorists.  The objective of this 

research study is to investigate the possible methods of a successful terrorist attack 

and to minimize vulnerability in electric power system by evaluating the performance 

of protection systems and selecting the best effective protection method. By 

examining the possible ways that terrorist might use to attack may assist to find the 

appropriate protection methods and performance measures used for evaluation. This 

study might help to increase the protection measures and to decrease the probability 

of terrorist attack on the electric power system. The assets that may be intended for 

attack by terrorists often will be unknown in time and location until the attack occurs.  

An attractive target of terrorists may be the electrical infrastructure including power 

generations, substations, and transmission lines. Among these assets, substations are 

the most likely target from terrorists’ view because of asset value, remoteness, and 

being unmanned. The value of substations and easy access to the target might be 

considered by terrorists. A large substation is used as a possible target in this 

investigation. If this substation can be successfully attacked by terrorists, other power 

generations, substations, and the entire electric power system also can be attacked 

with the same possible ways. Likewise if this substation can be protected, similar 

protection measures can be applied to other facilities. 
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1.3 Purpose and Objective 

 The purpose of this research is to investigate the protection of system 

from a terrorist attack upon the electrical infrastructure system. This research 

examines criteria for protection approaches and methods to evaluate effectiveness of 

protection systems. The effective methods are established to counter attacks and 

protect those electrical infrastructure assets. The objective of this research is to 

investigate how to minimize risks, vulnerabilities and opportunities to reach and 

damage the targets. 

 

1.4 Assumptions 

To reach the purpose and objective, there are 3 assumptions. 

1. Terrorists act in a rational manner and will utilize attack scenarios that exploit 

system weaknesses. 

2. Terrorists will be discouraged from planning an attack on a protected system. 

3. An attack on system infrastructure can be predicted only by intelligence on 

terrorists’ activities. 

 

1.5 Limitations 

1. Preventive maintenance of electric power distribution equipment is done regularly 

following a schedule. 

2. Aging failure and regular failure will not be considered.  

3. Aerial attacks similar to the 9/11 attack will be not considered.  

4. An attack can occur at any time of day. 

5. There are no scheduled patrols to inspect the substation. 

6. There is no guard in the substation area. 

7. Attack consequence will not be considered. 

8. Transmission line damage will not be considered. 

9.   An attack where a certain confrontation between terrorists and company or 

security personnel will not be considered. 
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1.6 Required Material 

 This research study will use the ARENA software to model the 

terrorist attack situations on protection approaches. C++ program will be used to 

select and develop the best effective protection method with multi-criteria.  

 

1.7 Expected Results 

 Possible attack methods and protection methods will be described. 

Performance measures and evaluation procedures for protection methods will be 

developed. Protection methods will be evaluated using the methods that are 

developed. 
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CHAPTER II 

LITERATURE REVIEW 

 

All of the areas that might relate to this research study will be reviewed 

next.  The review consists of the electric power system, attractive targets from 

terrorist’s view, cost of blackout, vulnerability and security measures in the electric 

power system, risk management, emergency response, counterterrorism and 

antiterrorism, terrorist weapons, simulation software, and general programming 

language.  There are many research studies in these areas, but the focus has been from 

different perspectives.  The literature review will present what has been done to 

improve security in the electric power production and distribution systems. 

 

2.1 Electric Power Systems 

2.1.1 Power grid structure  

Government agencies  

  The North American power grid is composed of four major 

synchronous interconnections that are divided into 10 regional reliability councils 

(Robinson and Cox, 2004). Each reliability council has primary responsibility for 

maintaining electric system reliability in its region, involving coordinating the 

activities of numerous control centers belonging to individual utilities, power pools, 

or independent system operators. The North American Electric Reliability Council 

(NERC) sets overall reliability policies and standard. An independent government 

regulatory, the Federal Energy Regulatory Commission (FERC), supervises the 

interstate transmission and sale of oils, natural gas, and electricity. 

US interconnections 

  There are 3 major predominately US interconnections: Western, 

Eastern, and ERCOT interconnection (Robinson and Cox, 2004). The largest 

interconnection in United States is Eastern interconnection. Northwest Texas is in the 

ERCOT interconnection. Each interconnection is physically connected and operated 

almost separately from the other systems. 
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Grid operation 

   Thirty or forty years ago, power was utilized close to the generation 

site. There was a large number of small generating plants. There were few transfers of 

power between utilities. In an emergency event, utilities relied on neighboring utilities 

for reserve power generation. Nowadays, there are thousands of power transfers, and 

power flows cover thousands of miles. The grid is used as a national level resource 

with significant geographic, social, and network barriers between neighbors are 

reduced leading to substantial savings in energy costs for the consumers (Robinson 

and Cox, 2004).  

2.1.2 Electrical distribution network  

 Radial structure is the pattern of distributed networks and there are two 

different levels: trunk feeders and lateral branches (Celli, Mocci, & Pilo, 2002). Trunk 

feeder is the electrical transmission lines that connect between one generating station 

and another generating station or connect two electrical distribution networks. Lateral 

branches spread out the connecting networks from trunk feeders.  Figure 2.1 shows 

the open loop network without lateral nodes that service restoration can switch 

through the emergency tie in the ends of feeders.  Figure 2.2 shows the open loop 

network with lateral nodes that top priority customers are supplied first from main 

feeder in normal condition and also can form emergency connections for re-

energizing in case of an incident of a fault happening (Celli, Mocci, & Pilo, 2002). 

Open loop networks are usually employed in the distribution systems of urban area 

with medium voltage (MV). 

 
           Trunk node   Primary substation 

Figure 2.1. Open loop network without lateral nodes (Celli, Mocci, & Pilo, 2002) 
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Figure 2.2. Open loop network with lateral nodes (Celli, Mocci, & Pilo, 2002) 

  

 Typically network reliability is limited by the malfunction where a 

fault in one part of the network causes outages to a large number of load points. To 

improve reliability in an emergency situation, alternative routes of power supply will 

be provided in case of interruption. In general, a radial structure is the usual 

configuration with emergency ties at the end with an open switch.  Furthermore, 

trunks are segmented with normally closed switches in common position of medium 

voltage (MV) / low voltage (LV) nodes. In an emergency situation, a segment can be 

isolated from the damaged section and partial power can be provided to customers 

who remain in service until repairs are made (Celli & Pilo, 1999).   

 A special branch and bound analysis procedure was proposed by Celli 

et al. in 2002. The heuristic algorithm can be used to find the optimal network. The 

heuristic algorithm in the network is started by forming the initial network structure 

and implementing in some local perturbation until no more improvement can be 

found. The optimization of the new network configuration is created next. There are 

three important parts to consider: 

1. Clustering of lateral nodes to the corresponding trunk nodes. 

2. Open loop optimization for trunk nodes. 

3. Radial network optimization for lateral nodes.  

 Clustering techniques apply to the group of lateral nodes to the nearest 

trunk node. Each trunk node is classified by mean and standard deviation received 

with the power combination of its closest lateral nodes. In the heuristic algorithm, the 



Texas Tech University, Vanlapha Santithammarak, December 2011 

 
8

links that can generate low cost are identified. The nodes whose centers lie with the 

nearest radius to HV/MV sub-station will be discovered. A special kind of branch and 

bound method is used to optimize the network. New edges are chosen among 

candidate links and added to the networks. Network conditions can be categorized to 

be normal operative state and emergency state. 

2.1.3 Infrastructure of electrical power distribution system in US 

  Electric power system consists of three major divisions (Pansini, 

1992): 

1. Generation 

2. Transmission and distribution 

3. Consumption 

 From Figure 2.3, a generation plant generates electricity by converting 

physical energy into electrical energy. The generation substation connects between a 

generation plant and transmission lines. The step-up transformer will increase voltage 

to transmission levels. Transmission lines carry electrical energy from a generation 

substation to a transmission substation. The transmission substation is a transmission 

switching station that has a step-down transformer to decrease voltage to 

subtransmission levels. Subtransmission lines transport electricity from transmission 

substation to a distribution substation. Distribution substation is the termination of 

subtransmission systems, and a step-down transformer decreases voltage again. 

Another step down in voltage occurs at the customer location. Distribution lines carry 

electricity to consumers. Transformers are used to step up or down voltage between 

generating station, substation, and consumption.   
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Figure 2.3. Electric power system (Brown, 2009)  

 

 Green and Wilson stated that the power delivery system is a 

continuous network linking the end user with the energy generator. The larger the 

customer, the higher level of voltage is used to delivery power. The transmission 

system not only focuses on the efficiency and security of delivery of bulk power but 

also concerns the selection of proper generation source. Supervisory Control and Data 

Acquisition (SCADA) has ability to control network from a control center, and it 

utilizes on communication links from the control center to primary devices such as 

generator, circuit, and breaker for operating. Table 2.1 shows the details of layers in 

the power distribution systems.  
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Table 2.1. Layers in the power distribution systems 
Layer Function Components 

 
Utility layer   

 
Top level covers all the enterprise wide IT, 
asset management, and energy trading 
systems.  
 

 
IS – Information system                            
CIS – Customer information system         
GIS – Geographical information system 

 
Network layer 

 
The bulk power transmission networks 
including the economic dispatch of the 
generators are controlled by this layer. 

 
EMS – Energy management system        
SCADA – Supervisory control and data 
acquisition (230 - 66 kV)                           
DMS – Distribution management 
system        
LMS – Load management system  

 
 
Substation layer 

 
This layer integrates the control of all circuit 
breakers with the communication of all 
protection relay status inside the substation. 
 

 
Substation control                                
Substation RTU – Remote terminal 
device 

 
Distribution layer 

 
This layer controls the medium voltage 
feeder systems and reflects the expansion of 
the real time control capability throughout 
remote control and local automation. 

 
Feeder automation                                     
DTU – Distribution terminal unit             
IED – Intelligent electronic device            
Communications 

 
Consumer layer 

 
This layer is the delivery system interfacing 
with consumers and stands for activity 
where more flexible metering system 
needed. 

 
Metering & communications                    
LCR – Load control device                       
LPU – Load point unit                             
AMR – Automatic meter reading   

 

 Generating stations usually are located in the remote or semiremote 

areas providing easy access to sources of fuel or water for hydro plants (Beaty, 1998). 

Before transmitting electrical energy to bulk load centers, the voltage must be 

transformed to a high voltage. The transformation is done in the substation or 

switching station outside the power plant. The transmission system comprises of high-

voltage (HV) and extra-high-voltage (EHV) lines that carry the power from a 

generating plant to a center point near load centers.  The voltage can be raised or 

lowered at substations or switching stations; following this, transmission continues to 

a center point. Substations and switching stations can also function as the tie points 

that interconnect to transmission lines from different utilities or generating sources for 

emergency or economic reasons. The HV or EHV is transformed to the lower level in 

the substations located near or within the cities for distributing power to residential, 
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commercial and industrial customers.  These substations and distribution lines are 

called the distribution system.  

 The distribution system consists of bulk power substations, sub-

transmission systems, distribution substations, primary distribution circuits, 

distribution transformers, secondary circuit and service drops (Beaty, 1998). The bulk 

power substation takes delivery of power from the transmission system and 

transforms it to the sub-transmission voltage. The sub-transmission system receives 

power (69 kV, 115 kV, or 138 kV) from bulk power substation and transmits to the 

distribution substations. The distribution substation obtains power from the sub-

transmission circuits and transforms to the primary feeder voltage. The primary 

distribution circuits emanate electricity from the distribution substations and provide 

power into residential, commercial, and industrial areas. The distribution transformer 

steps the voltage down from primary feeder levels to consumer utilization levels. The 

secondary circuits and service drops dispense power at secondary or utilization levels 

from the distribution transformer to the consumer’s location. 

 

2.2 Attractive Targets of Terrorist’s View in the Electric Power System 

 In this research, regular failures from equipment malfunction or nature 

will not be studied; damage from physical attack from terrorists will be examined. 

Many key facilities in the electrical power system can be targeted from terrorists that 

can cause the most widespread blackout. The assets of most concern as potential 

sabotage targets are substations because of asset value, remoteness, and being 

unmanned. Even though transmission lines are easy to disrupt because terrorists can 

attack everywhere, they are also much easier to repair. Generating stations may be 

more difficult than substations to attack because of the presence of operating 

personnel (U.S. Congress, Office of Technology Assessment, OTA-E-453). 

 Following the description of the electric power distribution system and 

how it works as a system, the next step to focus on is the main equipment that can 

affect the power system if it is damaged or not properly working. The common 

equipment of substations are high voltage disconnect switches, high voltage buses, 

voltage transformers, current transformers, high voltage circuit breakers, power 

transformers, and switchgears (Figure 2.4). The high voltage disconnect switch is 

used to isolate the part of substation during repair or maintenance. The high voltage 
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bus is a rigid conductor to interconnect with primary equipment. The voltage and 

current transformers step down high voltages and currents to useable meters and 

relays levels. The high voltage circuit breaker is a switch which can interrupt fault of 

currents. The power transformers are used to step up or step down the voltage for a 

proper usage. The switchgear is used to de-energize equipment to allow work to be 

done and to clear faults downstream. The transformer that will be mentioned in the 

later sections of this research refers to the power transformer. Perhaps the type of 

equipment causing the greatest concern is the transformer used in the electrical 

transmission (Stiegemeier & Girgis, 2006). The reasons that a transformer may be the 

target of terrorist attack is because it takes long time to repair and return to normal 

service, it is very expensive, and it is vital to the electric power distribution system. 

Figure 2.5 shows a transformer at a substation. 

 
Figure 2.4. The basic components of a distribution substation (Brown, 2009) 

 

 
Figure 2.5. A power transformer at a substation 
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 Transformers are used to change the voltage from incoming supply to 

outgoing distribution (Pansini, 1992). If transformers fail, the service areas that are 

served by those transformers will be without power. Typically the high voltage 

transformer is very large, and if it is damaged, the time spent in transporting a new 

transformer to the site and the time to assembly and energize will be long. Due to the 

various weight and height limitations, the single phase design of the very large high 

voltage transformer will be selected. Furthermore, the truck can transport this 

transformer on an interstate high way with standard bridge and weight clearances. The 

location for storage of spare transformers may be selected to be based upon regional 

needs of the local electric system or upon convenience of storage location. The time 

spent to prepare the transformer for service takes weeks after the transformer is 

transported to the substation. Stiegemeier and Girgis studied the method to cut the 

installation time from weeks to only a few days with the condition requirements as 

follows: Transformers have to be very flexible in application and have potential to be 

able to replace a variety of transformers used in the US power grid. Time spent for 

transportion of the transformer must be minimized from weeks to a few days. 

Transformers must be durable and reliable for the duration of the service life. The 

time to manufacture or to repair a transformer must be as short as possible. 

 

2.3 Cost of Blackout 

 There are many impacts of blackout such as food spoilage, damage to 

electronic data, and inoperability. Cost can be classified to be direct and indirect cost 

as follows direct and indirect impacts (U.S. Congress, Office of Technology 

Assessment, OTA-E-453). Direct impact is the impact that relates to the interruption 

of leisure or occupational activities. Direct impacts can be avoided if users have 

backup in the system, but this is often not reliable. Indirect impact is the impact that 

does not affect those activities directly but it is secondary effects due to direct impact. 

Indirect impacts are partly alleviated through contingency planning, communication, 

education, social programs and other programs approach. Some researchers also 

studied resilience that influences the loss. Indirect effects and resilience are two 

factors that strongly influence the loss from a terrorist attack on the electric power 

system of Los Angeles. The result of indirect effects in the general equilibrium 

analysis is in medium size, but the main factor that drives in the reverse direction is 
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resilience (Rose, Oladosu, & Liao, 2007). The estimation of the outage cost is very 

difficult and inaccurate because the economic value of electric reliability to different 

customers is difficult to understand. Recent progress has been made in developing 

economic value for reliability and also developing analytical techniques for measuring 

the direct and indirect costs of actual and hypothetical outages. Both hypothetical 

analysis and reconstructing the level of economic activities when blackout occurs 

have intrinsic uncertainties, and theoretical models have weak points. 

 The opportunity value of profits, earnings, and leisure can be counted 

in the economic cost of any outage. Both short term and long term outages are 

considered in value of reliability estimations (U.S. Congress, Office of Technology 

Assessment, OTA-E-453). The short term outage cost will be incurred during and 

shortly afterward, for example, product spoilage, lost sales, forgone leisure, and other 

opportunity costs. The long term outage cost will be incurred when customers invest 

in equipment to mitigate the efforts of a loss. For instance, the backup generator can 

mitigate the impact of future outage. All of impacts from blackout will affect 

industrial, commercial, agriculture, residential, transportation, telecommunications, 

emergency services, and public utilities and services. 

 Now, the impacts will be reviewed section by section. In industry, the 

power disruption only one second of power outage can make the plant shut down for 

several hours. Power consumers will incur the opportunity cost, and have the effect in 

human health and securities including personnel injuries and safety equipment cost. In 

commercial businesses, the effect can be computer problems, equipment jamming, 

ruined product, interruption of economic activity loss, process control loss, 

communications loss, and finance effects. In agriculture, outage can affect incubation, 

milking, pumping, heating, and air-conditioning. In residential, it impacts air 

condition, heating, lighting, refrigerating, and every household electronic device. In 

transportation, subways, elevators, escalators, traffic and street lights, and gasoline 

pumps cannot function. In telecommunications, telecom network will fail and public 

services such as police and fire may have limited or no communication capabilities. 
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2.4 Vulnerability of Electric Power Systems 

 The high reliability of the US electric power system is such that major 

blackouts are rare. Since blackouts are very expensive, terrorists may try to damage 

critical components in the system. The alternatives to reduce vulnerability in the 

electric system are the objective of this paper (U.S. Congress, Office of Technology 

Assessment, OTA-E-453). The threats from sabotage are examined to define what 

damages possibly occur. Furthermore, the impacts of major blackouts are also 

reviewed to assist understanding the costs of major blackouts. When components are 

damaged, the effect on the system is estimated and methods to restore the system 

including identify potential efforts to reduce vulnerability are developed.  

 The components of vulnerability and impact on the system have three 

factors to determine the importance of individual components (U.S. Congress, Office 

of Technology Assessment, OTA-E-453): 

• Susceptibility to damage 

• Effect on the power system of its loss 

• Difficulty of its replacement or repairs 

 A single failure of equipment may not cause a significant effect on 

power flow to customers since most utilities maintain sufficient reserves in generating 

and transmission. If extensive damage occurs to generating stations or the 

transmission system, there may be parts of the system without power.  After damage 

is repaired, power can be restored again. However, if multiple well-selected 

substations are destroyed, serious blackouts may occur. In general cases, electricity 

may be restored in 30 minutes, but severe damage can take several months for repair. 

When repair is being made, reduced reliability and increased vulnerability will result. 

The major extended blackout in any region will happen if more than 3 key substations 

are affected. Another factor to be considered is time of day. Figure 2.6 shows peak 

demand starts from noon to evening. If a blackout occurs during peak time, it might 

take months to repair because equipment operating at peak loads is more easily 

damaged.   
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              Figure 2.6. Peak time (National Educational Energy Development, 2008) 

 The current effort to reduce vulnerability shows that during the past 

few years there has been increasing awareness of the possibility of immense 

concurrent damage on multiple facilities. The threat awareness has increased, but 

development of measures to respond to increasing threats has not been developed. 

The importing of equipment electric distribution systems has risen and often foreign 

companies control production capability in US located manufacturing plants. 

Regarding to vulnerability in emergency, foreign companies may be unable or 

unwilling to provide replacements if many transformers at many substations are 

destroyed. Some people question whether foreign companies will take this 

responsibility seriously. Some others thought there is no need to be greatly concerned 

about terrorist threats. This lack of concern can increase vulnerability. Another point 

that can raise vulnerability is that power system reserve margins are declining even 

though there are increasing demands that surpass construction. Power reserve margins 

are unusual high in some area, so utilities find this tendency efficiently useful. If an 

emergency situation occurs, extra reserve margin will be valuable in restoring service 

to customers (U.S. Congress, Office of Technology Assessment, OTA-E-453).  

 There are many options to reduce vulnerability. Sufficient spare 

equipment should be on hand. Planning and coordinating should be improved with 

federal government agencies given a mission to provide warning of impending 

terrorist actions, and with police or military forces to provide quick response. North 

American Electric Reliability Corporation (NERC) suggested that utility employee 

training should be extended to include greater awareness of distrustful activities and 

recognition of sabotage. The limitation of consequences of damage should be 

measured including improved training of system operators to respond to major 
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disruption, enhanced control centers and other systems, and enlarged spinning 

reserves. After the system is disrupted, the damaged area should be isolated and as 

many customers as possible kept on the line. Fast action may prevent spreading 

disruption to other locations.  

  The duration of time to recover the system from terrorist attacks 

focuses on large transformers. The recovery period can be reduced if there are 

sufficient necessary spares stored in secure locations.  With a low level of terrorism in 

US, many people are doubtful of the need for any action, particularly investments 

such as reserving margins or stockpiles. If terrorism could increase much faster than 

the measures to counter it, this investment seems probable. However, at least planning 

and other low-cost measure should be started earlier.   
  Robinson and Cox studied the vulnerability of critical infrastructures.  

The tools and techniques have been developed to identify the critical nodes within the 

critical infrastructures. If these nodes are disrupted through natural events or terrorist 

actions, they can cause the most widespread and immediately damage. Many methods 

used for identifying critical nodes were investigated; small-world (network theory), 

polyhedral dynamics, artificial intelligence (particle swarm optimization).  

  The single point contingency analyses are those traditionally 

performed by utilities and focus on identifying the single most critical element and 

focus on those elements which have a high failure rate, generally generation. 

Substations and transmission lines have lower failure rates when compared with 

generation.  Therefore, the faults of least concern to utilities are those that compose 

the easiest target for terrorist attack.  SCADA failures are not important in the 

traditional analyses, and obviously that is the vulnerable point of cyber attack in 

network vulnerabilities. Ultimately, the synergistic effects of multiple simultaneous 

damage sites that can be widespread also are not considered. The method that 

successfully identified those critical combinations of networks elements which if 

disrupted, it would possibly lead to a cascading series of events resulting in the most 

widespread damage is particle swarm analysis.   

 Watts reviewed the vulnerability risks that might occur in the actual 

electric power systems with the planning to consider adequacy and quality of supply, 

stability, reliability, and voltage collapse along with cost. He also implemented some 
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issues, and commented on some steps in NERC securing energy source.  The three 

kinds of threats occur in the power system are (Massoud, 2002):  

Attacks upon the power system 

 In this case, the target is the electrical infrastructure. Therefore, 

attacker will directly attack electrical infrastructure to cause a huge blackout. 

Attacks by the power system 

  Some installations of the power system could be used to attack the 

population by terrorists. For instance, terrorist may use the power plant cooling towers 

to spread chemical agents.    

Attacks through the power system 

  Some installations of the power system could be used to attack the civil 

infrastructures by terrorists. An electromagnetic pulse could be coupled through the 

grid to damage telecommunications and computing infrastructure.   

 In this research, only the first kind of threat will be considered for the 

investigation. Next, the responsibility of departments which relate to the vulnerability 

of the electric power system and guideline will be described. 

 

2.5 Security Measures for Electricity 

 The Department of Energy (DOE) is the lead government agency in 

the electrical energy sectors. The North American Electric Reliability Council 

(NERC) is designed by DOE to be the sector coordinator for the electricity sector. 

NERC has responsibility to assess sector vulnerabilities, to develop plans to reduce 

electric system vulnerabilities and alert electricity sector participants, to propose a 

system for identifying and averting attacks, and to assist reconstituting minimum 

electric system capabilities of aftermath. 

 In the security guidelines, the major components that relate to the 

protection of physical attacks are as follows (North American Electric Reliability 

Council, 2002): 

2.5.1 Vulnerability and risk assessment 

 Vulnerability and risk assessment is the first step to identify critical 

assets to protect their vulnerabilities, risks, and countermeasures. A method of 

prioritizing the criticality of assets, threats, and countermeasure strategies is used in 

this sector. This method requires subject matter experts to establish a structure risk 
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assessment process based on their judgments and assumptions.  The four steps in this 

process are: 

• Identification of assets and loss impacts 

• Identification and analysis of vulnerabilities 

• Assessment of risk and the determination of priorities for the protection of 

critical assets 

• Identification of countermeasures, their cost and trade-offs 

 The purpose of vulnerability and risk assessment is to identify 

vulnerabilities and to prioritize critical assets, risks, and countermeasures. 

2.5.2 Threat response  

 Threat response is a plan to assist the company to develop actions and 

plans to response the threats. The threat response is considered on the four levels of 

threat conditions: normal, low, medium, and high. The description of each threat 

condition is provided in Table 2.2. 

Table 2.2. Security measures following the level of threat conditions 
Level of 
threat 

condition 
When to apply Security measures 

Normal 

The security measures of 
daily condition are applied 
when there is not a known 
threat existing of terrorist 
activity or only a general 

concern exists in the 
electrical infrastructure area. 

 
1. The standard and procedure of a normal security operation 
will be provided.                                                                           
2. The access control measures by identification badges, photo 
IDs, or visitor passes will be required to work onsite for 
employees, visitors, vendors, and contractors.  
3. The regular maintenance and inspection of electronic 
security equipment will be done by normal routine. 
4. The routine patrols will inspect all critical facilities.             
5. The critical facility personnel will be assigned to observe 
any suspicious activity.  
6. The incorporating security topics will be conducted in 
personnel meetings at critical facilities.                                         
7. The electronic access program and emergency response will 
be audited and reviewed annually.  
 

Low 

The security measures in the 
low level of threat condition 
are applied when a general 
threat exists of terrorism 
with no specific threat 

against the electric industry. 
The additional security 

measures above normal will 
be applied. 

 
1. The heightened threat level will require notification to on-
call critical facility management and security personnel.              
2. The heightened security level will be communicated to all 
personnel and contract workers at the critical facility.                  
3. Federal, state, and local law enforcement agencies will be 
notified of the heightened alert. 
4. The facility emergency action plan will be reviewed to 
ensure the current status is maintained and preparation for 
changes in alert levels is adequate.                                 
5. All deliveries will be monitored.                                               
6. All gates, security doors and monitors for restrict accessing 
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to facility for security purposes will be ensured to be working. 
7. The additional critical facility measures can be identified 
and implemented as appropriate. 
 

Medium 

 
 
 

The security measures of 
medium threat condition are 
applied when an increased 
and more predictable threat 

exists of terrorist in the 
electrical infrastructure 

areas. The additional security 
measures from normal and 
low threat condition will be 

applied. 

 
1. The back up control centers will be opened to support 
critical facilities as appropriate.                                                     
2. The security plan restricts the parking area around critical 
facilities. 
3. Either electronics monitoring equipment or patrol 
procedures will be actively monitored 24/7.                                  
4. Deliveries should be confirmed by receiving person or 
departments.    
5. The visitors and their vehicles will be inspected and 
escorted before entering the critical facility.                                 
6. Non-essential tours and visits will be postponed.                      
7. A periodic inspection of site’s fuel will be performed.             
8. Any inoperable essential units or other essential equipment 
to repair or maintain will be returned back to service as soon 
as possible.                                                                                     
9. All public access areas will be closed. 
 

High 

The security measures of 
high threat condition is 

applied when an incident 
occurs or credible 

intelligence information 
received by the electric 

industry indicating a terrorist 
act against the electric 

industry. After applying the 
threat level from normal to 

medium condition, the 
additional security measures 

also need to be applied. 
 

 
1. The on-site personnel will be briefed on emergency 
procedures and emergency conditions.                                          
2. All personnel will be explained and clarified about the 
affected location.                                    
3. Non-essential personnel will be sent home depending on the 
nature of threat or incident.                                                            
4. All tours and visits will be discontinued.                                   
5. Suspension of maintenance work on essential equipment 
except that determined to be emergency work will be 
considered.                                         
6. Emergency response personnel will be provided for every 
shift.                                      
7. All entrances and critical service facilities will be 
continually monitored or secured to limit the access for only 
authorized persons; unauthorized intrusion into critical 
facilities will be controlled by using alarm systems, CCTV 
systems, smart locks, unique key systems, access card 
systems, or security personnel such as roving or fixed security 
patrol or staffing.  
8. All vehicles will be inspected before entering to the facility.   
9. The plans for additional measures specific to the facility as 
appropriate will be identified and implemented. 
 

 

 Normal threat condition is the situation when no known threat exists of 

terrorist activity or only a general concern exists about criminal activity. Low threat 

condition is a general threat exists of terrorist or increased criminal activity with no 

specific threat against the electric industry. Medium threat condition is an increased 

and more predictable threat exists of terrorist or criminal activity directed against the 
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electric industry. High threat condition is an incident occurs or credible intelligence 

information received by the electric industry indicating a terrorist or criminal act 

against the electric industry. This level needs the maximum security measures. 

2.5.3 Emergency plans 

 Emergency plans relate to preparation for a terrorist threat by 

coordinating with appropriate law enforcement officials. Ensuring key participants 

have skills and knowledge to carry out the plans. The effective emergency plans 

include: formal mutual assistance agreements under law enforcement and state 

emergency preparedness officials, flexible and appropriate contingency plans, a 

formal and defined emergency management process, a notification process for 

employees, contractors, and venders, emergency preparedness plans to address cyber 

or physical security counter measures, and training programs for key responders. The 

elements that need to be considered for an overall company emergency plan include: 

• A broad description of the Emergency Management Organization (EMO). 

• Describing emergency response priorities in general. 

• Identifying a person or group responsible for developing and testing the 

plan. 

• Updating the plan in a periodic basis. 

• Annually testing the plan. 

• Modifying the plan from lessons learned after significant emergency 

events. 

   The response plan should be flexible enough to adapt to various levels 

of threats. The specific threats need more security measures. 

2.5.4 Continuity of business processes 

  Continuity of business processes establishes plans to rearrange 

physical operations and allow company to decrease the likelihood of prolonged 

interruption. A business recovery plan is considered and the key functions in the plans 

need to be relocated. The minimum acceptable level for continuing operation is 

required. In the business recovery plans, the process elements are:  

• Designing person or department to develop, maintain, and test the business 

recovery plan. 

• Specifying the emergency plans for individual critical functions. 
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• Preparation, systems activation, and relocation of personnel need protocols to 

activate the business recovery plan. 

• Annually testing the business recovery plan, reviewing the lesson learned, and 

revising the plan as requirements. 

• Ensuring that key personnel are aware of the business recovery plan 

requirements by training.  

2.5.5 Communications 

 Effective communications can properly and quickly respond to threat 

or disruption. Companies should consider implementing items to assure timely and 

proper response to a security incident: 

• Establishing contact with FBI division headquarters for the service territory 

and 24/7 single point of contact. 

• Participating in the FBI InfraGard Program. 

• Developing liaison with state police, National Guard, Office of Emergency 

Preparedness, State Homeland Security Office, and officials having regional 

mutual aid jurisdiction. 

• Providing pre-plan of critical sites to law enforcement. 

• Developing and keep updating emergency response plans. 

• Previewing the NERC threat guidelines to internal operating groups to ensure 

that everyone understands the guidelines. 

• Notifying internal organizations to deal with the release of system information 

and carefully reviewing all information requested having a legitimate origin. 

2.5.6 Physical Security 

 The main point of physical security is to mitigate the threat of the 

organization including deterrence, prevention, detection, communication, response 

and corrective actions. Companies should consider the physical security systems 

required for critical facilities following: 

• Fencing and gates to restrict access to facility for security purposes. 

• Limiting access to authorized persons by using smart locks, unique key 

systems, access card systems, or security personnel. 

• Accessing control measures by photo ids, visitor passes, or contractor ids to 

identify all personnel, visitors, vendors, and contractors.  
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• Monitoring entry and unauthorized intrusion into critical facilities by using 

alarm systems. 

• Surveillance cameras or CCTV systems use to record activities of specified 

facilities for remote access controller.  

• Roving or fixed security patrol or staffing. 

• Vehicle barriers or projectile barriers. 

• Security survey and comprehensive security awareness program. 

 Based on changes in threat levels, scenarios, and categories, physical 

security can be increased. Furthermore, the objective of aggressor should be 

considered following terrorist actions: 

• Destroying or damaging critical facilities, property, or equipment. 

• Stealing or damaging critical equipment, materials, or information. 

• Posing a threat to the safety of personnel or customers and creating adverse 

publicity. 

2.5.7    Protecting potentially sensitive information  

 Protecting potentially sensitive information can reduce the likelihood 

information that people will attempt to damage critical assets or operations. The 

sensitive information is any information that can be used to select or gain information 

about a potential critical infrastructure target by intending to damage facilities, disrupt 

operations, or harm individuals. Companies should exercise judgment with the 

processes to respond to disclosures of sensitive information appropriately to address. 

The examples of the sensitive information are function and physical location, network 

topology maps, exposed/unprotected assets, unmanned assets, hazardous materials 

locations, contingency facilities, vulnerability or risk assessment documents, facility 

limitations, physical and cyber security plan, heightened risk operating procedure, 

emergency response, personnel information, energy sources, and communication 

assets and procedures. 
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2.6 Risk Management of Threats, Vulnerabilities, and Consequences in the Critical 

Infrastructure Protection 

 Risk assessment relates to the integration of threat, vulnerability and 

consequence information. On the other hand, risk management relates to decisions 

and action on protective measures in strategy for risk reduction. The methodologies 

consist of the constituents below (Moteff, 2004):  

2.6.1  Identify assets which are the most critical 

 Every infrastructure consists of necessary assets. Those assets are 

based on the type of infrastructure; for example, the assets of risk management are 

defined as people, activities and operations, information, equipment, and materials 

(Roper, 1999). This is the first process to determine which infrastructure assets will be 

included in the study. After that the most critical asset and the measure of 

consequence associated with loss or degradation are defined respectively. 

Consequence can be classified as economic, financial, environmental, health and 

safety, technological, operational, and time. If the control center of production line 

cannot function properly, not only is the production disrupted, but also it can result in 

the loss of life, property and environment damage. 

2.6.2  Identify, characterize and assess threat 

  Threat was defined by Roper as “any indication, circumstance or event 

with the potential to cause loss or damage to an asset”. The threat is characterized in 

type, intent or motivation, capability, method, and trend.  These details of threat can 

assist to assess the vulnerability and risk. The useful information of the threat can be 

obtained from the intelligence community, law enforcement, specialists, news reports, 

analysis of past incidents, and who think like terrorist. Assumptions and speculation 

normally are necessary due to deficient information.  

2.6.3  Assess the vulnerability of critical assets to specific threats 

  Vulnerability is defined as “a weakness that can be exploited to gain 

access to a given asset” (Roper, 1999). The U.S. Coast Guard also defines it as “the 

conditional probability of success given that a threat scenario occurs”. Weakness to 

make a critical situation can be classified as physical, technical, operational, and 

organizational. The American Petroleum Institute and the National Petrochemical & 

Refiners Association (API/NPRA) are three steps to assess the vulnerabilities:  
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• Determine how an adversary could carry out a specific kind of attack 

against a specific asset. 

• Evaluate existing countermeasures for their reliability and their 

effectiveness to deter, detect, or delay the specific attack. 

• Estimate current state of vulnerability and assign it a value. 

  The vulnerabilities of an attack can be assessed using four questions 

(U.S. Coast Guard, 2003):  

• Is the target available? (Is it current to relate to the adversary’s ability to 

plan and operate?) 

• Is it accessible? (Is it easy to get to target?) 

• What are the organic countermeasures in place? (What is the security 

plan, communication capabilities, intrusion detection systems, guard 

force?) 

• Is the target hard? (based on target design complexity and material 

construction characteristics)  

2.6.4  Determine the risk 

 “Probability of loss or damage, and its impact” is the definition of risk 

(Roper, 1999). Equation (1) shows how to calculate the expected loss (U.S. Coast 

Guard, 2003).  

Expected loss = Estimated adverse impact caused by a successful threat/attack 

scenario × the probabilities associated with threat and vulnerability        ……… (1) 

 The six categories of impacts are death/injury, economic, 

environmental, national defense, symbolic effect, and secondary national security 

issues (U.S. Coast Guard, 2003). The severity scale 1 to 5 based on benchmarks is 

used to measure the potential of impact of each category. The severity varies from 

high to low depends on off-site (large scale) or on-site (small scale) and certain or 

possible (American Petroleum Institute and the National Petrochemical & Refiners 

Association, 2003).  

2.6.5  Identify the way to reduce risk 

 The method to reduce risk can be to minimize threats, vulnerabilities, 

impacts or consequences. Multiple countermeasures can reduce risk for a particular 

asset or can assess to their net effects. Cost of countermeasures can be considered in 

time, impact on staff, customers, and vendors. 
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2.6.6  Prioritize risk reduction activities based on a risk reduction strategy 

  Countermeasures are characterized by their impact, risk, feasibility, 

and cost. Priorities will be set after the decision makers come to a consensus of risk 

reduction strategy. A cost-effective selection process is suggested to set the priorities. 

Risk cannot be eliminated but can be reduced to an acceptable level with protection 

that costs less than a reasonable percentage of the total asset value (Roper, 1999). 

 Wallace et al. studied the improvement of understanding and 

supporting for the management of critical infrastructure interdependencies in large-

scale with disruptive disaster. Jain and McLean also established the integrated 

distributed simulation models for all aspects of incident management in emergency 

situations for manmade and natural incidents. It can be classified as prevention, 

preparedness, response, recovery and mitigation.  

Prevention 

 The vulnerability analysis applications are focused on the evaluation 

and assessment of physical security features and strategies, policies and procedures. 

Shortcomings can be reduced or eliminated. Actions can be taken to prevent or 

mitigate the occurrence.  

Preparedness 

 This phase includes planning training and system testing such as 

warning systems, inventories of food and medical supplies.  

Response 

 This phase includes evaluation of impacts of incidents, alternative 

response actions and strategies based on current impacts. The example of this state is 

rescue teams and fire fighting.  

Recovery 

 An evaluation of long term impact of an incident and recovery actions 

is recommended. An evaluation of alternative restoration actions and strategies based 

on the current and projected impact will be done; for instance, disaster relief funds 

and rebuilding assistance.  

Mitigation 

 Post-incident activities can be used to evaluate alternative loss 

reduction measures using the data for past incidents. Building codes and insurance 

programs are also the example of the mitigation strategies. 
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 The emergency response depends on identifying assessing and 

mitigating the effects of the impact in order to restore essential services (Wallace et 

al., 2001). The mitigation and preparedness strategies are used to reduce the impact 

from threats before the attack occurs. On the other hand, the response and recovery 

strategies are used to reduce the impact from threat after the attack occurs. Only some 

threats are possible to be reduced but not to be eliminated their probability of 

occurrence. Moreover, management strategies also require to cope with aftermath 

such as loss or degradation of services. The pre-event strategies of mitigation and 

preparedness are to increase the understanding of how to respond to the disrupt events 

by model-based tools for supporting organizational response to those events. The 

post-event strategies of response activities are to identify feasible alternatives for 

providing service and to assist in developing new approaches to service restoration.   

 Three stages in the decision support for response and restoration are: 

impact assessment stage, response stage, and restoration stage. The identifying of 

impacts from disruption on physical components of infrastructure is performed in the 

impact assessment stage. The normal operations model is used to assess feasibility of 

infrastructure system to meet demand including prioritized unmet demands and is 

performed in response stage. The restoration stage concerns the post – disruption 

network configuration and the restoration model, including disabled supply, 

transshipment, and demand nodes, disabled arcs between nodes, reduced supply, 

reduced or increased demand and reduced arc capacity. 

 Under normal conditions, all demands in the infrastructure are met. 

The objective of the normal operation model is to optimize the cost with constraint 

requirements in the infrastructure network. In the assessment stage, the initial 

activities when an incident occurs need to be assessed to identify the likely impact on 

physical components of infrastructure systems, the potential loss of service, the 

impact on the safety of humans, and the effect on the security of sensitivity systems in 

the natural and built environment. In the response stage, the normal level of demands 

cannot be met. The desired demand levels are prioritized, and feasible solutions are 

determined. The capabilities of functioning supply points are used to revise prior - 

event levels of service to determine level of service possible while operating at less 

than full capacity. If at least one feasible solution is detected, the response to the 

incident can proceed. In the restoration stage, the way to implement restoration 



Texas Tech University, Vanlapha Santithammarak, December 2011 

 
28

strategies is developed for restoring services with available physical and personnel 

resources. Time is an important factor that needs to be considered for selecting the 

restoration strategy. 

 The additional sections of management needed to consider for 

emergency situations are (Jain & McLean, 2006): 

• Manage site security 

‐ Analyze incident 

‐ Plan response to incident 

‐ Dispatch police teams 

‐ Plan escape route 

‐ Attempt capture of terrorists 

‐ Direct public movement at the incident site 

‐ Isolate injured at the incident site 

‐ Determine performance metrics 

• Manage fire response 

• Manage emergency medical response 

• Manage investigative agency response  

• Manage traffic 

• Communicate with first responders 

• Communicate with general public 

• Define simulation study parameters 

  In risk assessment of power systems, at least three important tasks are 

included in risk management: performing quantitative risk evaluation, determining 

measures to reduce risk, and justifying an acceptable risk level(Li, 2005). To create 

the indices representing system risk is the purpose of the quantitative risk evaluation.  

Power system risk evaluation is associated with four tasks: determining component 

outage models, selecting states and calculating their probabilities, evaluating the 

consequences of selected system states, and computing the risk indices. Many 

components are involved in the power system such as generators, transmission lines, 

cables, transformers, breakers, switches, and the variety of reactive power source 

equipment. The outages of component cause the system failure. The independent and 

dependent outages are two classes of the component failures. Repairable outages are 
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considered but the traditional risk evaluation does not consider aging failures. State 

enumeration and Monte Carlo simulation are the basic methods to select a system 

state. The state enumeration is efficient in case of the failure probabilities of 

components quite small but is not considered in complex operating conditions. 

Conversely, Monte Carlo method is suitably used with the condition of complex 

operating conditions and a large number of component failures. Two basic aspects of 

the system state analysis are system adequacy and system security. The static 

conditions not including system dynamic and transient process relates to system 

adequacy. The response of the system to perturbations is associated with system 

security. 

 The Infrastructure Vulnerability Assessment Model (I-VAM) was 

developed by Ezell. The I-VAM model is used to quantify vulnerability which is 

defined as a measure of system susceptibility to threat scenarios. In Ezell’s study, the 

medium size public water system was studied with this model. Not only the water 

system but also other infrastructure such as SCADA and distributed control systems 

(DCS) can be examined with this model. The requirement is the subject matter expert 

needs to establish the value functions and weights to access the protection measures 

of the system. 

 Risk analysis of terrorist attack was studied by Cox. The attacker will 

take the full advantage of the remaining weaknesses. Regardless which technical 

options are used, treating attackers as intelligent opportunists rather random variables 

appears promising for overcoming key limitations of purely probabilistic modeling 

approaches. How likely an attack will succeed depends on the attacker’s response to 

the defender’s preparations. The model of attacker actions is not as a random event 

but is the result of intelligent, goal directed choices that are responsive to information 

about defenses and about success or failure of attempted actions.  The general formula 

to set the priorities of protecting U.S. infrastructures against is shown in the following 

equation (2):  Risk = Threat × Vulnerability × Consequence ……… (2) 

 However, there are some the potential limitations in equation (2) that 

could reduce the ability to guide resource allocation to optimize the risk reductions. 

Therefore, this research focuses on the identification of the potential limitations from 

equation (2). Cox considered the failure to adjust for correlation among its 

component, nonadditivity of risks estimated using the formula, inability to use risk-
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scoring results to optimally allocate the defensive resources, and intrinsic subjectivity 

and uncertainty of threat.  Four technical options of modeling were developed: 

decision tree analysis, probabilistic activity AND-OR networks, project planning 

model for terrorist attack, and hierarchical optimization.  

 The decision tree analysis shows the possible events generalized tree 

with choice of nodes as the attack sequences. The decision of attackers depends on the 

information of the node. Backward dynamic programming is used to optimize the 

risk. However, if the decision choices are very large, it is difficult to formulate the 

tree. Probabilistic activity AND-OR networks relate to the stochastic activity 

networks which are used to represent the attack opportunity. Each node represents 

activities and each activity has its own probability of being successfully completed if 

it is attempted and requires a specified amount of time to attempt. Arcs represent 

precedence constraints. The optimal index policy (Denardo et al., 2004) is used to 

choose the most capable remaining path forward and given the outcomes of activities 

and abandoned when there is no attractive path forward.  Project planning models of 

terrorist attacks is used to represent the interdependent tasks that terrorist must 

successfully undertake to complete planned attacks including the order of tasks to 

attack and calculated the overall probability of successful completion from the 

successful individual tasks. Hierarchical optimization is used to optimize allocation of 

defensive resources focused with the best response adopted by attackers. Two or more 

hierarchical optimizations are used in this research.  

 

2.7  Emergency Management and Threat Response 

 The response and coordination during emergency events has been 

studied using various goals. Comfort and Haase provided the analysis of the 

emergency response system in New Orleans from hurricane Katrina. The content of 

news reported in major New Orleans newspaper was used to obtain knowledge 

concerning a network of organizations that were in contact with each other during the 

hurricane and aftermath. Their analysis identified all organizations involved in the 

responses and interactions between them. The analysis of coordination respond to 

extreme events among various organizations following the terrorist attack on 

September 11 has been also studied by Comfort and Kapuc. The auto-adaptation is 

proposed to improve the inter-organizational performance in extreme events. The 
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concept of this model is based on individual, organizational and collective learning in 

recurring risk environments and conducted by a shared goal. 

 The various phenomena described as emergent groups(Dynes, 1970), 

the effect of trust on the emergency response operation (Krackhardt & Stern, 1988), 

and boundary spanners(Kapucu, 2006), can be profitably studied by using the 

different organizations as the smallest unit of analyses. To understand how the 

emergency response adjusted to the situation of perturbation, the descriptive and 

normative models should be noted by the alleviated need of the affected population 

(Uhr & Fredholm, 2006). Normative models have been manipulated by command and 

control models. The one concern with major command and control model is its 

inability to account for the emergency of unpredicted or new groups and tasks within 

the emergency response system (Quarantelli, 1998). Network methods are used to 

gather the structural data concerning the relationship in the various personnel 

involved to the emergency response (Uhr & Johansson, 2007). 
 There are many methods used to analyze an emergency response 

system. One of those was aimed to achieve a better understanding of the emergency 

response management, taking on a system perception using a variety of relationships, 

which develop between personnel belonging to the organizations (Uhr, Johansson, & 

Fredholm, 2008). These are part of the emergency response operations. They found 

evidence that the emergency response operation to some extent deviated from the 

plans that were established before emergency. Their method is based on three sources 

of evidences: analysis of documents pertaining to the emergency, interviews with 

agents involved in the response operation, and social network analysis.  The key part 

in this method is network analysis because the important people can be interviewed 

and demonstrated the connections among people who were involved in the response 

operations can be identified. 

 Invernizzi et al. studied an emergency situation of electrical networks. 

The factors that need to be considered are building, maintenance, losses, and cost of 

disruptions that may affect the Medium Voltage (MV) networks. The objective is to 

minimize cost of networks and to achieve optimal network configuration. Heuristic 

methods are a good option to find the optimal solution. The sufficient approximate 

optimal solution also has been applied to solve this problem (Muscas, Pilo, & 

Palenzona, 1996). The three phases of preparation, crisis, and recovery will vary in 
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duration (Rose, Oladosu, & Liao, 2007). The ability and speed of a system to recovery 

from a shock can be categorized to be inherent and adaptive. Inherent is the ability 

under normal conditions. Adaptive is the ability in the crisis state due to 

resourcefulness or additional exertion. 

 

2.8 Counterterrorism and Antiterrorism 

 The most common strategies to prevent and eliminate terrorism are 

counterterrorism and antiterrorism (Paniagua, 2006). Counterterrorism consists of 

military forces, technological intelligence, human intelligence and profiling including 

race/ethnicity and behavior. On the other hand, antiterrorism focuses on either 

political or theological dialogues. If the purpose is to end terrorist threats, the first 

thing that is needed to be done is to understand how terrorists see the world. To 

understand what terrorists think and their behaviors might help to find the attractive 

targets and methods to attack from terrorists’ point of view. The characteristics of 

terrorists are insane, illogical, self-destructive, immoral, not interested in peaceful 

solutions and welfare and education in the communities (Paniagua, 2006). Terrorists 

have their own sense of morality that can serve their core of identity.  Their morality 

is opposite to our morality. Not only do terrorists want to support their acts of terror 

but also they are interested in welfare in their community.  

 Game theory as originally described by Luce and Raiffa in 1957 is a 

valuable foundation of analysis for apparent competition between Department of 

Homeland Security (DHS) and terrorist guidance. Bier summarized the works that are 

original to research in security problems in beginning of the 1960s. Even though game 

theory provides the best alternatives of analysis, both sides might not have common 

information on all of the numerous possible actions, and reactions into the future 

might not be identified (Keeney, 2007). In 2007, Bier et al. investigated an attacker 

and defender model where defender should strengthen the position and where the 

attacker observes the defender’s action. Both act strategically and the defender does 

not know the preference of an attacker. Since the target can be changed, the 

probability of a successful attack can be reduced with a limited number of potential 

targets although the defender’s preference of a centralized resource allocation strategy 

is indicated. The large statistic data set of terrorist acts and their possible 
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consequences cannot be found. Then the terrorist actions and possible consequences 

are difficult to accurately understand. 

 
Figure 2.7. Decision of homeland security with terrorist and public action 

(Keeney, 2007) 

 Figure 2.7 shows decision steps follows: initial homeland security 

decision, terrorist action, second homeland security response, terrorist response, and 

public reaction response. Integrated risk management was suggested to use an 

allocation decision making of anti-terrorism resource by Parnell et al. (2005). A 

similar model was suggested by Buckshaw et al. (2005) to evaluate company 

alternatives in the competitive markets. 

 Keeney studied and developed a model to support antiterrorism 

analysis. Two submodels were used: one for the DHS and another for terrorist 

organizations. The value model for terrorist organization decisions is based on what 

the decision maker wants to achieve, the value models make objectives explicit and 

quantify what the decision maker hopes to achieve, and lead to knowledge related to 

selecting a course of action. Both models design anti-terrorism alternatives and 

recommend terrorist priorities and actions are very useful. The study concerned only a 

single terrorist whose main objective was to obtain plutonium to create a bomb or 

aerosol device. The terrorist objectives are to maximize the amount of plutonium 

obtained, to maximize the purity of the material stolen, and to minimize the personal 

radiation danger. 

 

2.9 High Powered Rifle 

 Rifle attacks on physical assets of electric generating and distribution 

systems have occurred; so far these attacks have not been made by terrorists but by 

individuals who got some enjoyment from shooting at unusual targets. High powered 

rifles are different from hunting rifles because they are made for a specific purpose, 
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especially for sniping (Violence Policy Center, 1999). High powered rifles are 

purpose – designed weapons of war and may enable precisely firing on a target from a 

long distance. There are two broad categories (Jane's Defence Weekly, 1993): 

modified versions of standard military or sporting rifles and purpose-designed 

weapons. Purpose-designed high powered rifles are designed for the purpose to kill 

humans and to destroy materiel targets such as light armored vehicles and aircraft 

from a long distance. The capability and characteristics will be explained in next 

section. 

 Capabilities of high powered rifles are described using three 

characteristics (Violence Policy Center, 1999): accuracy, range, and power. 

Consistent accuracy is the most important attribute of the true high powered rifle 

because the sniper’s goal is to hit the target with precision. From FBI statistics, the 

average shot of police snipers in United State is approximately 72 yards. Rifles still 

need to retain the capability to hit an apricot size target at extended distance (James, 

1998). The apricot size frequently is referred to a circle of about 2 inches in diameter. 

Therefore, snipers call this spot “apricot”, which is the target to achieve the goal of 

“one shot, one kill”. In addition, when aiming at the given spot, the rifle must 

consistently deliver the round to that spot. Also, the rifle’s accuracy must be 

maintained by snipers to make standard adjustment even when there are variables 

such as wind, distance, altitude, and elevation differences between the rifle location 

and the target.  

 The range that high powered rifles can be used with the great accuracy 

is much greater distance than normally occurs with hunting or sport rifles. The range 

to shoot for hunting is about 150 to 200 yards (Gresham, 1998). On the other hand, 

military snipers can target from 400 to 800 yards, and the range can be doubled or 

trippled if they use .50 caliber guns. The confirmed longest kill range in sniper history 

is 1.42 miles in Vietnam (Killer Competition or How Real Snipers Spend the 

Weekends, 1998). This range is more than ten times of that normally used with rifles 

for hunting.  A .50 caliber high powered rifle has maximum range of 5 miles. Even 

though the range of high powered rifle is a long distance, a sniper still prefers a close 

shot because the consequences of missing the target are more serious than when 

missing a target on the battlefield.  
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 The .50 caliber guns are the most destructive rounds fired from rifles 

legally available, and they are the largest round of common ammunition that is 

available for civilians (Violence Policy Center, 1999). The .50 BMG (Browning 

machine gun) round is the most powerful cartridge in high powered rifles. This round 

was initially developed as an anti-tank round during World War I. The original role of 

high powered rifles was to destroy armored vehicles, helicopters, aircraft, concrete 

blocks and other targets at ranges up to 2000 meters. A sniper can also wreak 

devastation by destroying exposed equipment of infrastructure such as switches, 

transformers, generators, radar, communication elements, and power networks beyond 

the range of guard control when a facility is guarded. A rate of fire with acceptable 

accuracy is around 10-11 rounds per minute. Several rifles that are less powerful than 

the .50 caliber likely have sufficient accuracy, range, and power to damage hardware 

targets. The .50 caliber rifle is discussed here because it is widely available and has 

destructive capabilities.   

 

2.10 Electric Power Substation Physical and Electronic Security 

 Intrusions upon electric power substation were identified. Various 

methods and techniques used to alleviate physical intrusion were discussed and 

presented by the Institute of Electrical and Electronics Engineer in 2000. The survey 

questionnaire was used to identify protection methods and techniques. Unauthorized 

personnel accessing to substations is an increasing problem to the electric industry. 

Intrusion may cause loss, damage, and malfunction of equipment and facilities. They 

focused on the protection from human intrusions upon three stages of substation: 

undeveloped stage, construction stage, and operational stage. Each stage has different 

intrusion concerns (Table 2.3). Theft and vandalism in construction stage are 

increasing concerns from undeveloped stage. Sabotage of operational stage becomes 

more concern than that of undeveloped and construction stages. There are four types 

of intrusions: 

‐ Pedestrian: A person walks into substation either by accident or on purpose of 

vandalism, theft, dumping, and illicit activities. 

‐ Vehicular: A vehicle driven into substation either through an open gate or the 

perimeter fence or wall. The purpose of this intrusion may be the same in 

Pedestrian.  
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‐ Projectile: Objects thrown into the substation area may damage substation 

equipment or control room. Objects might be rocks, kites, bottles, missiles, 

explosives, and bullets.  

‐ Electronic: Interfere in telephone lines or other electronic-based media may 

disturb electronic devices. These devices can be microprocessor-based relays, 

fault recorders, automation equipment, computers, programmable logic controllers 

(PLCs), intelligent electric devices (IEDs) and communication interfaces. Many 

utilities connect to local area network (LAN) systems which allow relays and 

IEDs to share information like to transmit important system data directly to the 

control center of several utilities.  

Table 2.3. Stages and intrusion concerns 

Stages Intrusion Concerns 
Undeveloped stage attractive nuisances, dumping, vandalism, illicit activities, and sabotage 

Construction stage attractive nuisances, dumping, theft, vandalism, illicit activities, and 
sabotage 

Operational stage power interruptions, sabotage, electronic intrusion 
 

The intrusion considered in this research study focuses on only the 

operational stage and can be classified to be pedestrian and projectile types because of 

using explosive placement and bullets. There are many factors to influence general 

intrusions such as economic, location, aesthetics, labor conflicts, use of adjacent 

property, curiosity and ignorance, political unrest, joint-use facilities, and natural 

disasters. Parameters and events to influence specific intrusions as terrorist attacks 

may be different from general intrusions. This information can be found in Chapter 

III.  

Typical criteria for substation security include assessment of 

probability, frequency, duration and cost of occurrences, safety hazards, severity of 

damage, equipment type, number and type of customer served, substation location, 

design type, criticality of load and quality of service at existing substations.  Costs of 

occurrences and safety hazards are difficult to justify. Nonetheless, the most common 

parameter to implement corrective actions still obtain from the security survey results, 

which are physical injuries, criticality of load, and extent of damage. These are 

considered in new designs. Security methods are categorized to barriers, electronics, 

and other methods.  
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Barriers 

Fences: For the perimeter fence, various methods are used to limit access to 

substations, for example, adding top and bottom rails on fence sections, closed track 

roller systems to sliding gates, welding to prevent hinge pins and bolts from being 

easily removed, concrete curbing, double fencing, and increased fence height.  

Walls: Additional degree of security can be provided by using solid masonry or metal 

walls. Solid walls are more difficult to breach and may prevent direct line-of-sight 

access to equipment inside the substation, and vandalism such as gunshot damage. 

Entrance/equipment locks: All entrances and equipment such as cabinet and operating 

handles should be locked by nonreproducible key.  

Other barriers: Polycarbonate or other barriers on ladders and structure legs should 

be used to prevent energized equipment and bus access. 

Electronic 

Photoelectric/motion sensing: These devices can increase the effectiveness to 

perimeter security. On the other hand, they can create a nuisance from animal 

intrusions. 

Video surveillance systems: These systems require 24 hours monitoring, which are 

costly alternative. Microwave and infrared can be integrated to these systems to 

activate video camera, which devices can be alarmed and monitored remotely.   

Building systems: Intrusion alarm on control buildings includes magnetic contacts on 

all the doors, which can communicate through telephone network or SCADA systems. 

Computer security systems: There are three major components: identification, 

authentication, and auditing. Identification simply uses login username and password 

to identify who want to access to the systems. Authentication is the process to verify 

who is logging in. Auditing is to verify that the person accessing the data is 

authorized. Besides username and password, dial-back verification techniques can 

protect the systems from external access. In addition, selective access, virus scan, 

encrypting and encoding also help to protect the systems from unauthorized 

personnel. 

Other methods 

Lighting: This method can minimize the tampering intruders.  

Landscaping: It should be carefully design, not to create the potential problems. 
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Building: Selection of building construction type should be proper for the level of 

security risk. The common features include steel doors with tamper-proof hinges and 

roof-mounted heating/air conditioning units.  

Patrols: Security patrol services should be considered in area where vandalism can be 

chronic problem at the critical substations.  

Special precautions for natural and/or catastrophic disaster: The appropriate 

planning can help to protect substation and personnel during the event. False alarms 

due to the impact of disasters can be wind and seismic activity, so security measures 

that might be activated by high wind or earth tremors should not use.  

Communications: Both internal and external communications to company can be 

effective controlling theft or loss. 

  Effectiveness of security methods was indicated by respondents from 

survey questionnaire in four types of substations: urban, suburban, rural, and 

industrial/commercial. Although the most common security methods to employ in all 

types of substations are lights, signs, and special locks, these method are not 

completely effective according to the majority of respondents. The security methods 

in the survey do not categorize which type of threat to protect from, but they just give 

all possible methods to protection from intrusion. Protection methods include lights, 

signs, locks, solid wall, security guard, manned station, optical alarms, fence, video 

camera, special equipment (metal-clad, polymer), door alarm (to SCADA), alarm 

system, motion detectors, and electronic protection. Only the data items which had 

rating of 100% (all respondents evaluating the effectiveness ranked it the same) are 

presented in Table 2.4. Degrees of effectiveness are very effective to completely 

effective (Table 2.4, Part A) and somewhat effective to effective (Table 2.4, Part B). 

Electronic devices appear to be the most effective methods. Manned security, video 

camera, and optical alarm appear to be less effective methods. Some methods were 

rated by only 1 or 2 respondents to obtain 100 percent of that effectiveness level, so 

those results might be not accurate. Moreover, there were no performance criteria 

used for judgment and no comparison of effectiveness among those methods. Hence, 

they could not clearly identify the specific or overall level of effectiveness to protect 

against particular threat or various types of threats.  
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Table 2.4. Effective security methods in different degrees 

A 

Very Effective to Completely Effective Security Methods in Different Types of Substations 
Urban Suburban Rural Industrial/Commercial 

Alarm System, 
Motion Detectors, 
Electronic protection 

Door alarm (to SCADA), 
Alarm system, Electronic 
protection, Motion 
detectors 

Passive and microwave 
systems, Alarm system, Door 
alarm (to SCADA), Motion 
detectors, Electronic 
protection 

Door alarm (to SCADA), 
Alarm system 

 

B 

Somewhat Effective to Effective Security Methods in Different Types of Substations 
Urban Suburban Rural Industrial/Commercial 

Manned station, 
Video camera 

Security guard, Manned 
station, Video camera, 
Optical alarm 

Manned station, Optical 
alarm, Special equipment 
(metal-clad, polymer) 

Manned station, Video 
camera, Optical alarm 

 

2.11 Simulation Software 

ARENA is a discrete event simulation software tool which helps users 

to exhibit, predict, and evaluate the effective, efficient and optimized performance of 

systems. ARENA is the combination of high level simulator and flexibility of 

simulation language for the easy uses (Kelton, Sandowski, & Sturrock, 2003). This 

software can be applied in the areas of airports, health care, logistics, supply chain, 

manufacturing, military, business process, call center, steel, paper, mining, ports, and 

other applications (Swain, 2007). 

 

2.12 C++  

C++ is the general programming language that uses essentially C with 

the extensions for object-oriented programming (OOP). The clear explanation C++ is 

mostly superset of C (Satir & Brown, 1995). C++ was developed for professional 

programmer with the tools which make it powerful and capable to do exactly 

following what programmers want (Albert & Breedlove, 2008). C++ is the most 

popular language because it can interface with most hardware and software or other 

programming languages. Furthermore, it takes less time to run the program when 

compare with other languages.  
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CHAPTER III 

METHODOLOGY 

 

 The objective of this research is to investigate the attack modes against 

electric distribution systems by terrorists and others and to examine methods for 

protecting distribution system assets. To reach these objectives, the electrical assets 

that might be attractive for a terrorist to attack should be identified first.  

 

3.1 The Possible Targets of Terrorists in the Electrical Infrastructure 

 The electrical infrastructure components are power plant or generating 

stations, substations, and transmission lines. The level of difficulty in an infrastructure 

attacked is arranged from high to low as generating stations, substations, and 

transmission lines, respectively. Generating stations have operating personnel who 

will give an alarm whereas substations are in more remote areas and unmanned. 

Substataions, however, are more difficult to attack than transmission lines which 

extend over hundreds of miles, mostly in sparsely populated areas. The highest level 

of infrastructures to be attacked will cause the most damage and take the longest time 

to repair and recover the system. The lowest level of infrastructures will cause the 

least damage and take the shortest time to restore the system (Figure 3.1). This study 

will not consider the case of terrorists entering the power plant to damage assets 

inside because power plants have operators who will be able to give an alarm and may 

be able to offer some resistance. Thus, the possible way to do is that they might enter 

the power plant and place explosive that are timed or remotely triggered.  

Figure 3.1. Arranging the assets following, the easily attacked assets,  
         capability to cause blackouts, and time consumed to attack 
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 The target of terrorist attack to be considered here can include the large 

transformers of the generating stations or substations.  The possible way that terrorists 

might use to shut down the plant is to damage the large transformers outside the 

generating stations.  If they do this, the probability of successful attacks in generating 

stations is almost the same as an attack on the substations.  Only one factor that can 

make the situation different from a substation attack is that the generating plant 

always has employees present where the substations have no assigned personnel; the 

area near a generating station where transformers are located will not be staffed, but 

the nearby generating station may be alerted that an attack is in progress.  As was 

observation at a substation, there are no security or operations personnel around the 

electrical infrastructure areas. This leads to a conclusion that an attack on a generating 

station is more difficult and a higher risk to perform than is an attack on a substation. 

Of course, if terrorists can attack the generating stations, the damages may be more 

severe than will occur from an attack on the substations since the distribution network 

structure to distribute electricity is usually radial.  

 From the terrorist’s view, the transmission lines are another choice of 

target that can be attacked. Transmission lines can be attacked by shooting the 

insulator between a line and a pole. Shooting the insulator causes a short circuit of the 

line with the pole; then the temperature on the line will increase until the line fails and 

falls to the ground. The electricity then will run down to the electric grounds which 

are about 200 to 300 meters apart along the transmission line path. The severity level 

of a short circuit depends on what shorts together, the number of lines to short, and 

the distance of fault from generating stations or substations. A higher number of lines 

to short causes more severe damage. Two types of short circuit are the line to ground 

and the line to line. The line to ground short causes less severe damage than the line to 

line short. The level of severity from low to high is to short a single phase to ground, 

two phases to ground, three phases to ground, phase to phase, and three phases.  

Faults that occur closer to the generating stations or substations create more serious 

damage because the shorter distances between source and fault locations results in 

impedance being less than with longer distances between source and fault locations. 

The effect of a short circuit will not impact nearby substations around that area 

because relays will trip and isolate the troubled circuit to be out of service. The reason 

why the transmission lines might be the last choice for terrorists to attack is if they are 
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destroyed, time to replace and recovery the system is relatively short and damaging 

transmission lines cannot cause enormous damage because of the utilization of 

reliable electric protection devices. Therefore, this study will not consider the case of 

damage to transmission lines. Since transmission lines are very extensive in length 

and may be in remote areas, protection of lines and towers will be very difficult; 

however repairs are relatively easily performed.  From this point, the assets appearing 

to be the most attractive to attacker are large transformers outside generating stations 

and substations.   

 

3.2 The Possible Methods to Damage Transformers 

 The possible ways to damage the transformers are direct and indirect 

attacks.  

3.2.1 Direct attack to damage the transformers  

  Possible types of attacks to damage the transformers directly can be 

shooting with high powered rifles from long distance up to 1.5 miles or placing 

explosives near or on transformers. Rifle shots to the transformer may penetrate to the 

coils inside transformer and cause internal short circuits; if this occurs transformers 

that are powered will explode in milliseconds. The thickness of transformer case 

depends on the size of transformers. Larger transformers have the thicker cases 

because the transformer case is used to hold the oil weight inside transformers and 

provide the structural members that give the transformers structural stability. The 

larger transformer needs more oil insulator inside.  High powered rifles are easily 

obtained. High powered rifles are capable of penetrating transformer cases from long 

distances. The capability of high powered rifles to damage the assets is inversely 

proportional to distance from target due to loss of velocity. The optimal distance, 

time, and maximum damage may be a very important concern for terrorists.  

 Another type of attack to damage the targets can be made with 

explosives. Even though explosives are highly controlled in the United States, 

terrorists may be able to obtain them or to mix chemicals to make explosives. 

Therefore, this method still needs to be a concern. With a sufficient amount of 

explosives multiple transformers could be damaged by a single charge; however it is 

more likely that a smaller quantity of explosives would be placed on each transformer. 

The number of charges to be placed and set with triggering devices affects total time 
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to stage an attack; as the attack time increases, the probability of detection also 

increases. Thus, the use of explosives needs to be investigated to learn of methods and 

times for this type of attack.  

3.2.2 Indirect attack to damage the transformers 

 An attack on other equipment can cause damage to the transformers.  

The equipment that can be attacked to affect the transformer damage is bushings.  

Bushings are the insulators between a line and a transformer.  An attack on bushings 

can cause lines to fall down and short circuit transformers immediately with no 

protection from electric equipment designed to protect from short circuits.  This event 

can cause a fire that will burn through a transformer case and then cause a fire 

involving oil inside transformer; the transformer may explode within a minute.  

Another method to destroy transformer is to pour water into the cooling oil tank or 

reservoir. Moisture inside a transformer will not be detected since there is no moisture 

sensor.  Moisture levels are checked only when preventive maintenance is performed. 

The reservoir is used to control the appropriate oil level inside the transformer 

following the temperature. The tank on the top of a transformer in Figure 3.2 is an oil 

reservoir.  The oil is the insulator between coils of each phase.  If the reservoir is 

filled water inside, the oil will be mixed with water which causes the insulating 

property of the oil to be compromised.  Oil mixed with water from reservoir 

eventually flows into transformers. After that the transformer oil will be heated and 

will generate a flammable gas such as hydrogen and acetylene. With this condition, 

high pressure will be created and a transformer can explode in 50 to 100 milliseconds 

(Polpun, 2008). If the oil reservoir is elevated as is the one shown in Figure 3.2, 

access to the reservoir will require a ladder; in addition a terrorist will have to carry 

water to the transformer. While results of pouring water into the reservoir may cause 

extensive damage, it is thought that the amount of materials and time required for an 

attack will be so extensive that a terrorist will select other attack methods. 
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Figure 3.2. A reservoir on the top of a transformer at a substation 

  After examining the possible attack methods, attractive assets and 

types of attacks that terrorists might use to damage the target will be examined. From 

the defender side, methods and procedures to counter attacks and protect those 

electrical infrastructure assets need to be established. The objective of an attacker in 

this study is to destroy or damage critical facilities, property, or equipment. The 

measures of physical security and threat response focus to deter, prevent, detect, 

communicate, respond, and take correctively actions for mitigating the threat and 

reducing damages. The next section will describe the simulation model to be 

developed for this study.  

 

3.3 Simulation Models 

  All security measures in normal threat conditions following 

descriptions in the literature review with no patrol will be applied in the simulation 

modeling. The simulation model will be established following normal conditions with 

the threat which exists against to the electrical infrastructure. The probability of a 

successful terrorist attack in the normal threat conditions will be investigated; once an 

attack has been performed and damage inflicted this research will not consider actions 

to apprehend the attackers. 

 The simulation model for this section will be set up for only one 

generating station or substation. The possible schemes to attack the assets will be 

simulated in the models. After that those possible plans will be examined and 
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compared to find the best strategy which provides estimates of required times. 

ARENA simulation software will be used to model these situations.  

3.3.1 Set up the variables and conditions in the simulation model 

1. The number of transformers in every simulation model is seven. This number 

of transformers is found in some large substations. If there are more than 

seven, an attack would take somewhat longer, and if there were less than 

seven, the attack time would be reduced. However, the basic attack plan will 

not vary greatly. 

2. From one to three terrorists will be considered. 

3. Time to attack one transformer will be determined by modeling. 

 

3.4 The Conditions to Be Considered to Destroy Targets 

  This section will show all possible strategies that terrorists might use to 

destroy the target. Many conditions need to be considered as follows: 

3.4.1  The type of weapons (high powered rifles or any explosives) 

 The type of weapons will influence to time to successfully destroy, 

distance to attack and opportunity to completely escape. High powered rifles can 

shoot from a relatively long distance while explosives need to be placed near the 

equipment to be attacked. However, if high powered rifles are used for long enough 

distances such as 500 to 800 yards, terrorists can just stand at one point and change 

the angle to attack multiple targets without changing locations. There may be barriers 

that shield some targets, so shifting of locations may be required. The angle to aim the 

target is also a problem for points too close to the targets. Figure 3.3 describes those 

problems in the different distances from terrorist to target. The different standing 

positions of a terrorist are shown in numbers 1, 2, and 3; 1 shows a near distance 

attack point to target;  2 shows a moderate distance position;  3 shows the farthest 

distance that might have some barriers to block the terrorist’s view of target. If 

explosives are the weapon that terrorists use to attack, the angle of vision does not 

need to be considered because the explosives must be placed near transformers. 
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Figure 3.3. The different points of terrorist to attack the assets by using rifles 

 

3.4.2  Geography of generating stations or substation location (mountain or flat area) 

  The locations of generating stations or substations affect terrorist 

strategies; for example, the topography in Western Texas is flat and generally free of 

trees, but in other locations it will be mountainous or may have lots of trees. The 

distance, location, and time to aim and fire at the target will be different. Terrorists 

can shoot horizontally from long distances in West Texas but terrorists might need to 

aim at the target with an angle of depression in a mountainous location. Even when 

terrorists utilize explosives as the weapons an attack in a mountainous area the attack 

may be more different and may require more time because of the terrain.      

3.4.3  Distance to attack  

 The distance from the attacker to the target affects both damage 

capability and time to destroy the target. Terrorists can take a short time to aim at the 

target, and the weapon has more capability to damage the assets with a short distance. 

Conversely, terrorists need a few seconds longer time to aim at the target when 

shooting from a long distance.  

1.4.4 Barriers to block the terrorist’s view of targets 

  Barriers to block the terrorist vision can be buildings, trees, and other 

objects. The more barriers there are, the more difficult the attack will be. If there are 

many houses located in the target area, the location that terrorists can use to attack 

should be far away from occupied buildings because of the high potential that 

someone will notice suspicious activities and call police before an attack begins. 
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Noise from gunshots may alert nearby residents of an attack if the facility is close to 

occupied houses or businesses; total time available to stage an attack may be reduced 

due to alerts phoned in to law enforcement agencies. Their mission may not be 

achieved before police arrive.   

3.4.5 The number of terrorists 

 One, two, and three terrorists are considered. Multiple terrorists can 

damage targets one by one or can help each other to attack multiple targets 

simultaneously. 

3.4.6 Vehicles 

 Terrorists can use automobiles or all-terrain vehicles (Figure 3.4) to 

attack the assets depending on the geography of that location. Automobiles can be 

used in flat areas where the assets are close together. All-terrain vehicles (ATVs) are 

more flexible and can be used in rough terrain. The capacity of one ATV is up to 2 

people. One can drive and another one can shoot the target or each terrorist can have 

his or her own vehicle and targets.    

 
Figure 3.4. All Terrain Vehicle (ATV) 

 

 The conditions described previously create the different situations of 

terrorist attacks. The different strategies to attack the targets will be appropriately 

chosen following the different conditions and the outcomes will show in various 

ways. After many conditions are described, many strategies with an appropriate 

simulation model will be illustrated in the next steps. 
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3.5 Strategies to attack the transformers 

  Strategy 1 to Strategy 15 include strategies to attack by high powered 

rifles which can be direct attack to transformers or indirect attack to bushings above 

transformers. The difference between attack strategies will be the amount of time 

required to attack. Strategy 16 to Strategy 20 include strategies used to attack by using 

explosives or by pouring water in the reservoir.  

 

Strategy 1: One terrorist attacks all 7 transformers by standing in only one position 

with a high powered rifle at a distance between 500 and 800 yards. Figure 3.5 shows 

how to destroy the targets. The angle to aim at the target will be move in the 

horizontal axis. Time to use for attacking these targets is estimated to be less than 30 

seconds per shot.  

 
Figure 3.5. One terrorist shoots the targets by standing only one position 

 

Strategy 2: One terrorist attacks all 7 transformers by moving from one position to 

another to aim with a high powered rifle at a distance between 500 and 800 yards. The 

proper position can provide more accuracy and capability to damage because a side of 

the target is perpendicular to the bullet trajectory, so the time to destroy one target 

will be less than Strategy 1. Nevertheless, time to move from one position to another 

position must be included in the model from Strategy 1. Figure 3.6 shows the method 

to destroy the targets. The first target to be attacked can be started from the left most 

or right most transformers. From Figure 3.6, the first attack starts from the right most 
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tranformer and then moves following the arrow direction after successfully damaging 

a target.  

 
Figure 3.6. One terrorist shoots the targets by moving to the proper positions 

 
Figure 3.7. One terrorist shoots the targets with some barriers by moving to the 

 suitable positions 
 

Strategy 3: One terrorist attacks all targets by a high powered rifle with some barriers 

to block the terrorist vision at the distance longer than 800 yards. The appropriate 

positions are required for efficiently aiming and shooting the target from a long 

distance. Figure 3.7 shows the way a terrorist will attack with this circumstance. The 

direction of travel will follow the red arrow. The attack will start from the right most 

transformer and move to the next left transformer and so on. The position to attack 
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will be checked concerning how many transformers can be attacked from that 

position. All transformers that can be viewed from that position will be attacked; then 

the terrorist moves to the next suitable position to attack the next target. Time to move 

to the next suitable position should be longer than in Strategy 2 due to barriers 

blocking the terrorist view of some targets.  

 

Strategy 4: Two terrorists attack all targets by using high powered rifles. Both 

terrorists will help each other to attack each transformer from one position with no 

movement at a distance between 500 - 800 yards until all transformers are damaged. 

By attacking each target together at the same point, the time to attack each target 

might be reduced. On the other hand, if they attack from separate points, time to 

destroy the target will be the same as that in Strategy 1. Therefore, this model 

assumes that two terrorists must shoot at the same point on each target.  Figure 3.8 

shows the situation as described above. 

 
Figure 3.8. Two terrorists help each other to shoot the targets by standing only one  
                   position 
 

Strategy 5: Two terrorists help each other to destroy all 7 transformers together by 

moving to the proper position to aim with high powered rifles at a distance between 

500 and 800 yards. The proper position and the two terrorists can reduce the time to 

destroy one target from that of Strategy 2 and Strategy 4. The time to destroy one 

target in this Strategy will be less than in Strategy 4 since two terrorists help each 

other to attack each target. Nevertheless, time to move from one position to another 
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position must be included in the model from Strategy 4. Figure 3.9 shows the method 

to destroy the targets. The first target to be damaged can be started from the left most 

or right most transformers. From Figure 3.9, the first attack starts from the right most 

transformer and then moves together in the same way following the red and purple 

arrows. Red arrows show the directions of movement of the first terrorist. Purple 

arrows show the directions of movement of the second terrorist. Both terrorists attack 

the same target until it is damaged and then move to the next target. 

 
Figure 3.9. Two terrorists shoot the targets by moving to the proper positions 

 

Strategy 6: Two terrorists individually attack all targets by standing in one position. 

They will attack their own targets at a distance between 500 and 800 yards. If there is 

an odd number of targets, the first to complete his assigned targets attacks the 

remaining to target. Figure 3.10 shows the case of two terrorists separately attacking 

all targets.  

Moving Direction 
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Figure 3.10. Two terrorists separately shoot their own targets 

 

Strategy 7: Two terrorists separately attack their own targets by moving to the proper 

positions to aim with high powered rifles at distances between 500 and 800 yards until 

all targets are attacked. If there is an odd number of targets, the first to complete his 

assigned targets attacks the remaining to target.  The proper position can increase 

accuracy and has higher capability to damage, so the time to destroy one target will be 

less than in Strategy 6. Nevertheless, time to move from one position to another 

position must be included in the model from Strategy 6. Figure 3.11 shows the 

method to destroy the targets. The first two targets to be damaged should be started 

from the extreme left and extreme right sides. After the first two targets are attacked, 

both terrorists move to their own direction following red and purple arrows to attack 

the next targets. The directions of movement of terrorists are opposite but they will 

work toward the middle.  
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Figure 3.11. Two terrorists separately shoot their own targets by moving to the proper 
           positions 
   
  

 

Strategy 8: Two terrorists attack all targets which have some barriers to block the 

terrorist vision at distances longer than 800 yards by high powered rifles. The 

appropriate positions are required for efficiently aiming and shooting at the target 

from a long distance. Figure 3.12 shows the way terrorists will attack with these 

conditions. Two terrorists will shoot each target together until it is damaged and then 

move to the next target.  The moving direction will follow the red and purple arrows. 

Both terrorists will move together in the same direction. The attack can start from the 

right most transformer and move to the next transformer on the left and so on. The 

position to attack will be determined by how many transformers can be attacked from 

that position. All transformers that can be attacked from that position will be 

destroyed, and then they will move to the next suitable position to destroy the next 

target. Time to move to the next suitable position should be longer than in Strategy 7 

due to barriers interfering with the terrorist’s view of the target. 

Moving Direction 
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Figure 3.12.  Two terrorists shoot the targets together with some barriers by moving to 
 the suitable positions  

 

Strategy 9: Two terrorists separately attack their own targets which have some 

barriers to block the terrorist vision at a distance longer than 800 yards by using high 

powered rifles. The appropriate positions are required for efficiently aiming and 

shooting the target from a long distance. Figure 3.13 shows the way terrorists will 

attack under these conditions. Two terrorists will shoot their own target separately 

until targets are damaged and then move to the next targets.  The directions of 

movement of the first terrorist and the second terrorist can follow the red and purple 

arrows, respectively.  Both terrorists will move independently in opposite directions. 

The attack can start from the right most and left most transformers and move to the 

next transformers and so on. The position to attack will be determined by how many 

transformers can be attacked from that position. All transformers that can be attacked 

from that position will be destroyed and then they will move individually to the next 

suitable position to damage the next targets. Time to move to the next suitable 

positions should be longer than in Strategy 7 due to barriers blocking the terrorist’s 

view of the targets. 
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Figure 3.13 Two terrorists separately shoot their own targets with some barriers by  

moving to the suitable positions 
 

Strategy 10: Three terrorists help each other to attack each target by using high 

powered rifles with no movement at a distance between 500 - 800 yards until all 

targets are damaged. This model assumes that three terrorists must shoot at the same 

target simultaneously as explained in Strategy 4 to reduce time to destroy the targets.  

Figure 3.14 illustrates this situation. 

 
Figure 3.14.  Three terrorists help each other to shoot the targets by standing only one  
            position 

 

Strategy 11: Three terrorists help each other to destroy all 7 transformers together by 

moving to the proper position to aim with high powered rifles at a distance between 

500 and 800 yards. The proper positions and additional terrorists can reduce the time 

to destroy each target as in the description in Strategy 2 and Strategy 4. The time to 

destroy one target in this Strategy will be less than in Strategy 10 since three terrorists 



Texas Tech University, Vanlapha Santithammarak, December 2011 

 
56

help each other to attack each target at the proper position. However, the time to move 

from one position to another position must be included in the model from Strategy 10. 

Figure 3.15 shows the method to destroy the targets. The first target to be attacked 

should be started from the left most or right most transformers. From Figure 3.15, the 

first attack starts from the right most transformer and then move together in the same 

way following the direction indicated by the arrow. Three terrorists will attack the 

same target until it is damaged and then move to the next target. 

 
Figure 3.15. Three terrorists shoot the targets together by moving to the proper  

       Positions 
 
Strategy 12: Three terrorists individually attack all targets by standing on one 

position. They will attack their own targets at a distance between 500 and 800 yards. 

A terrorist will move to a new target after destroying a target. Figure 3.16 

demonstrates the attack plan of three terrorists separately attack all targets. 

 
Figure 3.16. Three terrorists separately shoot their own targets by standing on one  

  position 
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Strategy 13: Three terrorist separately attack their own targets by moving to the 

proper positions to aim with high powered rifles at a distance between 500 and 800 

yards until all targets destroyed. The proper position can reduce the time to destroy 

one target as the reason in Strategy 2, so the time to destroy one target in this strategy 

will be less than in Strategy 12. However, the time to move from one position to 

another position must be added in the model from Strategy 12. Figure 3.17 shows the 

method to destroy the targets. The first three targets can be started from the left most, 

right most, and the third target from left. After the first three targets are attacked, 

terrorists move to their own direction following red, purple, and pink arrows to attack 

their next targets. The directions of movement of the terrorists will be toward the 

middle. 

 
Figure 3.17. Three terrorists separately shoot their own targets by moving to the  

proper positions 
 

Strategy 14: Three terrorists attack all targets which have some barriers to block the 

terrorist vision at a distance longer than 800 yards by using high powered rifles. 

Appropriate positions are required for efficiently aiming and shooting the target from 

long distance. Figure 3.18 shows the way terrorists will attack with this surrounding. 

Three terrorists will shoot each target together until it is damaged and then move to 

the next target.  The direction to move will follow the moving direction arrows. Three 

terrorists will move together to the same direction. The attack will start from the first 

right most transformer and move to the next transformer on the left and so on. The 

position to attack will be determined by how many transformers can be attacked from 

that position. All transformers that can be attacked from that position will be 
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destroyed and then they will move to the next suitable position to destroy the next 

target. Time to move to the next suitable position should be longer than in Strategy 13 

due to barriers blocking the terrorists’ view of the target. 

 
Figure 3.18.  Three terrorists shoot the targets together with some barriers by moving  

  to the suitable positions 
 

Strategy 15: Three terrorists separately attack their own targets which have some 

barriers to block the terrorist vision at the distance longer than 800 yards by using 

high powered rifles. The appropriate positions are required for efficiently aiming and 

shooting the target from a long distance. Figure 3.19 explains the way terrorists will 

attack in this circumstance. Three terrorists will shoot their own targets separately 

until targets are damaged and then move to the next targets. Only some terrorists need 

to move independently to another proper position. The direction of movement will 

follow their own requirements. The attack can start from the first right, left, and the 

third transformer from left and move to the next middle transformers and so on. The 

position to attack will be checked how many transformers can be attacked from that 

position. All transformers that can be attacked from that position will be destroyed 

and then they will move individually to the next suitable position to damage the next 

targets. Time to move to the next suitable positions should be longer than in Strategy 

13 due to barriers blocking the terrorist’s view of the target. 
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Figure 3.19.  Three terrorists separately shoot their own targets with some barriers by  
  moving to the suitable positions 

   

Strategy 16: One terrorist attacks all transformers by explosives. Access to the targets 

may be gained by cutting the perimeter chain link fence or by cutting one or more 

locks. The terrorist enters to place explosives inside the substation (Figure 3.20). 

Although the time to cut the perimeter chain link fence might be longer than the time 

to cut the lock, there may be no security alarm on the fence. The explosives will be 

placed one by one close to each target. The placement of explosives can start from the 

right most or left most transformer and move to the next transformers and so on. The 

distances between transformers will not be regarded in this strategy since only one 

terrorist attacks all targets. A timer, cell phone, or transmitter - receiver may be 

appropriate methods to trigger the explosives.  

 
Figure 3.20. One terrorist attacks all targets by explosives 
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Strategy 17: Two terrorists attack all transformers by explosives. One perimeter chain 

link fence will be cut. Two terrorists enter to place explosives inside the substation 

(Figure 3.21).  The reason why the lock is not cut instead of perimeter chain link is 

the same as in Strategy 16. The explosives will be placed one by one close to the 

targets. The sequence to place the explosives of first and second terrorists start from 

the right most and left most transformers, respectively. After that the next replacement 

will move toward to the next middle transformer. The short distance between 

transformers may be appropriate to use with this strategy due to only one entrance. 

One remote control will be used to trigger all explosives. The appropriate types of 

remote control are the same as in Strategy 16. 

 
Figure 3.21. Two terrorists attack all targets by explosives by cutting one perimeter  

  chain link fence 
 

Strategy 18: Three terrorists attack all transformers by explosives. One perimeter 

chain link fence will be cut. Three terrorists enter to place explosives inside the 

substation (Figure 3.22). The explosives will be placed one by one close to the target. 

The sequence to place the explosives of first, third, and second terrorists start from the 

right most and left most transformers, and the third transformer from left, 

respectively. After that the next replacement will move toward to the next middle 

transformer. The short distance between transformers may be appropriate to use with 

this strategy as the reason in Strategy 17. One remote control can be used to trigger all 

explosives because they can destroy all targets at once; advantages of a single remote 

control are simultaneous explosions that do not disable unexploded changes. 
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Figure 3.22. Three terrorists attack all targets by explosives with cutting one perimeter  
          chain link fence 
Strategy 19: Two terrorists attack all transformers by explosives with the cutting of 

two perimeter chain link fences. Two terrorists enter to place explosives separately 

inside the substation without being detected (Figure 3.23). The explosives will be 

placed one by one close to the targets. The sequence to place the explosives of first 

and second terrorists start from the right most and left most transformers, respectively. 

After that the next replacement will move to the next transformer. If there are long 

distances between transformers, it may be appropriate to use this strategy due to two 

entrances. Two remote controls will be used to trigger two groups of explosives 

separately.  

 
Figure 3.23. Two terrorists attack all targets by explosives with cutting two perimeter  
           chain link fences 
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Strategy 20: Three terrorists attack all transformers by explosives by cutting three 

perimeter chain link fences. Three terrorists enter to place explosives separately inside 

the substation (Figure 3.24). The explosives will be placed one by one close to the 

target. The sequence to place the explosives of first, third, and second terrorists start 

from the right most and left most transformers, and the third transformer from left, 

respectively.  After that the next placement will be on the next adjacent transformer. 

The long distance between transformers may be appropriate to use with this strategy 

due to three entrances. Three remote controls will be used to trigger three groups of 

explosives separately.  

 
Figure 3.24. Three terrorists attack all targets by explosives with cutting three  

      perimeter chain link fences 
 

  From Strategy 1 to Strategy 20 of strategies to attack show the possible 

methods to attack the substation. The next steps will demonstrate the possible 

strategies to attack the generating station. 

The only difference between an attack on a generating plant and on a 

substation is the personnel around that area. Employees or security personnel are 

provided at the generating station. Therefore, the terrorist must attack the electrical 

equipment at the generating station from a long distance or else risk being detected. 

By attacking from a long distance, terrorists can do their operations without the 

detection from guards.  Terrorists might select high powered rifles to be the weapon 

because the attack can occur from a long distance. Explosives may not be chosen by 
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terrorists since explosives need to be placed close to the targets. Thus, Strategy 1 to 

Strategy 15 might be the appropriate methods to attack a generating station.  

Once the attack methods are investigated, the several protection 

methods will be evaluated for cost and effectiveness. All strategies of attack methods 

are modeled in ARENA software which will give estimates of the time required for 

each attack strategy in Table 3.3. Table 3.1 and Table 3.2 show the lists of activities 

and estimates of time in each activity to attack a substation using high powered rifles 

and explosives, respectively. Table 3.1.1 shows time required for the different 

activities for the regular attack situation. Strategy 1 is designated as the standard 

attack. Instead of standing on one point and attack all targets, if terrorists move to an 

ideal point for each target or to avoid a barrier, the time of activities 2 and 4 will be 

changed from Table 3.1. In Table 3.1.1, Move means move to proper point for rifle 

replacement and Barrier means it has some barriers to hide the view of targets. All 

time units in Table 3.1.1 are in seconds. For the strategies to stand at one point of 

having 2 terrorists and 3 terrorists, the activity to aim and fire take (6, 11, 16) and (4, 

8, 12) seconds, respectively.  To attack the substation by using explosives, only one 

activity needed to change the time is to cut perimeter chain link fence, which (1, 2, 3) 

and (0.75, 1.25, 2) minutes are used for having 2 terrorists and 3 terrorists cut the 

fence together. The triangular distribution is used in most activities. The number in 

the parentheses stands for (min, most, max) in triangular distribution. Some of the 

activities are constant value which is specific to that substation only such as travel to 

area or depart area and will vary due to the differences in location and environment.  

All ARENA models of all strategies are shown in Appendix A. Table 

3.3 shows time usage of all strategies from the simulation models with 200 

replications. Since the input data is estimates of time, the results should be viewed as 

time estimates. For more accuracy, the actual time of each activity can be collected by 

using stop watch in a physical simulation of an attack. All strategies which use high 

powered rifles can damage all transformers in that substation within 5 minutes. 

Strategies using explosives to attack can complete within around 30 minutes. The 

fastest strategy to attack the substation is Strategy 13 which takes only 3.2 minutes by 

using high powered rifles. The fastest strategy to attack by using explosives is 

Strategy 18 which is 14.4 minutes. From this point, two main weapons to attack 

substation that terrorists might use are high powered rifles and explosives because 
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terrorists spend small amount of time to attack. Some substations may be 50 miles 

from the nearest town. Even if operating personnel detect the malfunction of 

transformers, response time to this incident may be several hours. Therefore, some 

type of protection systems may be desirable.  

     Table 3.1. List of activities to attack a substation by using high powered rifles 

List of activities to attack a substation by rifles  Time usage Time unit 
1. Travel to area for attacking system assets  1-10 minutes 
2. Select the point for rifle placement (10, 30, 60) seconds 
3. Load the bullets into the rifles (2, 3, 4) seconds 
4. Aim and fire (10, 15, 20) seconds 
5. Collect spent cases (15, 20, 30) seconds 
6. Prepare rifle for transport  10 seconds 
7. Depart area  1-10 minutes 

*** At the specific substation around Lubbock area, the number 1 and 7 of activities are set to be 1 
minute. 
 

Table 3.1.1. Time required for activities in a rifle attack 
 

Activities 1 Terrorist 2 Terrorists 3 Terrorists 
Move   Barrier Move   Barrier Move  Barrier 

2. Select the point for rifle placement (5, 7, 10) (10, 15, 20) (5, 7, 10) (10, 15, 20) (5, 7, 10) (10, 15, 20)
4. Aim and fire (5, 10, 15) (10, 15, 20) (5, 8, 10) (10, 15, 20) (5, 7, 9) (10, 15, 20) 

*** All time units are seconds. 
 

Table 3.2. List of activities to attack a substation by using explosives 
 

List of activities to attack a substation by explosives Time usage Time unit 
1. Travel to fence area for cutting the perimeter chain link (0.5, 2, 4) minutes 
2. Cut the perimeter chain link fence (2, 4, 6) minutes 
3. Travel to the target area for placing the explosive (1, 2, 3) minutes 
4. Place one explosive on a transformer (1, 2, 3) minutes 
5. Wire and connect to place another explosive including travel time (0.5, 1, 2) minutes 
6. Depart from the perimeter chain link fence area (1, 2, 3) minutes 
7. Depart area (0.5, 1, 2) minutes
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           Table 3.3. Time usage comparison among all strategies 

Strategy Time Usage 
(Minutes) 

1 4.9
2 4.6 
3 5.5 
4 4.4 
5 4.3 
6 4.1 
7 3.5 
8 5.0 
9 4.1 

10 4.1 
11 4.3 
12 3.8 
13 3.2 
14 4.7 
15 3.7 
16 30.7 
17 18.5 
18 14.4 
19 20.5
20 17.0 

 

3.6 Protection Methods 

The goal of physical protection systems is to prevent an adversary 

from successful completion of a malevolent action against a facility (Garcia, 2007). 

Physical protection system functions consist of detection, delay, and response. 

Detection is the discovery of an adversary action (Garcia, 2006). Delay is used to 

slow down of adversary progress. Response is the actions taken by response force to 

prevent adversary success. Detection must be completed before delay is effective. 

Delay without detection has no value. Delay can slow the adversary progress and 

allow the response force enough time to interrupt or stop the adversary. This research 

study emphasizes detection and delay before a response force can arrive.  

Protection methods of this research can be categorized to protect 

against an attack by using high powered rifles or explosives. The objective of 

protection is to stop or block the bullets of rifles before they can attack to the 
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transformers or hide the terrorist’s view of target and to block the terrorists’ access to 

the generating stations or substations to place the explosives.   

3.6.1 Protection against an attack using high powered rifles 

Detection methods 

1. Gunfire sensor  

Gunfire sensors are used to detect gunshot sounds. At least three 

microphones are used to detect the gunshot. Each microphone can detect a gunshot 

within 600 feet. By triangulation, the system can compute the location of gunshot. A 

video camera included in the system can turn to the location of the gunshot to record 

video. It is assumed that there is a center staffed to monitor remote security related 

sensors. This could be the electric power system control center or it could be on 

independent security company center. 

2.   Monitoring system 

Monitoring system can be closed circuit TV (CCTV), Video 

monitoring (Omni directional or Long length), Intelligent video motion detection. 

Different monitoring systems also have different operating characteristics. CCTV 

systems are used for surveillance including security monitoring or safety monitoring 

purposes. CCTV range can be up to 200 feet. Set of monitors or video recorders are 

required to receive the signal from CCTV. Omni directional camera uses a single 

omni-directional camera (up to 360º). The system can capture all activities across a 

broad area and enable security personnel to watch a single display in all directions at 

once which can provide an overview of the scene and enhance situational awareness 

of personnel who are monitoring the video output.  Long length camera uses 360° 

endless high speed heavy duty pan and tilt driver with day time range up to 20 

kilometers and night time range up to 10 kilometers. Intelligent video motion 

detection systems can be used to detect and track objects in video frames. This also 

allows users to select from a rich set of detectable behaviors that are electronically 

identified before an alert is given to personnel. 

3. Armed guards 

Armed guards can be used for monitoring the situation, controlling 

entry, and responding to emergency situations.  
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Delay or physical barriers 

1. Screen 

 A screen is used to conceal equipment from the terrorist’s view of 

these targets. It can make of any material that is light and can hide the view of targets; 

since a screen is not intended to intercept bullets, it can be as simple as fabric on a 

frame. The effect of screen is to conceal the equipment from view so that there is no 

visible specific aiming point. 

2. Reinforced concrete wall 

A reinforced concrete wall that is thick enough, it can block or stop 

rifle bullets. Additionally a wall can conceal the scene of equipment inside substation. 

3. Perimeter chain link fence 

This fence can use to limit the boundary of the facility and control 

entry.  However, it cannot conceal the equipment. Fences around substations and 

other assets in electric distribution systems are used extensively today and are 

required by regulation. 

Shielding and barrier methods 

1. Individual equipment shielding 

 Each transformer will be protected by using screen, reinforced concrete 

wall, or perimeter chain link fence. 

2. Perimeter shielding/barrier 

 Perimeter of substations will be protected by using screen, reinforced 

concrete wall, or perimeter chain link fence. 

3. Extended perimeter fencing 

The traditional chain link perimeter fence that surrounds substations is 

about 10 meters from the nearest equipment inside the fence; an extended perimeter 

fence might be 100 meters or even greater distance from fence to nearest equipment 

inside the fence. Fence will be made of screen, reinforced concrete wall, or perimeter 

chain link fence.  
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3.6.2 Protect against an attack by using explosives 

Detection methods (Garcia, 2007) 

1. Buried-lined sensors  

Buried-lined sensors can be pressure or seismic, magnetic field, ported 

coaxial cables, fiber-optic cable sensors systems. Each of these systems relies on 

sensing the presence of an intruder by means of a buried cable system within the 

ground. Pressure/Seismic sensors use a buried cable system that sense a minute 

vibration or pressure changes caused when an intruder walks across the sensing 

boundary. Magnetic field sensors use a buried cable system to create a balanced 

magnetic field at the surface of the monitored ground area. When an intruder passes 

over this sensing area, the magnetic field is disrupted in proportion to the mass of the 

intruder. Ported-Coaxial buried cable systems use a pair of buried coaxial cables 

separated by 6 ft to 10 ft, which run parallel to the boundary of the area protected. 

These cables emit an electric field that is disturbed when an intruder walks along or 

crosses this sensing area. Fiber – Optic buried cable systems utilize fiber optic cables 

buried below the ground surface. The cables are placed in serpentine fashion parallel 

to the boundary of the area protected. A light source transmits a beam down the fiber 

optic cable. The amount of light refracted within the cable is measured and monitored 

continuously by a control system. When an intruder walks into the area containing the 

fiber, the soil shifts, the refracted light measurement changes, and an alarm occurs. 

2. Fence-associated sensors  

Fence-associated sensors include fence-disturbance sensors, sensor 

fences, electric field or capacitance. Fence-disturbance sensors can detect the 

mechanical forces induced in the fence by an intruder either climbing or cutting 

through the fence, or they can detect forces generated when an intruder lifts the fence 

fabric. An alarm will be given when the fence detector disturbance detectors detect 

the induced fence vibrations or impacts. Sensor fences use the transducer elements to 

form a fence itself. This sensor is designed to detect climbing or cutting on the fence. 

Electric field or capacitance sensors can be used to protect the perimeter fence and 

boundaries. These sensors generate an electrostatic field along a combination of 

parallel field and sense wires. When an intruder gets close to the electric field sensors, 

his body will distort the electrostatic field generated by the field wire. When the 

characteristics of signal are changed, the alarm will be initiated. 



Texas Tech University, Vanlapha Santithammarak, December 2011 

 
69

3. Freestanding sensors  

Freestanding sensors are typically used for exterior intrusion detection 

and are active infrared (IR), passive infrared, bistatic microwave, monostatic 

microwave, dual- technology sensors. Active infrared sensor can sense the loss of the 

received infrared energy when an opaque object blocks the beam. Passive infrared is 

used to detect the thermal energy emitting from the warmth of a human body. Bistatic 

microwave responds to the change in the vector sum caused by objects moving in the 

portion of the transmitted beam that is viewed from the field of the receiver. This 

sensor is used to detect crawling or rolling on the ground across the microwave beam. 

Monostatic microwave detects the change in the reflected energy. The motion of 

intruders can cause the reflected energy change. Dual- technology sensors are the 

combination of a passive infrared and a monostatic microwave in the same housing. 

This sensor can reduce the nuisance alarms because the sensor will not alarm until 

both sensors have detected.  

4. Monitoring system  

This one is the same description of 3.6.1 in the detection methods of 
monitoring system.   

5. Armed guards 

This one is the same description of 3.6.1 in the detection methods of 
arm guards.   

Delay or physical barriers 

1. Reinforced concrete walls 

Reinforced concrete walls can make it difficult for terrorists to get into 

a substation. They have to spend longer time to across the concrete wall and thus have 

a delay that extends attack time.  

2. Perimeter chain link fence 

  Fences can delay terrorists because they have to cut through the fence 

to enter into the substation. 

 Shielding and Barrier Methods 

1. Individual equipment shielding 

2. Perimeter shielding 

3. Extended perimeter fencing  
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Several different kinds of protection have been discussed in the 

shielding and barrier methods of section 3.6.1. 

Table 3.4 shows the summary of all protection methods that will be 

used to protect against attacks using high powered rifles or explosives including 

shielding methods.  

Table 3.4. The conclusion of all protection methods using to protect high powered                  
                 rifles or explosives attacks including shield methods. 
 

Attack by 
Shielding Methods High Powered Rifles Explosives 

Detection Delay/Barriers Detection Delay/Barriers 
1. Gunfire Sensor  1. Screen  1. Buried-lined sensors  1. Reinforce concrete 

wall 
1. Individual equipment 
shielding 

2. Monitoring 
System  

2. Reinforce concrete 
wall  

2. Fence-associated 
sensors  

2. Perimeter chain 
link fence  

2. Perimeter shielding  

3. Armed guards  3. Perimeter chain link 
fence  

3. Freestanding sensors   3. Extended perimeter 
fencing  

    4. Monitoring System      
    5. Armed guards     

 

3.7 Performance Measures 

Even though several protection methods can be provided to the electric 

power system, those methods still need to be measured and evaluated for the cost and 

effectiveness. Since the objective of physical protection systems is detection, delay, 

and response (Garcia, 2007), then the way to measure the effectiveness of 

performance should support these three approaches.  

The successful protection system should be the integration of people, 

procedures, technology, and equipment into the system that is used to protect the 

assets from adversaries. Performance measures are listed in general forms for every 

protection system, not just the electric power system. However, there are some 

performance measures specific to the electric power system such as ability to conceal 

system components, ability to block rifle bullets, and retain easy access for 

maintenance personnel. Afterwards, the evaluation methods are provided in each 

performance measures. 
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3.7.1 Acceptable level of risk 

The acceptable level of risk is the level that an electric utility company 

can accept. If this level is high, the protection level is low. Today protection depends 

on the threat level companies perceived and the asset value. Substations have only 

perimeter chain link fences and locks which are counted to be low level of protection. 

It does not mean they are willing to accept high risk and consequences, but they may 

not invest in protection until a terrorist attack occurs or is likely to occur. Possible 

risks can be measured by expert opinions and by security intelligence operations. In 

the protection system, the acceptable level of risk is set up in different levels 

following the priority of assets. The performance of protection systems should be 

consistent with the acceptable risk level.  

Performance effectiveness measurement 

The acceptable risk level of protection systems should be set up by 

experts of many areas such as operating personnel, security equipment company 

personnel, independent personnel, and law enforcement personnel. The acceptable 

risk level depends on the value of assets, consequences, and results if the asset is 

attacked. After the acceptable risk level has been set up, operating personnel and 

security equipment company personnel should maintain the protection system 

following the requirements. The requirements of each acceptable risk level needs to 

be used for comparing to the qualification of each protection system. If it does not 

reach the requirements following that risk level, the rectification of this protection 

system is required. Table 3.5 shows an example of acceptable level of risk with 

requirements of the protection system. 

Table 3.5. Acceptable risk level and requirements 

Acceptable Risk Level Requirements 
Low Monitoring System, Detection system, Armed guard, Concrete Fence, Response Force  
Medium Detection system, Perimeter chain link fence
High Perimeter chain link fence 

 
The level of acceptable risk is categorized from low to high in which 

low level shows the most important assets and high level shows the least asset value. 

As the level of acceptable risk decreases it is less and less acceptable to have the 

assets damaged because severe consequences will result. High level of acceptable risk 

means that if these assets are damaged, severe consequences and effects will not 
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follow. The protection system will be compared with Table 3.5 and if it does not 

follow the requirements, it means the status of protection system is not capable of 

handling risk or threat. 

 

3.7.2 Number and type of countermeasures at acceptable of risk 

This measure provides baseline for the number of countermeasures by 

type such as guards, surveillance systems, magnetometers, x-rays, canines, blast 

protection, barrier protection, and buried cable system.  

Performance effectiveness measurement 

The number of items of equipment in each type of countermeasures 

necessary to protect the area or assets should be estimated. The comparison of the 

positions of equipment installation and the number of countermeasures with the size 

of covered area should reveal whether or not there are any blind spots. The type of 

countermeasures should be evaluated properly following the protection objectives. 

The number, type, design, and position of countermeasure can be examined to 

identify the system weakness. The number and type of equipment should be set up by 

the experts in different fields; operating personnel, security equipment company 

personnel, and law enforcement personnel. 

 

3.7.3 System cost 

The system cost can be classified as initial cost and operation cost. The 

initial cost is the cost that is spent only first time to set up the system including 

structure, machine, and system. Operation cost is the cost which will be spent to 

operate and maintain the system during the system life.  

Performance effectiveness measurement 

The measurement of system cost is related to the level of acceptable 

risk; which this measurement also need the different kinds of expert opinions. 

Executives of the company may decide the level of protection; but some instances 

government regulations or organization standards may determine the protection level. 

Operating personnel and security equipment company personnel need to find and 

estimate the minimum cost of the protection system that provides for acceptable risk 

level.  
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3.7.4 System life 

The system life demonstrates the age of that protection system. It can 

be used to make decisions to select the protection system, and it also shows how long 

this system will be serviceable before it is replaced.  

Performance effectiveness measurement 

The measurement of system life needs the experts to give the opinion and 

specification of the protection system. The historical data to test the lifetime of 

equipment from the security equipment company is also important and accurate. 

However, the surroundings on the site may be different from the surroundings where 

the similar equipment has been used. The opinion and experience of operating 

personnel is also necessary. The combination of opinions from both types of experts 

can help to evaluate the system life. A long lifetime is preferred from engineering and 

economic decisions. Planned and unplanned maintenance that renders a protection 

system inoperable results in the protection system being temporarily unable to defeat 

an attacker; the durations of the downtime should be short; also it is desirable that the 

down state not be known to a potential attacker.  

 

3.7.5 False alarm rate 

False alarm rate consists of false acceptance rate and false rejection 

rate. False acceptance is the rate that false identities are allowed to entry the system. 

False rejection rate is the rate to reject the access to an authorized person.  

 

Performance effectiveness measurement 

The false alarm rate can be obtained from the information and 

specification of those equipments from the security equipment company. The 

specification of protection equipment comes from the recommendations of the 

security equipment company. Nevertheless, the users also can provide information 

from their experience or their data collection. Then, the opinions from security 

equipment company personnel and operating personnel are required for the false 

alarm rate measurement. 
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3.7.6 Response time 

Response time is the major measure of response effectiveness, which is 

the time between a communication of adversary action received and adversary action 

interrupted by arrival of company and/or law enforcement personnel. It is the major 

measure since responders must be at the right location for deterring the adversary. If 

immediate response cannot be provided, it is assumed that assets can be lost and this 

has to be an acceptable risk. Response is the action taken by the response force to 

prevent opponent success (Garcia, 2007). Response consists of interruption and 

neutralization. Interruption results from a sufficient number of response personnel to 

reach the appropriate location to end the adversary’s progress. This also includes 

communication to the response force with the accurate information related to 

adversary action and deployment of response force. Deployment describes the actions 

of the response force from the time communication is received until the force is in 

position to interrupt the adversary.  Neutralization explains the actions and 

effectiveness of responders after an interruption.  

Performance effectiveness measurement 

Red Team or physical simulation is approaches that can be used for the 

performance effectiveness measurement of the response time. Red Team is an 

intrusion tester to assess the security of an organization or “Models the behavior of an 

individual or group by trying to replicate how an adversary would think about an 

issue” (Central Intelligence Agency, 2005). Red Team analysis attempts to 

intentionally place analysts in the same cultural, organizational and personal setting of 

opponents.  They try to work in the same environment of the hostile forces. The 

response time for each mission should be collected several times to find the mean that 

will be referred to as response times. After that these standards will be used to test for 

each protection system response time. If the response time of a protection system is 

less than the standard time, it means that protection system meets the standard time 

and it is adequate to deal with an attack or intrusion. Since different sites have 

different environments, Red Teams cannot be used to test everywhere. Sometimes, 

expert opinions also are needed to evaluate the response time, which depends on the 

specific situation.  
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3.7.7 Increased delay time to destroy the target 

The increment of amount of delay time can assist to slow down the 

adversary progress. This can be accomplished by personnel, barriers, locks, and 

activated delays. The time required by the adversary after detection to bypass each 

delay element is used to measure the delay effectiveness. Delay of intruders must be 

accompanied by detection of intruders so that response can occur before assets are 

damaged. 

Performance effectiveness measurement 

Delay time is the amount of added time the intruder has to take to 

access and destroy a target. In this case, a Red Team may be used to evaluate the 

amount of time delay provided by the protection system. If a Red Team cannot be 

used to evaluate the increment time of delay, another measurement of this 

performance effectiveness can be expert opinions from security equipment company 

personnel and operating personnel. The inclement of delay time depends on the 

priority of assets. Higher value assets may require more delay time. The value asset in 

this case means if this asset is attacked, it can provide a lot of damages, consequences, 

and effects. The standard delay time of each protection system should be established 

by security personnel while considering response time and asset value.  

 

3.7.8 Distance to detect 

The distance from detection point to attack point is one factor that 

affects the desired time to response. The response time should be less than travel time 

of the attacker from the location of detection to the attack location. If response time 

takes longer than the travel time of attacker, the asset may be destroyed because the 

response force cannot interrupt the terrorist activities. In this case, the greater 

distances of detection from target allow for providing a longer response times.  

Performance effectiveness measurement 

Expert opinions from operating personnel and security equipment 

company personnel are needed to estimate the point that detection will occur; once 

that is known the travel time to the point of attack can be estimated. The travel time of 

attacker also depends on the speed of attacker movement. Desirable response time can 

be established. 
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3.7.9 Intruder detection probability 

The intruder detection probability is the probability that the system can 

detect the intruder correctly. If historical data is available, the probability can be 

calculated from the number of times the intruder can access the system and be 

detected by the detection system divided by total times the intruder accesses the 

system. However, seldom will be available data. Therefore, the opinions from experts 

will be used to estimate the intruder detection probability.  

Performance effectiveness measurement 

Intruder detection probability may be obtained from historical data. If 

the organization does not have the historical data, we might need to obtain this 

information from expert opinions (operating personnel and security equipment 

company personnel). 

 

3.7.10 Probability of alarm communication and assessment  

After the protection system detects the intrusion, the communication 

and assessment of this alarm will be evaluated to determine if it is an actual intrusion 

and how to deal with this incident. This section focuses on the evaluation of the 

communication and assessment of an alarm that alerts the control center; and also the 

correct assessment of an intrusion into the site will be examined. 

Performance effectiveness measurement 

Historical data may be used to evaluate the probability of alarm 

communication and assessment. Also, expert opinion from operating personnel will 

be requested if information from historical data is not available. 

 

3.7.11 Time required for reporting to response force 

Time required for reporting to the response force is the time starting 

from the protection system detecting the intrusion until intrusion information has been 

reported to the response force. Shorter times for reporting intrusion to a response 

force can reduce the response time. Lower response times provide greater 

opportunities to defeat the intruder. 

Performance effectiveness measurement 

Expert opinion from operating personnel is necessary to provide the 

information of time reporting to response force when the incident happens.   
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3.7.12 Probability of accurate communication to the response force 

In emergency situation, telephones or walkie talkies (2 ways radio) are 

used to communicate with response force. The communication can fail due to given 

wrong information or misinterpreting in information such as giving wrong location. 

For that reason, we need to evaluate the accuracy of communications sent to the 

response force.  

Performance effectiveness measurement 

Data collection and opinion from operating personnel are required to 

assess probability of accurate communication to the response force as in the measure 

of 3.7.9.  

 

3.7.13 Probability of response force deployment to adversary location 

This uses to measure the probability that the response force deploys to 

adversary location. 

Performance effectiveness measurement 

Probability of response force deployment to adversary location 

requires historical data and operating personnel opinions as the measure of 3.7.9 and 

3.7.10.  

 

3.7.14 Time to deploy to location 

Time to deploy to location can be used to measure the effectiveness of 

protection system. 

Performance effectiveness measurement 

Red Team or physical simulation is required to assess the time to 

deploy to location. Deployment time components include preparation, development of 

the specific response plan, and travel.  

 

3.7.15 Probability of successfully stopping an attack 

The probability of successful stopping an attack indicates how 

effective the system can deter an intruder given that the detection system can provide 

correct information.  
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Performance effectiveness measurement 

Historical data and physical simulation are required to evaluate the 

system probability of successfully stopping an attack. The physical simulation will be 

used in case of historical data is not available. 

 

3.7.16 Ability to conceal system components 

The physical attack as examined by the simulation models can happen 

in two main different ways which are to attack by high powered rifles or explosives. 

The ability to conceal system components will be one important performance measure 

of protection systems from an attack by using the high powered rifles. If the 

protection systems are good at concealing components, it will be more difficult for 

attackers to attack the substations by using high powered rifles from both long and 

short distances. Components that are concealed may require more rifle shots, and 

components may not be hit. 

Performance effectiveness measurement 

The performance effectiveness measurement for the ability to conceal 

system components is expert opinion from operating personnel and security 

equipment company personnel.  

 

3.7.17 Ability to block rifle bullets 

Ability to block rifle bullets is used to measure performance of the 

protection systems to an attack by using high powered rifles. If there is any kind of 

wall or material that can block the rifle bullets, that means the high powered rifles 

may no longer be effective weapons to use to attack substations. 

Performance effectiveness measurement 

Expert opinion from operating personnel, security equipment company 

personnel, and ballistic experts are required to measure the performance of protection 

systems to block the rifle bullets.  
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3.7.18 Time to defeat attackers 

The time required by a response team to counter the intruder is time to 

defeat attackers. 

Performance effectiveness measurement 

Red Team or physical simulation is required to assess the time to 

neutralize an attack. Action taken to neutralize an attack may include time to attack 

the intruders and time to arrest the intruders. 

 

3.7.19 Effectiveness reduction due to system characteristics being known to attacker 

The system characteristics can be known by attackers from available 

information such as open sources, internet, observation, or attackers’ knowledge and 

background. The existence of prior knowledge can degrade the effectiveness of 

protection systems. Some people have background and knowledge in related fields to 

the protection system such as electrical engineers, security personnel, operating 

personnel and protection system designers; personnel could be current or former 

employees; they could have information on protection systems and substation 

equipment. If attackers know the system characteristics, the effectiveness of the 

system protection may be reduced.  

Performance effectiveness measurement 

Expert opinions from independent personnel and operating personnel 

who have specific skill and knowledge in this area are required for this performance 

effectiveness measurement. It might measure from how many open sources are 

available, the value of the information provides, and whether that information can 

lead the intruders to attack an asset or not. The measurement should be done case by 

case and then finally the combination of each case will be required to consider and 

assess the risk level. For example, if the intruder knows the protection plan or the 

intruder knows the characteristics of that system how much the effectiveness of 

protection system is degraded.  

 

3.7.20 Effectiveness reduction due to presence of internal collaborators 

Internal collaborators can be the cause of effectiveness reduction in the 

protection system because the internal collaborator can provide valuable information 

that the attackers need to use to plan and conduct an attack.  
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Performance effectiveness measurement 

Expert opinions from operating personnel and independent personnel 

are important to provide estimates for evaluation of protection systems. Even though 

background checks and polygraph tests might be appropriate to be preventative 

measures, they might not be used until a threat is recognized. The reduction of 

protection effectiveness depends on where in the organization the collaborator is 

located. If that one is in a department related to security concerns, he might have high 

probability to obtain the sensitive information useful for planning an attack. If there 

are multiple collaborators and from different departments, the probability is increased 

that protection plan information useful to a terrorist can be conveyed. If they know the 

plan, sequence, or protection system, the effectiveness of the protection system will 

be reduced. Then, it is not as difficult to defeat the protection plan.  

 

3.7.21 Retain easy access for maintenance personnel 

If the protection methods can function very well to prevent terrorist 

attacks but create difficult access for maintenance personnel to operate on the power 

system, those kinds of protections may not be suitable to use with power systems. In 

addition, the protection methods used in power systems should be considered as 

ideally having no effect on the power system operations.  

Performance effectiveness measurement 

Operating personnel and security equipment company personnel are 

required to provide opinions concerning effects of protection methods on the power 

system maintenance and operations. 

 

3.7.22 Robustness against different attack modes 

If attackers have multiple attack modes, protection methods that are 

effective against more than an attack mode are desirable. The robustness against 

different modes to attack needs to be evaluated.  

Performance effectiveness measurement 

Red Team or physical simulation is required to evaluate the robustness 

in the different attack modes. The possible different attack modes should be created 

before doing the evaluation. The expected damage from different attack modes is an 

indicator to assess the robustness of protection system.   
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3.7.23 Amount of reduction in damage 

Amount of reduction in damage can be investigated by using physical 

simulation. The status of assets after a simulation attack must be evaluated. The 

reduction of this amount shows the effectiveness of the protection system.  

Performance effectiveness measurement 

A Red Team physical simulation may be used to assess the damage 

with no protection system and then with a protection system. Two modes of damages 

with and without the protection system are compared; the difference in damage is 

identified as the amount of reduction in damage.  

 

3.7.24. Extent of infringement on personal liberties 

Infringement on personal liberties may result from some protection 

approaches. For example, the requirement for personal searches or polygraph tests 

may be viewed as infringement on personal liberties.  

Performance effectiveness measurement 

The appropriate point between contractor or employee part and 

organization part need to be considered. If there is too much the infringement on 

personal liberties, contractors and employees will not be willing or comfortable to 

work with this company. On the other hand, if we neglect to do the infringement on 

personal liberties too much, some protection approaches may be eliminated an attack. 

The balanced level between two concerns needs to be indicated. 

 
Figure 3.25. Balanced point 

The effects and consequences of setting this balanced point need to 

include consideration of advantages and disadvantages; this measurement requires 

expert opinions from security companies and operating personnel to determine 

infringements; management decisions will be necessary to balance infringements and 

protection method effectiveness wherever a conflict between these exists. 

 

  



Texas Tech University, Vanlapha Santithammarak, December 2011 

 
82

3.7.25 Extent of personnel training required 

The amount of initial and recurring training necessary has implications 

on system cost and system effectiveness. 

Performance effectiveness measurement 

Protection approaches that require extensive training may have added 

expenses associated with the training; also these systems may have losses in 

effectiveness if the level of training is inadequate to keep personnel at an acceptable 

level of readiness. Expert opinions from risk assessment personnel and operating 

personnel are required in this measurement.   

 

3.7.26 Extent of personnel risk to organization employees 

The risk to personnel arising from a protection approach must be 

evaluated. For example, requiring operating personnel to carry a firearm creates an 

opportunity for accidental discharge and injury to a person. 

Performance effectiveness measurement 

Expert opinions from risk assessment personnel and operating 

personnel are required to evaluate the personal risk to organization employees. This 

case is similar to measurement of 3.7.20. Different companies have their own way to 

measure risk to personal. 

 

3.7.27 Extent of risk to third party individuals 

The risk to third party individuals should be measured before selecting 

the protection system because if it is too risky, that method may not be selected. 

 

Performance effectiveness measurement 

Expert opinions from risk assessment and protection system personnel 

are required in this measurement. We need to consider what effects and risks to third 

party individuals if we select this type of protection system and what level of risk that 

can be accepted.  
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3.7.28 Capability of maintaining secrecy of protection method 

If capability of maintaining secrecy of protection method is adequate, 

the protection equipment will be invisible to potential terrorists. There may be 

conflicting views on whether it is best that there is no information available to 

potential terrorist or whether it is desirable that information on existence of protection 

systems is known.  

Performance effectiveness measurement 

Expert opinions from operating personnel and security equipment 

company personnel will be needed to evaluate the capability of maintaining secrecy of 

each protection method. 

 

Table 3.6 shows the example measurements of each performance 

measure in expert opinions, Red Team, and quantitative evaluation. The crosses in the 

table indicate the type of the effective measurement that is proper to use for that 

performance measure. If we can obtain all effective measurements of each 

performance measure, the outcome of evaluation in effectiveness of protection 

systems will be accurate. However, application of actual Red Teams can be done only 

by the electric power company; we cannot do an actual quantitative evaluation 

because of a lack of data. Nevertheless, we can get information from expert opinions.  

  The opinions from experts are obtained by doing the interview and 

survey. Experts can be operating personnel of power system companies, security 

equipment company personnel, law enforcement personnel, and independent 

personnel with a knowledge of electric distribution systems. The interview assists us 

to understand the electric power systems and the methods of protection systems 

better.  Furthermore, it also helps researchers in interpret research findings and obtain 

the best protection methods for power substations. The interview guide is in Appendix 

B. All questions are related to what equipment components in substations they value 

the most, the probability that terrorists might choose to attack substations, the 

preparation for these types (high powered rifles or explosives) of attacks including 

procedures and protection methods, what performance measures of protection systems 

they recommend, what is difficult in developing the protection systems, the most  

important functions (detection, delay, response) to protect the systems, and the 

response procedures in case of a physical attack on substations. The survey focuses on 
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the performance of protection systems in power substations. The objective of this 

survey is to investigate the effectiveness of various protection methods for power 

substations from terrorist attacks in the United States. The effectiveness of individual 

protection methods and combinations of protection methods need to be examined to 

make decisions concerning which are the effective methods to protect power 

substations. The combinations among several protection methods may or may not 

have effects in additive ways. The information obtained from the surveys is used to 

analyze the effectiveness of protection methods for power substations and identify the 

effective methods for protecting systems. The survey questionnaire is in Appendix C. 

The data collection from the survey will be analyzed by using Analytic Hierarchy 

Process (AHP) method and other quantitative techniques which will be explained in 

the next section.  
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Table 3.6. Performance measures and sources of effective measurements 

        
*** EO1 = Operating personnel   EO2 = Security Equipment company personnel 

       EO3 = Law enforcement personnel   EO4 = Independent personnel 

  

Performance measures / Effective 
measurement 

Expert Opinions Red Team Quantitative 
Evaluation 

EO1 EO2 EO3 EO4 Actual 
operation 

Paper 
Study 

Data 
Collection Count 

Acceptable level of Risk  X  X  X  X 
Number and type of countermeasures at 
acceptable of risk X  X  X  X 

   
X 

System cost X  X 

System life X  X  X 

False alarm rate X  X  X 

Response time X  X  X 

Increased delay time to destroy the target X  X  X  X 

Distance to detect X  X 

Intruder detection probability X  X  X 
Probability of alarm communication and 
assessment  X 

 
X 

Time required for reporting to response 
force X 

   
Probability of accurate communication to 
the response force X 

 
X 

Probability of response force deployment 
to adversary location X 

 
X 

Time to deploy to location X  X 
System probability of successfully stopping 
an attack X  X  X 

Ability to conceal system components X  X  X 

Ability to block rifle bullets X  X  X 

Time to defeat attackers X  X 
Effectiveness reduction due to system 
characteristics being known to attacker X  X 

   
Effectiveness reduction due to presence of 
internal collaborators X  X 

   
Retain easy access for maintenance 
personnel X  X  X 

   
Robustness against different attack modes X  X 

Amount of reduction in damage X  X 

Extent of infringement on personal liberties X  X 

Extent of personnel training required X  X 
Extent of personnel risk to organization 
employees X  X 

   
Extent of risk to third party individuals X  X 
Capability of maintaining secrecy of 
protection method X  X 
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3.8 Analytic Hierarchy Process and Quantitative Techniques 

Performance measures and performance effectiveness measurement 

have been identified to evaluate the protection methods based on the two main 

strategies (using high powered rifles or explosives) of terrorist attack to damage the 

power transformers of a substation. Now, the problem is how to choose and identify 

the best protection method from different objectives (detection, delay, and response) 

for appropriate cost and effectiveness to protect the substation. Since there are many 

alternatives and criteria to be considered for the selection of protection methods in 

each objective and the comparison among methods needs to be ranked, the proper 

decision making method should be Multi-Criteria Decision Making (MCDM). A 

statistical approach cannot be used to solve this problem because the experts may 

have different levels of knowledge which make the weights of the experts is uneven.  

Harker and Vargas (1987) stated that “The Analytic Hierarchy Process 

(AHP) is a comprehensive framework which is designed to cope with the intuitive, the 

rational, and the irrational when we make multiobjective, multicriterion and 

multiactor decisions with and without certainty for any number of alternatives.” The 

Analytic Hierarchy Process (AHP) is a method to structure, measure, and synthesize 

(Forman & Gass, 2001). All three primary functions can make AHP to be considered 

as a general methodology which can be applied to a wide variety of problem 

situations such as the selection among competing alternatives in a multi-objective 

environment, the allocation of scarce resources, and forecast. Furthermore, the ratio 

scale in AHP makes it more powerful than other theories that rely on ordinal or 

interval scales. In 2008, Zak studied the comparison of multiobjective ranking 

methods applied to solve the mass transit systems (MTS) decision problem. Electre, 

Oreste, Mappac, AHP, and UTA methods have been compared in the evaluation of 

the MTS development scenarios, ranking of the maintenance work contractors for the 

MTS renovation project, and selection of the transportation mode for the MTS. The 

result showed that AHP is the one of the most reliable and user friendly Multi Criteria 

Decision Analysis (MCDA) methods. The model of preference proposal and final 

ranking are highly effective. The AHP can be applied in decision problems with both 

a small and large numbers of variants.  

 AHP is selected to solve the multi-criteria problem in physical 

protection systems because of its simplicity, ease of use, and flexibility. Furthermore, 
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it also can be integrated with other techniques such as mathematical programming, 

quality function deployment (QFD), meta – heuristics, SWOT analysis, and data 

envelopment analysis (DEA). Integrated AHP with these tools can make it more 

realistic and promising decision than the stand alone AHP (Ho, 2008).  

3.8.1 Analytic Hierarchy Process (AHP) 

In 1980, Saaty developed AHP for a tool in the operations research 

which can be applied for any analysis involving pairwise comparison. The AHP was 

improved in later years (Saaty, 1980, 1994, 2000, and 2001). The process requires the 

decision maker to provide judgments regarding the relative importance of each 

criterion and then identify a preference for each decision alternative to each criterion. 

The result of the AHP is a prioritized ranking to specify the overall preference for 

each of the decision alternatives. Furthermore, AHP also can handle situations of the 

subjective judgments such as ideas, feelings, and emotions affecting the decision 

process. Those subjective factors are quantified to provide a numerical scale for 

prioritizing the alternatives (Taha, 2006). 

The AHP is a decision-making method for prioritizing alternatives 

when multiple criteria need to be considered. This method is used to structure 

complex problems in the form of a hierarchy, or a set of integrated levels. In general, 

the hierarchy has at least three levels: the goal, the criteria, and the alternatives 

(Nydick & Hill, 1992). For the protection methods selection problem, the goal is to 

select the best overall protection method from physical terrorist attacks. The criteria 

that might be used are ability to conceal a target, ability to block the rifle bullets, 

ability to restrict and control physical access, delay time, response time, etc. The 

alternatives are the different protection methods such as gunfire sensors, reinforced 

concrete wall, armed guards, monitoring system, etc.  

Three principles of AHP used in problem solving are decomposition, 

comparative judgments, and synthesis of priorities (Harker & Vargas, 1987). The 

decomposition principle is to structure the hierarchy to capture the basic elements of 

the problem. The principle of comparative judgment is to set up a matrix to carry out 

the pairwise comparisons of the relative importance of the elements in a level with 

respect to the elements in the immediately above level. This matrix is used to generate 

a ratio scale. Ultimately the synthesis of priorities principle is used to generate the 
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composite priority of the elements at the lowest level of the hierarchy. The AHP 

method can be explained step by step following (Ho, 2008): 

Step 1: Break down complex multiple criteria decision problems into its component 

parts of which all possible attributes are arranged into multiple hierarchical levels.  

Step 2: Compare each group in the same level in a pairwise fashion based on their 

own experience and knowledge. For example, every three criteria in the second level 

are compared at each time with respect to the goal, while every three attributes of the 

same criteria in the third level are compared at a time with respect to corresponding 

criterion.  

Step 3: Consistency verification needs to be done since the comparisons are carried 

out through personal judgments and some degree of inconsistency may be existed. 

The decision makers should review and revise the pairwise comparisons if the 

consistency ratio exceeds the limit, which is 0.10. After all pairwise comparisons are 

proved to be consistent, the judgments can be synthesized to find out the priority 

ranking of each criterion and its attributes. The overall procedure of the AHP is 

shown in Figure 3.26. 
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Figure 3.26. Analytic Hierarchy Process (Ho, 2008) 

  

Figure 3.27 displays the hierarchy of goal, criteria, and alternatives of 

this research. In the criteria, there are several criteria for different types of protection 

methods, which will be mentioned in detail in Chapter IV. All of these will be used in 

AHP to investigate the best protection method against an attack either by using high 

powered rifles or explosives.  
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Figure 3.27. Hierarchy of goal, criteria, and alternatives 

 

3.8.2 Methodology 

Two parts to solve the problem in this study consist of obtaining the 

information from expert opinions and analyzing the data by using the Analytic 

Hierarchy Process (AHP) and quantitative techniques. The aforementioned section (in 

the end of section 3.7) has already described how to obtain the information from 

expert opinions. All data in this section are hypothetical and are used to illustrate the 

computational processes. Next, the solution used to analyze the data will be explained 

step by step as follows: 

 

Step 1: Calculate each expert’s weight    

After the opinions from various experts are obtained, the weight of 

each expert has to be calculated before the scores will be adjusted to the 9-point ratio 

scale and analyzed by AHP. For this research, although all experts work in the same 

field, they may not be weighted equally because some of them have experience in 
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both power systems and protection systems. However, if they have knowledge and 

experience close to each other, they might be weighted equally. The decision maker 

will be the one who rates experience and knowledge of experts. The score to rate the 

expert is 10 point rating scale from 1 to 10. If there are 3 experts; Expert1 (E1), 

Expert2 (E2), and Expert3 (E3), the score of each expert will be normalized and 

weights calculated as follows: 

Equal weight rating: Expert1 = 10 Expert2 = 10  Expert3 = 10 

       Total score  =   10+10+10   =   30 

    Expert1’s weight =   10/30   =   0.33 

    Expert2’s weight =   10/30   =   0.33 

    Expert3’s weight =   10/30   =   0.33 

 

Not equal weight rating: Expert1 = 4     Expert2 = 6      Expert3 = 10 

           Total score    =   4+6+10   =   20 

    Expert1’s weight =   4/20   =   0.20 

    Expert2’s weight =   6/20   =   0.30 

    Expert3’s weight =   10/20   =   0.50 

All the calculations after this will use not equal weight rating of 

experts because it is obvious to see the difference of weights when we calculate. In 

case of using the equal weight rating of experts, the calculation is done the same way 

but it is easier when all experts are weighted equally. Table 3.7 shows each expert’s 

score and the weight of each expert which is 0.2, 0.3, and 0.5, respectively.  

 
Table 3.7. The score and weight of each expert 

E1 E2 E3 

Score 4 6 10 

Weight 0.20 0.30 0.50 
 

Step 2: Calculate importance scores and effectiveness scores of all experts 

Assume we have 3 alternatives, 3 criteria and 3 experts. Table 3.8 

shows the effectiveness scores of each of these experts. Table 3.8 Part A, Part B, and 

Part C give the effectiveness score of Expert1, Expert2, and Expert3. Part D of Table 

3.8 shows the rating of importance in each criterion, and we assume these scores have 

been already calculated from all experts following each expert weight. The way to 
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calculate the importance scores is the same as the way to calculate the effectiveness 

scores from all experts as shown in Table 3.9. The importance score of first part 

(rating the importance of all performance measures) from survey questions (Appendix 

C) is also calculated this way.  After that the effectiveness scores from all experts 

need to be calculated by finding the expected value as demonstrated in Table 3.9. The 

weight of each expert from Table 3.7 will be multiplied with each expert’s score and 

then summed to get the effectiveness score of all experts (Table 3.9).    

Table 3.8. The effectiveness scores of each expert 

             C1 = Criterion 1 C2 = Criterion 2  C3 = Criterion 3 

A1 = Alternative 1 A2 = Alternative 2 A3 = Alternative 3 

A 

Criteria 
E1 C1 C2 C3 

A
lte

rn
at

iv
es

 A1 5 3 1 

A2 2 8 7 

A3 10 6 4 

 
B 

Criteria 
E2 C1 C2 C3 

A
lte

rn
at

iv
es

 A1 4 5 7 

A2 3 6 9 

A3 8 2 5 

 

C 

Criteria 
E3 C1 C2 C3 

A
lte

rn
at

iv
es

 A1 6 4 2 

A2 3 9 8 

A3 7 3 5 
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D 

Criteria Score 
C1 6 
C2 8 
C3 5 

 

Table 3.9 Effectiveness scores from all experts 
Scores from 
all experts 

Criteria 
C1 C2 C3 

A
lte

rn
at

iv
es

 A1 5(0.2)+4(0.3)+6(0.5) = 5.2 3(0.2)+5(0.3)+4(0.5) = 4.1 1(0.2)+7(0.3)+2(0.5) = 3.3 

A2 2(0.2)+3(0.3)+3(0.5) = 2.8 8(0.2)+6(0.3)+9(0.5) = 7.9 7(0.2)+9(0.3)+8(0.5) = 8.1 

A3 10(0.2)+8(0.3)+7(0.5) = 7.9 6(0.2)+2(0.3)+3(0.5) = 3.3 4(0.2)+5(0.3)+5(0.5) = 4.8 

 

Step 3: Adjust effectiveness scores from the 10-point interval scale to the 9-point ratio 

scale 

The data collection obtained from survey in Appendix C uses a 10-

point scale rating. The 10-point scale (1 to 10) is used to rate the importance of 

performance measures and the effectiveness of alternative protection methods with 

each criterion of performance measures. The 10-point scale is a common scale to use 

for rating because it is easy to understand or make the decision. After the 

effectiveness scores of all experts are computed from Step 2, the scale of effectiveness 

score needs to be adjusted from the 10-point scale to the 9-point ratio scale because 

AHP method must use the 9-point ratio scale as an input. The linear formula to adjust 

10-point rating scale to 9-point rating scale is shown in (3.1).  

                               y = x +        ………………. (3.1) 

Example: x = 1; y = ? 

     y = *1 +  = 1 

     x = 10; y = ?   

    y = *10 +  = 9 

From the example, we can see that when x is equal to 1, y is also equal 

to 1 and when x is equal to 10, y is equal to 9. The starting point of scale is the same 

but the ending point of scale is different because of the different scales.  
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Table 3.10. Effectiveness scores of all experts from Table 3.9 

Criteria 
C1 C2 C3 

A
lte

rn
at

iv
es

 A1 5.2 4.1 3.3

A2 2.8 7.9 8.1

A3 7.9 3.3 4.8

 

If we want to compare the additive of A1+A2, A1+A3, A2+A3, and 

A1+A2+A3 with individual alternative comparison, we form alternatives from 

combinations of alternatives A4, A5, A6, and A7 as shown in Table 3.11. There are 

different kinds of methods to select or calculate the effectiveness score among several 

alternatives depending on what types of criteria we consider. The way to determine 

the effectiveness score is shown in Table 3.12. The data from Table 3.10 will be used 

to compute the effectiveness score of combination alternative. 

Example: 

C1 = False alarm rate  C2 = Detection probability  C3= System Cost 

A4= A1+A2  A5 = A1+A3  A6 = A2+A3  A7= A1+A2+A3 
 
The effectiveness score of A4 in Criterion1 = Min(5.2, 2.8) = 2.8 

The effectiveness score of A4 in Criterion2 = Max(4.1, 7.9) = 7.9 

The effectiveness score of A4 in Criterion3 =10 - ((10-3.3) + (10-8.1)) = 1.4 

From column C3 of Table 3.11 (Part A), some effectiveness scores 

after being adjusted are negative, so we have to adjust to a positive 10-point scale by 

using a linear equation. The particular linear equation used to adjust for a positive 

effectiveness score is y = 0.7563x+ 3.8739. Each set of effectiveness scores has its 

own linear equation used for adjusting to a positive scale. Therefore, the linear 

equation needs to be calculated before being used to adjust the effectiveness score. 

The adjusted effectiveness scores of C3 are shown in Table 3.11 (Part B). The 

combination of protection methods will be used for detection part only. The 

combination of protection methods does not make sense to do with barrier part. In 

barrier part, we will compare only individual material used to be barrier with multiple 

shielding methods. 
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Table 3.11. Effectiveness scores of individual alternatives and combination   
alternatives 

A 

  Criteria 
C1 C2 C3 

A
lte

rn
at

iv
es

 

A1 5.2 4.1 3.3 
A2 2.8 7.9 8.1 
A3 7.9 3.3 4.8 
A4  2.8  7.9 1.4 
A5  5.2  4.1 -1.9 
A6  2.8  7.9 2.9 
A7  2.8  7.9 -3.8 

 
B 

 
Criteria 

C1 C2 C3 

A
lte

rn
at

iv
es

 

A1 5.2 4.1 6.37 
A2 2.8 7.9 10 
A3 7.9 3.3 7.5 
A4  2.8  7.9 4.93 
A5  5.2  4.1 2.44 
A6  2.8  7.9 6.07 
A7  2.8  7.9 1 

 
 

Table 3.12. Determination of effectiveness score among several alternatives 
 

Criteria  How to select the effectiveness 
score among several alternatives 

1. False alarm rate  Minimum 
2. Detection probability  Maximum 
3. Time required for reporting  Maximum 
4. Probability of alarm communication and assessment Maximum 
5. System cost  Additive 
6. System life  Minimum 
7. Distance to detect  Maximum 
8. Retain easy access for maintenance personnel Minimum 

 
Next, the procedure to adjust effectiveness score will be explained and 

all calculations after this section will use only the effectiveness scores of A1, A2, and 

A3 in Table 3.10 for an ease of calculation. The effectiveness scores in the Criterion1 

of Table 3.10 will be used to calculate the 9-point interval scale as an example. Table 
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3.13 illustrates the comparison of 10-point scale scores obtained from Table 3.10 and 

9-point scale scores of all alternatives after converted by using formula (3.1). C1 in 

the top left corner of Table stands for Criterion1. Table 3.14 (Part A) shows how to 

change to ratio scale by using formula (3.2). Table 3.14 (Part B) shows the 

effectiveness score of all experts after converted to the 9-point ratio scale as the AHP 

input.  

Table 3.13. Covert 10-point scale to 9-point scale 
C1 10-point scale 9-point scale 
A1 5.2 4.73 
A2 2.8 2.60 
A3 7.9 7.13 

 

Next, the 9-point interval scale is converted to the 9-point ratio scale 

by using formula (3.2). 

                  y =  S      
S     

      ……………  (3.2) 

 

Table 3.14. Convert 9- point interval scale to 9-point ratio scale for AHP input 

          A 

C1 A1 A2 A3 
A1 1 A1/A2 A1/A3 
A2   1  A2/A3
A3     1 

                                            

            B 

C1 A1 A2 A3 

A1 1 
 

4.73/2.6 = 1.82 
 

 
4.73/7.13= 0.66 

 

A2   1 
 

2.6/7.13= 0.36 
 

A3     1 
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Step 4: Pairwise comparison in AHP 

Ai = Alternative i 

aij = Preference between alternative i and alternative j 

aji =  

The value of preference is shown in Table 3.15. Table 3.16 is the 

pattern to input the preference value of three alternatives with one criterion. The 

results from Table 3.14 (B) are used as the input data in Table 3.16. After that a 21, a 

31, and a 32 will be calculated as a21=  , a31=   , a32= , respectively. In case 

of having the same alternative ( i = j ), the value of preference is 1 (equally preferred). 

C1 in the corner stands for Criterion1. 

 
Table 3.15. Value of Preference (Ragsdale, 2008) 

 
Value Preference 

1 Equally Preferred 
2 Equally to Moderately Preferred 
3 Moderately Preferred 
4 Moderately to Strongly Preferred 
5 Strongly Preferred 
6 Strongly to Very Strongly Preferred 
7 Very Strongly Preferred 
8 Very Strongly to Extremely Preferred 
9 Extremely Preferred 

 
Table 3.16. The pattern to input preference values 

 
C1 A1 A2 A3 

A1 1

A2   1
A3     1

 
Table 3.17. The preference value of three expert opinions  

 
C1 A1 A2 A3 
A1 1 1.82 0.66 
A2 0.55 1 0.36 
A3 1.52 2.78 1 
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Step 5: Normalized comparisons (NC) 

Table 3.18 shows how to do normalized comparison. The solution 

starts with the sum of each column of alternatives which they show in the Sum row 

(See Table 3.18, Part A). After that every value of each column is divided by the sum 

of that column to normalize (NM) each value of that column (See Table 3.18, Part B). 

Next, the scores in each row of each alternative are averaged to obtain the criterion 

score (See Table 3.18, Part C).  

Table 3.18. The normalized comparison calculation 
A 

C1 A1 A2 A3 
A1 1 1.82 0.66 
A2 0.55 1 0.36 
A3 1.52 2.78 1 

Sum 3.07 5.60 2.02 
 

B 
NM A1 A2 A3 
A1 1/3.07 1.82/5.6 0.66/2.02 
A2 0.55/3.07 1/5.6 0.36/2.02 
A3 1.52/3.07 2.78/5.6 1/2.02 

 
C 

NC A1 A2 A3 C1 Score 
A1 0.33 0.33 0.33 0.33 
A2 0.18 0.18 0.18 0.18 
A3 0.50 0.50 0.50 0.50 

 

These average scores on the criterion 1 for alternative 1, 2, and 3 

indicate the relative desirability of three alternatives to decision maker with respect to 

the criterion 1. The C1 score of A3 indicates that is the most attractive alternative for 

the criterion 1, and the second and third one are A1 and A2. If there are 3 criteria, we 

have to compute the same way 4 times for finding each criterion score of each 

alternative and the preference score of each criterion.  

Step 6: Check consistency 

The experts should be consistent in the preference ratings in the 

pairwise comparison matrix. For instance, if an expert strongly prefers A1 to A2, and 
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strongly prefers A2 to A3, it would be inconsistent for the expert to indicate the 

indifference or equal preference concerning A1 and A3. Therefore, before the score 

derived from the normalized comparison matrix will be used, the consistency of 

preferences in the original pairwise comparison should be checked. Formula (3.3) is 

the simple way to calculate a consistency measure ( ) of alternative i when the exact 

value of weight (w) is known in the normalized form (Saaty, 2000). 

                                     
∑   

 =      …………………..  (3.3) 

Part A and Part C from Table 3.18 are used to compute the consistency 

measure of each alternative by using formula (3.3) as: 

A1 = 
. . . . .

.
  = 2.99 

A2 = 
. . . . .

.
  = 3.01 

A3 = 
. . . . .

.
  = 3.00 

The numerator of each in these calculations multiplies the C1 scores 

obtained from the normalized comparison matrix (Table 3.18, Part C) by the 

preferences given in the rows of the original pairwise comparison matrix (Table 3.18, 

Part A). The products are summed and then divided by the Criterion1 score of the 

alternative (Table 3.18, Part C).  

If an expert has a perfect consistency in rating the effectiveness score 

which is converted to preference value in AHP, each consistency measure will equal 

to the number of alternatives. This method is used to test the consistency of the 

preferences in both an individual expert and all experts. If there is some amount of 

inconsistency in the preferences given in the pairwise comparison matrix, it is 

abnormal. It is difficult for experts to give perfectly consistent preferences between a 

large number of pairwise comparisons. If the amount of inconsistency is not 

excessive, the score obtained from the normalized matrix will be plausibly accurate. 

To determine that the inconsistency is excessive or not, the consistency index and 

consistency ratio have to be computed following formulas (3.4) and (3.5) (Ragsdale, 

2008):   
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Consistency Index (C. I.) =       …………………..  (3.4) 

                Consistency Ratio (C.R.) =  
. .
. .

      ………………....... (3.5) 

 = the average consistency measure for alternatives 

n = the number of alternatives 

R.I. = the random consistency index from Table 3.19 

DeSchutter has studied the relationship between the R.I. value and the 

size of matrix n in (3.6): 

R.I. = 1.98   = 1.98 1 1
1 /2    …………  (3.6) 

1.98 is the average value of the ratio of each value computed from n = 

3 to n = 15 divided by (n-2)/n for the corresponding of n. (n-1) is the minimum 

number of judgment needed to measure consistency.  n(n-1)/2 is the number elicited 

for redundancy. When a graph was plotted with the value of R.I. against n, the result 

approaches 1.98 if lim . . (Saaty, 2000). 

 
Table 3.19. Value of R.I. for using in AHP 

 
n R.I.
1 0 
2 0 
3 0.58 
4 0.90 
5 1.12 
6 1.24 
7 1.32 
8 1.41 
9 1.45 
10 1.49 
11 1.51 
12 1.48 
13 1.56 
14 1.57 
15 1.59 

 

Next step, , C.I. and C.R. need to be calculated to check the 

consistency of pairwise comparison in Criterion 1.  
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 = 
.   . .  = 3.00 

C.I. =  = 0 

C.R. = 
 

.
 = 0 

From the calculation, the result shows C.R. is 0 because of  = n 

which means the pairwise comparison matrix is completely consistent. If  is less 

than n, it has some errors during calculation. If C.R.  0.10, the judgement of 

consistency in the pairwise comparison matrix is acceptably consistent. Nevertheless, 

if C.R.  0.10, the inconsistencies might exist and AHP might not give a meaningful 

result. 

Step 7: Perform Step 3 to Step 6 for the alternatives of other criteria and all criteria 

The data obtained from Table 3.10 will be used to find other criterion 

scores (C2 and C3 score). The data from Table 3.8, Part D will be used to find the 

criterion weights. For Part A, Part B, and Part C in Table 3.20 show the results of 

normalized comparison of all alternatives in Criterion2, Criterion3, and normalized 

comparison of all criteria.  The C2 score of A2 indicates that is the best alternative for 

the Criterion2, and the second and third alternatives are A1 and A3. The C3 score of 

A2 indicates that is the most attractive alternative for the Criterion3, and the second 

and third alternatives are A3 and A1. The criterion weights demonstrate that the most 

important criterion is Criterion2 and then Criterion1 and Criterion3.  

Table 3.20. The normalized comparison of alternatives in Criterion2 and Criterion3  
          and the normalized comparison of criteria 

A 

NC A1 A2 A3 C2 Score 
A1 0.27 0.27 0.27 0.27 
A2 0.51 0.51 0.51 0.51 
A3 0.22 0.22 0.22 0.22 
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Table 3.20 Continue 

B 

NC A1 A2 A3 C3 Score 
A1 0.21 0.21 0.21 0.21 
A2 0.50 0.50 0.50 0.50 
A3 0.30 0.30 0.30 0.30 

C 

NC C1 C2 C3 Criterion 
Weights 

C1 0.32 0.32 0.32 0.32 
C2 0.42 0.42 0.42 0.42 
C3 0.26 0.26 0.26 0.26 

Table 3.21 shows the consistency ratio of the pairwise comparison in 

all alternatives of Criterion2 and Criterion3, and the consistency ratio of all criteria. 

Consistency ratio of the pairwise comparison in all alternatives of both Criterion2 and 

Criterion3 are 0. Consistency ratio of all criteria is 0. Those means the consistency of 

all pairwise comparisons are perfect. The weighted average score of A1 in Table 3.22 

can be computed by multiplying all products of column A1 with all products of 

Criterion Weights column and then summing all together. After that the weighted 

average scores of A2 and A3 is calculated the same way as that of A1. The result of 

weighted average scores illustrates that A2 is the best method of protection system 

when considered among all criteria. The second and third best alternatives are A3 and 

A1.  

       Table 3.21. Consistency ratio of the pairwise comparison in all alternatives of 
    Criterion2 and Criterion3 and consistency ratio of the pairwise 
    comparison in  all criteria 

                   
Consistency 
Ratio (C.R.)

All alternatives in C2 0 
All alternatives in C3 0 

 All Criteria 0 
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Table 3.22. The result of selection the protection system 

Alternative Criterion 
Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.33 0.18 0.50 0.32 
C2 0.27 0.51 0.22 0.42 
C3 0.21 0.50 0.30 0.26 

Weighted Avg Score 0.27 0.40 0.33 
 

From Step 3 to Step 7, Algorithm and C++ program in Appendix D is 

used for calculation because it is faster. The data from Table 3.8 (Part D) and Table 

3.10 are used as data input for this program. The file named “AdSAndAHP.cpp” is 

used, and the data should be inputted as below: 

Enter Size of Preference Matrix nxn: 3 
Enter Number of Criteria: 3 
 
Input Effectiveness Score of all alternatives with Criterion 1: 
Enter 10-point rating scale: 5.2 
Enter 10-point rating scale: 2.8 
Enter 10-point rating scale: 7.9 
 
Input Effectiveness Score of all alternatives with Criterion 2: 
Enter 10-point rating scale: 4.1 
Enter 10-point rating scale: 7.9 
Enter 10-point rating scale: 3.3 
 
Input Effectiveness Score of all alternatives with Criterion 3: 
Enter 10-point rating scale: 3.3 
Enter 10-point rating scale: 8.1 
Enter 10-point rating scale: 4.8 
 
Enter Size of Preference Matrix nxn: 3 
Input Importance Score of each criterion: 
Enter 10-point rating scale: 6 
Enter 10-point rating scale: 8 
Enter 10-point rating scale: 5 
 
In the “Enter Size of Preference Matrix nxn:”, we have to enter the 

number of alternatives because it will be the preference matrix size. “Enter Number of 

Criteria:” should enter the number of criteria. “Input Effectiveness Score of all 

alternatives with Criterion 1:” shows that for next three “Enter 10-point rating scale:” 

should enter the effectiveness score from all experts of alternative A1, A2, and A3 for 

Criterion1. Next other “Input Effectiveness Score of all alternatives with Criterion 2:” 
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or “Input Effectiveness Score of all alternatives with Criterion 3:” section should enter 

the effectiveness score from all experts of alternative A1, A2, and A3 for Criterion2, 

Criterion3 in each “Enter 10-point rating scale:”.  The last “Enter Size of Preference 

Matrix nxn:” asks the size of preference matrix when we consider the importance 

score of all criteria. After that “Input Importance Score of each criterion:” requests the 

input of importance score of each criterion to next three “Enter 10-point rating scale:”. 

Main Results  
Consistency Ratio: 
0.000 
0.000 
0.000 
0.000 
 
Results: 
0.327  0.180  0.493 
0.270  0.512  0.219 
0.207  0.496  0.297 
 
Criterion Weights: 
0.316 
0.419 
0.267 
Weighted Average Score: 
0.271  0.403  0.326 
 
There are many details for the results in Appendix E but we will 

explain only the main results here. Consistency ratio shows how they are consistent in 

the effectiveness score from all alternatives of the pairwise comparison with 

Criterion1, Criterion2, Criterion3 and in the importance scores from all criteria of 

pairwise comparison, respectively. The results show each criterion score of each 

alternative, which the first row is C1 Score with A1, A2, and A3. The second and 

third row are C2 Score and C3 Score with A1, A2, and A3. The criterion weights 

demonstrate the criterion weight of C1, C2, and C3 from the first row to the third row.  

The weighted average score show the overall result of which alternative is the best 

choice to select when considering among all criteria. In this case, A2 is the best 

method among all criteria. The main results from running the C++ program are the 

same as shown in Table 3.21 and Table 3.22.  
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Step 8: Percent of performance effectiveness  
 

The goal of this study is to find the best effective combination methods 

to protect substations against both threats from an attack by using high powered rifles 

and explosives. The performance effectiveness of protection systems also need to be 

calculated to judge the level of performance to protect against two types of weapons.    

Figure 3.28 shows the step to think about types of protection methods. First step is to 

identify the goal which is to protect substations from a physical terrorist attack. After 

that several protection methods are determined and categorized as detection and 

barrier approaches. The detection is used to detect the intrusion. The physical security 

protection or barrier is used to block the rifle bullets or delay the intruders.  Next step, 

the detection can also classify to detect the intrusion due to an attack by using high 

power rifles or explosives. The same thing, the barrier also classify to block or delay 

the intrusion against an attack from both types of weapons.  

The calculation of the percent of performance effectiveness starts from 

the bottom layer of the flowchart in Figure 3.28. The percent of performance 

effectiveness in the detection of an individual attack by rifles and explosives will be 

computed separately. The same way, the percent of performance effectiveness in the 

physical security protection (barrier) of an individual attack by rifles and explosives is 

also calculated separately. Afterwards, the percent of performance effectiveness from 

the detection of an attack by rifles and explosives will be combined together to be the 

overall performance effectiveness of the detection (See the second layer from bottom 

in Figure 3.28). 

 
Figure 3.28. Flowchart of types of protection 

By using the same procedure for computation given above, the overall 

performance effectiveness of the physical security protection (barrier) will be 
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obtained. After that, the overall performance effectiveness of both detection and 

physical security protection will be calculated (See the top layer in Figure 3.28). For 

an easy calculation and explanation, we will assume there are three criteria of 

detection, which an attack either by using rifles or explosives will use the same 

criteria in detection (See Table 3.23, Part A). There are three and four criteria of 

physical security protection for an attack by using rifles and explosives, which an 

attack by using rifle will use three criteria and an attack by using explosives will use 

four criteria (Table 3.24, Part A and Part C). The criteria for an attack by using rifles 

and explosives are also different in the physical security protection. Also, the 

effectiveness score of each alternative and the importance score of each criterion are 

assumed that they have already been calculated from all expert opinions. The score of 

the effectiveness in each alternative, the score of the importance in each criterion, and 

the criterion weights for the detection will be taken from Table 3.10 and Table 3.8 

(Part D), and Table 3.20 (Part C), respectively. These data will be used for the 

criterion weights and the effectiveness score of an attack by using rifles in the 

detection. The rating score of effectiveness to protect against an attack by using 

explosives will be assumed. All scores and criterion weights of physical security 

protection will also be assumed.  

From Table 3.23 (Part A), the weighted importance score will be 

calculated by multiplying all products of the importance score column with all 

products of criterion weights column and then summing them together. The weighted 

importance score of all criteria is set to be the standard score for all effectiveness 

scores. The effectiveness score of each alternative with all criteria will be calculated 

by multiplying all products of the effectiveness score in that alternative column with 

the criterion weights column (See Table 3.23 Part B and Part C). The calculation in 

Table 3.24 is the same as in Table 3.23.  
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Table 3.23. Importance score and effectiveness score of detection an   
attack by using rifles and explosives 

A 

Criteria Importance 
Score Weights

C1 6 0.32 
C2 8 0.42 
C3 5 0.26 

Total 6.58 
 

B 

A1 A2 A3 Criterion 
Weights 

C1 5.2 2.8 7.9 0.32 
C2 4.1 7.9 3.3 0.42 
C3 3.3 8.1 4.8 0.26 

Effectiveness Score 4.24 6.32 5.16 
 

C 

A4 A5 A6 Criterion Weights 
C1 6 9 7 0.32 
C2 5 2 8 0.42 
C3 7 3 9 0.26 

Effectiveness Score 5.84 4.50 7.94 
 

Table 3.24. Importance score and effectiveness score of physical 
security protection an attack by using rifles and explosives 

A 

Criteria Importance 
Score Weights

C4 8 0.33 
C5 7 0.29 
C6 9 0.37 

Total 8.00 
 

B 
A7 A8 A9 Weights 

C4 2 7 4 0.33 
C5 8 5 6 0.29 
C6 7 9 8 0.37 

Effectiveness Score 5.57 7.09 6.02 
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Table 3.24 Continue 
C 

Criteria
Importance 

Score Weights 
C7 9 0.30 
C8 6 0.20 
C9 8 0.27 

C10 7 0.23 
Total 7.67

            

           D 

  A10 A11 A12 Weights 
C7 4 8 5 0.30 
C8 6 7 4 0.20 
C9 8 5 6 0.27 
C10 9 3 7 0.23 

Effectiveness Score 6.63 5.84 5.53 
 

The effectiveness score of each alternative method in detection of 

Table 3.25 (Part A and Part B) has taken from Table 3.23 (Part B and Part C). The 

standard score of effectiveness score are also obtained from the weighted importance 

score in Table 3.23 (Part A). The standard score in the detection uses the same 

number [weighted importance score from Table 3.23 (Part A)] because all criteria of 

protection against an attack by using rifles are similar to the criteria of protection 

against an attack by using explosives, which is 6.58. The percent of performance is 

computed by dividing each effectiveness score of alternatives by standard score and 

then multiplying by 100. Table 3.26 has the different standard scores for protecting 

against an attack by using rifles and explosives since the criteria are different, which 

are 8.00 and 7.67. The percent of performance indicates how the protection systems are 

effective. It shows the proportion of effectiveness score with standard score. The 

proportion is converted to percent because it is common to use, understand, and 

interpret the data. The information in percent can help a decision maker to judge the 

results easier. The results that show the percent of performance lower than 100 mean 

the effectiveness of that protection method is below the standard set up. The higher 

100 percent of performance means the effectiveness of that protection method is over 

the standard, which is pretty good. In the next several pages, an 80 percent level is 

used as the minimum acceptable. This value of 80 percent was chosen arbitrarily, but 
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it is thought to be a realistic value. If the minimum acceptable level is set too high, 

sometimes no protection methods may qualify with this level. However, the decision 

makers can select the appropriate protection method with the priority of criteria and 

their resource. For instance, if the budget is limited, they may not be able to select the 

best protection method. They probably prefer the second best or the third best which 

is within their budget but the effectiveness of those protection methods is still 

satisfying.  

Table 3.25. Effectiveness score of each detection method and percent of performance 

A 

Detection Methods for 
a rifles attack  Effectiveness Score Performance Percent  

A1 4.24 64.44 
A2 6.32 96.05 
A3 5.16 78.42 

Standard Score 6.58 
B 

Detection Methods for 
an explosives attack  Effectiveness Score  Performance Percent 

A4 5.84 88.75 
A5 4.50 68.39 
A6 7.94 120.67 

Standard Score 6.58 
 

Table 3.26. Effectiveness score of each barrier method and percent of performance 

A 

Barrier Methods 
for a rifle attack  

Effectiveness 
Score 

Performance 
Percent  

A7 5.57 69.63 
A8 7.09 88.63 
A9 6.02 75.25 

Standard Score 8.00 

 
B 

Barrier Methods for 
an explosive attack  

Effectiveness 
Score 

Performance 
Percent  

A10 6.63 86.44 
A11 5.84 76.14 
A12 5.53 72.10 

Standard Score 7.67 
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Table 3.27 Selection of alternative methods in detection and barrier 

A 

Detection method to protect 
against an attack by Effectiveness 

Score 
Standard 

Score 
Rifles Explosives 

A2 6.32 6.58 
  A4 5.84 6.58 
  A6 7.94 6.58 

B 

Barrier method to protect 
against an attack by Effectiveness 

Score 
Standard 

Score 
Rifles Explosives 

A8   7.09 8.00 
  A10 6.63 7.67 

 

Table 3.27 illustrates the conclusion of the selection in both detection 

and barrier. The best detection method against an attack by using high powered rifles 

is A2 from Table 3.25 (Part A). The effectiveness score of A2 is 6.32. To protect 

against an attack by using explosives, there are two detection methods (A6 and A4 

from Table 3.25 Part B) that have the percent of performance higher than 80. A6 is 

the first best and A4 is the second best method for detection. The effectiveness scores 

of A6 and A4 are 7.94 and 5.84. The standard score of both types to protect against is 

6.58. The best barrier methods against an attack by using high powered rifles and 

explosives are A8 and A10 from Table 3.26 and the effectiveness scores are 7.09 and 

6.63. The standard scores are 8.00 and 7.67. 

The protection methods that have performance percent higher than 80 

percent will be used to calculate the overall effectiveness of detection as below: 

Weights of both attack types (rifles or explosives) are equal 

Overall performance percent of detection:  

Data from Table 3.27( Part A) 

Rifles  A2, Explosives  A4: 
. .
. .

 * 100 = 92.40% 

Rifles  A2, Explosives  A6: 
. .
. .

 * 100 = 108.36% 
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Overall performance percent of barrier:  

Data from Table 3.27 ( Part B) 

Rifles  A8, Explosives  A10: 
. .
. .

 * 100 = 87.56% 
 

Overall performance percent of the protection systems: 

Detection : Rifles  A2, Explosives  A4 

Barrier : Rifles  A8, Explosives  A10 
. .  

* 100 = 89.98% 

 

Detection : Rifles  A2, Explosives  A6: 

Barrier : Rifles  A8, Explosives  A10: 
. .  

* 100 = 97.96% 

 
Weights of both attack types (rifles or explosives) are not equal 

Table 3.28. Attack method and percent weighted 

Attack 
Method % Weighted 

Rifles 70 
Explosives 30 

 

Overall performance percent of detection:  

Data from Table 3.27( Part A) and Percent weighted from Table 3.28 

Rifles  A2, Explosives  A4: 

   6.32
6.58   0.7    5.84

6.58   0.3  *100 = 93.86% 

Rifles  A2, Explosives  A6: 
 6.32

6.58   0.7    7.94
6.58   0.3  * 100 = 103.43% 

 

Overall performance percent of barrier:  

Data from Table 3.27( Part B) and Percent weighted from Table 3.28 

Rifles  A8, Explosives  A10: 

 7.09
8.00   0.7    6.63

7.67   0.3 *100 = 87.97% 
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Overall performance percent of the protection systems: 

Weighted Detection = 55% 

Weighted Barrier = 45% 

Detection : Rifles  A2, Explosives  A4 

Barrier : Rifles  A8, Explosives  A10 
.  .

 = 91.21% 

 

Detection : Rifles  A2, Explosives  A6: 

Barrier : Rifles  A8, Explosives  A10: 
. .  = 96.47% 

Table 3.29. Overall performance percent of the combination in protection methods  

Protection Methods Performance Percent 

Detection Barrier Equal Weights in 
Attack Methods 

Not Equal Weights in 
Attack Methods and 
Protection Methods Rifles Explosives Rifles Explosives 

A2 A4     92.40 93.86 
A2 A6     108.36 103.43 
    A8 A10 87.56 87.97 

A2 A4 A8 A10 89.98 91.21 
A2 A6 A8 A10 97.96 96.47 

 

Table 3.29 shows the overall performance percent of the combination 

in protection methods. The best combination in the detection is A2 and A6, which the 

performance percents are 108.36 and 103.43 for equal weight and not equal weights 

in attack methods. This means over standard set up and it has higher effective than the 

effectiveness standard of the protection systems.  The second best combination is A2 

and A4, which the performance percents are 92.40 and 93.86. The performance 

percent below 100 means the effectiveness of this combination method has the 

effectiveness less than that of standard set up. This method is still acceptable because 

the performance percent is higher than 80. The best combination of barrier method is 

A8 and A10, which are 87.56 and 87.97. The effectiveness of barrier combination 

methods is satisfactory.  The effectiveness when combine all protection methods (A2, 

A4, A8, A10) and (A2, A6, A8, A10) in detection and barrier are (89.98, 91.21) and 

(97.96, 96.47) which stand for (Equal weights performance percent, Not equal 
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weights performance percent). The combination of (A2, A6, A8, A10) method has 

higher performance than the combination of (A2, A4, A8, A10), then this combination 

method should be selected as the best methods to protect against both types of attacks.  

Step 9: Attack modes 

  In case of more than these two attack modes, the possible attack modes 

will be normalized to obtain the percent of that attack mode if an attack occurs. The 

example that follows is hypothetical and the data are artificial. Table 3.30 displays 

each attack mode probability and percent. We use judgment by assuming we were the 

terrorists, but the terrorist’s probability of attack modes may be quite different. Attack 

percent can be calculated by normalizing each probability of all attack modes and 

multiplying by 100. If the information of possibility in all attack modes can be 

obtained, that would help to make decision easier since one protection method might 

protect more than one attack mode. Nevertheless, this information is sensitive 

information and nobody wants to talk about it. Thus, this is just the notion to show if 

we have this information on hand, how we include it to investigate the effectiveness 

of protection systems.   

 
Table 3.30. Attack mode probability and percent 

 
Attack Modes Probability Attack Percent 

Gunfire (AM1) 0.1 59.49 
Explosive (AM2) 0.05 29.74 
Vehicle bomb (AM3) 0.002 1.19 
Bulldozer (AM4) 0.001 0.60 
Aircraft crash (AM5) 0.0001 0.06 
Fire (AM6) 0.005 2.97 
Conductive strips (AM7) 0.01 5.95 
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Table 3.31. Attack mode results  

Effectiveness Score of Attack Modes Number 
of attack 

mode 

Sum of 
Probabilities 

of attack 

Effectiveness 
Score 

AM1 AM2 AM3 AM4 AM5 AM6 AM7 

Weights 0.595 0.297 0.012 0.006 6E-
04 0.0297 0.059 

Pr
ot

ec
tio

n 
M

et
ho

ds
 

A1 6     7 3 3 0.63 3.70
A2   8   6 4 3 0.30 2.42
A3     9       7 2 0.07 0.52 
A4 7       5 8   3 0.63 4.41 
A5   7 8       6 3 0.37 2.53 
A6 8   7 9   4   4 0.64 5.01 

 

Each weight of the attack modes in Table 3.31 is taken from the 

possibility of attack modes in Table 3.30. The effectiveness scores of attack mode 

illustrate effectiveness of the protection methods to the attack mode. This 

effectiveness score should be rated from 0 to 10 because it is convenient range to use. 

These scores will be adjusted by using the linear equation (3.7): 

 x +1   ……………………   ( 3.7 ) 

The equation (3.7) will adjust the effectiveness score from 11-point 

rating scale to 9-point rating scale. After that 9-point scale is converted to 9-point 

ratio scale as the aforementioned method in finding the best protection method among 

all criteria. Subsequently, the 9-point ratio score will be inputted in the preference 

matrix which will use AHP method to find the best protection method which is 

effective among all attack modes.  The number of attack modes shows how many 

attack modes that each protection method can cover. A blank means that protection 

method in the row cannot detect or protect anything from that attack mode in the 

column.  The sum of probabilities shows the total probability of all attack modes that 

each protection method can cover. The effectiveness score shows how effective that 

protection method can protect against that type of attack mode. The number of attack 

modes covered, probability of attacks, and effectiveness score are used to consider 

and evaluated the best protection method. The one that can cover more attack modes, 

more probability, and have highest score, will be the best one which is A6. If the 

score is so close, the one that has a little bit lower score but cover more attack modes 

should be chosen. If the best protection mode is over budget, we can still pick the one 

that we can afford and the efficiency is acceptable. The effectiveness of protection 
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methods with consideration of both multiple attack modes and criteria should be 

evaluated together. Afterward, the best protection method will be identified.   

 

Step 10: Calculation and evaluation of protection system due to other performance 

measures related to an attack indirectly   

 
Effectiveness reduction  
1. Effectiveness reduction due to system characteristics being known to attacker 

(ER1) 

2. Effectiveness reduction due to presence of internal collaborators (ER2) 

3. Degradation of effectiveness with prior knowledge (ER3) 

4. Capability of maintaining secrecy of protection method (ER4) 

All of these will be obtained by expert opinions in the percent of 

reduction from normal effectiveness. If the expert gives the 30 percent of 

effectiveness reduction that means the effectiveness of the protection system is 

reduced 30 percent from the normal effectiveness. The normal effectiveness means 

the effectiveness of protection systems without any factors of effectiveness 

reductions. The weight of all experts will be obtained from Table 3.7. The calculation 

to combine all expert opinion percents is the same as the solution of effectiveness 

score combination from all experts in Table 3.9. Next, we have to select the protection 

systems to calculate the effectiveness percent after applying several factors of 

effectiveness reduction. From Table 3.29, we select the last choice of protection 

systems (Detection: Rifles  A2, Explosives  A6, Barrier: Rifles  A8, 

Explosives  A10 ) to calculate the performance of the protection system after 

having effectiveness reduction due to aforementioned reasons. Without effectiveness 

reduction, the percent performance of the protection systems is 96.47. The result of the 

effectiveness reduction and effectiveness of the protection systems will be shown in 

percent (Table 3.32). The effectiveness of protection systems can be computed as: 

Effectiveness of protection systems due to ER1 = 96.47 *  = 69.46 % 

Effectiveness of protection systems due to ER2 = 96.47 *  = 55.95% 

Effectiveness of protection systems due to ER3 = 96.47 * .  = 73.80% 

Effectiveness of protection systems due to ER4 = 96.47 * .  = 79.59% 
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Table 3.32. Effectiveness reduction and effectiveness of protection systems 

Performance 
Measure E1 E2 E3 

Percent of 
Effectiveness 

Reduction   

Effectiveness of 
Protection Systems 

ER1 30 40 20 28.00 69.46 
ER2 40 30 50 42.00 55.95 
ER3 20 15 30 23.50 73.80 
ER4 20 20 15 17.50 79.59 

Weight 0.2 0.3 0.5 
 

The percent of effectiveness reduction due to ER1 shows the 

effectiveness reduction 28 percent from the normal effectiveness of protection system. 

The effective reduction values of ER2, ER3, and ER4 are 42, 23.5, and 17.5 percent. 

The effectiveness value of protection systems due to presence of system 

characteristics being known to attacker, internal collaborators, prior knowledge, and 

maintaining secrecy of protection methods are 69.46, 55.95, 73.80, and 79.59 percent, 

respectively. 

 
Levels of personnel performance measures and acceptable risk  
 
1. Extent of infringement on personal liberties (EP1) 

Examples: Extreme = Polygraph detection tests 

     Medium = Restrictions on personal items allowed in facility 

Low       = Personal searches or Metal detector 

2. Extent of personnel training required (EP2) 

Example:  Extreme = Weapon training 

       High = Incident training 

                  Medium = Use of the protection system training 

3. Extent of personnel risk to organization employees (EP3) 

    Example:   Extreme = Carry the weapon 

4. Extent of risk to third party individuals (EP4) 

    Example:     Low = Light, Sound, or Vibration 

     None = No risk to third party individuals 

5. Acceptable level of risk to substation (ALR) 

Personnel performance measures and acceptable risk can be 

categorized to five levels in Table 3.33. 
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Table 3.33. Levels of personnel performance measure 
 

Level Definition Score 

Extreme (E) Maximum extent of performance measure will be used.   1
High (H) High extent of performance measure will be used.   0.75
Medium (M) Medium extent of performance measure will be used. 0.5
Low (L) Low extent of performance measure will be used. 0.25
None (N) No extent of performance measure will be used. 0

 
Table 3.34 shows data from three experts who provide opinions of 

each level of performance measure. The weight of all experts will be obtained from 

Table 3.7. The calculation to combine all expert opinions is the same as the solution 

of effectiveness score combination from all experts in Table 3.9, but the only 

difference is to convert the character to a quantitative value first. After we receive the 

opinions in characters from 3 experts, the characters are changed to be numerical 

following the scores from Table 3.33. The calculation of expected EP and extent 

levels are shown in Table 3.35.  

 
Table 3.34. Expert opinion on the level of personal performance measure and 

acceptable level of risk 
 

Performance Measures E1 E2 E3 
EP1 M  L L 
EP2 L L L 
EP3 L M L 
EP4 L L L 
ALR L M L 

 
 

Table 3.35. Calculation the level of personal performance measure 
 

Performance 
Measures E1 E2 E3 Expected 

EP or ALR Level 

EP1 0.5 0.25 0.25 0.3 L-M 
EP2 0.25 0.25 0.25 0.25 L 
EP3 0.25 0.5 0.25 0.325 L-M 
EP4 0.25 0.25 0.25 0.25 L 
ALR 0.25 0.5 0.25 0.325 L-M 
Weight 0.2 0.3 0.5 
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After the expected EP values have been calculated, the level of 

personal performance measure can be identified by levels none, low, medium, high, 

and extreme. For example, the expected EP1 and EP3 from Table 3.35 are 0.3 and 

0.325, the levels of both personal performance measures are between low and medium 

(L-M). If the expected EP falls at the exact number of that level as EP2 or EP 4 which 

is 0.25, the level of personal performance measure is low. ALR falls between low and 

medium; that means the acceptable level of risk is quite low, so high performance 

countermeasures are required to use in the protection of the electric power system. 

After we obtain all results, experts should set up the policies that are compatible with 

levels of performance measures. By following these policies, the protection systems 

meeting the required levels of protection will be identified. 

 

Time required in response function 
 
1. Response time (T1) 

2. Time to deploy to location (T2) 

3. Time to defeat attackers (T3) 

Table 3.36 shows the time required in each process of performance 

measures. The weight of each expert is taken from Table 3.7. The expected T is 

calculated the same way as expected EP. The expected time should be the maximum 

time required in each process. If each process requires more than the expected time, 

the protection system response may be too late to interrupt an attack. 

Table 3.36. Time required of each performance measure 
 

Performance 
Measures E1 E2 E3 

Expected 
T 

(minutes) 

T1 (minutes) 15 20 14 16 
T2 (minutes) 10 12 8 9.6 
T3 (minutes) 4 7 5 5.4 
Weight 0.2 0.3 0.5
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Probability related to response function 
 
1. Probability of accurate communication to the response force (P1) 

2. Probability of response force deployment to adversary location (P2) 

3. System probability of successfully stopping an attack (P3) 

Table 3.37. Probability related to response function from expert opinions 
 

Performance 
Measures E1 E2 E3 Expected P  

P1 0.95 0.92 0.9 0.92 
P2 0.87 0.85 0.89 0.87 
P3 0.80 0.85 0.75 0.79 
Weight 0.2 0.3 0.5

 
Table 3.37 shows the calculation of probability of response function 

from expert opinions. The weight of each expert is obtained from Table 3.7. The 

expected P is computed the same as EP or T. The expected probability of accurate 

communication to the response force is 0.92. The expected probability of response 

force deployment to adversary location is 0.87. The expected system probability of 

success fully stopping an attack is 0.79. All these show the effectiveness of response 

function after the protection systems can detect the intrusion.  
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CHAPTER IV 

RESULTS AND DISCUSSION 
 

 
The results can be categorized in two parts which are information from 

interviews and the survey of all experts. Since all experts are volunteers, they can 

choose to do both interview and survey or do either one. The information from 

interviews is gathered from all expert opinions and enables several conclusions to be 

reached. The data collection of survey part is used to analyze and find the best 

protection method for substations including the evaluation of performance measures 

and effectiveness of the protection systems. The results from interviews and survey 

responses are described and summarized in the next section.   

 
4.1 Results 

All experts participated in interviews and surveys are working for 

electric power and distribution systems companies. All of these companies are located 

in Texas and Arkansas. Eight persons made up the group of experts were recruited by 

email or phone. Email addresses or phone numbers of prospective subjects were 

obtained from Dr. Milton Smith’s personal contacts. The participants could select to 

do both interview and survey or to do either one. The interview questions were asked 

by the researchers on the phone or by personal visits with them. The survey 

questionnaire was sent by email or handed to researchers after an interview was done. 

The participants returned completed surveys back by email or by the researcher 

visiting the participant’s office. 

 

4.1.1 Results from interviews 

Six of the eight participants were interviewed. All six experts are 

engineers such as transmission line engineer, power plant manager, power system 

design engineer, distribution power system engineer and electrical engineer. The most 

likely target to be attacked by terrorists was thought to be substation, power plant and 

transmission lines, respectively. Substations are expected targets because they are in 

remote areas and are easier to be attacked. Furthermore, if a substation is damaged, a 

huge blackout can result. Power plant attacks also can cause large blackouts; however 

the security protection is at a higher level (having protection systems) and therefore 
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thought to be more difficult to be attacked. Transmission lines are the easiest target to 

attack, but they are the easiest to repair. The top four equipment components that 

might be terrorist targets are power transformers, breakers, control houses, and 

transmission tower structures in order of highest to lowest in probability of becoming 

a target.   

Currently, electric power companies are more concerned with intrusion 

that involves theft of copper or aluminum and not because of terrorist attack. 

Nevertheless, they are starting to think about the damage from terrorist attack. The 

probability of the power systems to be physically attacked from terrorists during next 

5 years is thought to be moderate. Terrorist attacks on power system are possible and 

serious because many customers have power interrupted. It is desirable to have 

preparations, procedures, and protection methods to prevent and protect the power 

systems from physical terrorist attacks, but the proper protection method should be 

low cost with high effectiveness. Companies do not want to spend a lot of money for 

protection from a threat that may not exist. Some believe that the protection from 

chain link fence is still adequate. The protection methods that experts recommend are 

detection such as armed guards or patrol if the attack is with explosives and shields 

for protecting the physical attacks using high powered rifles. The recovery plan is also 

important in case of if something happens, they are still able to deal with that.  They 

might contact insurance company to insure with this situation. Regularly companies 

have insurance, but insurance may not cover losses if the power transformers are 

destroyed. Motion detection equipment is installed in some substations, but the 

number of false alarms is excessive because of wind and other things causing false 

alarms. There are some plans to install video cameras in the future. Generally, only 

chain link fences and lock but now they have monitors to control people get in and out 

for the control rooms on the certain substations. There is some question about the 

legality of passing enhanced protection system costs onto customers.  

All performance measures were regarded by the participants to be very 

good and cover everything for protection; cost and life are among the best 

performance measures. Even though armed guards are very effective, the cost is too 

high for armed guards to be an acceptable protection method with today’s threat 

levels. The weakness of the current electronic physical protection systems for 

substations is the excessive false alarm rate.  
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A difficulty that they anticipate in developing protective antiterrorist 

measures for power systems is the visibility of substations equipment; every occupant 

of each vehicle that drives by a substation or generating plant knows or can easily 

learn the purpose of the installation. Many of the valuable assets are highly visible. 

Substations may be far away from an operating center; center to substation distances 

may exceed 60 miles; if a response team has to travel that distance, travel time may be 

one to two hours. Due to limit funding only the most important substations may have 

any degree of protection except for the fence. 

Among three functions (detection, delay and response), the most 

important function to protect the system is detection. Detection is the first step to let 

the operating personnel know that something is wrong in a substation. If the 

protection system is not able to detect an intruder, damage may be done almost 

without limit. The second in importance is the response function. If an intruder is 

detected but no response force is available, no protection will be provided. If the 

detection system detects the intrusion, a signal will be sent to the central control and 

personnel there may inform other personnel who are close to that substation area. The 

closer operators may go to the site and check if anything is wrong. Some operating 

personnel might be located up to 60 miles away, so the minimum time to respond is 

an hour. Other concerns are about sufficient repair or replacement equipment such as 

power transformer which cost 5 or 6 million dollars and it may be unused most or all 

of each year. An ironic result of a very effective protection system is that it may 

discourage all attacks and therefore appear to be unneeded. 

 

4.1.2 Results from surveys 

The two main protection methods considered here are detection and 

barrier. Each protection method has been analyzed by various performance measures 

for protecting against attack by high powered rifles and explosives. Eight experts 

participated to fill out the survey. One expert appeared to have an extensive 

knowledge of attack methods and protection approaches; this person was judged to 

have an expertise ranking of 10; the others were ranked at 5. These expert weights 

were used to calculate all of results providing in this section following the method 

described in Chapter III. All performance measures were rated the importance for the 

system to protect against a terrorist physical attack on substations.  Importance scores 
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of each performance measure (Table 4.1) indicate the priority of that performance 

measure. The higher score shows the higher priority. The priority shows the sequence 

of importance in that performance measure. The highest priority is 1 and the lowest 

priority is 17. The most importance performance measure is system cost. Service 

provider companies always are concerned with costs and benefits. Even though they 

are beginning to be concerned about security in a physical attack, they also consider 

cost to be the first priority (Importance score = 9.11). There are three performance 

measures that were rated to be the second priority; they are system life, system 

probability of successfully stopping an attack, and amount of reduction in damage. 

The next performance measure is the robustness against different attack modes. The 

lowest three in importance are extent of infringement on personal liberties, distance to 

detect, and ability to block rifle bullets, respectively. Other performance measures are 

listed in order of decreasing priority in Table 4.1.    
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Table 4.1. Importance score and priority from all experts in each performance 
measure 

 
Performance Measures Importance Score from 

all Experts Priority 

System cost 9.111 1 
System life 8.444 2 
System probability of successfully stopping an attack 8.444 2 
Amount of reduction in damage 8.444 2 
Robustness against different attack modes 8.333 3 
Acceptable level of risk 8.222 4 
Intruder detection probability 8.222 4 
Probability of accurate communication to the response force 8.222 4 
Capability of maintaining secrecy of protection method 8.222 4 
Extent of personnel risk to organization employees 8.111 5 
Time required for reporting to response force 8.000 6 
Retain easy access for maintenance personnel 8.000 6 
Response time 8.000 6 
False alarm rate 7.889 7 
Probability of alarm communication and assessment  7.889 7 
Ability to conceal system components 7.778 8 
Extent of risk to third party individuals 7.667 9 
Effectiveness reduction due to system characteristics being known to attacker 7.444 10 
Effectiveness reduction due to presence of internal collaborators 7.444 10 
Time to defeat attackers 7.111 11 
Probability of response force deployment to adversary location 7.111 11 
Number and type of countermeasures at acceptable of risk 7.000 12 
Increased delay time to destroy the target 6.778 13 
Time to deploy to location 6.778 13 
Extent of personnel training required 6.556 14 
Ability to block rifle bullets 6.333 15 
Distance to detect 5.222 16 
Extent of infringement on personal liberties 4.667 17 

 

Table 4.2 demonstrates the importance score of detection criteria to 

protect against an attack by using high powered rifles or explosives. The weighted 

importance score (7.502) is set to be the standard score of detection methods in both a 

high powered rifle attack and an explosive attack. The alternative methods are given 

in Table 4.3 (Part A). The criterion weights show the priority of that criterion. Results 

of weighted average score and effectiveness score to select the protection method with 

multi-criteria to protect against an attack by using high powered rifles are shown by 

Table 4.3 (Part B and Part C). The highlights show the most effective method of each 
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criterion. The highlight in the weighted average score (Table 4.3, Part B) presents the 

best detection method to protect against an attack by using high powered rifles 

regarding with multi-criteria.  The higher weighted average score shows the higher 

effectiveness. The best detection method to protect against an attack by using high 

powered rifles is armed guards (A3). The second and third best is monitoring system 

(A2) and monitoring system (A2) + armed guards (A3), respectively. The 

effectiveness scores in Table 4.3 (Part C) is used to calculate the performance percent 

of those detection methods in Table 4.5 (Part A). 

 
Table 4.2. Importance scores of criteria to evaluate the effectiveness of detection  

methods 
Criteria to Evaluate the Effectiveness of Detection 

Method 

The importance score 
of each criterion from 

all experts 

Criterion 
weights 

1. False alarm rate (C1) 8.667 0.146 
2. Detection probability (C2) 8.556 0.144 
3. Time required for reporting (C3) 7.556 0.128 
4. Probability of alarm communication and assessment (C4) 7.889 0.133 
5. System cost (C5) 7.222 0.122 
6. System life (C6) 6.778 0.115 
7. Distance to detect (C7)  5.778 0.098 
8. Retain easy access for maintenance personnel (C8) 6.667 0.113 

Weighted Importance Score 7.502 
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   Table 4.3. A result of weighted average scores and effectiveness scores to select 
the protection method with multi-criteria to protect against an attack by 
using high powered rifles 

A 
 

Detection Method Alternative Name 
Gunfire Sensor (A1) A1 
Monitoring System (A2) A2 
Armed guards (A3) A3 
Gunfire Sensor (A1) + Monitoring System (A2) A4 
Gunfire Sensor (A1) + Armed guards (A3) A5 
Monitoring System (A2) + Armed guards (A3) A6 
Gunfire Sensor (A1) + Monitoring System (A2) + Armed guards (A3) A7 

 
B 
 

Detection Method Alternative Criterion 
Weights A1 A2 A3 A4 A5 A6 A7 

C
ri

te
ri

on
 

C1 0.121 0.143 0.232 0.121 0.121 0.143 0.121 0.146 
C2 0.125 0.132 0.153 0.132 0.153 0.153 0.153 0.144 
C3 0.142 0.142 0.144 0.142 0.144 0.144 0.144 0.128 
C4 0.122 0.132 0.154 0.132 0.154 0.154 0.154 0.133 
C5 0.235 0.237 0.151 0.174 0.087 0.090 0.026 0.122 
C6 0.138 0.138 0.173 0.138 0.138 0.138 0.138 0.115 
C7 0.090 0.144 0.156 0.144 0.156 0.156 0.156 0.098 
C8 0.139 0.139 0.167 0.139 0.139 0.139 0.139 0.113 

Weighted 
Average Score 0.139 0.150 0.167 0.139 0.136 0.140 0.129 

 

C 
 

Detection Method Alternative Criterion 
Weights A1 A2 A3 A4 A5 A6 A7 

C
ri

te
ri

on
 

C1 4.625 5.5 9 4.625 4.625 5.5 4.625 0.146
C2 7.25 7.625 8.875 7.625 8.875 8.875 8.875 0.144 
C3 7.875 7.875 8 7.875 8 8 8 0.128 
C4 7 7.625 8.875 7.625 8.875 8.875 8.875 0.133 
C5 9.9 10 6.3 7.3 3.6 3.7 1 0.122 
C6 6.75 6.75 8.5 6.75 6.75 6.75 6.75 0.115 
C7 4.5 7.25 7.875 7.25 7.875 7.875 7.875 0.098 
C8 7.125 7.125 8.625 7.125 7.125 7.125 7.125 0.113 

Effectiveness 
Score 6.895 7.443 8.297 6.985 6.957 7.097 6.639 
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  Table 4.4 (Part A) gives names of alternative methods which are 

shown in Part B and Part C. Table 4.4 (Part B and Part C) shows the results of 

weighted average scores and effectiveness scores to select the protection method with 

multi-criteria to protect against an attack by using explosives. The highlights show the 

most effective method of each criterion. The best detection method to protect against 

an attack by using explosives regarding with multi-criteria is armed guards (A5). The 

monitoring system (A4) and freestanding sensors (A3) are the second and third best 

methods. The effectiveness scores in Table 4.4 (Part C) are used to calculate the 

performance percent of those detection methods in Table 4.5 (Part B). 
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Table 4.4. A result of weighted average scores and effectiveness scores to select the protection method with multi-criteria to protect 
against an attack by using explosives 

A 
 

Alternative Methods Name 
Buried-lined sensors (A1) A1 
Fence-associated sensors (A2) A2 
Freestanding sensors (A3) A3 
Monitoring System (A4) A4 
Armed guards (A5) A5 
Buried-lined sensors (A1) + Fence-associated sensors (A2) A6 
Buried-lined sensors (A1) + Freestanding sensors (A3) A7 
Buried-lined sensors (A1) +  Monitoring System (A4) A8 
Buried-lined sensors (A1) + Armed guards (A5) A9 
Fence-associated sensors (A2) + Freestanding sensors (A3) A10 
Fence-associated sensors (A2) + Monitoring System (A4) A11 
Fence-associated sensors (A2) + Armed guards (A5) A12 
Freestanding sensors (A3) + Monitoring System (A4) A13 
Freestanding sensors (A3) + Armed guards (A5) A14 
Monitoring System (A4) + Armed guards (A5) A15 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding sensors (A3) A16 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Monitoring System (A4) A17 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Armed guards (A5) A18 
Buried-lined sensors (A1) + Freestanding sensors (A3) + Monitoring System (A4) A19 
Buried-lined sensors (A1) + Freestanding sensors (A3) + Armed guards (A5) A20 
Buried-lined sensors (A1) +  Monitoring System (A4) + Armed guards (A5) A21 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring System (A4) A22 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Armed guards (A5) A23 
Fence-associated sensors (A2) + Monitoring System (A4) + Armed guards (A5) A24 
Freestanding sensors (A3) + Monitoring System (A4) + Armed guards (A5) A25 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring System (A4) A26 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding sensors (A3) + Armed guards (A5) A27 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Monitoring System (A4) + Armed guards (A5) A28 
Buried-lined sensors (A1) + Freestanding sensors (A3) + Monitoring System (A4) + Armed guards (A5) A29 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring System (A4) + Armed guards (A5) A30 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring System (A4) + Armed guards (A5) A31 
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             Table 4.4. Continue 

B 
 

 
 
 

C 
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Effectiveness scores and percents of performance of each detection 

method to protect against an attack by high powered rifles and explosives are shown 

in Table 4.5 Part A and Part B respectively. The performance percent displays the 

proportion of each detection method effectiveness score with standard score in 

percent, so a decision maker can place the effectiveness of that method with respect to 

the standard. The higher performance percent indicate higher effectiveness of the 

detection method. A performance percent higher than 100 indicates the method 

exceeds the standard. The highlights show the top three detection methods which 

having the performance percents higher than 80 percent as described on page 108 of 

Chapter III in protecting an attack from high powered rifles or explosives. These 

detection methods are shown in Table 4.14 (Part A).  

Table 4.5. Effectiveness score of each detection method and percent of performance 

A 

Detection Methods for an attack by using high powered 
rifles  

Effectiveness 
Score 

Performance 
Percent  

Gunfire Sensor (A1) 6.895 91.907 
Monitoring System (A2) 7.443 99.208 
Armed guards (A3) 8.297 110.601 
Gunfire Sensor (A1) + Monitoring System (A2) 6.985 93.104 
Gunfire Sensor (A1) + Armed guards (A3) 6.957 92.735 
Monitoring System (A2) + Armed guards (A3) 7.097 94.603 
Gunfire Sensor (A1) + Monitoring System (A2) + Armed guards (A3) 6.639 88.499 

Standard Score 7.502 
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Table 4.5. Continue 

B 

Detection Methods for an Attack by Using Explosives Effectiveness 
Score 

Performance 
Percent  

Buried-lined sensors (A1) 7.229 96.354 
Fence-associated sensors (A2) 7.213 96.154 
Freestanding sensors (A3) 7.653 102.018 
Monitoring System (A4) 7.693 102.552 
Armed guards (A5) 8.250 109.968 
Buried-lined sensors (A1) + Fence-associated sensors (A2) 6.987 93.130 
Buried-lined sensors (A1) + Freestanding sensors (A3) 7.082 94.404 
Buried-lined sensors (A1) +  Monitoring System (A4) 7.152 95.339 
Buried-lined sensors (A1) + Armed guards (A5) 7.165 95.506 
Fence-associated sensors (A2) + Freestanding sensors (A3) 7.343 97.884 
Fence-associated sensors (A2) + Monitoring System (A4) 7.401 98.659 
Fence-associated sensors (A2) + Armed guards (A5) 7.324 97.631 
Freestanding sensors (A3) + Monitoring System (A4) 7.518 100.210 
Freestanding sensors (A3) + Armed guards (A5) 7.531 100.389 
Monitoring System (A4) + Armed guards (A5) 7.475 99.642 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding 
sensors (A3) 6.898 91.945 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Monitoring 
System (A4) 6.970 92.908 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Armed guards 
(A5) 6.911 92.118 
Buried-lined sensors (A1) + Freestanding sensors (A3) + Monitoring System 
(A4) 6.977 92.997 

Buried-lined sensors (A1) + Freestanding sensors (A3) + Armed guards (A5) 6.948 92.611 
Buried-lined sensors (A1) +  Monitoring System (A4) + Armed guards (A5) 6.934 92.429 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring 
System (A4) 7.226 96.317 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Armed guards 
(A5) 7.197 95.928 

Fence-associated sensors (A2) + Monitoring System (A4) + Armed guards (A5) 7.183 95.749 
Freestanding sensors (A3) + Monitoring System (A4) + Armed guards (A5) 7.299 97.301 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding 
sensors (A3) + Monitoring System (A4) 6.794 90.566 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding 
sensors (A3) + Armed guards (A5) 6.751 89.989 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Monitoring 
System (A4) + Armed guards (A5) 6.752 89.998 
Buried-lined sensors (A1) + Freestanding sensors (A3) + Monitoring System 
(A4) + Armed guards (A5) 6.758 90.087 
Fence-associated sensors (A2) + Freestanding sensors (A3) + Monitoring 
System (A4) + Armed guards (A5) 7.007 93.407 
Buried-lined sensors (A1) + Fence-associated sensors (A2) + Freestanding 
sensors (A3) + Monitoring System (A4) + Armed guards (A5) 6.576 87.656 

Standard Score 7.502 
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Table 4.6 demonstrates the importance score of barrier criteria to 

protect against an attack by using high powered rifles. The weighted importance score 

is 7.699 and becomes the standard score of barrier methods for high powered rifle 

attack. Results from weighted average scores and effectiveness scores from Table 4.7 

(Part A and Part B) indicate that the extended perimeter fencing (A3) is the most 

effective shielding method when using a screen to be barrier for protecting from an 

attack by using high powered rifles. The highlights show the most effectiveness 

shielding method of each criterion. The highlights of weighted average scores and 

effectiveness scores represent the maximum effective shielding methods with multi-

criteria when using screen to be barrier. 

Table 4.6. Importance scores of barrier criteria to an attack by high powered rifles 

Physical Security Protection Criteria to an Attack by High 
Powered Rifles 

The importance score of 
each criterion from all 

experts 

Criterion 
weights 

1. Ability to conceal system components (C1) 7.444 0.122 
2. Ability to block the rifle bullets (C2) 7.000 0.115 
3. Increased delay time to destroy the target (C3) 6.444 0.106 
4. Robustness against different attack modes (C4) 7.556 0.124 
5. Amount of reduction in damage (C5) 8.222 0.134 
6. Life time (C6) 8.778 0.143 
7. Cost (C7) 8.111 0.133 
8. Retain easy access for maintenance personnel (C8) 7.556 0.124 

Weighted Importance Score 7.699 
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Table 4.7. A result of weighted average scores and effectiveness scores to select the 
shielding method when using screen with multi-criteria to protect against 
an attack by using high powered rifles 

A 
 

Alternative Criterion 
Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.215 0.387 0.398 0.122 
C2 0.260 0.333 0.407 0.115 
C3 0.186 0.343 0.472 0.106 
C4 0.192 0.390 0.419 0.124 
C5 0.220 0.341 0.439 0.134 
C6 0.330 0.335 0.335 0.143 
C7 0.431 0.335 0.234 0.133 
C8 0.254 0.373 0.373 0.124 

Weighted 
Average Score 0.265 0.354 0.381 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3)  
 

B 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 4.333 7.889 8.111 0.122 
C2 1.444 1.889 2.333 0.115 
C3 2.111 4.000 5.556 0.106 
C4 2.778 5.778 6.222 0.124 
C5 2.889 4.556 5.889 0.134 
C6 7.667 7.778 7.778 0.143 
C7 8.889 6.889 4.778 0.133 
C8 4.889 7.222 7.222 0.124 

Effectiveness 
Score 4.531 5.849 6.046 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

Table 4.8 illustrates effectiveness of shielding methods when using 

reinforced concrete walls to be barriers to protect against high powered rifle attack. 

The maximum weighted average score is 0.345; then the most effective shielding 

method when using reinforced concrete wall is the individual equipment shielding 

(A1). The effectiveness score from Table 4.8 (Part B) will be used in the calculation 

of performance percent later.  
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Table 4.8. A result of weighted average scores and effectiveness scores to select the 
shielding method when using reinforced concrete wall with multi-criteria 
to protect against an attack by using high powered rifles 

 
A 

Alternative Criterion 
Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.292 0.352 0.356 0.122 
C2 0.402 0.306 0.292 0.115 
C3 0.290 0.369 0.341 0.106 
C4 0.336 0.336 0.327 0.124 
C5 0.357 0.326 0.317 0.134 
C6 0.333 0.333 0.333 0.143 
C7 0.518 0.321 0.161 0.133 
C8 0.213 0.379 0.408 0.124 

Weighted 
Average Score 0.345 0.340 0.316 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

B 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 7.000 8.444 8.556 0.122 
C2 9.222 7.000 6.667 0.115 
C3 5.556 7.111 6.556 0.106 
C4 8.222 8.222 8.000 0.124 
C5 8.889 8.111 7.889 0.134 
C6 9.111 9.111 9.111 0.143 
C7 7.778 4.778 2.333 0.133 
C8 4.000 7.222 7.778 0.124 

Effectiveness 
Score 7.542 7.524 7.127 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

Table 4.9 presents the results of selecting effective shielding methods 

when using perimeter chain link fence to be barrier. The maximum weighted average 

score (Table 4.9, Part A) is 0.342, and perimeter shielding (A2) is the most effective 

shielding method. The effectiveness score in Table 4.9 (Part B) will be used to 

compute the performance percent later on. 
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Table 4.9. A result of weighted average scores and effectiveness scores to select the 
shielding method when using perimeter chain link fence with multi-criteria 
to protect against an attack by using high powered rifles 

A 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.286 0.357 0.357 0.122 
C2 0.333 0.333 0.333 0.115 
C3 0.260 0.351 0.389 0.106 
C4 0.350 0.333 0.317 0.124 
C5 0.268 0.375 0.357 0.134 
C6 0.331 0.335 0.335 0.143 
C7 0.430 0.302 0.268 0.133 
C8 0.287 0.356 0.356 0.124 

Weighted 
Average Score 0.320 0.342 0.338 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
B 

Alternative Criterion 
Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 1.222 1.556 1.556 0.122 
C2 1.556 1.556 1.556 0.115 
C3 2.111 2.889 3.222 0.106 
C4 2.222 2.111 2.000 0.124 
C5 1.556 2.222 2.111 0.134 
C6 8.889 9.000 9.000 0.143 
C7 8.444 5.889 5.222 0.133 
C8 5.889 7.333 7.333 0.124 

Effectiveness 
Score 4.157 4.211 4.129 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

Table 4.10 shows the importance scores of barrier criteria to protect 

against an attack by using explosives. The weighted importance score is 8.28 and is 

set to be the standard score of barrier methods in an explosive attack. The criterion 

weights show the priority of each criterion. Results from weighted average score 

(0.364) and effectiveness score (7.529) from Table 4.11 (Part A and Part B) indicate 

that the individual equipment shielding (A1) is the most effective shielding method 

when using reinforced concrete walls as the barrier for protecting from an attack by 

using explosives.  The highlights show the most effective shielding method of each 

criterion. The highlights of weighted average scores and effectiveness scores indicate 

the maximum effective shielding method with multi-criteria when using reinforced 

concrete wall as the barrier.  
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          Table 4.10. Importance scores of barrier criteria to an attack by explosives 
 

Physical Security Protection Criteria to an Attack by Explosives 
The importance score 

of each criterion 
from all experts 

Criterion 
weights 

1. Increased time to attack (C1) 7.667 0.133 
2. Ability to restrict and control to physical access (C2) 8.889 0.154 
3. Robustness against different attack modes (C3) 8.000 0.139 
4. Amount of reduction in damage (C4) 8.556 0.148 
5. Life time (C5) 8.222 0.142 
6. Cost (C6) 8.778 0.152 
7. Retain easy access for maintenance personnel (C7) 7.667 0.133 

Weighted Importance Score 8.280 
 
Table 4.11. A result of weighted average scores and effectiveness scores to select the 

shielding method when using reinforced concrete walls with multi-criteria 
to protect against an attack by using explosives 

 
A 

Alternative Criterion 
Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.353 0.337 0.311 0.133 
C2 0.363 0.328 0.309 0.154 
C3 0.339 0.333 0.328 0.139 
C4 0.372 0.322 0.307 0.148 
C5 0.330 0.335 0.335 0.142 
C6 0.475 0.305 0.220 0.152 
C7 0.306 0.357 0.337 0.133 

Weighted 
Average Score 0.364 0.330 0.305 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

B 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 7.333 7.000 6.444 0.133 
C2 8.000 7.222 6.778 0.154 
C3 7.111 7.000 6.889 0.139 
C4 8.111 7.000 6.667 0.148 
C5 8.222 8.333 8.333 0.142 
C6 7.333 4.667 3.333 0.152 
C7 6.444 7.556 7.111 0.133 

Weighted 
Average Score 7.529 6.944 6.475 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
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Results from Table 4.12 show the maximum weighted average score 

(0.342) is associated with perimeter shielding method with using perimeter chain link 

fence as the barrier. The effectiveness scores from Table 4.12 (Part B) will be used to 

calculate the performance percents in Table 4.13 (Part B). Table 4.13 shows the final 

results in the performance percent for using various types of shielding methods and 

barriers to protect against an attack by using high powered rifles (Part A) or 

explosives (Part B). The highlights in this table show the maximum percent of 

performance from each type of barrier. From this table, we selected only the top three 

barrier methods which have performance percents higher than 80 percent for 

protecting from each type of attack as shown in Table 4.14 (Part B). RCW in the table 

represents reinforced concrete wall.  

Table 4.12. A result of weighted average scores and effectiveness scores to select 
the shielding method when using perimeter chain link fence with 
multi-criteria to protect against an attack by using explosives 

A 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 0.291 0.339 0.370 0.133 
C2 0.306 0.352 0.342 0.154 
C3 0.313 0.336 0.351 0.139 
C4 0.336 0.328 0.336 0.148 
C5 0.344 0.328 0.328 0.142 
C6 0.383 0.357 0.260 0.152 
C7 0.306 0.352 0.342 0.133 

Weighted 
Average Score 0.326 0.342 0.332 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
 

B 
Alternative Criterion 

Weights A1 A2 A3 

C
ri

te
ri

on
 

C1 5.222 6.111 6.667 0.133 
C2 4.889 5.444 5.444 0.154 
C3 4.556 4.889 5.111 0.139 
C4 4.778 4.667 4.778 0.148 
C5 7.333 7.000 7.000 0.142 
C6 8.222 7.667 5.556 0.152 
C7 6.556 7.556 7.333 0.133 

Weighted 
Average Score 5.946 6.180 5.951 

*** Individual equipment shielding (A1), Perimeter shielding (A2), Extended perimeter fencing (A3) 
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Table 4.13. Effectiveness scores of each barrier method and percents of 
performance to protect an attack by using high powered rifles and 
explosives 

A 
 

Barrier Methods to 
Protect an Attack by 
Using High Powered 

Rifles 

Screen Reinforced Concrete Wall Perimeter Chain Link 
Fence 

Effectiveness 
Score 

Performance 
Percent  

Effectiveness 
Score 

Performance 
Percent  

Effectiveness 
Score 

Performance 
Percent  

Individual equipment 
shielding (A1) 4.531 58.852 7.542 97.961 4.157 53.994 

Perimeter shielding 
(A2) 5.849 75.971 7.524 97.727 4.211 54.695 

Extended perimeter 
fencing (A3) 6.046 78.530 7.127 92.570 4.129 53.630 

Standard Score 7.699 
 

B 
 

Barrier Methods to Protect an 
Attack by Using Explosives 

Reinforced Concrete Wall Perimeter Chain Link Fence 

Effectiveness 
Score 

Performance 
Percent  

Effectiveness 
Score 

Performance 
Percent  

Individual equipment shielding (A1) 7.529 90.930 5.946 71.812 

Perimeter shielding (A2) 6.944 83.865 6.18 74.638 

Extended perimeter fencing (A3) 6.475 78.200 5.951 71.872 

Standard Score 8.280 
 

Table 4.14 shows the selection of the top three protection methods in 

detection (Part A) and barrier (Part B) to protect against an attack by high powered 

rifles or explosives. Some of effectiveness scores and standard score represent the 

combination of protection methods in Table 4.15. The combination detection and 

barrier methods to protect against both types of attack are shown in Table 4.15 (Part A 

and Part B). The combinations of detection methods come from the possible detection 

methods to protect against each type of attack (Table 4.14, Part A). In the same way, 

the possible barrier methods (Table 4.14, Part B) to protect against each type of attack 

form the combinations of barrier methods. For example, from Table 4.15 (Part A), the 

combination of detection methods comes from detection methods to protect against 

high powered rifle and explosive attacks. Some effectiveness scores were taken from 

Table 4.14 but some were taken from Table 4.5 and Table 4.13. Effectiveness scores 

were taken from three different sources because there were some combination 

methods that could not use effectiveness scores of the top three methods from Table 
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4.14 to compute the performance percents since those combinations had their own 

effectiveness scores. For instances, the effectiveness score of the monitoring system + 

armed guards could not be combined by using (the effectiveness score of monitoring 

system in rifles detection method, the effectiveness score of armed guards in 

explosives detection method)  (7.443, 8.25) or (the effectiveness score of 

monitoring system in explosives detection method, the effectiveness score of armed 

guard in rifles detection method)  (7.693, 8.297). For the combination of methods 

in rifles and explosives detection, the monitoring system + armed guards effectiveness 

score is 7.097 for rifles detection and 7.475 for explosive detection, which can be 

obtained from Table 4.5. After combining the top three methods for protecting against 

each type of attack in detection and barrier, the possible combination methods might 

not be listed as the top three methods in Table 4.14. Thus the effectiveness scores of 

these combinations can be obtained from Table 4.5 for detection and Table 4.13 for 

barrier. Consequently, all effectiveness scores were used to calculate the performance 

percent of combination method in Table 4.16. 

 

Table 4.14. Selection of alternative methods in detection and barrier 

A 

Top Three Detection Methods to Protect Against an Attack by Effectiveness 
Score 

Standard 
Score 

High Powered Rifles Explosives 
Armed guards (A3) 8.297 7.502 
Monitoring System (A2) 7.443 7.502 
Monitoring System (A2) + Armed guards (A3) 7.097 7.502 

Armed guards (A5) 8.250 7.502 
Monitoring System (A4) 7.693 7.502 
Freestanding sensors (A3) 7.653 7.502 

 

B 

Top Three Barrier Methods to Protect Against an Attack by Effectiveness 
Score 

Standard 
Score 

High Powered Rifles Explosives 
RCW Individual equipment shielding (A1)   7.542 7.699 

RCW Perimeter shielding (A2)   7.524 7.699 

RCW Extended perimeter fencing (A3)   7.127 7.699 

  
RCW Individual equipment 
shielding (A1) 7.529 8.28 

  RCW Perimeter shielding (A2) 6.944 8.28 
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Table 4.15. Combination of detection and barrier methods to protect against both 
types of attack 
            
          A 

Combination of 
Detection Methods 

Rifles Detection 
Method 

Explosives 
Detection Method 

Effectiveness Score 

Rifles Explosives Maximum

Armed guards  Armed guards  Armed guards  8.297 8.25 7.502 
Monitoring System  Monitoring System  Monitoring System  7.443 7.693 7.502 
Monitoring System  + 
Armed guards  

Monitoring System  + 
Armed guards  

Monitoring System  + 
Armed guards  7.097 7.475 7.502 

Freestanding sensors + 
Armed guards Armed guards  Freestanding sensors 

+ Armed guards 8.297 7.531 7.502 

Freestanding sensors  + 
Monitoring System  Monitoring System  Freestanding sensors  

+ Monitoring System  7.443 7.518 7.502 

Freestanding sensors + 
Monitoring System  + 
Armed guards 

Monitoring System  + 
Armed guards  

Freestanding sensors 
+ Monitoring System  
+ Armed guards 

7.097 7.299 7.502 

           
          B 

Barrier Methods Rifles Barrier 
Method 

Explosives Barrier 
Method 

Rifles Protection Explosives Protection 
Effectiveness 

Score Maximum Effectiveness 
Score Maximum 

RCW Individual 
equipment shielding  

RCW Individual 
equipment shielding  

RCW Individual 
equipment shielding 7.542 7.699 7.529 8.28 

RCW Perimeter 
shielding  

RCW Perimeter 
shielding  

RCW Perimeter 
shielding  7.524 7.699 6.944 8.28 

RCW Extended 
perimeter fencing  

RCW Extended 
perimeter fencing  

RCW Extended 
perimeter fencing  7.127 7.699 6.475 8.28 

Weights of attack modes and performance percents in the combination 

of protection methods to protect against both types of attack are shown in Table 4.16. 

Both attack modes were weighted different (Table 4.16, Part A). An attack by high 

powered rifles was weighted 70 percent since it had higher potential to happen due to 

legal weapon. An attack by explosives was weighted 30 percents because of difficulty 

to find illegal material to make explosives. The performance percents from Table 4.16 

(Part B) show effectiveness of combination methods. Performance percents are 

computed with assumed equal weights in attack methods and with weights of 70 

percent and 30 percent for rifles and explosives respectively as shown in Table 4.16 

(Part A). These results can show the different performance percents if attack methods 

are weighted different. All performance percents from both types of attacks show the 

differences in performance percents to be fairly small. Thus a 20 percent difference in 

attack method probabilities does not have much effect on resulting performance 

percents. The top three combinations of detection methods are armed guards, 
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freestanding sensors + armed guards, and monitoring system in order of decreasing. 

The top three combinations of barrier methods are reinforced concrete wall (RCW) 

with individual equipment shielding, perimeter shielding, and extended perimeter 

fencing.  

Table 4.16. Weights of attack modes and performance percents in combination of 
protection methods to protect against an attack by using high powered 
rifles and explosives in detection and barrier 

A 

Attack 
Method 

% 
Weighted

Rifles 70 
Explosives 30 

 
B 

Protection Methods Performance Percent 

Detection Barrier Equal Weights in 
Attack Methods 

Not Equal Weights 
in Attack Methods 

Armed guards    110.28 110.41 

Monitoring System    100.88 100.21 

Monitoring System  + Armed guards    97.12 96.11 

Freestanding sensors + Armed guards   105.49 107.53 
Freestanding sensors  + Monitoring 
System    99.71 99.51 

Freestanding sensors + Monitoring 
System  + Armed guards   

95.95 95.41 

  RCW Individual equipment shielding  94.45 95.85 

  RCW Perimeter shielding  90.80 93.57 

  RCW Extended perimeter fencing  85.39 88.26 
 

Protection method weights and performance percent of combination 

protection methods in detection and barrier are represented in Table 4.17 (Part A and 

Part B). Detection method was arbitrarily weighted 60 percent because results from 

expert interviews described that detection was the most important of the three 

protection functions (detection, delay, and response). Support for the 60 percent value 

also comes from a sensitivity and analysis shown in Table 4.18 ( Part B); a wide range 

of values of detection and barrier percentages yield similar results as described next. 
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Table 4.17. Protection method weights and performance percent of combination 
protection methods in detection and barrier 

A 

Protection 
Method 

% 
Weighted

Detection 60 
Barrier 40

 
B 
 

Protection Methods Performance Percent 

Detection Barrier 
Equal Weights in 

Attack Methods and 
Protection Methods 

Not Equal Weights in 
Attack Methods  and 
Protection Methods 

Armed guards  RCW Individual equipment shielding  102.3 104.586 
Armed guards  RCW Perimeter shielding  100.41 103.674 
Armed guards  RCW Extended perimeter fencing  97.7 101.55 
Monitoring System  RCW Individual equipment shielding  97.6 98.466 
Monitoring System  RCW Perimeter shielding  95.71 97.554 
Monitoring System  RCW Extended perimeter fencing  93 95.43 
Monitoring System  + Armed guards  RCW Individual equipment shielding  95.72 96.006 
Monitoring System  + Armed guards  RCW Perimeter shielding  93.83 95.094 
Monitoring System  + Armed guards  RCW Extended perimeter fencing  91.12 92.97 
Freestanding sensors + Armed guards RCW Individual equipment shielding  99.905 102.858 
Freestanding sensors + Armed guards RCW Perimeter shielding  98.015 101.946 
Freestanding sensors + Armed guards RCW Extended perimeter fencing  95.305 99.822 
Freestanding sensors  + Monitoring 
System  RCW Individual equipment shielding  97.015 98.046 

Freestanding sensors  + Monitoring 
System  RCW Perimeter shielding  95.125 97.134 

Freestanding sensors  + Monitoring 
System  RCW Extended perimeter fencing  92.415 95.01 

Freestanding sensors + Monitoring 
System  + Armed guards RCW Individual equipment shielding  95.13 95.586 

Freestanding sensors + Monitoring 
System  + Armed guards RCW Perimeter shielding  93.24 94.674 

Freestanding sensors + Monitoring 
System  + Armed guards RCW Extended perimeter fencing  90.53 92.55 

 
Since this research focuses on only two protection functions; detection 

and delay, the barrier which is a delay technique has a weight of 40 percent. Overall 

results of combination methods are shown in Table 4.17 (Part B); these results were 

computed in two ways, first with equal weights in attack methods and protection 

methods and unequal weights in attack methods and protection methods. The results 

are shown in two different ways to illustrate the differences in performance percents if 

we have equal or unequal priority in protection method. All differences of 
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performance percents from both types of results are fairly small. The highlights 

display the best three effective methods which are armed guards+ reinforced concrete 

wall with individual equipment shielding (104.59%), armed guards + reinforced 

concrete wall with perimeter shielding (103.67%), and freestanding sensors +armed 

guards+ reinforced concrete wall with individual equipment shielding (102.86%). 

Table 4.18 shows the performance percent sensitivity of changing 

weights from Table 4.16 (Part A) and Table 4.17 (Part A). Table 4.18 (Part A) shows 

the performance percents of protection methods from Table 4.16 (Part B) that vary 

following the weights of attack methods changed. The highlights show the top three 

protection methods which are placed in the same method for every weight changed. 

The top three protection methods are not changed but the second place of 

effectiveness protection method is changed from Monitoring System to Freestanding 

sensors + Armed guards when we start to change the weights of attack methods from 

(0.1/0.9) to (0.2/0.8). The weight of (0.2/0.8) is the starting point that the top three 

positions of the protection methods are the same for the rest of weights changing in 

wide range. The numbers in the parentheses show the weights of rifle and explosive 

attack methods. For an easy understanding, we can define (Rifles/Explosives) as 

shown in the Table 4.18 (Part A). Table 4.18 (Part B) shows the performance percents 

vary following the weights of protection methods, which are detection and barrier. We 

can determine the weights of detection and barrier in the parentheses as 

(Detection/Barrier). The wide range of the top three protection methods shows the 

same place from changing the weights (0.2/0.8) to (0.7/0.3). The top three protection 

methods when applying the weights of (0.05/0.95) and (0.1/0.90) are fallen in the 

same places. The top three protections of weights from (0.8/0.2) to (0.95/0.05) are 

also ranked in the same position. From both tables of Table 4.18, they show that the 

lack of sensitivity of changing the weights since the best protection method is not 

changed and over a wide range of the top three protection methods are in the same 

position.  
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Table 4.18. Sensitivity of changing different weights in rifles and explosives and detection and barrier 

A 

Protection Methods 
Performance Percent of Different Weights in Attack Methods (Rifles/Explosives) 

0.05/0.95 0.1/0.9 0.2/0.8 0.3/0.7 0.4/0.6 0.5 / 0.5 0.6/0.4 0.7/0.3 0.8/0.2 0.9/0.1 0.95/0.05 
Armed guards  110.002 110.033 110.096 110.159 110.221 110.284 110.347 110.410 110.472 110.535 110.566 
Monitoring System  102.379 102.213 101.879 101.546 101.213 100.880 100.547 100.210 99.880 99.547 99.380 
Monitoring System  + 
Armed guards  99.388 99.136 98.632 98.128 97.625 97.121 96.617 96.110 95.609 95.105 94.853 

Freestanding sensors 
+ Armed guards 100.897 101.408 102.429 103.450 104.471 105.492 106.513 107.530 108.555 109.576 110.087 

Freestanding sensors  
+ Monitoring System  100.163 100.113 100.013 99.913 99.813 99.713 99.613 99.510 99.413 99.314 99.264 

Freestanding sensors 
+ Monitoring System  
+ Armed guards 

97.159 97.025 96.756 96.486 96.217 95.948 95.678 95.410 95.140 94.871 94.736 

RCW Individual 
equipment shielding  91.281 91.633 92.336 93.039 93.742 94.445 95.148 95.850 96.555 97.258 97.609 

RCW Perimeter 
shielding  84.558 85.251 86.637 88.023 89.410 90.796 92.182 93.570 94.955 96.341 97.034 

RCW Extended 
perimeter fencing  78.919 79.637 81.074 82.511 83.948 85.385 86.822 88.260 89.696 91.133 91.852 
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Table 4.18. Continue 

B 

Protection Methods Performance Percents of Different Weights in Protection Methods  (Detection/Barrier) 
Detection Barrier 0.05/0.95 0.1/0.9 0.2/0.8 0.3/0.7 0.4/0.6 0.5 / 0.5 0.6/0.4 0.7/0.3 0.8/0.2 0.9/0.1 0.95/0.05 

Armed guards  RCW Individual equipment shielding  96.578 97.306 98.762 100.218 101.674 103.130 104.586 106.042 107.498 108.954 109.682 
Armed guards  RCW Perimeter shielding 94.412 95.254 96.938 98.622 100.306 101.990 103.674 105.358 107.042 108.726 109.568 
Armed guards  RCW Extended perimeter fencing  89.368 90.475 92.690 94.905 97.120 99.335 101.550 103.765 105.980 108.195 109.303 
Monitoring System  RCW Individual equipment shielding  96.068 96.286 96.722 97.158 97.594 98.030 98.466 98.902 99.338 99.774 99.992 
Monitoring System  RCW Perimeter shielding  93.902 94.234 94.898 95.562 96.226 96.890 97.554 98.218 98.882 99.546 99.878 
Monitoring System  RCW Extended perimeter fencing  88.858 89.455 90.650 91.845 93.040 94.235 95.430 96.625 97.820 99.015 99.613 
Monitoring System  + 
Armed guards  RCW Individual equipment shielding  95.863 95.876 95.902 95.928 95.954 95.980 96.006 96.032 96.058 96.084 96.097 

Monitoring System  + 
Armed guards  RCW Perimeter shielding  93.697 93.824 94.078 94.332 94.586 94.840 95.094 95.348 95.602 95.856 95.983 

Monitoring System  + 
Armed guards  RCW Extended perimeter fencing  88.653 89.045 89.830 90.615 91.400 92.185 92.970 93.755 94.540 95.325 95.718 

Freestanding sensors + 
Armed guards RCW Individual equipment shielding  96.434 97.018 98.186 99.354 100.522 101.690 102.858 104.026 105.194 106.362 106.946 

Freestanding sensors + 
Armed guards RCW Perimeter shielding  94.268 94.966 96.362 97.758 99.154 100.550 101.946 103.342 104.738 106.134 106.832 

Freestanding sensors + 
Armed guards RCW Extended perimeter fencing  89.224 90.187 92.114 94.041 95.968 97.895 99.822 101.749 103.676 105.603 106.567 

Freestanding sensors  + 
Monitoring System  RCW Individual equipment shielding  96.033 96.216 96.582 96.948 97.314 97.680 98.046 98.412 98.778 99.144 99.327 

Freestanding sensors  + 
Monitoring System  RCW Perimeter shielding  93.867 94.164 94.758 95.352 95.946 96.540 97.134 97.728 98.322 98.916 99.213 

Freestanding sensors  + 
Monitoring System  RCW Extended perimeter fencing  88.823 89.385 90.510 91.635 92.760 93.885 95.010 96.135 97.260 98.385 98.948 

Freestanding sensors + 
Monitoring System  + 
Armed guards 

RCW Individual equipment shielding  95.828 95.806 95.762 95.718 95.674 95.630 95.586 95.542 95.498 95.454 95.432 

Freestanding sensors + 
Monitoring System  + 
Armed guards 

RCW Perimeter shielding  93.662 93.754 93.938 94.122 94.306 94.490 94.674 94.858 95.042 95.226 95.318 

Freestanding sensors + 
Monitoring System  + 
Armed guards 

RCW Extended perimeter fencing  88.618 88.975 89.690 90.405 91.120 91.835 92.550 93.265 93.980 94.695 95.053 
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Besides an attack in a situation as assumed in this research, there are 

some situations that can help attackers to damage the targets faster and easier and also 

can increase the efficiency to damage facilities. Those situations consist of system 

characteristics being known to attacker, presence of internal collaborators, prior 

knowledge, and capability of maintaining secrecy of protection method. The percents 

of reduction from normal effectiveness of protection systems due to aforesaid reasons 

are shown in Table 4.19. The highest percent of reduction is 58.13% due to presence 

of internal collaborators. The effectiveness reduction due to prior knowledge is the 

second danger (45.63%). The percents of reduction in system characteristics being 

known to attacker and capability of maintaining secrecy of protection methods have 

the same value (43.75%). The comparison of effectiveness in the top three protection 

systems due to each reason of effectiveness reduction is illustrated in Table 4.20. 

Although the best protection methods had higher effectiveness than the maximum 

standard, when each reason to cause the effectiveness reduction was applied, the 

effectiveness of protection system decreased about half of their normal effectiveness.  

 
Table 4.19 Percent of reduction from normal effectiveness due to these reasons 

 

Performance Measures Percent of reduction from 
normal effectiveness 

1. Effectiveness reduction due to system characteristics being known to attacker (ER1) 43.75 
2. Effectiveness reduction due to presence of internal collaborators (ER2) 58.13 
3. Degradation of effectiveness with prior knowledge (ER3) 45.63 
4. Capability of maintaining secrecy of protection method (ER4) 43.75 

 
Table 4.20 Comparison of effectiveness of protection systems from combination of 

protective methods due to effectiveness reduction 

Top Three Protection Methods 
Performance Percent 

Normal ER1 ER2 ER3 ER4 
Armed guards + RCW with individual 
equipment shielding 104.59  58.83 43.80 56.87 58.83 

Armed guards + RCW with perimeter 
shielding  103.67  58.31 43.41 56.37 58.31 

Freestanding sensors +Armed guards+ 
RCW with individual equipment 
shielding 

102.86  57.86 43.07 55.93 57.86 

 
All levels of personnel performance measure fall in medium to high 

level (Table 4.21). Higher level shows the higher extent of performance measure can 

be used. The example of extent of each performance measure and each level of 
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personnel performance measure have already been described on page 116 and 117 of 

Chapter III. For actual situations, companies should decide upon acceptable policies 

for each personal performance measure. The acceptable levels of risk to substation 

show medium to high. This means substations can accept the medium to high risk 

threats.  

 
Table 4.21 Level of performance measure and acceptable of risk to substation 

 

Performance Measures Expected 
Value Level 

1. Extent of infringement on personal liberties (EP1) 0.55 M-H 
2. Extent of personnel training required (EP2) 0.6 M-H 
3. Extent of personnel risk to organization employees (EP3) 0.65 M-H 
4. Extent of risk to third party individuals (EP4) 0.65 M-H 
5. Acceptable level of risk to substation (ALR) 0.6 M-H 

 
Times of each activity in response function are shown in Table 4.22. 

Expected response time is 28.75 minutes. Time to deploy to location varies from 10 to 

60 minutes depending on the location of substations. Expected time to defeat attackers 

is 23.75 minutes. 

 
Table 4.22 Time of each activity in response function 

Performance Measures  Time (minutes) 

1. Response time (T1) 28.75 
2. Time to deploy to location (T2) 10-60 
3. Time to defeat attackers (T3) 23.75 

 

All probabilities of performance measure in response functions are 

shown in Table 4.23. The probability of accurate communication to the response force 

is 0.62. The probability of response force deployment to correct adversary location is 

0.64. System probability of successfully stopping an attack is 0.45. All these show the 

effectiveness of response function after the protection systems can detect the 

intrusion.  
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Table 4.23 Probability of performance measures 

Performance Measures Probability 

1. Probability of accurate communication to the response force (P1) 0.62 

2. Probability of response force deployment to correct adversary location (P2) 0.64 

3. System probability of successfully stopping an attack (P3) 0.45 
 

 
4.2 Discussion 

 
 All expert opinions given were from operating personnel of electric 

power system companies. They never worked or experienced within any security area 

or developed systems to provide protection from a terrorist attack. Presently, they just 

focused on the regular intrusion such as copper or aluminum thief and accident 

intrusion. The idea to protect against an attack by terrorist was still in the beginning 

stage of their thought processes. Some companies just started to consider it and some 

have started to research and plan to do something to protect substations against attack 

caused by terrorist. One expert who appeared to have advanced knowledge could not 

provide any information because all information needed in this topic was sensitive. A 

significant problem of this research topic was lack of information from experts who 

really knew about protection systems. If we could obtain the information from experts 

who experienced and had knowledge about this directly, the results would be more 

accurate and useful. However, the methods we used to solve this problem are still 

workable and valuable if all data inputs are from personnel of Sandia National 

Laboratory or any other related organizations that research about protection from 

terrorist attack. Information on attack modes was not received. This part was also the 

important part of this research topic. What modes of attack that each protection 

method could cover was another factor to assist decision maker to select the 

appropriate protection methods for substations. 

Those survey questions deal with combined protection methods for 

effectiveness. Experts have to make decisions to judge the effectiveness of the 

individual protection methods which are mutually exclusive alternatives. In addition, 

the evaluation of simultaneous non-exclusive alternatives which are combinations of 

several individual protection methods must be done; it is this second evaluation task 

that is very difficult and is not covered in decision theory literature. Nevertheless, it is  
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a decision process that must be performed in systems such as those for protecting 

many kinds of assets. This problem has never been studied by any researchers in the 

past. Only the methods for combination of decisions from several individuals have 

been studied and reviewed ((Ho, Hull, & Srihari, 1994), (Ho, 2001)). The 

combination decision related how to combine several decisions for more accuracy. 

Decision combination methods can be weighted average, logistic regression, Borda 

count, sum, median, or product rules, Bayes, and Dempster Shafer rules. Not all 

combination decision methods can be applied for every problem. Every specific 

problem has to use its own particular combination strategy to solve. Therefore, the 

survey questions were adjusted to ask only the individual equipment performance 

with each criterion. After that a rule to determine the effectiveness scores of 

combinations in protection methods was built in Chapter III on page 95. The rule of 

false alarm rate, detection probability can apply only with this research situation 

because we cannot test the combination of protection equipment in various attack 

modes directly. We do not have completely accurate information on which kind of 

attack to expect nor which equipment can detect intrusion or create false alarms; for 

example, if we have the combination detection method of gunfire sensor + 

freestanding sensors, we can install the equipment and keep it in operation for a 

period of time to observe false alarm rate; the probability that intrusions will be 

detected may be found by experimentation.  

Although cost is the first important criterion to consider when selecting 

protection method (Table 4.1), the top three combinations of protection systems 

(Table 4.17, Part B) used armed guards. Armed guards are the most costly option 

among individual protection methods (Table 4.3 and Table 4.4). On the other hand, 

when armed guards were evaluated with multi-criteria, they still showed the most 

effectiveness of detection method for protecting against an attack either by using high 

powered rifles or explosives (Table 4.5, Part A and Part B). This option might not be 

a good choice for companies but they can choose the protection systems within their 

budgets and acceptable risk.  

Many factors in Table 4.19 can cause reductions from normal 

effectiveness of protection systems. To eliminate these causes, companies should do 

the background checks before recruiting the employees, create their own technologies 

to protect the power systems, and use the company policies to control the secrecy 
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strictly. The extent of risk to third party individuals from level of performance 

measure (Table 4.21) shows unexpected result. If it has medium to high level, it 

means the protection systems can put medium to high risk to third party individuals, 

which we think it should not be correct. The protection systems should not have any 

effect on third party individuals.    

In the time of each activity in response function (Table 4.22), expected 

response time is 28.75 minutes which it supposed to be summed between time to 

deploy to location and time to defeat attackers. If we sum those types of time, we get 

33.75 – 83.75 minutes, which this range is longer from the response time. Probably 

the response time that all experts gave is based on their work area, so the distance 

from operating station and site can affect the time difference.   

All probabilities of performance measures from Table 4.23 are very 

low. If an attack occurs, protection methods have low probabilities to stop an attack 

before targets are destroyed. An approach to this problem is to prevent an attack from 

happening. Companies have to show the high potentiality of their protection system to 

discourage attacks on substations, and then substation will not be likely a terrorist 

target anymore.   

All experts are working for companies and they expressed the main 

concern while considering an investment in protection systems is cost and 

effectiveness. Of course, companies want less cost with the maximum effectiveness. 

Nevertheless, they need to consider the possible attacks on substations, aftermaths, 

and the levels of acceptable risk first, and then think about advantages and 

disadvantages if they install the protection equipment in substations. Afterwards, the 

proper protection systems can be selected under their budgets and acceptable risks.  
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CHAPTER V 

CONCLUSIONS 

 
 

Presently, terrorist attacks in parts of society are a top concern to 

disrupt the economy and security of United States of America.  Electrical energy is 

crucially related to regular economic activities. The electrical distribution systems 

might be regarded as likely terrorist targets. Terrorist attacks on the electrical 

infrastructure might cause the widespread disruption of normal activities in everyday 

life. That could affect many people for an extended period of time. This research 

studied the investigation of the possible physical attack methods and the effective 

protection systems to a substation. The performances of individual and combinations 

of protection methods that could be used for substation protection were examined. 

This research focused on identifying the effective protection methods to protect 

against a terrorist physical attack that uses high powered rifles or explosives.  

The methodology consisted of two main parts. One was the 

investigation of possible physical attack methods. Another was the evaluation of 

performance of protection methods and the selection of the best effective protection 

method to protect against an attack.  

5.1 Investigation of Possible Physical Attack Methods 

A large substation was used as a model of substations in general to 

investigate the possible attack methods because substations are attractive targets by 

reasons of asset value, remoteness, and being unmanned. The most important 

equipment of substations is power transformers which are thought to be likely targets 

in a terrorist attack. The examination of the possible ways to attack helped to find the 

appropriate methods or measures to protect the electrical infrastructure. Two likely 

weapons that may be used to attack a substation are high powered rifles and 

explosives. ARENA simulation models were applied to all strategies of an attack in 

Chapter III to the substation by using either high powered rifles or explosives. The 

factors that make each strategy different are the number of terrorists, weapons, attack 

methods, and substation surroundings. The results in Table 3.3 show that an attack on 

7 power transformers could be completed within about 5 minutes by using high 
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powered rifles and within approximately 30 minutes by using explosives. Targets 

could be damaged rapidly.  

5.2 Evaluation of Performance of Protection Methods and Selection of the Effective 

Protection Methods 

All possible protection methods that could protect against an attack by 

using high powered rifles or explosives were considered. All probable performance 

measures of protection systems were determined and applied to select the best 

effective protection method for substations. Effective measurements such as Red 

Team and quantitative evaluation could not be done; therefore, the information used 

to evaluate the performance of protection systems was from expert opinions. 

Interviews and a survey were used to gather expert opinions. Experts 

were operating personnel of power system companies. The interviews allowed us to 

understand the electric power systems and methods of protection systems better. In 

addition, it also helped researchers to obtain information useful in identifying the best 

protection methods for power substations. All questions were related to the most 

important components of substations, probability of attack on substations, risk level of 

terrorist attack in the future, preparation and response procedures, performance 

measures, difficulty to develop the protection systems, and the most important 

functions to protect the systems. 

The data obtained from the surveys was used to analyze the 

performance of protection methods for power substations and identify effective 

methods for protection systems. The effectiveness of individual and combinations of 

protection methods was examined to make decisions concerning the effective methods 

to protect power substations. Combinations of protection methods may or may not 

have additive effectiveness. Analytic Hierarchy Process (AHP) method and other 

quantitative techniques were used to analyze the data from the surveys.  

AHP method was used to identify the effective protection methods for 

different objectives (detection and delay or barrier) since we need to prioritize 

alternatives with multiple criteria and it can handle subjective judgment input data. 

Furthermore, it is reliable, highly effective, simple and flexible. The overall 

preference of all protection methods can be prioritized rankings to show the difference 

of effectiveness in protection system. Even though AHP has processes to check the 
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consistency of preferences in the pairwise comparison, the results of consistency in 

this research is always perfect because the data input was not directly obtained from 

experts. The raw data from the survey needed to be adjusted in scale before entering it 

in AHP. This method was developed because we needed to reduce the length of the 

survey from an original preference matrix in AHP form. Therefore, this approach can 

guarantee that there is no inconsistency of preferences in the pairwise comparison if 

using this method.  

The protection methods were classified to be detection and barrier, and 

also which type of attack to protect against. Quantitative techniques were used to 

calculate the performance percents of those protection methods. The performance 

percents of the individual protection methods in detection or barrier to protect against 

both attack types were computed first. After that the performance percents of the 

combination methods of detection or barrier were calculated. Ultimately the overall 

performance percents of protection methods in both detection and barrier were 

computed to identify the most effective protection methods. The most effective 

individual methods of detection and barrier to protect against both attack types were 

armed guards and reinforced concrete wall with individual equipment shielding. The 

most effective combination method of detection was freestanding sensors + armed 

guards. The best effective combination method from overall detection and barrier to 

protect against both types of a physical attack was armed guards + reinforced concrete 

wall with individual equipment shielding. The armed guards + reinforced concrete 

wall were the best combination protection method because they had high 

effectiveness in almost all criteria among other methods.  

 

The vulnerabilities in electric power systems could be minimized by 

providing these protection methods to important substations which have large 

capability or supply important facilities such as airports or hospitals. Furthermore, the 

installation of protection systems could assist to reduce the opportunities to reach and 

damage targets, to increase delay time, to minimize the damage, and to reduce 

response time and recovery after an attack. 
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5.3 Steps to Develop the Effective Protection System for Any Systems 

 

Government agency personnel or company personnel may be 

concerned about their security systems and they might need some suggestions to 

evaluate protection systems. Following are steps to develop and evaluate protection 

systems; these steps can be utilized for systems that may need protection of critical 

assets. 

 

1. Prioritize the critical assets. 

2. Select the equipment or facilities that might be likely targets from attacker’s view. 

3. Set the acceptable risk level if damage occurs. 

4. Define the possible attack methods that attackers might use to attack those 

equipment or facilities. 

5. Determine the possible protection methods to protect against those attack modes. 

6. Identify the performance measures that will be used to evaluate those protection 

methods with that system.  

7. Gather information using expert opinions by interview or survey. 

8. Analyze the data. 

9. Obtain the results of effective protection methods. 

10. Perform cost analysis considering initial, operating, and maintenance costs of 

protection systems.  

11. Select the assets to be protected and appropriate protection methods.  

These steps can be applied to use for many kinds of system (electric 

power system, water system or computer network) that is to be protected from an 

attack. 

5.4 Recommendations for Further Research 

 

5.4.1 Identify better groups of experts 

Obtaining input information is the most difficult part of this research. 

Most electric power distribution engineers have no knowledge or experience related 

to terrorist attacks. Their work involves design and operation of electric power and 

distribution systems. Some have knowledge of protection systems to protect against 
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the regular intrusion or accident but not for protecting against terrorist attacks. If we 

can obtain information from experts who have knowledge related to terrorist attack, 

protection systems, and electric power and distribution systems, the results will be 

more accurate. The improvement of information resources will result in more precise 

work to evaluate effective protection method. 

5.4.2  Development of expert judgment for the combination methods 

Participating experts had a difficult time evaluating the effectiveness of 

combination methods. Evaluation methods of effectiveness for combinations of 

alternatives do not exist. An accurate method for experts to use in evaluating 

effectiveness of combinations of protective measures is highly desirable. Our own 

way to determine the effectiveness score among several alternatives might not be 

totally correct because they may have something that we do not know and experience 

in this area. Physical simulation is another option that can improve the judgment of 

effectiveness score in the combination of protection methods in false alarm rate and 

probability to detect the intrusion and any activities measured by time such as delay 

time and response time more accurate. Even though this method to evaluate the 

effectiveness of combinations of methods is more accurate, it requires expenditure of 

funds, time consuming, and requires installation of the protection systems. For this 

case, if we want to apply this method, we have to ask for the permission from electric 

power and distribution system companies and invest for installing the combination 

equipment of detection at a substation. After that the false alarm rate and probability 

to detect the intrusion can be tested by installing the combination of detection 

equipment and counting the times that false alarms occurred or this combination 

detection equipment can detect the intruder. Delay and response time also can be 

obtained by physical simulation.  

 

5.4.3  Evaluation of effect of protection systems upon attack probability 

Threat levels can change following the installation of protection 

systems. If terrorists know the methods used to protect substations, they might change 

their attack methods to minimize their risks and increase the probability of successful 

attacks. After that, the methods to protect substations have to be expanded following 

threats. On the other hand, terrorists may not change their attack methods although 

they know the protection methods installed on substations. This aspect of terrorist 
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behavior is difficult to anticipate, but terrorists goals are still the same; and that is to 

do something to create fear and to disrupt economic activities. Therefore a balanced 

between investment in protection systems for all possible attack modes and the 

acceptable risk level should be investigated.  
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APPENDIX A 
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APPENDIX B 

The Effectiveness of Protection Methods for Power Substations Guide 
 
Interviewer: 
Date: 
Start time: 
End time: 
 
Company Information: 
Company Name: 
Location: 
Major Operations: 
 
I. Introduction  
This interview is a part of a dissertation research conducted by Texas Tech, which 
focuses on the performance of protection systems for power substations. The research 
analyzes the effectiveness of protection methods for power substations and identifies 
effective methods for protecting systems. You will have access to the results of this 
investigation.  
 
The purpose of this interview is to obtain information about your experience with 
protection systems and your views on effectiveness of protection methods. Interview 
questions will include several different aspects of protection system such as 
preparation, process, performance measures, etc. This information will help 
researchers to understand methods of protection systems. It will also help researchers 
better interpret research findings and obtain the best protection methods for power 
substations.  
 
II. Questions 
 
1. What type of professional are you (Present or in the past)? 

a. Operating management/engineer for a power system company  
b. Security equipment company   
c. Law enforcement     
d. Independent  
 
2. Have you ever thought about physical terrorist attacks on power systems? If so, 
what equipment components do you believe might be likely attacked by terrorists 
(List in decreasing order of attack likelihood)?  
 
 
3. Do you think it is probability that terrorists will physically attack power systems in 
the United States?  Can you estimate the probability of the power system to be 
physically attacked from terrorists during the next 5 years (High, moderate, low, 
zero)? 
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4. Do you think it is desirable to have any preparations, procedures or protection 
methods to prevent and protect the power systems from physical attacks?   
5. What preparations or protection methods would you recommend to use for 
protecting the physical attacks using 
 
a. High powered rifles  
b. Explosives 
 
6. If there is a chance that terrorists will attack power transformers of substations, 
what kind of protection would you recommend for your power systems?   Is that the 
same answer of question 5? If not, explain the protection methods you would prepare 
for this incident and why you use those protection methods. 

a. High powered rifles  
b. Explosives 
 
7. What performance measures you will recommend to evaluate your protection 
system from terrorist physical attacks? 

 

8. What is the top four physical assets of substations need to be protected? 
 

 

9. What are the weaknesses and strengths of the current physical protection system for 
substations? 

 

10. What difficulty would you anticipate in developing protection systems for power 
systems to terrorist attacks? 

 
 
11. If there are three functions related to the physical protection system of power 
systems, which are detection, delay, and response, what is the most important function 
to protect the system?   Why? 

 
 
12. Is there a procedure detailing response in case of a physical attack on substations?   
How? 

 
 
13. Are there any other concerns or suggestions you have about physical protection 
systems to counter terrorist attacks?   
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APPENDIX C 

The Effectiveness of Protection Methods for Power Substations Survey 
 
Hello, 
 
Your help is very important to this study. The survey is part of a dissertation research 
conducted by Texas Tech University, which focuses on the performance of protection 
system in power substations. The research analyzes the effectiveness of protection 
methods for power substations and identifies the effective methods for protecting 
systems. You will be able to use the results to design and improve the protection 
system of power substations. 
  
The survey asks for your opinions on the performance of protection methods you have 
experienced in your work environment and prior knowledge. The survey will take 
about 25 minutes to complete and there is no personal question. It will be great if you 
can answer all the questions but if there are questions you are uncomfortable to 
answer, you can pass over those questions. You can quit doing the survey anytime. If 
you do not have any experience related to that question, you can just answer 
following your opinion.  
 
The participation of this survey is voluntary and all information received is 
confidential. Your answers in this survey will be seen by Dr. Smith and the co-
investigator only. If any parts of the findings from this study are published, there will 
be no identification of subjects or companies. You will not lose anything if you do or 
do not participate.  

If you agree to participate, please answer the following questions in the survey 
questionnaire. You can print the survey questionnaire out and write it by hand or use 
Microsoft Word to answer. If you write by hand, you have to scan and convert to PDF 
file and return the completed survey to the investigator by email with the attached file. 
If you use Microsoft Word to answer, you can just attach the completed survey file to 
the email and send it back to the investigator. In case of you also have an interview 
with us, you can hand in the completed survey to researchers when we visit for an 
interview. If you participate in this dissertation research, you will have access to 
research results that hopefully will increase our knowledge of how to protect 
substations from terrorist attacks and performances measures that should be used to 
evaluate protection systems. No compensation will be provided for participation. 

Thank you very much for your participation in this research. If you have any 
questions or comments, please contact Dr. Milton L. Smith by (806) 742-3543 or his 
email Milton.Smith@ttu.edu or Vanlapha Santithammarak by (806) 283-1186 or her 
email vanlapha.santithammarak@ttu.edu. For questions related to your rights as a 
participant or injuries caused by this research, please contact the Texas Tech 
University Institutional Review Board for the Protection of Human Subjects, Office of 
Research Services, Texas Tech University, Lubbock, Texas 79409. Or you can call 
(806) 742-3884. 
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Performance Measures 
 Please rate the importance of performance measures by circle the number. The lowest score is 
1. The highest score is 10.   

1 = Lowest   10 = Highest  

 
 
Do you have any other criteria recommend to measure the performance of protection systems? If you 
have, please rate your criteria from 1 to 10. 
 
 
 
 
  

Performance Measures Please rate the importance of performance 
measures by circling one number 

Acceptable level of Risk  1 2 3 4 5 6 7 8 9 10 

Number and type of countermeasures at acceptable of risk 1 2 3 4 5 6 7 8 9 10 

System cost 1 2 3 4 5 6 7 8 9 10 

System life 1 2 3 4 5 6 7 8 9 10 

False alarm rate 1 2 3 4 5 6 7 8 9 10 

Response time 1 2 3 4 5 6 7 8 9 10 

Increased delay time to destroy the target 1 2 3 4 5 6 7 8 9 10 

Distance to detect 1 2 3 4 5 6 7 8 9 10 

Intruder detection probability 1 2 3 4 5 6 7 8 9 10 

Probability of alarm communication and assessment  1 2 3 4 5 6 7 8 9 10 

Time required for reporting to response force 1 2 3 4 5 6 7 8 9 10 

Probability of accurate communication to the response force 1 2 3 4 5 6 7 8 9 10 

Probability of response force deployment to adversary location 1 2 3 4 5 6 7 8 9 10 

Time to deploy to location 1 2 3 4 5 6 7 8 9 10 

System probability of successfully stopping an attack 1 2 3 4 5 6 7 8 9 10 

Time to defeat attackers 1 2 3 4 5 6 7 8 9 10 

Ability to conceal system components 1 2 3 4 5 6 7 8 9 10 

Ability to block rifle bullets 1 2 3 4 5 6 7 8 9 10 

Effectiveness reduction due to system characteristics being known to attacker 1 2 3 4 5 6 7 8 9 10 

Effectiveness reduction due to presence of internal collaborators 1 2 3 4 5 6 7 8 9 10 

Effect of protection methods on power system operations 1 2 3 4 5 6 7 8 9 10 

Robustness against different attack modes 1 2 3 4 5 6 7 8 9 10 

Amount of reduction in damage 1 2 3 4 5 6 7 8 9 10 

Extent of infringement on personal liberties 1 2 3 4 5 6 7 8 9 10 

Extent of personnel training required 1 2 3 4 5 6 7 8 9 10 

Extent of personnel risk to organization employees 1 2 3 4 5 6 7 8 9 10 

Extent of risk to third party individuals 1 2 3 4 5 6 7 8 9 10 

Capability of maintaining secrecy of protection method 1 2 3 4 5 6 7 8 9 10 
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 Detection 
 Please rate the importance of performance measures in detection criteria by circling one 
number. The lowest score is 1. The highest score is 10.   

1 = Lowest   10 = Highest  
 

Criteria to Evaluate the Effectiveness of Detection Method Please rate the importance of each 
criterion by circling one number 

1. False alarm rate (C1) 1 2 3 4 5 6 7 8 9 10 

2. Detection probability (C2) 1 2 3 4 5 6 7 8 9 10 

3. Time required for reporting (C3) 1 2 3 4 5 6 7 8 9 10 

4. Probability of alarm communication and assessment (C4) 1 2 3 4 5 6 7 8 9 10 

5. System cost (C5) 1 2 3 4 5 6 7 8 9 10 

6. System life (C6) 1 2 3 4 5 6 7 8 9 10 

7. Distance to detect (C7)  1 2 3 4 5 6 7 8 9 10 

8. Retain easy access for maintenance personnel (C8) 1 2 3 4 5 6 7 8 9 10 
 
Comparison of Detection Methods to Attack by High Powered Rifle 
Please fill out the score from 1 to 10 to rate the alternative protection methods with each criterion of 
performance measures in the column following your opinion. The minimum score is 1 and the 
maximum score is 10. 

1     2       3         4           5             6               7  8   9   10 
              1         = Strongly unfavorable to the protection system 
                                                    10         = Strongly favorable to the protection system 
 
For example, if system cost is the criterion, lower the cost, the higher score.  
 
Type of Detection 
1. Gunfire Sensor (A1): Acoustical sensing to identify a rifle shot and triangulate to determine firing 
location; results transmitted to a control station. 
2. Monitoring System (A2): Closed Circuit TV (CCTV), Video monitoring (Omni directional or Long 
length), intelligent video motion detection  
3. Armed guards (A3) 
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Comparison of Intrusion Detection Methods to an Attack by Explosives 
Type of Intrusion Detection 
1. Buried-lined sensors (A1): pressure or seismic, magnetic field, ported coaxial cables, fiber-optic 
cables 
2. Fence-associated sensors (A2): fence-disturbance Sensors, sensors fences, electric field or 
capacitance 
3. Freestanding sensors (A3): active infrared, passive infrared, bistatic microwave, monostatic 
microwave, dual- technology sensors 
4. Monitoring System (A4): CCTV, Video monitoring (Omni directional or Long length), intelligent 
video motion detection 
5. Armed guards (A5) 

 
 
 
Physical Security Protection to Counter an Attack Using High Powered Rifles 
 Please rate the importance of performance measures in protection criteria by circling one 
number. The lowest score is 1. The highest score is 10.   

1 = Lowest   10 = Highest 

Physical Security Protection Criteria to an Attack by High 
Powered Rifles 

Please rate the importance of each 
criterion by circling one number 

1. Ability to conceal system components (C1) 1 2 3 4 5 6 7 8 9 10 

2. Ability to block the rifle bullets (C2) 1 2 3 4 5 6 7 8 9 10 

3. Increased delay time to destroy the target (C3) 1 2 3 4 5 6 7 8 9 10 

4. Robustness against different attack modes (C4) 1 2 3 4 5 6 7 8 9 10 

5. Amount of reduction in damage (C5) 1 2 3 4 5 6 7 8 9 10 

6. Life time (C6) 1 2 3 4 5 6 7 8 9 10 

7. Cost (C7) 1 2 3 4 5 6 7 8 9 10 

8. Retain easy access for maintenance personnel (C8) 1 2 3 4 5 6 7 8 9 10 
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Comparison of Protection Methods to Counter an Attack Using High Powered Rifles 
Please fill out the score from 1 to 10 to rate the alternative protection methods with each criterion of 
performance measures in the column following your opinion. The minimum score is 1 and the 
maximum score is 10. 

1     2       3         4           5             6               7  8   9   10 
              1         = Strongly unfavorable to the protection system 
                                                    10         = Strongly favorable to the protection system 
For example, if system cost is the criterion, lower the cost, the higher score.  
 
Method to Shield  
1. Individual equipment shielding (A1) 
2. Perimeter shielding (A2) 
3. Extended perimeter fencing (A3) might be 100 meters or even greater distance from fence to nearest 
equipment inside the fence. 
Using Screen: A light weight screen so the equipment cannot be viewed; nothing to stop a bullet. 

 
 
Using Reinforced concrete wall conducted around entire substation; wall can stop bullet. 
 

 
 
 
  



Texas Tech University, Vanlapha Santithammarak, December 2011 

 179

Using Perimeter chain link fence  

 
 
Physical Security Protection to Counter an Attack Using Explosives 
 Please rate the importance of performance measures in protection criteria by circling one 
number. The lowest score is 1. The highest score is 10.   

1 = Lowest   10 = Highest 

Physical Security Protection Criteria to an Attack by Explosives Please rate the importance of each 
criterion by circling one number 

1. Increased time to attack (C1) 1 2 3 4 5 6 7 8 9 10 

2. Ability to restrict and control to physical access (C2) 1 2 3 4 5 6 7 8 9 10 

3. Robustness against different attack modes (C3) 1 2 3 4 5 6 7 8 9 10 

4. Amount of reduction in damage (C4) 1 2 3 4 5 6 7 8 9 10 

5. Life time (C5) 1 2 3 4 5 6 7 8 9 10 

6. Cost (C6) 1 2 3 4 5 6 7 8 9 10 

7. Retain easy access for maintenance personnel (C7) 1 2 3 4 5 6 7 8 9 10 
 
Comparison of Protection Methods to Counter an Attack Using Explosives 
Please fill out the score from 1 to 10 to rate the alternative protection methods with each criterion of 
performance measures in the column following your opinion. The minimum score is 1 and the 
maximum score is 10. 

1     2       3         4           5             6               7  8   9   10 
              1         = Strongly unfavorable to the protection system 
                                                    10         = Strongly favorable to the protection system 
For example, if system cost is the criterion, lower the cost, the higher score.  
 
Method to Shield  
1. Individual equipment shielding (A1) 
2. Perimeter shielding (A2) 
3. Extended perimeter fencing (A3) might be 100 meters or even greater distance from fence to nearest 
equipment inside the fence. 
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Using Reinforced Concrete Wall  

 
 
Using Perimeter Chain Link Fence  

 
 
Effectiveness Reduction 
Please provide the percent of effectiveness reduction due to several causes in the table below.  
 

Performance Measures Percent of reduction from normal 
effectiveness 

1. Effectiveness reduction due to system characteristics being known to attacker (ER1)   

2. Effectiveness reduction due to presence of internal collaborators (ER2)   

3. Degradation of effectiveness with prior knowledge (ER3)   

4. Capability of maintaining secrecy of protection method (ER4)   
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Extent of Activities 
Please provide the level of performance measures following your opinion by using the characters in the 
table below. For the acceptable level of risk, if it is low level, it means the power substations need more 
protection. But if the level of the acceptable risk is high, that means substations can protect the high 
risk threat. The example of extent of any activities will be illustrated next. 
 
Example: Extent of infringement on personal liberties:   Extreme = Polygraph detection test 

        Medium = Restrictions on personal items 
allowed in facility 

                                       Low  = Personal searches or Metal detector 
 

Level Definition 

Extreme (E) Maximum extent of performance measure will be used.   

High (H) High extent of performance measure will be used.   

Medium (M) Medium extent of performance measure will be used. 

Low (L) Low extent of performance measure will be used. 

None (N) No extent of performance measure will be used. 
 

Performance Measures Level 

1. Extent of infringement on personal liberties (EP1)   

2. Extent of personnel training required (EP2)   

3. Extent of personnel risk to organization employees (EP3)   

4. Extent of risk to third party individuals (EP4)   

5. Acceptable level of risk to substation (ALR)   
 
Response 
Please provide the expected time of response function following your opinion.   
*** Response time is started from receiving the information until the attack interrupted. 
 

Performance Measures  Time (minutes) 
1. Response time (T1)   

2. Time to deploy to location (T2)   

3. Time to defeat attackers (T3)   
 
Probability 
Please provide the probability of performance measures following your opinion. 
 

Performance Measures  Probability 
1. Probability of accurate communication to the response force (P1)   

2. Probability of response force deployment to correct adversary location (P2)   

3. System probability of successfully stopping an attack (P3)   
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APPENDIX D 
 

AdSAndAHP Algorithm 
 
  

Start

Obtain alternatives size 
of matrix nxn and the 
number of criteria(c) 

Obtain the effectiveness 
score of all alternatives 

with one criterion 

Convert those scores from 
10-point rating scale to 9-

point rating scale  

Convert those scores from 
9-point rating scale to 9-

point ratio scale  

Put all scores in the Preference 
Matrix of the AHP pattern  

Calculate the preference value 
following the AHP method  

Normalize the preference 
value following column  

Average the preference value 
in row and obtain the criterion 

score for each alternative 
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Calculate the consistency 
measure and λmax 

Calculate the 
consistency index 

Calculate the 
consistency ratio 

Check if k==C 

Obtain criteria size of 
matrix mxm 

Convert those scores from 
10-point rating scale to 9-

point rating scale  

Convert those scores from 
9-point rating scale to 9-

point ratio scale  

Obtain the importance 
score of all criteria

Put all scores in the 
Preference Matrix of the 

No 

Yes 
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End

Calculate the weighted 
average score of each 

alternative

Show the results 

Calculate the 
consistency ratio 

Calculate the consistency 
measure and λmax 

Calculate the 
consistency idex 

Average the preference value 
in row and obtain the criterion 

weights for each criterion 

Normalize the preference 
value following column  

Calculate the preference 
value following the AHP 
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AdSAndAHP Source Code 
 
#include<iostream> // Input/Output 
#include<iomanip>  // Set the output format 
#include<fstream>  // Read and Write to file 
#include<vector> 
 
using namespace std; 
 
 
float main() 
{ 
 int n,c,i,j,k,m; 
 cout << "Enter Size of Preference Matrix nxn: "; // Input Matrix Size 
    cin >> n; 
 cout << "Enter Number of Criteria: "; 
 cin >> c; 
 
 vector<float> AdS(n);// Define Scale 
 vector<float> CW(c);// Define Criterion Weights 
 vector<float> WAS(n);// Define Weighted Avg. Score 
 vector<double> CR(c+1);// Define Consistency Ratio 
 vector<vector <float>> Pref(n, vector<float>(n)); // Define Preference Matrix nxn by 
Using vector 
 vector<vector <float>> Result(c, vector<float>(n));// Define Result 
 
 for(k=0;k<c;k++) 
 { 
  cout<<endl; 
  cout<< "Input Effectiveness Score of all alternatives with Criterion "<< k+1 
<< ":"<<endl; 
 /***** Input the 10-point rating scale *****/ 
 for (i=0;i<n;i++)  
 { 
  cout << "Enter 10-point rating scale: "; 
     cin >> AdS[i]; 
 } 
 
/***** Adjust 10-point rating scale to 9-point rating scale *****/ 
 
for (i=0;i<n;i++) 
{ 
 AdS[i]=((8*AdS[i])+1)/9; 
} 
cout<<endl; 
for (i=0;i<n;i++) // Display 9-point rating scale 
{ 
 cout << "9-point rating scale: "<< AdS[i]<< endl; 
} 
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/***** Adjust 9-point rating scale to 9-point ratio scale and put in Pref Matrix *****/ 
for (i=0;i<n;i++) 
{ 
 for (j=0;j<n;j++) 
 { 
  if(i==j) 
   Pref[i][j]=1; 
  else if (i<j) 
   Pref[i][j]=AdS[i]/AdS[j]; 
  else 
   Pref[i][j]=0; 
 } 
} 
 ofstream FileOut("Data.txt");  
 if(!FileOut) 
  perror("Data.txt"); 
 else 
 { 
    for (i=0;i<n;i++)  // Check Data After adjust to 9-point ratio scale 
Preference Matrix  
    { 
  for(j=0;j<n;j++) 
    { 
   FileOut << fixed << setprecision(6)<< Pref[i][j]<<"  "; 
    } 
   cout << endl; 
   FileOut << endl; 
    } 
 }  
 FileOut.close(); 
 
/***** AHP *****/  
vector<vector <float>> TPref(n, vector<float>(n));// Keep Preference Matrix 
 ifstream FileIn("Data.txt");  
 if(!FileIn) 
  perror("Data.txt"); 
 else 
 { 
  int i,j; // Define Counter i>> row, j>>col 
  for (i=0;i<n;i++) 
   for(j=0;j<n;j++) 
   FileIn >> Pref[i][j]; // Get data into Preference Matrix  
  cout << "Data Input from file: \n"; 
  for (i=0;i<n;i++)  // Check Data Input 
  { 
  for(j=0;j<n;j++) 
   cout << Pref[i][j] << " "; 
   cout << endl; 
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  } 
  cout << endl; 
 
//**** Calculate the Preference aji = 1/aij ****// 
  for(i=0;i<n;i++)  
   for(j=0;j<n;j++) 
      
   {  
   if (i==j) 
    Pref[i][j]=1; 
   else 
   { 
    if (Pref[j][i]==0) // Zero here shows no value input on 
Pref[j][i] yet 
    Pref[j][i]=1/Pref[i][j]; 
   } 
   } 
   cout << "Preference Matrix: \n"; 
  for (i=0;i<n;i++)  // Check Data After Calculate Preference Matrix  
  { 
  for(j=0;j<n;j++) 
  { 
   TPref[i][j]=Pref[i][j]; //Transfer data from Pref to TPref 
  } 
       
  } 
  cout << endl; 
//**** The Normalized Comparison Calculation ****// 
          /*** Sum Each Column ***/ 
  vector <float> sum(n); 
  for(j=0;j<n;j++) 
  for (i=0;i<n;i++) 
   sum[j] = sum[j]+Pref[i][j]; 
 
  cout << endl; 
  cout <<"Sum of each column: \n"; 
  for(j=0;j<n;j++)     // Check sum j 
  cout << sum[j]<< ' '; 
  cout << endl; 
   
  for(j=0;j<n;j++) 
  for (i=0;i<n;i++) 
   Pref[i][j]=Pref[i][j]/sum[j]; 
 
  cout << endl; 
  cout << "Preference Matrix after Normalized: \n"; 
  for (i=0;i<n;i++)  // Check Data After Normalized Comparison of 
Preference Matrix  
  { 
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  for(j=0;j<n;j++) 
   cout << fixed << setprecision(3)<<Pref[i][j] << " "; 
   cout << endl; 
  } 
 
  /*** Average the Criterion Score ***/ 
  vector <float> sumavg(n);  
  float Max=0; 
  int position; 
  cout << endl; 
  cout << "Average Criterion Score:"<< endl; 
  for (i=0;i<n;i++) 
  { 
   for(j=0;j<n;j++) 
   sumavg[i]=sumavg[i]+Pref[i][j]; 
    
   sumavg[i]=sumavg[i]/n;  
   cout << "Alternative"<< " " <<i+1 << ":" <<" "; 
   cout << fixed << setprecision(10)<< sumavg[i]<< endl; 
   Result[k][i]= sumavg[i]; 
    
  } 
  /*** Find the maximum value and choose the best alternative for the 
criterion***/ 
  
  for (i=0;i<n;i++) 
  
   if (Max<sumavg[i]) 
   { 
    Max=sumavg[i]; 
    position=i+1;  
      } 
  cout << endl; 
  cout << "The Best Method for this Criterion is Alternative"<<" 
"<<position<< endl; 
  cout << "with the Maximum Average Score"<< " "<< Max<<"."<< endl; 
 
 /*** Consistency Measure ***/ 
 vector <float> Consist(n); 
 vector <float> summ(n); 
 for (i=0;i<n;i++) 
 { 
  for(j=0;j<n;j++) 
   summ[i]= summ[i]+(sumavg[j]*TPref[i][j]); 
   Consist[i]= summ[i]/sumavg[i]; 
 }   
 cout << endl; 
 cout << "Consistency Measure:" << endl; 
    for (i=0;i<n;i++) 
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  cout<< "Consistency of Alternative"<< " " << i+1 << ":" << 
Consist[i]<< endl; 
   
    /*** Consistency Index (CI) ***/ 
    float Lamda=0,CI; 
 for(i=0;i<n;i++) 
 Lamda = Lamda+Consist[i]; 
 Lamda = Lamda/n; 
 CI= (Lamda-n)/(n-1); 
 cout << "Lamda Max:"<< " " << Lamda << endl; 
 cout << "Consistency Index (CI):"<< " "<<  fixed << setprecision(10)<< CI 
<< endl; 
  
 /*** Consistency Ratio (CR) ***/ 
 double RI;  
 switch(n) 
{ 
 case 2: 
  RI=0; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 3: 
  RI=0.58; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 4: 
  RI=0.90; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 5: 
  RI=1.12; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
    case 6: 
  RI=1.24; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 7: 
  RI=1.32; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 8: 
  RI=1.41; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 31: 
  RI=1.85; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
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} 
 CR[k] = CI/RI; 
 cout << "Consistency Ratio (CR):"<< " "<< fixed << setprecision(10) << CR[k] << 
endl; 
 FileIn.close(); 
 } 
  
 } 
 cout << endl<< endl; 
 cout << "Enter Size of Preference Matrix nxn: "; // Input Matrix Size 
 cin >> m; 
 vector<float> AdS1(m);// Define Scale 
 vector<vector <float>> Pref1(m, vector<float>(m)); // Define Preference Matrix nxn 
by Using vector 
 cout<< "Input Importance Score of each criterion:"<< endl; 
 /***** Input the 10-point rating scale *****/ 
 for (i=0;i<m;i++)  
 { 
  cout << "Enter 10-point rating scale: "; 
     cin >> AdS1[i]; 
 } 
 
/***** Adjust 10-point rating scale to 9-point rating scale *****/ 
 
for (i=0;i<m;i++) 
{ 
 AdS1[i]=((8*AdS1[i])+1)/9; 
} 
cout<<endl; 
for (i=0;i<m;i++) // Display 9-point rating scale 
{ 
 cout << "9-point rating scale: "<< AdS1[i]<< endl; 
} 
 
/***** Adjust 9-point rating scale to 9-point ratio scale and put in Pref Matrix *****/ 
for (i=0;i<m;i++) 
{ 
 for (j=0;j<m;j++) 
 { 
  if(i==j) 
   Pref1[i][j]=1; 
  else if (i<j) 
   Pref1[i][j]=AdS1[i]/AdS1[j]; 
  else 
   Pref1[i][j]=0; 
 } 
} 
 ofstream FileOut("Data.txt");  
 if(!FileOut) 
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  perror("Data.txt"); 
 else 
 { 
    for (i=0;i<m;i++)  // Check Data After adjust to 9-point ratio scale 
Preference Matrix  
    { 
  for(j=0;j<m;j++) 
    { 
   FileOut << fixed << setprecision(6)<< Pref1[i][j]<<"  "; 
    } 
   cout << endl; 
   FileOut << endl; 
    } 
 }  
 FileOut.close(); 
 
/***** AHP *****/  
vector<vector <float>> TPref1(m, vector<float>(m));// Keep Preference Matrix 
 ifstream FileIn("Data.txt");  
 if(!FileIn) 
  perror("Data.txt"); 
 else 
 { 
  int i,j; // Define Counter i>> row, j>>col 
  for (i=0;i<m;i++) 
   for(j=0;j<m;j++) 
   FileIn >> Pref1[i][j]; // Get data into Preference Matrix  
       cout << "Data Input from file: \n"; 
  for (i=0;i<m;i++)  // Check Data Input 
  { 
  for(j=0;j<m;j++) 
   cout << Pref1[i][j] << " "; 
   cout << endl; 
  } 
  cout << endl; 
 
//**** Calculate the Preference aji = 1/aij ****// 
  for(i=0;i<m;i++)  
   for(j=0;j<m;j++) 
      
   {  
   if (i==j) 
    Pref1[i][j]=1; 
   else 
   { 
    if (Pref1[j][i]==0) // Zero here shows no value input on 
Pref[j][i] yet 
    Pref1[j][i]=1/Pref1[i][j]; 
   } 
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   } 
   cout << "Preference Matrix: \n"; 
  for (i=0;i<m;i++)  // Check Data After Calculate Preference Matrix  
  { 
  for(j=0;j<m;j++) 
  { 
   TPref1[i][j]=Pref1[i][j]; //Transfer data from Pref to TPref 
  } 
  } 
  cout << endl; 
  
//**** The Normalized Comparison Calculation ****// 
          /*** Sum Each Column ***/ 
  vector <float> sum(m); 
  for(j=0;j<m;j++) 
  for (i=0;i<m;i++) 
   sum[j] = sum[j]+Pref1[i][j]; 
 
  cout << endl; 
  cout <<"Sum of each column: \n"; 
  for(j=0;j<m;j++)     // Check sum j 
  cout << sum[j]<< ' '; 
  cout << endl; 
   
  for(j=0;j<m;j++) 
  for (i=0;i<m;i++) 
   Pref1[i][j]=Pref1[i][j]/sum[j]; 
 
  cout << endl; 
  cout << "Preference Matrix after Normalized: \n"; 
  for (i=0;i<m;i++)  // Check Data After Normalized Comparison of 
Preference Matrix  
  { 
  for(j=0;j<m;j++) 
   cout << fixed << setprecision(3)<<Pref1[i][j] << " "; 
   cout << endl; 
  } 
 
  /*** Average the Criterion Score ***/ 
  vector <float> sumavg(m);  
  float Max=0; 
  int position; 
  cout << endl; 
  cout << "Average Criterion Score:"<< endl; 
  for (i=0;i<m;i++) 
  { 
   for(j=0;j<m;j++) 
   sumavg[i]=sumavg[i]+Pref1[i][j]; 
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   sumavg[i]=sumavg[i]/m;  
   cout << "Alternative"<< " " <<i+1 << ":" <<" "; 
   cout << fixed << setprecision(10)<< sumavg[i]<< endl; 
   CW[i]= sumavg[i]; 
    
  } 
  /*** Find the maximum value and choose the best alternative for the 
criterion***/ 
  
  for (i=0;i<m;i++) 
  
   if (Max<sumavg[i]) 
   { 
    Max=sumavg[i]; 
    position=i+1;  
      } 
  cout << endl; 
  cout << "The Best Method for this Criterion is Alternative"<<" 
"<<position<< endl; 
  cout << "with the Maximum Average Score"<< " "<< Max<<"."<< endl; 
 
 /*** Consistency Measure ***/ 
 vector <float> Consist(m); 
 vector <float> summ(m); 
 for (i=0;i<m;i++) 
 { 
  for(j=0;j<m;j++) 
   summ[i]= summ[i]+(sumavg[j]*TPref1[i][j]); 
   Consist[i]= summ[i]/sumavg[i]; 
 }   
 cout << endl; 
 cout << "Consistency Measure:" << endl; 
    for (i=0;i<m;i++) 
  cout<< "Consistency of Alternative"<< " " << i+1 << ":" << 
Consist[i]<< endl; 
   
    /*** Consistency Index (CI) ***/ 
    float Lamda=0,CI; 
 for(i=0;i<m;i++) 
 Lamda = Lamda+Consist[i]; 
 Lamda = Lamda/m; 
 CI= (Lamda-m)/(m-1); 
 cout << "Lamda Max:"<< " " << Lamda << endl; 
 cout << "Consistency Index (CI):"<< " "<<  fixed << setprecision(10)<< CI 
<< endl; 
  
 /*** Consistency Ratio (CR) ***/ 
 double RI;  
 switch(m) 
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{ 
 case 2: 
  RI=0; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 3: 
  RI=0.58; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 4: 
  RI=0.90; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 5: 
  RI=1.12; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
    case 6: 
  RI=1.24; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 7: 
  RI=1.32; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 8: 
  RI=1.41; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
 case 31: 
  RI=1.85; 
  cout<< "RI:"<< fixed << setprecision(2)<< RI << endl; 
  break; 
} 
 CR[c] = CI/RI; 
 cout << "Consistency Ratio (CR):"<< " "<< fixed << setprecision(10) << CR[c] << 
endl; 
 FileIn.close(); 
 } 
 
/***** Result *****/ 
float RC=0; 
for (j=0;j<n;j++) 
 { 
  for(i=0;i<c;i++) 
  RC= RC+(Result[i][j]*CW[i]); 
  WAS[j]=RC; 
  RC=0; 
    } 
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cout<< endl; 
cout<< "Consistency Ratio:"<< endl; 
for(i=0;i<c+1;i++) 
cout<< CR[i] << endl; 
 
cout<< endl; 
cout << "Results: "<< endl; 
for(i=0;i<c;i++) 
{ 
for(j=0;j<n;j++) 
cout << Result[i][j]<< "  "; 
cout << endl; 
} 
cout << endl; 
 
cout << "Criterion Weights: "<< endl; 
for(i=0;i<c;i++) 
cout << CW[i] << endl; 
 
cout<< endl; 
cout << "Weighted Average Score: "<< endl; 
for(i=0;i<n;i++) 
cout << WAS[i]<< "  "; 
cout<< endl; 
 return 0; 
 } 
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APPENDIX E 
 

Sample Results 
 
Enter Size of Preference Matrix nxn: 3 
Enter Number of Criteria: 3 
 
Input Effectiveness Score of all alternatives with Criterion 1: 
Enter 10-point rating scale: 5.2 
Enter 10-point rating scale: 2.8 
Enter 10-point rating scale: 7.9 
 
9-point rating scale: 4.733 
9-point rating scale: 2.600 
9-point rating scale: 7.133 
 
 
Data Input from file: 
1 1.821 0.664 
0 1 0.364 
0 0 1 
 
Preference Matrix: 
1.000 1.821 0.664 
0.549 1.000 0.364 
1.507 2.744 1.000 
 
Sum of each column: 
3.056 5.564 2.028 
 
Preference Matrix after Normalized: 
0.327 0.327 0.327 
0.180 0.180 0.180 
0.493 0.493 0.493 
 
Average Criterion Score: 
Alternative 1: 0.327 
Alternative 2: 0.180 
Alternative 3: 0.493 
 
The Best Method for this Criterion is Alternative 3 
with the Maximum Average Score 0.493. 
 
Consistency Measure: 
Consistency of Alternative 1:3.000 
Consistency of Alternative 2:3.000 
Consistency of Alternative 3:3.000 
Lamda Max: 3.000 
Consistency Index (CI): 0.000 
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RI:0.58 
Consistency Ratio (CR): 0.000 
 
Input Effectiveness Score of all alternatives with Criterion 2: 
Enter 10-point rating scale: 4.1 
Enter 10-point rating scale: 7.9 
Enter 10-point rating scale: 3.3 
 
9-point rating scale: 3.755 
9-point rating scale: 7.133 
9-point rating scale: 3.044 
 
 
Data Input from file: 
1.000 0.526 1.234 
0.000 1.000 2.343 
0.000 0.000 1.000 
 
Preference Matrix: 
1.000 0.526 1.234 
1.899 1.000 2.343 
0.811 0.427 1.000 
 
Sum of each column: 
3.710 1.953 4.577 
 
Preference Matrix after Normalized: 
0.270 0.270 0.270 
0.512 0.512 0.512 
0.219 0.219 0.219 
 
Average Criterion Score: 
Alternative 1: 0.270 
Alternative 2: 0.512 
Alternative 3: 0.219 
 
The Best Method for this Criterion is Alternative 2 
with the Maximum Average Score 0.512 
 
Consistency Measure: 
Consistency of Alternative 1:3.000 
Consistency of Alternative 2:3.000 
Consistency of Alternative 3:3.000 
Lamda Max: 3.000 
Consistency Index (CI): 0.000 
RI:0.58 
Consistency Ratio (CR): 0.000 
 
Input Effectiveness Score of all alternatives with Criterion 3: 
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Enter 10-point rating scale: 3.3 
Enter 10-point rating scale: 8.1 
Enter 10-point rating scale: 4.8 
 
9-point rating scale: 3.044 
9-point rating scale: 7.311 
9-point rating scale: 4.378 
 
 
 
Data Input from file: 
1.000 0.416 0.695 
0.000 1.000 1.670 
0.000 0.000 1.000 
 
Preference Matrix: 
1.000 0.416 0.695 
2.401 1.000 1.670 
1.438 0.599 1.000 
 
Sum of each column: 
4.839 2.015 3.365 
 
Preference Matrix after Normalized: 
0.207 0.207 0.207 
0.496 0.496 0.496 
0.297 0.297 0.297 
 
Average Criterion Score: 
Alternative 1: 0.207 
Alternative 2: 0.496 
Alternative 3: 0.297 
 
The Best Method for this Criterion is Alternative 2 
with the Maximum Average Score 0.496 
 
Consistency Measure: 
Consistency of Alternative 1:3.000 
Consistency of Alternative 2:3.000 
Consistency of Alternative 3:3.000 
Lamda Max: 3.000 
Consistency Index (CI): 0.000 
RI:0.58 
Consistency Ratio (CR): 0.000 
 
 
Enter Size of Preference Matrix nxn: 3 
Input Importance Score of each criterion: 
Enter 10-point rating scale: 6 
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Enter 10-point rating scale: 8 
Enter 10-point rating scale: 5 
 
9-point rating scale: 5.444 
9-point rating scale: 7.222 
9-point rating scale: 4.556 
 
 
Data Input from file: 
1.000 0.754 1.195 
0.000 1.000 1.585 
0.000 0.000 1.000 
 
Preference Matrix: 
1.000 0.754 1.195 
1.327 1.000 1.585 
0.837 0.631 1.000 
 
Sum of each column: 
3.163 2.385 3.780 
 
Preference Matrix after Normalized: 
0.316 0.316 0.316 
0.419 0.419 0.419 
0.265 0.265 0.265 
 
Average Criterion Score: 
Alternative 1: 0.316 
Alternative 2: 0.419 
Alternative 3: 0.265 
 
The Best Method for this Criterion is Alternative 2 
with the Maximum Average Score 0.419 
 
Consistency Measure: 
Consistency of Alternative 1:3.000 
Consistency of Alternative 2:3.000 
Consistency of Alternative 3:3.000 
Lamda Max: 3.000 
Consistency Index (CI): 0.000 
RI:0.58 
Consistency Ratio (CR): 0.000 
 
Consistency Ratio: 
0.000 
0.000 
0.000 
0.000 
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Results: 
0.327  0.180  0.493 
0.270  0.512  0.219 
0.207  0.496  0.297 
 
Criterion Weights: 
0.316 
0.419 
0.265 
 
Weighted Average Score: 
0.271  0.403  0.326 
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