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ABSTRACT
Power grid systems deliver electricity from suppliers that generate the power to be
transmitted through grids of interconnected networks and distributed to customers. Smart
grids refer to power grid systems that rely on information and communication technology
to perform their functions. Smart grid Supervisory Control and Data Acquisition
(SCADA) systems monitor, control and manage most of the critical processes of the
smart grid. Such processes may include complex interactions among various hardware
and software components. Damage of any form to the SCADA system may have a
deleterious effect on the functionality of the smart grid leading to economic losses,
electrical blackouts or even human fatalities in worst cases. Recent documented
incidents, aimed at disrupting SCADA systems have mostly been from the cyber world
(cyber-attacks). The crucial nature and instrumentality of SCADA systems make them an
appealing target to cyber-attacks.
Substantial research has been done in applying game theory to address security
issues of critical infrastructures including SCADA controls in smart grid systems.
However, most existing approaches lack details in modeling the attack actions and rely
on payoff values that tend to be excessively subjective making it hard to repeat the
analysis in a systematic manner.
This thesis presents an analytical game theoretic approach to analyzing the
security of SCADA smart grids. The proposed game model is a two-player, non-zero
sum, sequential game between the SCADA attacker and SCADA administrator. The
payoffs for both the attacker’s and the defender’s actions are formulated into utility
functions to minimize the reliance on subjective data and mimic actual attack behaviors.
The methodology used for equilibrium analysis in this thesis is backward maximin
induction whose solution is compared with results obtained by Nash equilibrium to
evaluate the method for analysis of the proposed approach. Further evaluation of the
approach is provided by an intuitive reasoning on two considerations of a real-world
scenario.
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CHAPTER 1
INTRODUCTION
Smart grids are modern electrical grids, which bring electricity delivery and
management systems to people, using computer-based grid devices, bi-directional
communication between the source and destination of the utility with remote control and
automation. Figure 1.1 [30] shows a basic view of a smart grid that uses communication
and information technology (IT) to provide functions for power grid systems. The
improvements being made to the smart grid in recent years, such as smart-meters, highlyscalable network of components and connection to the Internet, have made the current
day smart grids much more efficient compared to earlier generation architectures. While
these revolutionary architectures bring great benefits, they have also led to the creation of
colossal security loopholes. The physical aspect of security of the smart grid may have
been taken good care of easily but the cyber aspect did not see a lot of focus until highly
disruptive cyber failures and attacks with unpleasant consequences occurred.

Figure 1.1: Basic Components of a Smart Grid [30]
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Smart grids involve operations such as electricity generation, transmission and
distribution. They are classified as critical infrastructures because of the effect they have
on the functioning of a society. Today, the Supervisory Control and Data Acquisition
(SCADA) system lies at the core of the critical infrastructure of a smart grid. SCADA
systems are specialized networks of computers and electronic devices that work in
synchrony to monitor and control critical processes involved in the management of
electricity distribution, electrical equipment and corresponding facilities. These systems
rely on measurements taken from a variety of sensors (voltage, current, phase angles etc.)
and on the smart grid’s communication capability, to perform functionalities such as data
collection, remote monitoring and system control, thus keeping the smart grid operational
at all times.

1.1 Motivation and the Problem
The importance of SCADA systems in smart grids was realized only after the four
important blackouts of 2003 [25]. Being the central monitoring and controlling
component, SCADA systems are prone to various types of cyber-attacks that result in
production loss, physical destruction, and even human fatalities in worst cases. Therefore,
security of SCADA systems should be given a high priority.
The current generation SCADA is accessed via the Internet by utility workers,
multiple third-party vendors, or even customers themselves, in order to cut costs, share
operational information, or distribute ordering/billing data. Even if isolation of SCADA
networks from corporate networks is made an industry based security scheme, improperly
installed computer networks can form links to unsecure networks such as the Internet,
putting SCADA systems and the critical processes controlled by them, at a risk of
disruptive cyber-intrusions. SCADA systems lack inherent security, making them
appealing targets for cyber-attacks. These systems significantly differ from computer
systems that mostly use digital signatures to monitor traffic and alert on known attack
signatures because SCADA systems are more prone to zero-day attacks [1, 2] compared
to the few known attacks. This may be because malicious attacks on SCADA can easily
2
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occur (e.g., at the sensor level) at a variety of geographical locations. This makes the
utilization of security patches and new security technologies into existing facilities
cumbersome, arduous and time-consuming.
Although common techniques such as using security policies and standards are
helpful in defending against cyber-attacks, they are only effective to a certain extent [26,
27]. Taking appropriate actions after the detection of security attacks remains a crucial
decision for security management of the SCADA systems. Such actions can help prevent
losses of assets as well as the company’s reputation. Such a decision involves
understanding the tradeoff between the costs of protecting the system versus the losses
due to the attacks. Knowing what action to take during a cyber-attack in a timely manner
is a challenging problem in the SCADA world. Most security managers either make
decisions based on their best guess or from experience. Hence, there is a need for a
systematic approach to analyzing security problem that yields alternatives as well as
rationales.

1.1.1 The Problem
The ultimate goal of security for SCADA in smart grids or any other critical
infrastructure is to “Develop an automated, game theory based strategic decision making
security mechanism for administrators of the smart grid SCADA network which is
efficient and robust in handling real-time cyber-attacks on the SCADA system, with the
capability to ensure that even if an attacker manages to enter the SCADA network, the
chances of him advancing towards his goal of disruption of SCADA system’s
functionality by continued set of attacks, become close to zero.” The issue of the method
of developing such a mechanism systematically is partly addressed by the proposed
research.

1.2 Contributions
This thesis presents an approach to systematically formulating cyber-attacks to
smart grid SCADA systems using game theory, to assist a security administrator of the
3
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SCADA system (interchangeably used with defender henceforth). The analysis results
can help the security administrator to make informed decisions in a timely manner when
a cyber-attack occurs, where his goal is to keep the smart grid SCADA system
operational at all times.
While the idea of applying game theory to smart grid systems is not new, the
proposed utility function that assigns payoffs to the players of the SCADA attackerdefender game proposed in this thesis is. This utility function differs from the existing
formulae which rely on risk concepts, [8] or estimated cost of player responses [9]. The
distinction of our utility function is described below.
1.

The essence of the utility function formulated in this thesis is the premise based
on which payoffs are assigned to the players of the attacker-defender game. In
general, the losses that an administrator of the SCADA is subject to, due to a
cyber-attack on the SCADA system can be a lot more than the gain an attacker
could attain by performing the cyber-attack. In other words, there exists a huge
difference in the weights of losses of the defender when compared to the gains of
the attacker. This important difference in the weights of gains and losses for the
players of the SCADA attacker-defender game is represented by the utility
functions formulated in this research. In particular, an exponential function is
designed to explicitly represent the nature of losses to the SCADA administrator.

2.

The utility function developed in this work, quantifies the impact of a player’s
action on an asset’s security parameters such as confidentiality integrity and
availability, in a way that the direct correlation of the effect of the action on each
of confidentiality integrity and availability, is well-illustrated. For example, if
there is an eavesdropping attack on the SCADA sensor network (asset), the
maximum impact made by eavesdropping is on the confidentiality of the data
transmitted in the network, and minimum on the integrity and availability.
Although many research works have made similar considerations, none have
examined the impact of a player’s action in the fashion described in this thesis.
4
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3.

The utility function allows quantification of payoff relating to monetary cost and
its mapping to the cost in the game values. In order to take economic impacts of
both players into consideration, the thesis presents mechanisms to formulate, map
and integrate the costs and benefits into the payoff analysis of the SCADA
attacker-defender game. This is necessary because the payoff values in the game
are computed in a different underlying principle from the actual monetary
cost/benefits in the real world. Such monetary cost factors include (1) the cost of
attack for the attacker in performing the attack, (2) the cost of a response action
(inclusive of repair) for the defender, and (3) the range of gains (attacker) and
losses (defender) that could be incurred due to a successful cyber-attack. An
attack is assumed to be successful if the attacker can perform the final
catastrophic attack in his attack plan.

Furthermore, the thesis provides an in-depth analysis on the game’s extensive
form following the bottom-up approach of backward induction to illustrate and evaluate
the proposed approach by studying the attacks in two case scenarios: (1) arriving at the
game equilibrium of the attacker-defender game without considering the cost of actions
for both the attacker and the defender, and (2) examining and including costs of actions
for the attacker and the defender and obtaining the equilibrium strategy. In both cases,
the game is analyzed to obtain an optimal response action (in the context of reaching the
stable point). The details of the analysis are discussed and show promising results in the
sense that the results can be explained by logical arguments. In addition, the number of
actions of the players, particularly the number of actions for each type of an attack and
the order of their flow for the illustration of the game between the SCADA attacker and
the defender provides a means for deeper understanding of the systematic approach
suggested in the work. A real world scenario when a non-disruptive attack has begun on
the SCADA system is studied using the proposed approach to analyze the best response
for the SCADA administrator.

5
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CHAPTER 2
SMART GRID SCADA SYSTEMS AND SECURITY
2.1 Smart Grid SCADA Systems Overview
An electrical grid with generation, transmission and distribution capabilities
embedded with information technology is called a smart grid. The Smart Grid is equipped
with instruments that can monitor, accept commands, and report back. From a monitoring
view-point, the real-time functionality of the smart grid enables system operators to
examine and mitigate issues in the smart grid’s functionality that might previously have
caused an outage or blackout. From the electricity users’ view-point, the real-time
information flowing through the smart grid allows the consumers to have control over
their energy consumption and cost maintenance.
The Supervisory Control and Data Acquisition (SCADA) system is mostly
responsible for the management of the smart grid. The SCADA systems comprise of
complex communication networks, sophisticated electronic devices, monitoring
components and controlling SCADA software with interfaces for humans to view the
smart grid system’s functionality on a screen. The convergence of ideas from the electric
power industry and advanced technologies such as networking, computing, Internet has
paved ways for implementing concepts that were difficult or too expensive a few decades
ago.
Smart devices in the SCADA network such as sensors, smart meters or intelligent
electronic devices (IED) gather data about the flow of electricity and the condition of
equipment in the network and transmit this data to the next level monitoring component
of the SCADA system, which processes the data received and sends back control
commands over a two-way communications pathway, thus forming a feedback-control
loop. The goal of the SCADA system is to effectively monitor and control the smart grid
processes in real-time and thus keep the smart grid services uninterrupted.

6
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2.2 Architecture of SCADA Systems
As shown in Figure 2.1, a typical SCADA system comprises of a hierarchy of the
following components:
Sensor Network: The sensor network has a direct interface with the electrical
system and is responsible for data collection at consumer sites. Data collected may
include parameters such as current, voltage, phase angle etc.

Remote Terminal Units (RTU): RTUs are connected to the sensor networks to
process data collected by the sensors. RTUs commonly store control parameters for local
monitoring of sensor networks and execute programs which directly control the
electricity parameters. Hence, there is a constant exchange of data and control between
the RTUs and the sensor networks forming a local feed-back control loop. RTUs hold the
information gathered in their memory and wait for a request from the MTU to transmit
the data.

Master Terminal Units (MTU): MTU, the master control unit which contains
the actual SCADA software is usually connected to many RTUs via communication
channels (usually radio). The MTU initiates all communications between the RTU and
itself. It is also the task of the MTU to communicate with other peripheral devices in the
facility like monitors, printers, the corporate network and other information systems.
MTU polls the RTUs at regular intervals of time to read the data gathered by the RTU
from the SCADA sensor network. The information on the MTU is displayed on a Human
Machine Interface (HMI) to allow human operators to monitor and control the smart grid
processes. Operators at the MTU have the ability to reset/change/override critical
operating parameters in any part of the SCADA network when required (MTU/RTU
failures, service disruption etc.). The MTU, RTU, communication channels, HMI, and
operators form the supervisory feedback control loop in the SCADA system.

7
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Corporate network: The SCADA data historians, servers and databases are all a
part of the corporate network which is connected to the internet.

Figure 2.1: Architecture of SCADA Systems
Each component in the SCADA architecture can be considered an asset, and a
cyber-attack on any asset can prove to be disastrous to the whole SCADA network due to
the high interconnectivity and interaction mechanisms among various levels. For
example, the effect of an attack on the SCADA sensor level can propagate all the way up
to the corporate network level if not checked in time. A ripple effect, resulting in
malfunctioning of the whole smart grid is highly conceivable as SCADA systems control
most of the core functionalities of the smart grid. Thus, cyber-security of SCADA
systems must be given high priority in all critical infrastructure industries.

2.3 Security Issues of Smart Grid SCADA Systems
SCADA systems and networks were not built with the security in mind. They
were only meant for monitoring and controlling the processes of the smart grid. Cybersecurity was not a matter of importance until a few decades ago when attackers started
targeting computer systems and software components. The aftermath of the 9/11 attack
8
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and the increasing number of countries with government sponsored cyber-warfare
initiatives brought cyber-security into limelight. SCADA systems being critical cyber
components, have been gaining importance ever since.

2.3.1 Vulnerabilities of SCADA Systems
SCADA systems are vulnerable to cyber-attacks due to the lack of inherent
security implementations. This section highlights the most common security
vulnerabilities that make SCADA systems and networks susceptible to cyber-attacks.
SCADA manufacturing companies today are using general-purpose operating
systems such as Windows and Linux whose security deficiencies are widely known. A
simple literature survey on publicly available information such as whitepapers and
vulnerability databases, widely available hacker-tool libraries that can give away
sensitive data such as network system names, and DNS zoning information that provides
IP addresses and host information about smart grid SCADA systems, coupled with a little
technical knowledge, can provide any person with malicious interests the required skill to
hack SCADA systems.
Some SCADA networks have been built on legacy protocols that do not use
adequate access controls, making the whole SCADA network unsecure. Even if security
patches are introduced into such systems, legacy protocols can affect SCADA
functionality as they may be running obsolete and vulnerable software applications.
SCADA companies are using web services and public networks such as the
Internet to interconnect previously isolated networks, enabling operators to remotely
manage and control data by means such as dial-in-modems. Security-managers and
service technicians and are able to control and monitor a building’s electrical processes
such as heating, ventilation, and air condition (HVAC) units even from remote locations.
Although these systems improve efficiency of system’s functionality and allow real-time
access to information to users, they pose a significant threat to the society because of the
flawed cyber-security infrastructure. The audiences of such vulnerable systems can not
9

Texas Tech University, Sudeeptha Rudrapattana, December 2013

only be legitimate users such as service technicians and consumers, but may be malicious
insiders, hackers or cyber-attackers.
A potential negative repercussion on the reputation of SCADA companies in the
market often coerces them to conceal SCADA security breaches. This makes incident
data collection, prediction and assessment of cyber-attacks extremely difficult. However,
compulsory reporting requirements of the government on critical incidents, has allowed
access to the documentation on few SCADA cyber-attacks.

2.3.2 Attacks on SCADA Systems
Attackers of SCADA systems usually aim to compromise the SCADA networks’
security parameters such as confidentiality, integrity, and availability (CIA). They may
target various assets of the SCADA system. These cyber-attacks can cause significant
financial losses due to the sturdy degradation of smart grid’s functionality.
2.3.2.1 Attacks on SCADA Confidentiality
An attacker who gains unauthorized access to the SCADA network by malicious
means (internet, hacking etc.), or a malevolent insider with required authorization, has the
potential to carry out a range of attacks against the network. For example, any employee
within the company can access and manipulate sensitive data in any part of the SCADA
network to his advantage or effectively shut down the entire system, rendering all
monitoring and controlling capabilities of the SCADA network ineffective.
An example of an attack on SCADA system confidentiality is eavesdropping on
the data transmitted across the network. Eavesdropping is easier in SCADA networks
when compared to IT networks since most of the SCADA communication protocols do
not support any kind of cryptography. By eavesdropping on the network
communications, an attacker could learn control commands while listening to the traffic
and could use these commands for performing other attacks.

10
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2.3.2.2 Attacks on SCADA Integrity and Availability
Integrity of data in the SCADA system is of utmost importance as the working of
the SCADA networks and hence the smart grid is wholly dependent on the data flowing
in the network. Data can be of any form, raw data from the SCADA sensor network being
sent to the RTUs, control data being sent from the MTUs to the RTUs or from the RTUs
to sensor networks. Attacks against integrity could target data stored in the memory of
SCADA devices such as sensor nodes, RTUs and even MTUs. An attacker can tamper
with the stored data or data being transmitted over the network, hence compromising the
network integrity. This type of attack is called injection. A few examples of injection
attacks are:


The attacker can change control commands (command-injection) to cause a device
malfunction or could manipulate responses to a certain command (response
injection), which might ultimately affect the network availability [11].



The attacker, after gaining unauthenticated access to devices can change their set-data
points (stored data-injection). This can cause devices to function improperly or
alarms to go off at wrong data values (create false negatives or false positives).



A delay in human response to an emergency which might adversely affect the safety
of people in the vicinity can be caused if the attacker could change the values
displayed at the human machine interface such that the human operator is unaware of
the alert when an alarm signal goes off.

 The attacker can manipulate routing data in the network protocol (routing injection)
to cause significant denial-of-service attacks.
Integrity attacks on SCADA networks mostly lead to Denial-of Service attacks
(DoS). Therefore, they can also be classified under attacks on availability.

11
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CHAPTER 3
GAME THEORY AND SMART GRID SCADA SYSTEMS
3.1 Basic Concepts
3.1.1 Game Theory Terminologies
Game theory [15, 31] is a mathematical model based study of strategic decision
making aimed at modeling circumstances in which decisions about the actions to be taken
by choosing from a pool of available choices are made, so as to achieve a certain goal.
The decision makers are called players and their interaction is called a game. Each action
taken by a player is called a move and the set of all moves made by a player in a game is
called his/her game strategy. A stage of a game consists of a set of actions of all players,
taken in one turn. An information set contains all information about moves made by a
particular player at a given point in the game.
Every game has a utility which is the prize the players acquire by playing the
game. Utilities are expressed in terms of numbers called payoffs in a game. Payoffs may
represent profit, quantity, or other such measures. If payoffs represent profits in a certain
game, then negative values for payoffs can be presumed to be a loss and a zero to be no
profit or loss. Players receive a certain payoff for each move made in the game which
they aim to maximize if considered as rational players when they respond to the strategies
of other players. Utility functions are mathematical formulae (involving variables and
constants) which describe the method to assign payoffs to players depending on the
action taken in the game.
The solution of any game is given by its equilibrium. Equilibrium of any game is
a strategy set which consists of all players’ strategies, each of which is a best possible
response to the strategies of the other players. Best possible response here refers to the
strategy that leads to an optimum payoff given other players’ strategies. There are
equilibrium concepts that can be used to deduce the equilibrium of a game: Nash
equilibrium, Sub-game perfection, Bayesian-Nash, Correlated equilibrium, Sequential
12
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equilibrium Quasi-perfect equilibrium as so on. Equilibrium of a game may or may not
be unique.

3.2 Nash Equilibrium and Other Important Concepts
Nash Equilibrium [9]: At Nash equilibrium of a certain game, none of the players
can increase their payoffs by unilaterally changing their strategies as the Nash
equilibrium strategy set consists of mutual best responses of the players. It is a refinement
of the concept of iterated dominance. Some important concepts used in this thesis are
described below:
1. Dominant Strategy: A strategy which is the best strategy for a player in a game,
immaterial of what other players do. Such a strategy fetches the player a larger payoff
than any other strategy if played.
2. Iterated dominant strategy: Even when a players do not have a dominant strategy,
they may still have one strategy that dominates another (i.e., a strategy 1 better than
strategy 2, regardless of what the other players do). Upon performing comparisons
among strategies iteratively, one can finally obtain the iterated dominant strategy in a
game.
3. Backward-induction: Backward induction which is based on the common
knowledge of sequential rationality is the process of solving a sequential game by
looking ahead and working backwards. It involves the following steps:
a. Beginning with each decision node that is an immediate predecessor (next upper
level) of a terminal node, obtain the optimal strategy for the player who moves at
that node based on his/her payoffs. Retain this strategy and prune the strategies
which are not optimal for the player.
b. Apply the previous step (a.) to smaller and smaller games until the root/initial node
becomes the last decision node of the bottom approach in the sequential game.

13

Texas Tech University, Sudeeptha Rudrapattana, December 2013

The equilibrium obtained by backward induction for a sequential game is
equivalent to Nash Equilibrium for a simultaneous as the method of obtaining both
equilibria relies on the concept of iterated dominance.

3.3 Classification of Games
Games can be broadly classified into two categories: cooperative games and noncooperative games. The former type of games involves the players playing in
cooperation in order to achieve a common goal. In the latter type of games, each player
has his/her own goals, usually of conflicting and competing nature and each player aims
to maximize his/her payoffs. Most real world scenarios fit under the category of noncooperative games. This research focuses on the latter type of games.
Games are further classified into many categories. A few types relevant to this
research described in [9] are discussed below:
1. Based on the number of stages in the game:
Static/Strategic/Simultaneous Games are one-shot, one-stage games in
which players take actions at the same time and hence have no idea of what the other
player may do.
Dynamic/Extensive/Sequential Games are games consisting of multiple
stages or moves. A player’s move is conditioned based on the previous player’s
move. The number of stages in such games can be finite or infinite.
Stochastic Games are a type of dynamic games in which game states and
state transition probabilities are considered. There is a start state and the transition
probabilities determine the transition among the game states.

2. Based on the perfection of game information:
Perfect Information games are games in which each player knows all of the
previous actions of all players (history of the game) when he/she makes his/her move.
Imperfect Information games are games in which, at least one player does
not know the complete history of the game when he/she makes his/her move.
14
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3. Based on the completeness of game information:
In Complete Information games, all players are aware of the utility functions
known of every other player in the game.
In Incomplete Information games, at least one of the players does not know
all players’ utility functions.

4. Based on the sum of game payoffs:
In Zero-sum-games, a player's gain (or loss) of utility (payoff) is exactly
balanced by the losses (or gains) of the utility of the other players. The sum of the
utilities of the players is zero.
In Non-zero-sum games, although there may be a dependence of gains or
losses among the player’s utilities, the payoffs do not sum up to zero.
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CHAPTER 4
RELATED WORK
4.1 State of the Practices
Security issues in SCADA systems for power grids are particularly difficult to fix
because of the large number of the legacy flawed SCADA sub-systems embedded in
current smart grid system. It is unlikely that existing implementation of SCADA with the
secure SCADA implementation in all possible locations in the power grid system are
replaced. A good amount of research in practice, to devise strategies which cope with the
SCADA cyber-security issues, has been studied in this chapter.
Fernandez and Fernandez [25] recommended strategies for building a security
plan for SCADA networks including gaining upper management support, company-wide
policies, two-level of authentication, password modification, and improving security for
remote access. Furthermore, security programs should include the study of SCADA
systems vulnerabilities and remediation to ensure the necessary education of security
professionals who work to protect the nation’s critical infrastructures.
In [26], a series of security strategies are proposed for designing “Rings of
Defense” around corporate networking and SCADA infrastructure. The proposed
SCADA Security Strategy has been compiled using many sources, and the enlisted
strategies are considered as “Best Practices” for SCADA security implementations. The
paper also describes and ranks the threats to SCADA Systems in a security matrix and the
steps to be taken when considering SCADA Security.
Stamp et al. [27] have developed sustainable security policies for SCADA
systems, which leverage strengths of two techniques: (1) security techniques that perform
well at linking security investment for information assurance to the business goals, and
(2) techniques that define and enforce security for implementations and procedures. The
proposed security policies and plans provide effective and enforceable administration,
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which is the foundation for sustainable SCADA security. This work addresses most areas
for security of SCADA systems.
Many works have addressed similar topics where cyber-security vulnerability
analysis of SCADA has been performed, and recommendations or policies to improve
SCADA cyber-security have been suggested. Although such research provides a great
insight on security policies for SCADA, and awareness and preparedness for a cyberattack, none actually provides the SCADA administrator with the analysis of appropriate
actions during an attack situation on the SCADA. This is the issue addressed by our
work presented here.

4.2 State of the Arts of Game Analysis in Smart Grids
Although applications of game theory have been widely employed to computer
networks security [3, 15], little research has been done in the game theory application to
address the security concerns of critical systems such as smart grids. The use of game
theory as a tool to handle cyber-attacks on SCADA systems is an almost neoteric subject.
Research work in the field of SCADA cyber-security with respect to game theory will
now be reviewed.
Swearingen [6] introduced a method for evaluating a fully automated electric grid
in real-time and finding potential problem areas within the electric grid by using the game
theory principles. The players within the power grid are the line segments that contain the
information of the grid and the strategy determination is done by an algorithm which
aims to bring the grid to equilibrium. Unlike our work, the paper addresses common
functionality flaws in smart-grids but not security concerns or the cyber-attacks on the
smart grid.
Boehmer [7] discussed event risks and behavioral risks using the Trust/Investor
game of the Game Theory to analyze the infection path of viruses in SCADA systems
taking Stuxnet as an example. Considering the players to be the SCADA decision maker
and nature, they arrive at a co-operative solution. There are two cases, one of which is
17
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before the infection arises and the other is after the system was infected. The paper does
not consider the case of a live attack on the system and the game is analyzed as a static
game, which is mostly not the case in most attack-defense scenarios. We borrow some
notions on security risks based on different types of information security breaches (e.g.,
confidentiality, etc.). However, we use very different payoff formulation in our analysis.
In [8], an automated cost-sensitive intrusion response system called the Response
and Recovery Engine (RRE) using a game-theoretic approach is presented.

RRE

employs a stochastic game to estimate the best response action to protect the SCADA
system given uncertain alerts of all possible intrusions detected from the intrusion
detection system. The game model is based on the attack-response trees, represented by
Boolean logic, to analyze consequences of security breaches and to determine appropriate
counter measures. Unlike our approach, RRE's tree has a root representing a
compromised component, whereas our game tree starts from a state before attack occurs.
Thus, RRE does not facilitate the defender to interrupt an attacker's series of attack
actions. However, our approach can do so. Furthermore, our approach defines explicit
payoff values that mimic behaviors of attackers while RRE focuses more on real-time
computation of the counter measure responses.
While the above techniques provide useful initial work to apply game theory to
security issues in smart grids, they tend to rely on security models that use excessive
subjective parameters. This makes the approaches unprincipled. The proposed analytical
approach incorporates ideas which haven’t been proposed in any work till date. The
attack-defense scenario is modeled as a sequential game in real-time, hence equipping the
SCADA administrator to take the necessary actions during an on-going attack situation
rather than performing SCADA system recovery tasks, post-attack. The game modeling
includes formulating the player’s payoffs in the form of objective utility functions that
describe the nature of the player, the effect of his action, and the player’s cost of
investment in taking that action. An in-depth analysis of the game in extensive form is
proposed.
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CHAPTER 5
PROPOSED APPROACH
This section describes how we formulate the SCADA security attacks in smart
grid SCADA systems using game theory as a framework for deriving appropriate actions
for the defender during the attack. There are two main sections in this chapter: (1) the
section that contains a description of the contexts of SCADA attacker-defender game in
smart grid systems and (2) the section in which a presentation of a general framework for
the game analysis.

5.1 The Smart-Grid SCADA Attacker-Defender Game
5.1.1 Terminologies and Characteristics
1. Attacker: A miscreant whose intention is to cause harm or disrupt the normal
functionality of the SCADA system, in some possible way. This can be an insider or
an outsider. The malware and other tools used to perform the attacks are considered
as the method of attack but not as an attacker itself.
2. Defender: A local SCADA monitoring and controlling component with
administrative software installed on it (for example, an RTU, which acts as an
defender for the corresponding SCADA sensor network) or a human operator sitting
on one of the Human Machine Interfaces (HMI).
3. Depth of Game: The length of path of a certain state in the game from the root
node/initial state. We consider the root node/initial state to be at depth zero and the
depth of the game to increase by one every time a player makes a move.

In the context of smart grid systems, this research models the game between the
attacker and the defender as a two-person, non-zero-sum sequential game with perfect
information. These characteristics of the game are described according to [14] as follows:


Two-person: The players of the game are the attacker and the SCADA defender.
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Non-zero-sum: At each stage in the game, the payoffs of attacker and the defender
do not add up to zero as the exponential losses of the defender are not comparable to
the meager linear gains of the attacker.



Sequential game: Players who move later in the game, can condition their choices on
observed moves that were made earlier in the game. (e.g., the defender does not take
any action until an attack takes place on the SCADA system). We assume that the
first move of the game is always made by the attacker.



Perfect information: both the attacker and the defender know everything that has
happened prior to making a decision or taking an action.

Note that making a distinction between intended malicious attacks and unintended attacks (e.g., errors performed by negligence) is irrelevant in the game modeling
here, as the main focus in this research is on how the players should make decisions
about their next move based on the consequences (in terms of payoff values) of optional
actions.

5.1.2 The Game Model
The players in the smart grid SCADA attack-defense game constitute a set P =
{att, def}, where att and def represent attacker and defender (SCADA administrator),
respectively. Each player p  P has a finite set of actions Actionp. Hence, Actionatt
corresponds to the action set of att, the attacker, and Actiondef corresponds to the action
set of def, the defender. A set of all actions is given by ActionSet which is the union of
both action sets, i.e., ActionSet =Actiondef ⋃ Actionatt.
The utility value for a player p  P at move d in a game is denoted by U(p, a)d,
where a  ActionSet at depth d of the sequential game when represented in extensive
form (i.e., the game starts at a root/initial node with depth 0 and a player who makes a
move at depth d will have his next move at depth d + 2 since the two players make a
move alternately). For example, if an attacker starts his/her first move to attack the
SCADA smart grid system, his/her moves in the game tree will be at depth zero, two,
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four, and so on until he either reaches his goal or is defeated by the defense and gives up
attacking. Similarly, the security administrator's moves in this case will be at depth one,
three, and so on, in the game tree.
The most critical component in a game theoretic analysis is to formulate a payoff
(or utility) of the players in ways that mimic the perceptions of both players.
Furthermore, the behavior of the game must follow intuitive observations about the
attacks and their consequences. Thus, the payoffs reflect consequences of each milestone
of the move(s) of the players. For example, a data-injection attack consists of a series of
attack actions but we model the game to compute the payoff after the first attack action
which may be a Sybil attack or a node compromise attack, instead of considering the
payoffs after the whole series of attacks after the first attack are executed. On the other
hand, for the defender's move to defend the network, because his defense includes a
whole set of actions (e.g., cut off energy supply, send a alerts, etc.) that do not further
impact the next move of the attacker, our model will apply the defender's move to include
the whole series of these actions and compute the corresponding payoffs. This sets our
work apart from existing approaches (e.g., [7, 8]), where the whole set of actions sets of
players is considered for the computation of the utility.
The utility U(p, a)d of a player p taking action a at depth d of the game tree can be
mathematically computed as:
U(p, a)d = payoff(p)d-1 + B(p, Impact(a), d) – cost(p, a)

(1)

Equation (1) is formulated by observing the fact that the utility or payoff value
depends on the following three factors as shown in the respective order in the equation:
1. The payoff value of p at a previous depth, payoff(p)d-1.
2. The payoff value based on current action a. This payoff depends on B, a payoff
behavioral function of the player p, which is computed depending on 1) type of
player p (i.e., whether p is an attacker or a defender), 2) the impact of action a on
security parameters of an asset, namely confidentiality, integrity and availability, and
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3) degree of advancement of the game. The third dependence is measured by current
depth d of the game. Details of the payoff behavioral function B and the impact
function Impact(a) of the action a is elaborated later.
3. The cost for player p to perform action a: cost(p, a).

Note that initially payoff(p)0 is zero. For simplicity, after each computation of
U(p, a)d we store its value as payoff(p)d for future steps by assuming that the action a can
be retrieved if needed. The reason we do this is to simplify the first part of Equation (1)
since what really relevant is the payoff value of player p at the previous depth and not the
action taken to reach this payoff.
It should be noted that the actions of the attacker (Actionatt) can affect the utilities
of both the attacker and the defender, but the actions of the defender (Actiondef) affect
only the defender’s utility. The reason is based on the fact that an attack fetches gains to
an attacker but causes losses to the defender. On the other hand, a post-attack repair
action by the defender only fetches some gain to the defender (in terms of recovery) but
the repair is too late to protect the smart grid assets after the attack.
We shall now discuss the second part of Equation (1).

First, we provide a

description on the notion of the impact of an action. For a given action a  ActionSet,
Impact(a) represents security ramifications of action a with respect to a particular asset.
In our game model, we consider three important security aspects: confidentiality (C),
integrity (I) and availability (A), the CIA triad, to measure the weighted importance of
these aspects to the smart grid system that needs to be protected [12]. Thus, in general,
given action a, and the weighted importance of C, I and A of the asset to be protected,
Impact(a) is defined as follows:
Impact(a) = (C × cona )+ (I × inta )+ (A × avaa)

(2)

where cona, inta and avaa represent relative consequences of action a on confidentiality,
integrity, and availability, respectively.
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Since C, I and A for any asset are relative to each other in terms of security, they
can be ranked in order of their importance. Based on this ranking, each of C, I and A is
assigned to a value between zero and one by assuming that the total asset is of value one.
For example, suppose the SCADA sensor networks have maximum weightage for I
(integrity), next higher weightage for A (availability) and minimum weightage for C
(confidentiality). To quantify the above degrees of security impacts to these aspects, we
may assign C = 0.1, I = 0.6 and A = 0.3. These values reflect different degrees of
importance of the C, I and A on a particular asset, where we assume that the total security
asset value given by the sum of C, I and A (C+I+A) is one. On the other hand, cona, inta
and avaa can have values ranging between zero and 10. To determine these values, we
first acquire their corresponding discrete values and then translate to numeric values.
Specifically, we use Low =1, Medium = 6 and High = 8. As every action a, has a unique
impact on each of confidentiality, integrity, and availability of the system cona, inta and
avaa are mutually exclusive. The assignment of these values is subject to expert opinions
or historical data. In this thesis, we assume that such value assignments can be acquired.
Now we are ready to describe B(p, Impact(a), d), the payoff behavioral function
of the player. Roughly speaking, it is quite clear that the attacker has advantages over the
defender in the sense that his action to attack takes very little effort and yet he can have a
reasonable positive payoff compared to the defender whose action to defend the system
can be a major effort and yet his payoff seems to reduce extremely in case of an attack
and grow slightly as a result of his effort. In this study, we model the game to reflect this
payoff behavior. Specifically, Table 4.1 shows how the payoff behavioral function is
estimated. As shown in Table 4.1, the payoff of an attacker's action a to an attacker p
attains a linear positive value (or gain) with respect to degree of advancement d of the
game (i.e., d ×Impact(a)) for the attacker, while the same attack action has an exponential
negative value (i.e., loss) with respect to degree of advancement d of the game (i.e.,
−(Impact(a))d) for the defender. Thus, each attacker's action provides a lot less gain to
the attacker himself than compared to the huge losses it causes to the defender. On the
other hand, a defender's action (e.g., response actions) does not affect the payoff of the
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attacker (0) but increases the payoff value of the defender by a small amount of
Impact(a).
Table 5.1: The Payoff Behavioral Function: B(p, Impact(a), d)
B(p, Impact(a), d)

a  Actionatt

p is Attacker

d ×Impact(a)

p is Defender

−(Impact(a))d

a  Actiondef
0
Impact(a)

The last term in the utility Equation (1) is cost(p, a), which is the cost to player p
to take action a in the context of payoff in the game. However, to estimate this cost, we
can make use of the monetary value of such an action, which can be estimated from real
experiences. In this thesis we obtained the monetary cost from a survey of SCADA attack
incidents [33]. These monetary costs are then mapped to the corresponding value in the
scale of payoff values in the game. Let the monetary costs be in [s', t'] and the payoff
values in the game in [s, t]. We can compute cost(p, a) as shown below:
cost(p, a) = (cost'(p, a) –s’) × (t −s)/(t'−s') + s

(3)

where, cost'(p, a) is the monetary cost of action a to player p.

5.2 Method for Analysis
In this section a method to analyze attack-defense scenarios using game theory
has been proposed. This method is based on the game model discussed in the previous
section. Although this research focuses on SCADA systems cyber-security, the method
introduced in this section can be extended to any non-cooperative, sequential attackerdefender game. Illustrations of usage of this method have been shown in the following
chapters.
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The following paragraphs discuss the methodology that can be followed to
perform game analysis for non-cooperative sequential games with attack-defense
scenarios:
First, choose an asset level in the architecture of the system under consideration,
analyze the layout/architecture of that level and then assign values to the C, I and A
parameters of the asset which are estimated based on real-world knowledge. Recall:
C+I+A=1. Next, identify the security vulnerabilities documented for the chosen asset
level. Based on the vulnerabilities identified, list the set of possible attacks and response
actions for the asset level chosen.
Once the actions for the players (set of attacks for the attacker and set of response
actions for the defender) are established, tabulate the actions for each player separately.
The set of attacks constitute the members of the set Actionatt, for the attacker and the set
of response actions become members of set Actiondef, for the defender, respectively
(Recall: ActionSet = Actiondef ⋃ Actionatt). Design a flowchart to depict the order of
attacks on the asset level under consideration and determine the effects of a successful
attack for the chosen asset level. (Recall: An attack is said to be successful if the attacker
reaches his goal). Then assign (numerical) values to cona, inta and avaa for each
aActionSet based on the action’s impact on confidentiality, integrity and availability on
the asset under consideration. Using equation (2), compute the values of the function
Impact(a) for each action aActionSet.
Now depict the alternating, sequential game between the attacker and the defender
in the form of a game tree with the moves of each player forming the edges (branches) of
the tree. Create two such trees and name them Tree1 and Tree2. These will be used to
obtain two unique extensive forms of the game.
Though extensive game forms in attacker-defender games can be obtained by
totally ignoring costs of actions for players, this research recommends the consideration
of the case with inclusion of cost of actions for the players in the analysis of such games.
Therefore, two cases of the extensive form of the game arise:
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Case 1: Tree1: Utility calculations excluding the Cost of Actions:
Consider cost(p, a)=0. For each action aActionSet of a player p  P and depth d
in the tree, calculate the B(p, Impact(a), d). Then calculate the payoffs U(p, a)d for both
the attacker and the defender using the utility function (1), and insert these values every
node of the Tree1 to obtain one of the two extensive forms of the game.
Case 2 is optional and can be skipped if cost of actions need not be considered in
the game under consideration.
Case 2: Tree2: Utility calculations including the Costs of Actions:
Calculate the cost(p, a) using the equation (3). The s’ and t’ values to be used in
equation (3) can be obtained from Tree1. Then calculate B(p, Impact(a), d) for each
action a. Using the utility function (1), recalculate the payoffs for each player p and insert
these values every node of the Tree2 to obtain another extensive form of the game.
The game analysis is complete only after the equilibrium of the game has been
obtained. This research relies on the backward maximin induction method to arrive at the
equilibrium of the game the process of which has been described in section 3.2 of his
thesis.
Once the equilibrium has been obtained for both cases (Case 1 and Case 2
discussed above), an analytical reasoning is given on both the equilibria results to arrive
at a conclusion as to which of the two concepts best suit the attacker-defender games. The
optimum strategy set obtained from such analysis must match the logical reasoning and
common sense of the game’s equilibrium. For example, by common sense, the defender
of the SCADA system will always aim to protect the system in the best way he can, so as
to prevent the heavy losses that could occur due to highly disruptive attacks such as
injection on the SCADA systems.
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CHAPTER 6
ILLUSTRATIONS AND EVALUATION
6.1 Illustrations
The sensor network of the smart grid SCADA systems has been selected as the
asset level for the illustration of the proposed method for analysis, as opposed to the RTU
or the MTU levels. Before an in-depth analysis of the game for a SCADA sensor network
attack-defense scenario can be performed, it becomes necessary to understand the
architecture and the vulnerabilities of the SCADA sensor network following which,
attacks, responses and other relevant measures contributing to the utility calculations of
the game are quantified. The former will be discussed in sections 6.1.1.1 and 6.1.1.2 and
the latter in sections 6.1.1.3, 6.1.1.4 and 6.1.1.5 respectively.

6.1.1 The SCADA Sensor Network
The sensor network is the lowest system level of the SCADA architecture. Very
little work has been done in-terms of analyzing the cyber-security of the SCADA sensor
level [21] as the research focus is usually on the attacks on Remote Terminal Unit (RTU)
and the Master Terminal Unit (MTU). However, the security of sensor network is of high
importance as it is the sensor nodes that are responsible for actual data collection in
SCADA and the functionality of the SCADA system is wholly dependent on this data.
6.1.1.1 Architecture of SCADA Sensor Network
The SCADA sensor network is composed of various components. Sensor nodes
which are responsible for data collection in the field are the basic components of this
level. Sensor nodes measure/sense various quantities such as current, voltage etc. A
sensor node comprises of a sensor, a data processing unit, a power provision and few
communicating modules [16]. Sensor networks have a monitoring body called the ‘sink’
to which all sensed data is routed to in real-time. In SCADA systems, the Remote
Terminal Unit (RTU) can be considered to perform the task of a sink. It monitors the
SCADA sensor network by performing a variety of monitoring tasks.
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Although many RTUs have wired (direct) connections with the sensor nodes,
research is being done on making all connections wireless, so as to increase scalability of
the network. Some implementations and ideas have been proposed for the same [16].
Keeping in mind the hybrid nature of these connections (both wired and wireless) we
have come up with a model (Figure 6.1).

Figure 6.1: SCADA Sensor Network Hybrid Architecture
The CIA triad (C+I+A=1) values for the SCADA sensor network have been
estimated based on real world security parameters as follows:

Table 6.1: CIA Values for the SCADA Sensor Network
System Level
SCADA Sensor
Network

C
0.1

28

I

A

0.6

0.3
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6.1.1.2 Vulnerabilities of SCADA Sensor Network
Majority of the risks in SCADA sensor networks arise due the following inherent
features of the sensor nodes:
1. Sensor nodes have limited memory and energy resources making the implementation
of complex authentication and encryption algorithms almost impossible [18].
2. The vast geographical deployment of sensors leads to some nodes not being in the
area of control. Such nodes would be out of security coverage but accessible to
potential attackers [18].
3. The sensor networks and their controlling devices are highly interconnected, allowing
attacks to be propagated step by step to higher levels in the SCADA architecture,
from the more resource and control-constrained devices such as RTUs to the more
secure components such as MTUs of corporate network servers containing private
data.
6.1.1.3 Cyber-Attacks on SCADA Sensor Network
In this section, an assumption that the attacker has the required subset of security
keys to perform the following attacks [21] has been made. This assumption is based on
the fact that wireless-sensor networks use WEP (Wired Equivalent Privacy) for
encryption which is a very weak algorithm. It takes minimum number of steps to crack
the WEP key.
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Four main attacks commonly performed on sensor networks are considered for
the game analysis at the SCADA Sensor level:
1. Sybil attack [18, 23]: A Sybil attack on a sensor network occurs when a malicious
device or a sensor node illegitimately takes on multiple identities called Sybil
identities. The Sybil identities may be fabricated or replicated: An attacker can simply
create new Sybil identities. For instance, if each node is identified by an integer of a
certain length, the attacker can simply assign each Sybil node a random integer value
(fabricated identity) of the same length as its identity. An attacker cannot fabricate
new identities if there is a mechanism in the network to identify legitimate node
identities, but can assign other legitimate identities to Sybil nodes in such a case
(replicated identities). This identity thievery may go unidentified if the attacker
temporarily disables or destroys the Sybil nodes.

Figure 6.2: Sybil Sensor Nodes in the SCADA Sensor Network
There are two main factors for messages in a sensor network to be routed
through a particular sensor node. These are:
a. Energy contained in the node: In [24], it is stated that minimizing the total energy
spent to transmit packets in a sensor network can be done using paths that avoid
sensor nodes with low energy to send packets, meaning transmission of data via a
sensor node with low energy value is usually avoided. Sybil sensors usually have
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high energy, and high energy paths are always favored so as to have reliability of
delivery of messages in sensor networks, because of which packets begin being
routed through the Sybil sensors.
b. Node’s reputation value in the network [18]: Majority of sensor networks use a
reputation scheme with reputation values beginning at zero (neutral point) and
increasing (due to good behavior) or decreasing (due to bad behavior) from then
on. Although the Sybil sensor does not have any reputation in the beginning,
having multiple identities allow Sybil sensors to gain reputation very quickly. A
good reputation value becomes another reason for the packets in the network to be
routed through the Sybil sensor nodes.
2. Node Compromise: In a node compromise attack an attacker gains control of a
sensor node in the network through some corrupt means. Due to their relatively small
sizes sensor nodes are at a great risk of being captured and compromised. Usually, a
sensor node compromise [19, 20] begins with an attacker identifying a target node,
followed by a connection on some type of a wired connection to that sensor node via
a personal computer. Upon gaining control of a particular node, he can alter the node
or its contents (data injection, data corruption), eavesdrop etc.
3. Eavesdropping: When a legitimate node sends/receives a radio message to/from a
compromised node or a Sybil node, a sniffing sensor or a computer sniffing packets
in the sensor network, listens to the messages being transmitted to/from and via the
Sybil or compromised nodes. This is called an eavesdropping attack. We assume at
least two malicious nodes to be planted by the attacker in the network. We can
consider one to be the Sybil sensor and the other to be the sniffing sensor. This
configuration of at least two sensors of the attacker is to show that an eavesdropping
attack can take place, even after the Sybil sensor has been detected and eliminated by
the monitoring agent in the sensor network. An eavesdropping component contains
a packet sniffer software that inspects every packet it receives in order to perform
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traffic analysis. The sensor with sniffer software is capable of continuously
monitoring hundreds of IP addresses.
4. Data Injection: The small memory space in sensor nodes is used to store some
sensed data, shared network keys, operating data/parameters etc. This stored
information can be corrupted by injecting false data using a compromised node, or
Sybil node. Data injection attack [17] takes place when an attacker embeds some
faulty data into valid sensed data or the stored data into a sensor node or in the sensor
network’s communication channels. Using a Sybil sensor node for data injection is
easier than compromising a node to perform data injection as the Sybil sensor nodes
are already under the attacker’s control. Without detection, the faulty sensed data can
be propagated in the whole SCADA network and may prove costly when this data is
used to control mechanisms in the SCADA system i.e. false data injection can not
only lead to false alarms (false positives/false negatives) but can lead to wrong
control actions by monitoring components as control commands in SCADA are the
result of input data.
The attacks discussed above form the attacker’s strategy set: Actionatt,. The
attacks, along with their corresponding impacts on CIA of SCADA sensor network
are tabulated as shown in Table 6.2. The cona , inta and avaa (as described in section
5.1.2) values have been chosen for both attacks and responses in such a way that their
values reflect the relative effect on the CIA security parameters of the sensor network.
For example, in a Sybil attack the attacker manipulates and tampers with the identities
of the sensor nodes in the network compromising the confidentiality of the sensor
network, but this attack on confidentiality has medium impact and little impact on the
integrity and availability of the network, as the actual effect of the Sybil attack comes
when it is used as the basis to perform much disruptive attacks such as injection etc.
based on which the cona , inta and avaa have been assigned 6, 1 and 1 respectively.
The impact values for all attacks in Table 6.2 are quantified similarly.
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Table 6.2: Attacker’s Action Set Actionatt={ as, aNC , ae , aDI , a0 }
Attack ID

Attack Description

cona

inta

avaa

as

Sybil

6

1

1

aNC
ae
aDI
ao

Node compromise
Eavesdropping
Data Injection
Do nothing

6
8
1
0

1
1
8
0

1
1
6
0

Considering the set of attacks in Table 6.2, the order of attacks on the SCADA
sensor network can be depicted as a flowchart as shown in Figure 6.3.

Figure 6.3: Flowchart Depicting the Order of Attacks on SCADA
sensor level.
The attacker has two options initially: to perform a Sybil attack on the sensor
network or to compromise one of the sensor nodes in the network. Once either of these
attacks has been accomplished, the attacker can go on to the next stage of attacks and can
eavesdrop using the Sybil sensor nodes or the compromised node and then advance
further to perform data injection or directly perform data injection on the Sybil sensor
nodes or the compromised nodes.
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6.1.1.4 Consequences of a Successful Cyber-Attack
A successful data injection attack can not only disrupt the functionality of the
sensor network, but can affect the functionality of the whole SCADA network, i.e., the
effect of this attack can propagate to higher levels in the SCADA architecture until the
whole SCADA network becomes unavailable for service.
Consider the following example which explains the ripple effect caused by a
successful cyber-attack on the SCADA sensor level:
Assume that the attacker injected a zero in one of the sensor node readings s1. The
RTU has built-in control algorithms for monitoring the sensor network. These algorithms
perform computations on sensor measurements sent to them by the SCADA sensor
network. Consider the case when a control computation includes a division operation. If
the division operation uses s1 as its denominator, a divide-by-zero error occurs. If the
control algorithms in the RTU are not designed to handle such errors, (which is mostly
the case in smart-grid SCADA systems) the RTU is rendered inactive because it does not
have the capability to recover from such a situation. This causes a Denial-of-Service
(DoS) by the RTU as the RTU becomes unavailable for monitoring the sensor network as
well as to report to the MTU. When the MTU polls all the RTUs for data collection
during monitoring, it starves for the data from the RTU which is currently down, as the
MTU did not receive any notification of a problem from the RTU before the RTU went
down. This starvation of the MTU causes a part of the MTU to become idle causing
partial DoS as the MTU requires polled data from all RTUs for its proper functioning.
This shows how the effect of a data injection can propagate throughout the SCADA
network causing DoS at each level.
6.1.1.5 Response Actions against Cyber-Attacks
The defender in the SCADA Sensor Network game is the RTU, a component
which has a local monitoring and controlling software installed on it which aims to
prevent a miscreant whose aim is to disrupt the SCADA sensor network’s functionality
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and propagate the attack consequences to higher levels of the SCADA architecture, if
allowed to do so. RTU performs a variety of monitoring and controlling tasks on the
sensor network. A few are listed below:


Broadcasting control messages to sensor nodes and managing the energy in the sensor
nodes.



Removing bad/misbehaving sensors from the network (using algorithms such as Self
Organizing Maps [18])



Maintaining and updating a global routing table with sensor node identities at regular
intervals (not a continuous process).



Submitting sensed data to the MTU (master terminal Unit) and sending alerts to the
MTU in case of any malfunction or discrepancy in the SCADA sensor network or the
RTU network.
A subset of these actions of the RTU, comprise the defender’s action set:

Actiondef. The response actions along with the corresponding impact values on CIA can
be tabulated as shown in Table 6.3.

Table 6.3: Defender’s (RTU) Action Set Actiondef ={< re, ra, rm >, r0 }
Response
ID
re
ra
rm

r0

Response
Description
Cut-off energy to sensor
Alert MTU
Maintenance: Discard
data from malicious node
& Update routing tables
by excluding bad sensor
nodes
Do nothing
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The Impact(a) for each action a  ActionSet is calculated using equation (2) and
C, I, A values from Table 6.1, Table 6.2 and Table 6.3 . For example, when the attacker
performs the eavesdropping attack: ae, the impact can be calculated as
Impact(ae) = 0.1× 8 +0.6× 1 +0.3× 1 = 1.7
Table 6.4: Impact of Actions: Impact(a)
a  ActionSet
< re, ra, rm >
as
aNC
ae
aDI

cona
6
6
6
8
1

inta
6
1
1
1
8

avaa
1
1
1
1
6

Impact(a)
4.5
1.5
1.5
1.7
6.7

Actions a0 and r0 are considered to have no impact and are hence excluded in the
tabulation. It can be noticed from these calculations that the maximum impact on security
is made by the aDI (data injection:6.7) attack on the SCADA sensor network meaning,
the attacker’s goal will be to accomplish aDI in order to cause maximum damage to the
SCADA system, and hence the defender’s aim should be to prevent aDI .

6.1.2 The SCADA Sensor Network Attacker-Defender Game
In this section, the actual sequential game between the SCADA attacker at the
sensor level and the RTU which acts as the defender has been discussed at length.
The extensive forms of the sensor level attacker defender game mainly consists of
the utility calculations, the strategy/action sets for players, and the game tree whose
branches show the strategies of the players alternately, with payoffs obtained by the
players inserted at each node of the tree.
Two cases of the extensive game form are considered for analysis in this section.
Both cases are discussed separately in the next two sub-sections.
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6.1.2.1 Case 1 and Results of Game Analysis on Tree1
Case 1: Utility calculations excluding the Cost of Actions:
Tree 1: Figure 6.4 shows the actual attacker-defender sequential game for the
SCADA sensor network without considering the investment to take an action for both the
players, i,e., for each action a  ActionSet of a player p  P, cost(p, a)=0. The payoff
values at each stage are obtained using the utility function (1). The payoff values at each
level of the game, show that the attacker gains very less when compared to the losses of
the admin, which complies with real world scenarios.

Figure 6.4: Tree1: Attacker-Defender game in extensive form, excluding the costs of
action in the payoffs calculations.
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Backward Maximin Induction on Tree1: The equilibrium of the game depicted in Figure
6.4 is obtained by performing backward induction on the Tree1. The predecessors of the
terminal nodes (d=3) are the decision nodes for the attacker at d=2. Therefore, the
strategies which would yield the maximum payoffs for the attacker are to be determined
in this step. Upon looking into payoffs at all terminal nodes, the best payoffs at d=2 are
along the branches ae, aDI on the left sub-tree and aDI on the right sub-tree with payoffs
6.6, 21.6 and 21.6 respectively. Moving a level higher i.e. d=1 and examining the choice
of payoffs for the defender from the branches chosen by the attacker at d=2, the choice of
action his action would be < re, ra, rm > on both the left and the right sub-trees at d=1.
Moving yet another level up d=0, the strategy choice for the attacker from the branches
chosen by him at d=2 and defender at d=1 would be as which is in the left sub tree at the
d=0 depending on the payoffs. Hence the course of actions for the players at equilibrium
from backward induction can be given by:
attacker at d=0: as  defender at d=1: < re, ra, rm >  attacker d=2: ae
A detailed explanation of the process of backward maximin induction on game’s
extensive form is discussed in the following section.
6.1.2.2 Case 2 and Results of Game Analysis on Tree2
Case 2: Utility calculations including the Costs of Actions:
Tree 2: The costs of actions cost(p, a) are calculated using equation (3) for each
action a  ActionSet of a player p  P. The Table 6.5 gives the mapping of real world
investment costs (estimated using real-world data), to the values for the payoff tree.
Substituting these cost of actions in the equation (1) we the get the new payoffs shown at
in Tree2 in Figure 6.5.
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Table 6.5: Calculation of cost(p, a):
A – for gain value indicates a loss; cost(att, a0)= cost(def, r0)= 0
a
ActionSet

cost’(p, a)


Min
$gain
(s)

Max
$gain
(t)

Min
game
gain
(s’)

Max
game
gain
(t’)

Cost(p, a)
in terms
of tree
payoffs

< re, ra, rm>

-$2000

-$100,000

$0

-302.2

3

-3.11

as
aNC
ae
aDI

$10
$12
$10
$15

$0
$0
$0
$0

$100
$100
$100
$100

1.5
1.5
1.5
1.5

21.6
21.6
21.6
21.6

-0.51
-0.91
-0.51
-1.51

Figure 6.5: Tree2: Attacker-Defender game in extensive form, including the costs of
action in the payoffs calculations.
It should be noted at this point that in any extensive form game, a strategy for a
player must specify what action the player will choose at each information set in the
game. That is, a strategy is always the complete plan of a player for playing a game.
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The attacker has four information sets as shown in Figure 6.6: {as, aNC}, {ae,a0},
{ae, aDI} and {ae,aDI}. Similarly, the defender RTU has two information sets with two
actions each: {< re, ra, rm >, r0 } and {< re, ra, rm >, r0}

Figure 6.6: Information Sets of Players
Backward Maximin Induction on Tree2: The Figure 6.6.1 shows the first step in the
process of backward induction. The predecessors of the terminal nodes (d=3) are the
decision nodes for the attacker at d=2. Therefore, the strategies which would yield the
maximum payoffs for the attacker are to be determined in this step. Upon looking into
payoffs at all terminal nodes, the best payoffs are along the branches ae, aDI on the left
sub-tree and aDI on the right sub-tree with payoffs 5.58, 19.57 and 19.17 respectively. The
other branches (strategies) at d=2 are considered rejected due to their lower payoff values
and are hence pruned from the tree for the next step of backward induction.
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Attacker’s choice of payoff

Attacker’s rejected strategy

Figure 6.6.1: Backward Induction: Step 1
Strategy set for attacker at the end of first step is hence:
(ae, aDI, aDI)
In the next step of backward induction (Figure 6.6.2) we move to the next higher
level of decision nodes(d=1) for the defender, to determine the strategy which fetches the
RTU (defender) the best payoff from among the branches chosen by the attacker in the
previous step. (Recall: The game is played alternately between the attacker and the
defender). This gives the strategies for the defender as < re, ra, rm> and < re, ra, rm> for
both the left and right sub-trees with payoffs -5.02 and -0.11 respectively. The other two
branches which were among the attacker’s choices are considered rejected by the
defender and are hence pruned.
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Defender’s choice of payoff

Defender’s rejected strategy

Figure 6.6.2: Backward Induction: Step 2
Strategy set for the defender at the end of second step is hence:
(< re, ra, rm>,< re, ra, rm>)
The last step in the process of backward induction is shown in the Figure 6.6.3. In
this step, we yet again move to the next higher level of decision nodes which is d=0 for
the attacker, to determine the strategy which fetches the attacker the best payoff from
among the branches left over from the previous step. Among the two branches, the
attacker choice is clearly the left branch which is as as it fetches him a higher payoff
compared to aNC as shown in Figure 6.6.3. The strategy choice for the attacker at d=0 is
therefore, ae with payoff 5.58. The only other left over right branch is pruned.
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Payoffs of Players at game Equilibrium

Game Equilibrium

Figure 6.6.3: Backward Induction: Step 3
Strategy set for the attacker now becomes:
(as, ae, aDI, aDI)
Conclusion: Upon performing the complete backward induction on Tree2, the
equilibrium obtained is the strategy set ((as, ae, aDI, aDI ), (< re, ra, rm>,< re, ra, rm>)),
meaning the optimal strategy for the attacker is eavesdrop or perform data injection
attacks after performing a Sybil attack and for the defender is to take the sequence of
response actions whenever it is his turn to play (Cut-off energy to sensor, alert MTU,
discard data from malicious node and update routing tables by excluding bad sensor
nodes) respectively.
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Although the equilibrium strategy is ((as, ae, aDI, aDI ), (< re, ra, rm>,< re, ra, rm>)),
it can be observed that the course of actions of the sensor level attacker and the SCADA
RTU is still the same as that obtained in Tree1:
attacker at d=0: as  defender at d=1: < re, ra, rm >  attacker d=2: ae
This is because aDI, aDI , though a part of the equilibrium strategy set of the
attacker, are not found in the path of the equilibrium in the tree as shown in Figure 6.6.3.
Similarly we can ignore the second entry in the defender’s equilibrium strategy.
In short, we can write this result of analysis on both Tree1 and Tree2 upon
performing backward induction as:
(ae | as , < re, ra, rm >)
Analysis of the result: The result (ae | as , < re, ra, rm >) can be analyzed separately for the
attacker and the defender as follows:
Attacker: (ae | as) As shown in both trees (Tree1 and Tree2), the attacker can gain
the maximum if he makes the choice of actions ae | as (eavesdrop after Sybil attack)
obtained from backward induction as seen by the payoffs of the equilibrium strategy,
irrespective of what action the defender may take. For example, if the attacker has to
make a choice between the Sybil attack and the node compromise attack, he would
choose the Sybil attack he can proceed to perform other attacks on the system (e.g.,
eavesdrop) irrespective of what the defender does in the game. On the contrary, if the
attacker chose to perform a node compromise (not a part of the attacker’s equilibrium
strategy) and the defender performed < re, ra, rm >, the attacker would not be able to
continue attacking and would have to quit as shown in the Figure 6.4 and 6.5.
Defender: (< re, ra, rm>): Obtaining the same equilibrium after an analysis using
backward induction on both Tree1 and Tree2, shows that optimal action for the defender,
whether there exists some cost for response action or not, is to always take the sequence
of response actions when the SCADA system is under an attack, irrespective of what the
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attacker might do. For example, if there is a node compromise attack on the SCADA
sensor network and the defender takes the sequence of response actions < re, ra, rm >, he
curbs any further attacks by the defender as the compromised node(s) are eliminated due
to response actions. On the other hand if he chooses to do nothing r0 when a node
compromise has been detected, the attacker can proceed to perform data injection which
can cause a Denial of Service on the whole SCADA system and hence the smart grid.
The result reflects the fact that the defender of the SCADA systems has to strive to do
everything in his power to prevent the attacker from reaching his goal as the losses due to
successful attacks such as data injection on SCADA are immense.

6.2 Evaluation
The evaluation of the proposed approach in this research has been performed by
two means:
1. The sequential game is converted to its strategic form and a Nash Equilibrium of such
a game is obtained. The Nash equilibrium are then compared and with the results
obtained using backward maximin induction analysis discussed in the previous
section.

2. An intuitive real-world scenario of an on-going attack is considered to highlight the
importance of the proposed approach in critical infrastructures such as smart grid
SCADA systems.
The following subsections discuss these two means of evaluation.

6.2.1 Game Equilibrium Analysis
In this section, the strategic form of the game is analyzed to obtain the Nash
equilibrium. The Tree2 in Figure 6.5 has been selected for the Nash equilibrium analysis,
as it includes costs of action of the players. A comparison is made on the equilibria
obtained by Nash equilibrium and backward induction to evaluate the proposed method
for analysis.
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In order to obtain the Nash Equilibrium of the SCADA sensor attacker-defender
game, there is a need to convert the sequential game to its strategic form (payoff matrix).
The conversion of the game to its strategic form makes the game simultaneous and
simultaneous games are usually of imperfect information, although we make an
assumption that the first move in the game is always made by the attacker. The aim of
this analysis is to show that the equilibria obtained even when the game is considered to
be with imperfect information, is equivalent to the one obtained by considering the game
as a perfect information game (previous section), thus evaluating the method of analysis.
The process of conversion of the sequential game to its strategic form is described in
detail in most game theory text books and in [34, 35].
The first step in conversion involves identifying all possible strategy
combinations of both players from Tree2.
For the attacker, four information sets (Figure 6.6) with two actions each give
2×2×2×2=16 possible strategy sets which are listed in the first column of Table 6.6.
Similarly, two information sets with two action sets gives 2×2=4 possible combinations
of response actions against the attacker.
A payoff matrix in Table 6.6 can be developed with all possible strategies. The
entries in the matrix represent the payoffs of the players when the corresponding sets of
action are taken. The first entry in the payoffs corresponds to that of the attacker and the
second one corresponds to that of the defender.
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Table 6.6: Payoff Matrix for Nash Equilibrium Computation
(< re, ra, rm >, (< re, ra, rm >,
r0)
< re, ra, rm >)

(r0,

(r0, r0)

< re, ra, rm >)

(as, ae, ae, ae)

(5.58,-5.02)

(5.58,-5.02)

(5.58,-6.41)

(5.58,-6.41)

(as, ae, ae, aDI)

(5.58,-5.02)

(5.58,-5.02)

(5.58,-6.41)

(5.58,-6.41)

(as, ae, aDI, ae)

(5.58,-5.02)

(5.58,-5.02)

(19.57,-302.26)

(19.57,-302.26)

(as, ae, aDI, aDI)

(5.58,-5.02)

(5.58,-5.02)

(19.57,-302.26)

(19.57,-302.26)

(as, a0, ae, ae)

(0.99,-0.11)

(0.99,-0.11)

(5.58,-6.41)

(5.58,-6.41)

(as, a0, ae, aDI)

(0.99,-0.11)

(0.99,-0.11)

(5.58,-6.41)

(5.58,-6.41)

(as, a0, aDI, ae)

(0.99,-0.11)

(0.99,-0.11)

(19.57,-302.26)

(19.57,-302.26)

(as, a0, aDI, aDI)

(0.99,-0.11)

(0.99,-0.11)

(19.57,-302.26)

(19.57,-302.26)

(aNC, ae, ae, ae)

(0.58,-0.11)

(5.17, -6.41)

(0.58,-0.11)

(5.17, -6.41)

(aNC, ae, ae, aDI)

(0.58,-0.11)

(19.17,-302.26)

(0.58,-0.11)

(19.17,-302.26)

(aNC, ae, aDI, ae)

(0.58,-0.11)

(5.17, -6.41)

(0.58,-0.11)

(5.17, -6.41)

(aNC, ae, aDI, aDI)

(0.58,-0.11)

(19.17,-302.26)

(0.58,-0.11)

(19.17,-302.26)

(aNC, a0, ae, ae)

(0.58,-0.11)

(5.17, -6.41)

(0.58,-0.11)

(5.17, -6.41)

(aNC, a0, ae, aDI)

(0.58,-0.11)

(19.17,-302.26)

(0.58,-0.11)

(19.17,-302.26)

(aNC, a0, aDI, ae)

(0.58,-0.11)

(5.17, -6.41)

(0.58,-0.11)

(5.17, -6.41)

(aNC, a0, aDI, aDI)

(0.58,-0.11)

(19.17,-302.26)

(0.58,-0.11)

(19.17,-302.26)
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Upon using the concept of iterated dominance on the payoff matrix shown in
Table 6.6 (details of the process are trivial and are hence omitted in this discussion), it
can be shown that the game has multiple Nash Equilibria:
1. ((as, ae, ae, ae), (< re, ra, rm >,(< re, ra, rm > ))
2. ((as, ae, ae, aDI),(< re, ra, rm >, (< re, ra, rm >))
3. ((as, ae, aDI, ae) ,(< re, ra, rm >,(< re, ra, rm >)
4. ((as, ae, aDI, aDI),(< re, ra, rm >,(< re, ra, rm >))
So now, the issue is to identify the best responses for the players among the four
Nash equilibria. Due to such uncertainty of choice of optimal responses (many to choose
from), sequential games which require a unique equilibrium are usually not analyzed
using Nash equilibrium concepts. As discussed in [34] there always exists a pure
backward induction equilibrium as stated in the classical result of Kuhn (1953).
Therefore, the method for analysis used in this research is backward induction which
yields the unique pure strategy equilibrium of the SCADA sensor attacker-defender
game.
Converting the game to its strategic equivalent generated four different Nash
equilibria. Nevertheless, an examination on the four Nash equilibria gives the same result
as that obtained by backward induction and the fourth Nash equilibrium is exactly the
same as the equilibrium obtained by backward induction on Tree2 which is:
((as, ae, aDI, aDI),(< re, ra, rm >,(< re, ra, rm >))
Examination of result: ((as, ae, aDI, aDI),(< re, ra, rm >,(< re, ra, rm >)) is the fourth Nash
equilibrium obtained from game analysis. Note that each entry in the attacker’s payoff
comes from one on his information sets. Same applies to the defender. The sequential
game only has three levels in it (two attacker levels (d=0 and d=2) and one defender level
(d=1)). Therefore, best response for the attacker is obtained from the entry in the
equilibrium strategy which corresponds to the attacker’s first information set: as. In the
game the next action is taken by the defender and the defender’s best response would
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come from the defender’s first information set: < re, ra, rm>. The last action in the game is
taken by the attacker and the best response at this level would come from the attacker’s
second information set: ae. The game ends after the attacker’s action at d=2 (Figure 6.5).
This makes any further entries in the equilibrium strategies of the attacker and the
defender, immaterial to the game, hence abiding by the course of actions obtained in the
backward induction, the course of actions again being:
attacker at d=0: as  defender at d=1: < re, ra, rm >  attacker d=2: ae
This evaluates the correctness of the proposed method for game analysis.

6.2.2 Intuitive Reasoning
In this section of evaluation we aim to demonstrate the importance of the
proposed approach by considering a real-world scenario, the discussion of which is as
follows:
General Scenario Details: The setup for the scenario study, takes into account the
following:
1. A Sybil attack as has been performed on the SCADA sensor network.
2. The intrusion detection system (e.g., software that is running Self-Organizing Maps
algorithm [18]) alerts the RTU (defender) that Sybil sensor nodes have been detected
in the network.
3. Now the defender RTU has two response choices:


Take response actions < re, ra, rm>; cost’(def, < re, ra, rm>)=$2000 .



Do nothing r0; cost’(def, r0)=$0
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Scenario Assumptions: A few assumptions made to study the scenario are:
1. The possible game strategies of the attacker and the defender are known to both the
players.
2. The proposed approach has been developed into software.

The SCADA attacker-defender game can be discussed in two scenarios depending
on the presence of a decision making component within the RTU, based on the course of
response taken:
Consideration 1: The suggested approach in (developed into a software) has been
installed on the monitoring RTU:
When the IDS alerts the RTU of the Sybil attack, the software calculates the game
equilibrium ((as, ae, aDI, aDI ), (< re, ra, rm>,< re, ra, rm>)) using a pool of available attackresponse sets and alerts the RTU about the possible equilibrium strategy. The equilibrium
points out that the attacker may try to perform data injection. The RTU, following the
equilibrium strategy, decides to take the response action < re, ra, rm> incurring a cost of
$2000 after the Sybil attack detection. The attack, having been detected and temporarily
fixed by the RTU, the SCADA system is now alert and the attacker is sure to get caught
if he tries to perform highly disruptive attacks such as data injection aDI . The attacker is
therefore restricted to doing nothing a0, or perform non-disruptive attacks such as
eavesdropping ae, following the game tree in Figure 6.5.
The course of actions in this case of the scenario is: as (Sybil attack) followed by
series of response actions by RTU < re, ra, rm>, followed by ae or a0.
As the attacker is now restricted to eavesdropping ae, unable to do anything with
the information obtained (sensor data: not sensitive enough), or ends up doing nothing a0,
it can be concluded that the state of the SCADA network is equivalent to a safe.
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The only cost incurred was $2000 to take the response action.
Consideration 2: No in-time decision making mechanism present in the RTU:
The RTU ignores the alerts from the IDS after the Sybil attack detection, as it is
aware that any response action is going to cost $2000 and therefore decides to do nothing
(r0) hence saving $2000. Following the game tree in Figure 6.5, the attacker is now free to
perform any type of attack he/she wishes: can choose to eavesdrop on the sensor network
ae or perform data injection aDI. Assuming the attacker is rational and wants to cause
maximum disruption to the smart grid SCADA system functionality, the choice of attack
would mostly be data injection.
Hence the course of actions in the second scenario is: as (Sybil attack) followed
by no response action by RTU r0, followed by aDI or ae.
This leads to the effects described earlier (section 6.1.1.3) and can potentially
bring down the whole SCADA network incurring a cost of $100,000.
In Consideration 1, the RTU (SCADA administrator for sensor level) adopts the
suggested research approach and the cost incurred is $2000. These were only the costs
which the RTU as a decision maker had to bear to perform the response actions after the
Sybil attack was detected. In Consideration 2 there was no attack handling capability
resulted in a loss of $100,000.
The differences in the amounts ($100,000 versus $2000) highlight the economic
importance of real-time decision making capability in the SCADA network which is the
highlight of this research.
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CHAPTER 7
EXTENSIBILITY AND FUTURE WORK
7.1 Extensibility
In this section, the application of the proposed approach to the next level in the
SCADA architecture: the RTU has been discussed in brief. The aim of this section is only
to show the extensibility of the approach to higher levels of SCADA and therefore only
an outline of the idea has been illustrated. Details such as assignment of values, utility
calculations, game analysis etc. are out of scope of this thesis and are considered a part of
the future work.
The functionality of the MTU is analogous to that of the RTU in the previous
chapter in the sense that an RTU is the administrator for multiple RTU’s. The focus in
this chapter is mainly on the attacks on the communication links between the RTU’s and
the MTU’s which is synonymous to attacks on the communication protocols used in the
RTU-MTU communication channels.
The components/ architecture of the RTU-MTU level, as shown in Figure 7.1 include:
1. Communication equipment: Radio transceivers
2. Communication medium: radio signals (air): wireless medium
3. Communication protocol considered: MODBUS
4. Master/admin: MTU; Slaves: RTU
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Figure 7.1: Architecture of the RTU-MTU Communication
The communication protocol for most RTU-MTU communications is the
MODBUS. MODBUS’ security is flawed in many ways, which makes the RTU-MTU
communication, the RTUs and the MTU vulnerable to attacks, as attacks on the
communication channel can be looked at as the first step in performing attacks on the
MTUs and the RTUs. Some of deficiencies of MODBUS [11] and are summarized
below:
1. Confidentiality: MODBUS messages are not encrypted and are transmitted across
the transmission media in clear text.
2. Integrity Checks: There are no in-built integrity checks in the MODBUS application
protocol, and as a result, MODBUS solely relies on lower layer protocols to preserve
integrity of data being transmitted.
3. Authentication: Except a few undocumented programming commands, MODBUS
does not have any authentication mechanism at any level in the protocol.
Once the network’s confidentiality has been compromised, attacks on integrity
and availability become effortless, as all successful attacks depend on the ability of the
attacker to gain access to the SCADA network, although performing attacks on SCADA
confidentiality is fairly easy due to lack of authentication and cryptography in MODBUS.
These shortcomings of the MODBUS protocol and its use in the RTU-MTU
communications attribute to the cyber-security deficiencies of SCADA networks.
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Sniffing attacks (eavesdropping) are considered to be only an initial step (unlike
at the sensor level) in the attack-defense game analysis for the SCADA RTU-MTU level.
Three main types of attacks can be considered as goals of an attacker for the RTU-MTU
level:
1. Man-in-the-middle attacks (e.g., Eavesdropping followed by Replay attacks etc.)
2. Injection attacks:
a. Command injection
b. Response injection
3. Denial of Service (DoS) attacks
4. Dial-in attacks using modems followed by clearing RTU registers after gaining access
to the system’s components.
The above listed attacks, like any other cyber-attack on the SCADA network have
the capability to bring down the whole network an affect the smart grid’s functionality in
no time if successful. For the game analysis at this level these attacks can be tabulated to
form the attacker’s action set as shown in Table 7.1.

Table 7.1: Actionatt at RTU-MTU Level
Attack ID

Attack Description

aRd

Dial-in to RTU

aRe

Eavesdropping

aRr

Replay attack

aRri

Response Injection

aRci

Command Injection

aRclear

Clear RTU registers

a0

Do nothing

Timely responses to attacks on the RTU are to taken by the MTU which acts as
the administrator and hence the defender for multiple RTUs. These can be enlisted in the
form of a table as shown in Table 7.2.
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Table 7.2: Actiondef for MTU
Response ID
rdis
ra
rm

Response Description
Disconnect faulty RTU and start the backup
RTU service
Alert the HMI
Maintenance tasks and repair post attack

r0

Do nothing

The alternating, sequential game between the attacker and the defender at the
RTU level in the form of a game tree with the moves of each player forming the edges of
the tree is shown in the Figure 7.2

Figure 7.2: The Game Tree for the RTU Level Game Analysis.
Further analysis of this game is considered a part of future work.

7.2 Future Work
The proposed approach in this thesis can be applied to any level in the SCADA
architecture to model and analyze cyber-attacks. Although this research focuses on smartgrid SCADA systems, the approach is extensible to all types of SCADA systems and to

55

Texas Tech University, Sudeeptha Rudrapattana, December 2013

any timely decision making systems for critical infrastructures as the method of analysis
is extensible enough to suit any attack-defense scenario.
In terms of enhancing the approach, we aim to make the game as a repeated game
between the attacker and the defender as the sequential nature of the game may become
hazy and attain the form of a simultaneous game after a few stages. The analysis for such
a game will aim to obtain the best responses for the SCADA administrator in case of
cyber-attacks.
Future work of this research involves actual software development for the
proposed approach. This software will be have the capability to make strategic decisions
in a timely manner and will be compatible with existing SCADA system software
architectures making its incorporation to existing as well as new SCADA systems
effortless.
We believe this research opens to new doors to handling SCADA system security
issues and SCADA research, thus acting as a foundation for new and robust SCADA
software development in the market.
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CHAPTER 8
CONCLUSION
This thesis presents an analytical game theoretic approach to examining security
of SCADA systems in smart grids.

The analysis can provide useful information to the

SCADA administrator which would enable him/her in making decisions in case cyberattacks occur.
The proposed game model is a two-player non-zero sum sequential game between
the SCADA attacker and SCADA administrator. The proposed approach allows different
types of cyber-attacks on smart grid SCADA systems to be categorized and modeled.
Similarly, we can categorize and model the defense actions. The most novel part of our
work is the formulation of the payoffs for each of both attacker and defender actions in
ways that closely reflect the action impacts as in the real world and that minimize the
reliance on subjective data. We consider two cases of the proposed approach to perform
analysis: with and without action costs for players. Using backward induction on the
game trees, the equilibrium solutions are obtained. Also, the method for analysis is
evaluated by comparing the equilibrium obtained by backward induction with the
equilibrium is obtained using the concept of Nash equilibrium and confirming the results
obtained by both concepts conform to each other. Further studies are required to validate
the approach. Although our illustration focuses on parts of the smart grid SCADA
system, namely the RTU-sensor level where the attacks deal with attacks on the SCADA
sensor network, the proposed approach can be applied to higher levels of the SCADA
network. A brief discussion of the application of the proposed approach on the RTUMTU level has also been provided. The detailed analysis for cyber-attacks at higher
levels in the SCADA architecture is also a part of the future work and further research.
The proposed approach provides a foundation for a framework of a tool that can
be used for reasoning about attacks and about how decisions can be rationally derived
with respect to SCADA systems. Unlike most existing approaches that either handle
attacks by patching which tends to be ad-hoc, or apply game theory at a very high level,
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we formulate our game analysis to handle various attack types and each of the attacker's
action milestone. As a result, our approach can be extended to different types of attacks.
Our game tree can share overlapping attack actions that represent realistic attack
behaviors. Using game theory also provides a theoretical underpinning for the decisions
that can help us gain understanding and insights about attacks in smart grids. Such
insights may help us in discovering new strategies for defense in SCADA systems in all
critical infrastructures including smart grids.
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