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ABSTRACT 
This dissertation presents a predictive approach to evaluate the maintainability 

of a Commercial Off-the-Shelf (COTS)-based system by analyzing the complexity of 

the deployment of the system.  The approach integrates architectural dependencies and 

the system’s concept of operations to derive a network-based representation of the 

software system. A greater understanding of the deployment complexity is gained by 

using a Design Structure Matrix to determine the number of architectural 

dependencies on a COTS product, or in-degree, for each COTS product in the system.  

The arithmetic mean of the in-degree for all nodes in the system can then be compared 

with the perceived effort to maintain the system. The resultant measure is useful in 

evaluating the maintainability of the operational system while the system is being 

designed and throughout its lifetime. Architects can use the approach to assist in 

COTS product selection and to make product trades to optimize the maintainability of 

the system. Integrators can use the approach to optimize product deployment and to 

determine the upgrade strategy for deployment. Finally, maintenance engineers can 

use the approach to estimate the effort required to maintain the system and to identify 

areas in which extensive product expertise is required. Because the approach requires 

only basic information about the system, it can be applied early in the design process 

and used until the system is decommissioned. 
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CHAPTER I 

INTRODUCTION 

1.1 Statement of Research 
This dissertation describes a predictive model that can be used to evaluate the 

maintainability of Commercial Off-the-Shelf (COTS) based systems (CBS) during the 

design and operational phases of a software development project.  The approach 

integrates complexity theory, graph theory, Design Structure Matrix (DSM) theory, 

network theory, computer science, and systems engineering to derive a single predictive 

measure of the maintainability of a CBS, namely, the in-degree mean.  The research 

described herein demonstrates how the minimization of CBS complexity positively 

impacts the management, proposal, design and delivery of CBS.  The approach also 

enables the many disciplines involved in the development of a CBS to work from a single 

maintainability metric to deliver a cost-effective solution to the end user. 

The first task of the study involved defining maintainability of CBS. A significant 

body of work describes the maintainability of custom software components; however, 

major differences exist between custom software and COTS software modules.  The 

research differentiated those portions of the custom software metrics that pertain to CBS 

and where CBS differ enough from custom-designed software solutions that custom 

software metrics cannot be applied.  The second task involved identifying attributes of 

the CBS that contribute to maintenance complexity i.e., the architecture interactions of 

the system.  Since some COTS components rely on other COTS components to provide 

functionality, dependencies exist between the COTS products.  Each COTS vendor 

follows a unique and independent upgrade strategy; therefore, dependencies between 

vendors’ products are rarely coordinated.  The integrator of the CBS must accommodate 

these dependencies to deliver a maintainable solution.  The third research task involved 

establishing a reliable metric that defines a maintainable COTS-based solution.  This 

metric can be used to evaluate the effort associated with the maintenance phase of the 

program and to make component decisions to create a more maintainable COTS baseline. 

A reliable measure of maintainability has application in every phase of a CBS.  

Initially, system designers can use the metric as a basis of estimate for the effort 
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associated with maintaining the COTS installation in the operations phase of the 

program.  The architect can use the metric to create a more maintainable CBS solution by 

performing trades for determining which requirements are fulfilled by COTS components 

and which requirements are fulfilled through custom development.  The integrator can 

use the DSM derived from the method to determine the order in which components 

should be integrated, and the maintainer of the system can use the artifacts from the 

method to determine which products are impacted by a COTS product upgrade in the 

CBS.  In short, a reliable maintainability prediction model will enable an organization to 

better manage their maintenance resources, create a defensive design [1] and reduce the 

overall life cycle costs of a program. 

1.2 Objectives 
The purpose of this research is to determine the extent to which architectural 

interactions of COTS products influence the maintainability of CBS.  Specifically, the 

research focuses on the impact of the installation and operational dependencies of the 

COTS products on the effort associated with maintaining the CBS in the Operations and 

Maintenance (O&M) phase of the program.  The effort associated with the major 

maintenance activities is used to define the maintainability of the CBS.   

1.3 Motivation 
Since the late 1980s, modern computing architectures have migrated from 

custom-developed software applications to massive systems of systems that rely on many 

COTS applications to accomplish larger and more ambitious goals.  Initially, custom 

systems only used large COTS components like databases, but as the COTS offerings 

expanded and customer budgets tightened, more and more products made their way into 

systems.  For major defense contractors, this reality was driven home in 1991 when the 

Department of Defense (DoD) mandated the use of COTS components as the first 

consideration instead of custom development in the DoD Strategic Acquisition Initiative 

[2]. 

The new reality of COTS integration caused a paradigm shift in program 

integration.  Instead of having integration specialists who are familiar with the custom-

developed application, system integrators require generalists who are knowledgeable 
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about computing concepts and engineers who can debug interface dependencies.  These 

engineers are different and separate from development engineers who must determine 

how to interface with the COTS products to develop a system to achieve the customer’s 

mission.  This paradigm shift is not part of many of the development and costing models 

that are popular today; therefore, the effort to deploy and integrate these products is 

rarely appropriately bid or scheduled in large programs.  Even when costing and 

scheduling models account for COTS integration, such models are generally focused on 

the front-end of the development cycle where the effort is focused on mission-specific 

requirements.  None of the current models account for the integration associated with the 

deployment of COTS products or the dependencies that arise from the interactions 

between the COTS product installations. 

While this problem may seem trivial, particularly in the modern world where a 

single machine instance is used for a single COTS product, the system-level requirements 

driven by the dependencies between COTS products increase costs in the development 

and deployment timeframes of a system’s development and eventually in the 

maintenance timeframe of the system.  The costs in the maintenance phase of the system 

are often the most significant since the engineers who are most knowledgeable about the 

dependencies and interactions of the products are no longer available because they have 

moved on to other development efforts or because the maintenance team is a completely 

separate team without reach-back to the development team.  Additionally, a traditional 

divide exists between the operations and development engineers, and the relationship is 

often antagonistic [3]; therefore, a cultural opportunity also exists to enable the two 

groups to work more closely with one another and, together, develop a more cost-

effective solution. 

Another COTS maintainability issue arises from having multiple versions of 

operating systems or multiple versions of COTS dependencies – like Java or some other 

operating system-level library.  This means that multiple versions of installations must be 

maintained in configuration databases.  Tracking the multiple versions in the system 

requires manpower throughout the entire life cycle of a project.  Multiple versions of base 

packages within an architecture also means that upgrading individual components of the 
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architecture requires careful testing and planning to ensure that ancillary products are not 

adversely effected by an upgrade. 

For these reasons, it is imperative to understand the deployment dependencies 

between all of the COTS products in a system’s architecture.  Understanding the 

dependencies allows the integration team to determine the complexity of a system 

deployment and allows appropriate decisions to be made to either accept the complexity 

or reduce the complexity through deployment or design changes.  Once the complexity is 

understood, more accurate maintenance effort estimation can be determined which, in 

turn, helps prevent cost overruns.   

Using the maintainability metric and complexity-analysis techniques and tools 

described herein, an integration team can determine which COTS products should be 

clustered together to minimize the risk associated with the deployment.  In selecting and 

integrating clustered components early in the deployment of the system, the integration 

team can identify potential problems early in project life cycle, which helps to minimize 

project change in later, more costly, phases.  Finally, minimizing the risk of the 

deployment allows the team to meet the scheduled timelines for deployment.  All things 

considered, understanding and managing the complexity of the COTS deployment will 

help developers to deliver the system on time and on budget. 

1.4 Research Question 
This research focuses on how to measure the maintainability of a CBS as there is 

no universally accepted way to measure system complexity [4].  The goal is to identify a 

single measure that scales for COTS systems over a large range of sizes.  To create the 

measure, interactions between COTS products will be mapped using DSMs.  Graph 

theory, the language of complexity, will be used to measure the interactions between the 

COTS components.  This predictive measure will be used to provide early insight into the 

effort required to maintain the COTS installation of a CBS in the integration and 

operational phases of the program. The application of the measure facilitates more 

accurate proposal bids resulting in fewer cost overruns on CBS projects.   

 4 



Texas Tech University, Michael W. Smith, May 2015 

1.5 Significance 
Little evidence exists to suggest that current prediction techniques for software 

maintainability are effective [1], [5] for CBS. Therefore, a useful measure of 

maintainability for CBS is required.  The measure should be simple and straightforward, 

require only basic knowledge of the system, and be applicable throughout the life cycle 

of the CBS. 

Historically, software projects are notoriously late and over budget.  By some 

estimates, as few as 5% of software projects are completed on time and within budget.  

But, most astonishingly, as many as 75% of all software projects are never delivered 

(cancelled) or delivered too late to provide any value to the end user [1], [6], [7].  While 

the failure rate is not directly attributable to COTS integration failures, the complexities 

of COTS interactions certainly contribute to the failure rate [8]. 

Additionally, published research indicates that complexity and size metrics may 

be significant indicators of the maintainability of a system [1].  Therefore, understanding 

the complexity of integrating the COTS components early in the design phase of the 

program is critical to creating accurate cost estimates for integration and maintenance 

efforts and to minimize the complexity of the integration task.  This information helps to 

posture the CBS for a successful initial deployment and long-term viability. 

Existing measures of the maintainability of CBS are focused on the number of 

COTS products that are part of a system [6], [9].  However, as with biological systems, it 

is not the number of components that create complexity, but instead the interactions 

between the components [4], [10].  The measure of maintainability described herein is a 

metric that is based on the interactions of the components.  

1.6 Overview of the Dissertation 
Chapter I of this dissertation introduces the research problem, namely, 

identification of a predictive measure of maintainability for a CBS. Chapter II presents 

existing models for measuring CBS maintainability along with the benefits and 

deficiencies of these models.  The research model is presented in Chapter III including a 

comprehensive definition of the sources of effort associated with maintaining a CBS.  

Chapter IV focuses on measuring system complexity. The interactions between COTS 

components are defined along with a method for documenting the interactions.  From the 
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documented interactions, the in-degree mean is established as a measure of 

maintainability for CBS. 

Chapter V presents the CBS dataset that was used to validate the in-degree mean 

method.  This includes both information on COTS product installation of production 

systems and responses from a questionnaire created to measure the perceived effort 

associated with maintaining the CBS.  Chapter VI presents analyses of system 

complexity data and the COTS survey questionnaire data. Results demonstrate  a 

statistically-significant relationship between the interactions of the COTS components 

and the perceived effort to maintain the CBS, and these findings are discussed relative to 

other models used to evaluate system maintainability.  Finally, Chapter VII presents 

conclusions about the research model along with the limitations of the model and areas 

for future work.  
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CHAPTER II 

CURRENT APPROACHES TO MEASURING SYSTEM 
MAINTAINABILITY 

Multiple models exist to determine the effort associated with developing systems 

utilizing COTS components in combination with custom development.  The BASIS 

technique, Constructive COTS (COCOTS) Model, the COTS Lifespan Model (COTS-

LIMO), the Maintenance Delta and Interpretive Structural Modeling are five examples.  

Three of these models primarily focus on the front-end of the development life cycle or 

are focused on cost measurement alone.  The remaining two focus on the O&M phase of 

the project life cycle.   

This chapter evaluates current modeling methodologies to capture the state-of-

the-art in estimating effort associated with developing, deploying and maintaining CBS. 

To set the stage for this evaluation, the opening section of the chapter provides detail on 

the definition of a COTS product as well as some of the benefits and drawbacks of using 

COTS for software based development.  The development phases of a CBS are also 

defined in order to indicate the applicable program life cycle phase where each of the 

available models is used.  

2.1 Commercial Off-the-Shelf Components 
 COTS, as defined in the COCOTS model, is a component that has the following 

attributes [9].   

• The component is sold, leased, or licensed for a fee that includes fixes for defects. 

• The source code for the component is unavailable to the end user. 

• The component evolves over time through periodic releases of the product 

(upgrades) containing fixes and new or enhanced functionality, and  

• Any given version of a COTS component will eventually reach obsolescence after 

which it will no longer be supported by the vendor.   

COTS-intensive systems depend on many different COTS applications to provide the 

business functionality of the overall system.  No single COTS product fulfills a 

significant amount of the requirements [9].  Instead, many products are integrated 

together to fulfill the business requirements of the system.  The CBS design approach 
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relies on glue code or custom code to ensure that COTS products communicate with each 

other utilizing their documented interfaces. 

A significant body of work details the advantages and disadvantages of using 

COTS components in systems architectures [11]-[19].  Among the advantages of using 

COTS components is the ability of the application developer to focus on the primary 

business logic of the system and to outsource the ancillary portions of the architecture 

[20]. The assumption that the COTS supplier will maintain its product by (a) providing 

fixes to defects and (b) producing future enhancements to the base product is implicit in 

the outsourcing of portions of the CBS.  This third-party approach allows the developer 

of the CBS to reap the benefits of the experience of other users of the same COTS 

product [20] without expending development effort other than upgrading the COTS 

product.  Additionally, the utilization of COTS products enables the developer to more 

accurately predict the costs of the COTS portions of the architecture [21].  Each COTS 

product is purchased with an initial procurement cost, and the maintenance costs of each 

product are negotiated with the vendor for a number of years after the initial purchase, 

with three years being a typical maintenance cycle for an initial procurement.  After the 

original purchase agreement expires, support is typically available for additional years for 

a fee.  Many COTS vendors estimate the cost of support over several years to allow for 

the architect to plan maintenance costs for a long period of time.  The flexibility provided 

by the various maintenance arrangements contributes to the cost predictability for COTS 

products and gives the architect multiple options for meeting cost targets for the CBS. 

However, the use of COTS components also comes with disadvantages.  First, 

when a COTS product is chosen, the developer inherits all of the functionality of the 

product even if the product has been chosen for only a subset of its capabilities [22].  The 

additional functionality provided by the product may introduce undesirable and 

extraneous dependencies into the system design.  The extraneous dependencies may 

introduce interface complexities that increase the maintenance cost of the CBS without 

providing any additional business benefit to the system.  Or, the application may simply 

have “dead code”, that is, code that is not executed for the application that is under 

development.  Dead code is generally considered a security vulnerability [23], [24] and 

introduces unnecessary risk to the CBS. 
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Second, the developer relinquishes control of the release cycle of the COTS 

product [22].  A third party controls when bug fixes and new functionality are introduced 

into the product.  These timelines are rarely coordinated with the users of the COTS 

product.  So, users either accept the functionality as is or find other ways to fulfill the 

business logic that are not provided with the COTS products included in the system.  

Usually this entails creating custom code to provide missing functionality or to work 

around a bug in the COTS product.  Sometimes, to work around a bug in a COTS 

product, it is necessary to change the way the system is used until a bug fix is released by 

the vendor.  Similarly, a new version of a COTS product may change the functionality of 

an interface while introducing a fix to a bug (related to the interface or not).  The 

developer may need the bug fix, but the change in an interface may cause rework in the 

custom code around the COTS product.  Since the CBS developer does not control what 

is in the release from the COTS vendor and what is not, the COTS vendor has the 

potential to cause rework simply by the way a new release is bundled. 

Both of these disadvantages lead to potential problems in integration of the 

overall system because the developer can no longer fully coordinate every aspect of the 

system delivery [21], [25] and may have to deal with dependencies that complicate the 

system deployment without adding value to the system’s functionality.  These problems 

are amplified when products from multiple COTS vendors are deployed in the system 

and incompatibilities between the architectural requirements of the vendors cause 

conflicts in the deployment of the system [26].  For example, if one product requires Java 

version 1.5 and another requires Java 1.6 to operate correctly then the overall system 

must have two different versions of Java installed for both of these products to function 

correctly.  Having two versions of a product in the same system results in complexity 

around configuration management, deployment and integration of the entire CBS.  In 

today’s large government system architectures, it is typical to have more than fifty COTS 

products [9].  The architectural dependencies between products in the CBS, that is, 

dependencies on specific product versions, libraries or common variables, complicate the 

initial deployment, the integration and the on-going maintenance of the system once the 

system transitions into operations.  Often, because of the COTS delivery cycle, the use of 

COTS products increases the rate of change in a system versus a custom-developed 
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solution [27].  The complications associated with the rate of change increase the costs 

associated with maintaining the CBS and have the potential to strain the schedule and 

costs associated with integrating and maintaining the CBS if not accurately estimated and 

understood. 

CBS are designed with any number of COTS products.  Typically, small systems 

has fewer than 15 COTS products, medium systems have between 16 and 45 COTS 

products and large systems have more than 45 COTS products.  Super systems, those 

with more than 100 COTS products, are becoming more frequent; however, they are not 

well covered in the available literature.  Most available information is for those systems 

with fewer than 50 COTS products. 

Ultimately, the maintainability of a COTS-based system is about change 

management [28] and complexity management; therefore, managing the dependencies 

between COTS products and the impact of these dependencies on the business function 

provided by the CBS is critical to creating maintainable solutions.  To properly undertake 

change management in a CBS, the dependencies between COTS products must be fully 

understood.  Additionally, a project must have a robust product management repository to 

manage COTS product versions as they are implemented across the development, 

integration and production stages of a project.  And, for projects with multiple locations, 

another layer of complexity exists to coordinate the deployment of COTS products to 

each location on potentially independent schedules. 

2.2 Software Development Life Cycle 
Several of the existing maintainability metrics for CBS are based on complex 

measurements of COTS interfaces.  Others are based on subjective analysis of the COTS 

product and how easy it is to use in a development environment.  These measures are 

appropriate for the front-end of the product development life cycle where software 

developers are designing and interacting with the products.  However, because the 

maintenance phase of a project is significantly more expensive than the development 

phase [31], measurements are needed that account for maintainability in the planning, 

installation, and O&M (as indicated in the CBS development model in Fig. 1).  The 

maintainability metric created in this research is useful in all of the phases of program 

development.  
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Fig. 1.  CBS development cycle (modified from [5]). 

The problem of maintaining the COTS deployment is not one that is relegated to 

the O&M phase of the system life cycle.  A typical COTS vendor releases a new version 

of its product every eight to nine months, and only supports the last three releases of the 

product [29].  This means that a COTS product may only be supported for 27 months 

once it is configured into the system unless steps are taken to install an updated version of 

the product.  Changes associated with the product update cycle are in addition to changes 

introduced by vendor’s patch releases that fix bugs.  Patch releases only increase the 

number of changes in the configuration.  Today’s large system development cycles are 

often multiple years long with many large systems taking longer than five years to 

develop [9].  The comparatively brief update cycle of individual COTS products suggests 

that many products will require updates before the system leaves the development phase 

of the system life cycle.  And, more importantly, because of this rapid update cycle, a 

plan to upgrade COTS components in the architecture must be part of a sustainable O&M 

plan.  The vendor upgrade cycle and the need to keep the delivered system in a supported 

configuration with each individual vendor makes it necessary to consider and understand 

the architectural interactions of COTS products in the earliest phases of the system design 

to ensure that the system is maintainable for its planned life cycle.  Additionally, 

interoperability issues have the potential to paralyze the development of the project if 

they are not understood and incorporated into the applications requirements [30], so it is 

helpful to understand these complexities introduced by COTS dependencies early in the 

project and track them through the project’s entire life cycle. 
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2.3 The BASIS technique [32] 
The Base Application Software Integration System (BASIS) technique is an 

integration approach that assists in selecting COTS products and defining the order in 

which COTS applications should be incorporated into the delivered system [32].  The 

technique is used in the first stage of project development - the planning stage - to 

determine which COTS products introduce the most risk into the system design.  Once 

these products are identified, they are integrated into the system starting with the most 

complex and progressing to the least complex.  An iterative integration process is 

proposed in the technique implying a spiral development process.  The BASIS technique 

is a small part of the Phase-Integrated COTS (PIC) approach for the entire software 

development life cycle.  The model considers COTS a portion of the custom software 

development cycle. 

The BASIS technique is a system architect’s tool to select COTS products based 

on various measurements about the COTS products.  The BASIS technique creates a 

table that, once filled in, provides a complexity rating that is used to determine the risk 

associated with integrating a COTS product into a system.  The rating is used to 

determine the best COTS product fit in the architecture, and then to determine which 

COTS products the development team focuses on first.  The assumption is that the most 

complex product to integrate in the system based on the interfaces interacting between 

software design components poses the most risk to the program and should be integrated 

first.  The integration effort is focused on the development team’s integration of the 

COTS product into the architecture.  This approach is similar to the COCOTS cost 

model, which is discussed below. 

The BASIS technique is used at the start of the design process and is used to 

select the best COTS candidates to fulfill the requirements of a project.  There are three 

basic steps to the BASIS approach [32].  First is an evaluation of how each COTS 

product fulfills requirements of the system.  Each COTS product is assessed to determine 

how it fulfills the requirements levied on the overall system.  Those products that more 

closely align with the system requirements are retained for further evaluation while 

COTS products that do not closely align with the project requirements are eliminated 

from consideration.  
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Secondly, COTS products are evaluated based on the Vendor Viability Process 

[32].  This process takes into account the viability of the company providing the product, 

intangibles around the product such as customer service and helpdesk support, and finally 

a cost / benefit trade associated with the product.  While these aspects of a COTS product 

may not seem appropriate for consideration, it is important to recognize that the project 

development team is relinquishing control of the fulfillment of a portion of the baseline 

requirements to an outside vendor.  And, the team has no control of the delivery schedule 

or bug fixes for the COTS product. The team does not have access to the source code, 

and ultimately, they have to rely on an outside source to maintain and support the COTS 

product; therefore, intangibles like helpdesk support and customer service become very 

important in the selection of COTS products.   

Finally, the third step considers the complexity of integrating the COTS product 

into the deliverable system.  In BASIS, this evaluation requires significant knowledge of 

the COTS product including the external interfaces for each product and how the 

interfaces interact with other COTS products and glue code that is created to insert the 

product into the solution.  Connection Complexity Index (CCI) and Difficulty of 

Integration (DoI) are at the heart of the BASIS technique’s evaluation of integration 

complexity [32].  These measurements are used to determine the complexity of the 

integration activity for each COTS product.  An Interface Point Table (IPT) is populated 

to determine the complexity for each interface, or entry point, of the COTS product.  The 

complexity is computed using a formula that accounts for the number of complex data 

types declared in order to connect with a target and the IPT contains a row for each of 

these interfaces.  Second, each interface in the table is analyzed for the potential for 

architectural mismatches, and then resolution tactics for each of the mismatches are 

identified.  Finally, a formula uses the values in the IPT to determine the CCI for each 

COTS product.  A separate formula is used to compute the DoI using the numbers in the 

IPT.  Once the DoI and CCI are known for all of the COTS products in the system, 

products can be selected for integration based on the least complexity and the best fit for 

the architecture. 

The BASIS technique requires extensive knowledge of the COTS products being 

evaluated and is primarily used to determine the best COTS product fit for an 
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architecture.  While there is an effort in the technique to account for the order in which 

COTS products should be integrated into a system, the focus of effort is to minimize the 

development risk of the project.  Specifically, the BASIS technique minimizes the risk 

associated with developing and integrating custom code and estimating the effort 

associated with custom code development instead of the effort to maintain the overall 

COTS installation for the CBS.   

The CBS complexity analysis techniques developed for this present study use 

some of the background gathered in the BASIS technique; however, the work described 

herein is focused on later phases of deployment and determining the complexity and 

scheduling associated with deploying COTS applications instead of developing 

interactions with the COTS applications.  Clearly, the two approaches are linked, but 

deploying and maintaining the COTS installation base of a system is a separate activity 

from developing custom code to integrate with COTS components. 

2.4 COCOTS Cost Model [22] 
The Constructive COTS Integration cost model (COCOTS) is a cost estimating 

tool that recognizes that COTS integration has become a significant portion of modern 

computing systems.  Therefore, the model attempts to account for the integration of 

COTS components in the cost estimation of the system design.  The costing model is an 

extension of the COCOMO (Constructive Cost Model) II software-costing model, which 

is an extension of the original COCOMO model.  Without the COCOTS extension, the 

COCOMO II extension of the COCOMO cost model accommodates source code reuse 

only.  It does not accommodate integration of components, like COTS, where the source 

code is not available.   

COCOTS accounts for four initial integration costs associated with the effort to 

perform (1) assessment - candidate COTS component assessment, (2) tailoring – work 

required to configure and integrate the COTS component into the system under 

development, (3) glue code - the development and testing of any custom integration code 

needed to plug a COTS component into a larger system, and (4) volatility – the increased 

system level programming and testing due to volatility in incorporating COTS 

components.  The model accounts for testing in each of the phases.  By design, it is 

focused on the front-end of the development process.  The COCOMO model, and its 
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extensions, is used as a software-costing tool; therefore, it is primarily used in the system 

design and development phases of a program. However, the COCOMO model is being 

expanded to include maintenance costs in the future.  The model presented in this study is 

different because it is primarily focused on the maintenance phase of the program. 

In the assessment process, the COCOTS model defines rating criteria for 

determining the integration complexity of a given COTS product.  The rating is 

subjective and gives a point rating for the complexity associated with a single product in 

each of the following areas: parameter specification, script writing, I/O Report Layout, 

GUI screen specification, Security / Access protocol initialization and setup, and 

availability of COTS tailoring tools.  The complexity scores for each of the COTS 

products in a system are combined to determine an overall complexity rating for a 

project.  The model requires an engineer to be familiar with the development interfaces of 

the COTS product.  The knowledge associated with the development interfaces is often 

gained through years of experience with the product.   

2.5 COTS-LIMO [6] 
There is a widespread belief in the COTS integration community that the number 

of COTS components in a CBS has a strong impact on the maintainability of a system.  

Each COTS product in the system requires unique knowledge to support the integration 

and maintenance effort.  Additional costs are associated with tracking COTS product 

upgrade roadmaps and licensing costs as well as the support effort required to interface 

with the vendor to report bugs as they are identified in the CBS.  And, the independent 

release schedule of each COTS product in the system creates a maintenance tail to simply 

track the compatibility between COTS product versions.   

Because of the additional costs associated with CBS, the COTS-LIMO model 

attempts to identify a break-even point where maintenance costs increase 

disproportionately to the number of COTS products in a system.  According to the model, 

the break-even point exists regardless of the efficiencies gained.  This point is called the 

maintenance equilibrium.  The COTS-LIMO model presumes that it is possible to 

determine the number of components that exceed this maintenance equilibrium.  The 

COTS-LIMO model acknowledges that the costs associated with maintaining a single 

COTS component decrease over time as the maintenance staff becomes more familiar 
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with the product. But, even with these efficiencies, the complexity of maintaining 

multiple COTS products in a single system reaches a point where the costs associated 

with tracking and maintaining the COTS components exceeds those efficiencies gained 

[6], [35] by using COTS products instead of custom-developed components. 

One significant drawback to the COTS-LIMO is that no proposed method exists 

to determine the appropriate number of COTS components that exceeds the maintenance 

equilibrium for a given CBS design [6].  The model falls short in practical application 

because it is not possible to determine when there are too many COTS products in a CBS.  

So, it is not possible to make architectural decisions about whether to fulfill a system 

requirement with a COTS product or custom development. 

2.6 Maintenance Delta [36] 
The theory of the Maintenance Delta asserts that the Power-Law distribution is a 

standard for the number of architectural interactions in a system and, therefore, represents 

an ideal on which the maintainability of real-world systems can be measured. 

In network theory, scale-free networks hold a unique position in that they have 

been found to describe the many large networks.  This holds true for both naturally 

occurring networks (cellular metabolism) and for man-made networks (learning 

networks, the Internet, etc.) [37], [38]. The scale-free network is a network where the 

degree distribution of the nodes follows the power-law distribution [39] – a probability 

distribution, pk, of degree k with the form 

𝑝𝑝k = 𝐶𝐶𝐶𝐶-α                                                        (1)  

for integer values of k, where C is a normalization constant, and α is a constant parameter 

of the distribution known as the exponent or scaling parameter.  For networks seen in 

practice, α typically lies in the range 2 < α < 3 [40].  The scale-free network offers a 

sharp decline in the number of nodes with degree k, as k increases.  That is, it allows for 

rare nodes with many dependencies (the hubs of the network), a few nodes with several 

dependencies, and the vast majority of nodes with few dependencies [38].  The number of 

nodes in each dependency group differs with the size of the network; therefore, the scale-

free model theoretically accommodates networks of various sizes. 

For ease of calculation, it is convenient to use to the cumulative distribution 

function (CDF) to characterize a network.  The CDF, Pk, of degree k is defined by [41] 
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                                              𝑃𝑃k =  � (𝑝𝑝k')∞
k'=k                                                      (2) 

that is, Pk is the probability that a randomly selected node has degree k or better.  If the 

probability distribution, pk, follows the power-law, then so does the CDF but with the 

exponent, α (in (1)), decreased by 1.   

The Barabasi-Albert model is one of the first models of a scale-free network [42].  

The model creates the network by using preferential attachment as the network grows.  

When a node is added to the network, the node to which it is attached is determined by 

the connectivity of that node.  Nodes with many connections tend to attract more nodes 

while nodes with few connections tend to stay in that state.  The connectivity of the 

Internet has been show to be scale-free using this model [43].  Intuitively, this makes 

sense.  Those sites with many connections (google.com, for instance) tend to attract more 

connections.  While web sites of individual users have few connections and rarely receive 

more.  In this manner, the hubs of the network (those nodes with many connections) 

receive preferential treatment when nodes are added to the network.  

In recent research, theories abound as to the applicability of scale-free networks to 

sustainable systems [44], but scale-free networks are neither new nor rare [45].  In a 

scale-free network the degree distribution of the nodes follows the power-law 

distribution.  The power-law distribution is known in nature to signal a transition from 

disorder to chaos [46]; therefore, it is intuitive to consider the power-law distribution as a 

model for the interactions of the components in a CBS.   And, when considering the way 

CBS develop, the attachments between components are more like a power-law 

distribution than a random distribution or a bell curve.  For instance, in a CBS, the 

operating system is a basic building block on which COTS applications run.  Therefore, 

most of the COTS applications have a dependency on the operating system, and this 

design pattern results in the operating system being a hub of the network.  Random 

networks do not have hubs because the probability of attachment is the same for all 

nodes; whereas, the power-law distribution with its preferential attachment scheme 

always has a single or a few hubs in the network [46].  In contrast, networks with a bell 

curve distribution have many components that have around the same number of 

connections [46].  For a CBS, this would imply that many of the components have the 

same number of connections resulting in a CBS configuration where a single product 
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update would impact many of the other products in the system.  Intuitively, the bell curve 

distribution does not result in a modular configuration where individual components are 

easily upgradable and do not impact other components in the system. 

In a CBS that follows a power-law distribution, the vast majority of the products 

in the system have few architectural interactions. Because of the few interactions, product 

reconfigurations associated with these lightly connected products have minimal 

architectural impact on other products in the system; therefore, upgrading any one of 

these products can be done with minimal impact to the functionality of the overall 

system.  In turn, this approach minimizes the testing required by the maintainer of the 

system before accepting a new version into the operational system.  Similarly, having a 

few products with several architectural interactions (dependencies) allows for those 

products to be upgraded in major deliveries of the system where regimented regression 

testing is performed and detailed planning for product reconfiguration is undertaken by 

the development team.  For these few products, such as databases, that have several 

dependencies, point releases of an individual product can be considered when there are 

minimal changes to the product interface.  This approach allows the maintenance staff to 

take bug fixes from the vendor (in a point release) but indicates that strategic planning 

should be undertaken before making significant production reconfigurations.  Finally, for 

the hubs of the network, those very rare components (as compared to the total number of 

components) with many dependencies, strategic planning must be taken before upgrading 

the product.  A product reconfiguration of a hub is a major event in the CBS and must be 

approached with careful planning, thorough regression testing and careful deployment.   

Such a change should be reserved for major deliveries of the entire system.  

By scheduling the upgrades of individual products in the CBS based on the 

number of architectural dependencies, the time-dependent combinatorial complexity 

created by the independent release cycles of each COTS product is transitioned to time-

dependent periodic complexity and creates a manageable system [47].  That is, by 

creating a scheduled timeframe for the upgrade of each COTS product in the system 

during the design phase, the chaos associated with the constant upgrade cycle of COTS 

products, including the regression testing required to validate the new configuration and 
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the tracking of the release cycles of the individual products, is transitioned into a 

scheduled activity with a known testing and release schedule. 

The difference between the distribution of a CBS and a power-law distribution of 

similar size yields a number called the maintenance delta.  A CBS with a distribution that 

is below, or less than the power law distribution, would have a negative maintenance 

delta.  And, a CBS with a distribution that lies above, or has more interactions than a 

similarly sized scale-free network, has a positive maintenance delta. 

Since the CDF of a power-law distribution also follows the power-law [41], it is 

possible to compare the CDF of the distribution of a scale-free network to the distribution 

of the network generated from the architectural interactions of the CBS in order to make 

determinations about the two network’s similarities.  The calculation of the difference 

between the CDF of a scale-free network which is similar in size to the CBS under 

evaluation and the CDF of the derived network yields a quantifiable measure of the 

maintainability of the CBS installation – the maintenance delta - as shown in (3).  

                                  𝛿𝛿maint =  � (𝑃𝑃CBS –  𝑃𝑃PL)k
∞
k=1                                               (3) 

where PCBS is the CDF of the COTS-based System for degree k and PPL is the CDF of the 

model, or Power-Law, network for degree k.   

The maintenance delta is intended to be a comparative measure of the 

maintainability of two systems.  As proposed, the maintenance delta method will help 

architects make design decisions based on the maintainability of the overall solution. 

However, development of the maintenance delta method can best be characterized as 

being in the conceptual stage and not yet rigorously tested.  

2.7 Interpretive Structural Modeling and MICMAC 
Interpretive Structural Modeling (ISM) focuses on utilizing the knowledge of a 

group of people to build a model that represents a complex system [48].  The 

fundamental approach of the ISM process is to use academic and non-academic experts’ 

practical experience and knowledge to decompose a complex issue into smaller sub-

issues and build a simpler multilevel structural model. The ISM has been used since 1973 

to provide fundamental understandings of how nodes or elements in a system interrelate 

[49].  ISMs help researchers structure elements in a meaningful manner to develop 

collective intelligence to overcome challenging and complex problems.  The approach 
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identifies coupling between variables in the systems and places relative importance on the 

coupling [50].  The ISM method of processing information is especially useful for 

working in a group to develop a map of the complex relationships between the various 

elements involved in a complex problem and to develop collective intelligence by 

defining the problem in terms of a system being considered.   

The sequence of activities in the ISM process is shown in Fig. 2.  
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Fig. 2.  Sequence of activities to develop ISM models. 

The nine-step process for developing an ISM starts with identifying the factors 

that affect an issue.  For a CBS, a group of experts in the COTS products comprising the 

system, experts in the system requirements as well as system administrators and software 

developers gather and identify factors that influence the COTS installation of the 
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program.  The iterative ISM process allows refinement of the identified factors before the 

final product is released. 

 Once the factors are identified, the group brainstorms on the relationships 

between the factors.  Multiple techniques are documented for stimulating group 

conversations and managing the brainstorming sessions [51].  The end result of this step 

in the process is a preliminary ranking of the factors in order of importance to the system.  

The order of importance is subjective and is dependent on the group to identify what is 

important to the system under consideration. 

 In the third step, a Structural Self-Interaction Matrix (SSIM) is created (an 

example is shown in Fig. 3).  The matrix shows the direction of the contextual 

relationships of the factors influencing the system.   

 
Fig. 3.  Structural Self-Interaction Matrix (SSIM). 

An “X” in the SSIM indicates that both factors equally influence each other. An 

“O” indicates no interaction between the two factors.  An “A” in the SSIM indicates that 

the component, or factor, on the j-axis has a significant influence on the component in the 

i-axis of the matrix.  Similarly, a “V” indicates that the component represented on the i-

axis has a significant impact on the component in the j-axis.  The direction of the 
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influence is important in later steps to identify which components in the system create 

complexity in the system.  As with importance, influence of one component over another 

is subjective.  The consensus of the group determines the size of influence one 

component has over another. 

 Steps 4, 5, 6 and 7 are intermediate steps that assist in reaching the final goals.  

These steps are generally computer-assisted.  In Step 4, the SSIM is converted to a binary 

matrix that indicates the relationships between the components.  The adjacency matrix, A, 

shows the binary relationships that are identified from the SSIM.  An example adjacency 

matrix is shown in Fig. 4.  The methods for this conversion are well-documented [48]-

[50], [52], [53], so they are not discussed here. 

 

 
Fig. 4.  Adjacency matrix (A). 

Steps 5, 6 and 7 are used to arrive at a final Reachability Matrix, Rf.  The 

Reachability Matrix summarizes the relationships between each of the components.  As 

with previous steps, Steps 5, 6 and 7 are often computer-assisted. As systems grow large, 

hand-manipulation of the matrix becomes difficult, so computers are used to manipulate 

large matrices with many interactions.   

Applying the transivity rule iteratively on the matrix develops the reachability 

matrix with transivity, Rt. The adjacency matrix is checked for the transivity rule and is 

updated until transivity is established. The transivity rule states that, if a factor (element) 
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A is related to factor B and if factor B is related to factor C, then factor A is related to 

factor C. Following the transivity rule, a reachability matrix, Rt which considers 

transivity is developed for the system (see Fig. 5).  Finally, driving power and 

dependence of factors are also computed in the final reachability matrix as shown in 

Figure 6 for CBS.  

 
Fig. 5.  Reachability Matrix (Rt) with transivity. 

An example of a final reachability Matrix is shown in Fig. 6.  Summation of ones 

in the corresponding rows gives the driving power and the summation of ones in the 

corresponding columns gives the dependence.  Two ISM related concepts are introduced 

in the figure – driving power and dependence.  The two concepts are used in ISM to 

describe the relationships between the components in the system.  Driving Power is the 

ability of a component to initiate change in the system [54]. Components with high 

driving power are those that exhibit the most influence over the system; therefore, 

changing those components has high potential to impact the system.  In the case of a 

system of COTS products, changing a component with a high driving power has the 

potential to increase the effort to maintain the system. 
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Fig. 6.  Final reachability matrix (Rf) with Driving Power and Dependence. 

Conversely, dependence is related to how a component is impacted by other factors, or 

components, in the system.   The two relationships, driving power and dependence, help 

describe the relationships in the system under evaluation.   

The measures of driving power and dependence are useful in the final two steps of 

the ISM process.  Each component is analyzed and binned according to the two attributes.  

A final matrix is derived using the Impact Matrix Cross-Reference Multiplication 

Applied to a Classification (MICMAC) analysis that shows the relationship between 

dependence and driving force for each of the components in the system [55]. 

Each of the quadrants, or clusters, in the MICMAC analysis identifies 

characteristics associated with the components in the cluster.  Fig. 7 shows the four 

clusters and relationship between dependence and driving power. 
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Fig. 7.  MICMAC analysis. 

The purpose of MICMAC analysis is to arrange the factors with respect to their 

driving power and dependence in four clusters [55]: (1) autonomous, (2) dependent, (3) 

linkage, and (4) independent factors.  Cluster I identifies autonomous factors. These 

factors have low driving power and low dependence.  The components in this cluster 

have little influence on the other components in the system neither are they included by 

other components.  In a CBS, COTS components in this cluster would require little effort 

to maintain because they are not linked to other components in the system.  They could 

be changed without impacting any other components. Cluster II identifies dependent 

factors that have low driving power and high dependence. In a CBS, the components in 

this cluster require less effort to replace because they do not impact other COTS 

components.  On the other hand, components in this cluster are impacted by changes in 

other components; therefore, it is possible that the components in the cluster will be 
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impacted by changes in other components in the system. COTS products in this cluster 

would be end-user products like an Internet browser.  The functionality provided by the 

component does not impact other products in the system, but changes in the operating 

system will potentially impact the version of the browser that is supported.  The factors in 

Cluster III are given importance because of their high driving power and high 

dependence. An action on any of the factors in cluster III will affect the entire system.  In 

a CBS, changes to components in Cluster III will require significant effort because of the 

potential impact to other components in the system.  Components like databases typically 

fit into this cluster because the database installation is impacted by underlying 

components like the operating system and is likely to impact applications like application 

servers that can be used to preserve the state of application processing.  Finally, Cluster 

IV includes independent factors with a strong drive power but very weak dependence. 

Factors in this cluster require attention when changes are introduced because of the 

impact to many other components.  In a CBS, Components in Cluster IV tend to be 

operating systems and hypervisors – the component that runs virtual machines in the 

system.  These components stand independently, i.e., they have few if any dependencies 

on other COTS components for their functionality, but because every other application 

builds on their existence, the impact of a change to a component in Cluster IV has the 

potential to cause significant effort. 

ISM and MICMAC analysis are helpful in understanding complex problems like 

the interactions of COTS products in a CBS. The information gained from the models 

identifies the factors that add complexity to the CBS; however, the models do not assist 

in estimating the effort associated with maintaining the CBS.  The models require a group 

of participants to create the matrix associated with the CBS.  A robust ISM analysis 

requires both experts and lay-people to collaborate on identifying areas of complexity in 

the CBS. At least some of the participants must be knowledgeable on the COTS products 

and the system requirements for CBS.   

The MICMAC analysis identifies the COTS products that introduce the most 

complexity to the COTS installation.  This information is helpful in upgrading COTS 

components and also in developing system expertise.  For instance, products in Cluster 

III are potential candidates for greater engineering understanding because of their impact 
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on the system’s functionality.  These components exhibit higher dependence and drive 

power; therefore, greater understanding on their interfaces and dependencies are needed 

to minimize the risk associated with changing or upgrading the product.  For these 

reasons, it is helpful to develop expertise in these products and those products that 

depend on them.  Similarly, in cluster IV, the MICMAC analysis identifies those 

components that require substantial testing before changing.  Cluster IV identifies those 

products that have low dependence and high driving power.  Any change to the 

components in Cluster IV has the potential to ripple effects through the other products in 

the system.  Because of this potential, careful testing and planning must be performed to 

ensure that the system performs as expected when performing maintenance activities on 

these products.  Cluster I from the MICMAC analysis shows the products that are least 

likely to impact other COTS components during maintenance activities.  The system 

integrator or maintenance engineer can take more liberty with changes to these products 

because they have low dependence and low driving power.  The impact of maintenance 

activities on these products is likely to have few ripple impacts to the other products in 

the CBS.   

2.8 Summary of Current Models and Limitations 
Five current models exist that estimate the effort associated with COTS 

integration - the COCOTS and COTS-LIMO models, the BASIS technique, the 

Maintenance Delta, and ISM. These can be compared and contrasted with the model 

proposed in this study and formally presented in Chapter III, namely, the in-degree mean 

model.   

The COCOTS model focuses on the development side of integrating a COTS 

product into a complex system.  The model is useful for determining the development 

costs associated with choosing a COTS product instead of creating a custom piece of 

software to accomplish a goal.  The COCOTS model is different from the in-degree mean 

method because it is determining the costs associated with development instead of the 

effort (and costs) associated with the deployment, integration and maintenance of COTS 

products.  The COCOTS model requires knowledge of the development interfaces of 

each COTS product.  The complexity ratings and integration approaches associated with 

the in-degree mean assist the costing of the integration effort in a similar way as the 
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COCOTS model assists the development team in determining costs and schedules.  The 

two models are focused on different ends of the program life cycle as shown in Fig. 1; 

that is, the COCOTS model only focuses on the front-end of the program life cycle.  The 

developers of the model are planning to expand the model to cover the O&M phase of a 

project; however, that work is not yet complete.   

The COTS-LIMO model theoretically proposes that there is a break-even number 

of COTS components where the effort associated with maintaining the COTS installation 

exceeds the benefit derived from the multitude of COTS products.  However, no method 

exists to determine the number of COTS products where the break-even point is 

exceeded.  Therefore, at this time the COTS-LIMO model does not effectively contribute 

an estimate of the effort associated with maintaining a CBS. 

The remaining three models are more focused on the COTS installation, and are, 

therefore, a more appropriate comparison to the in-degree mean model developed in this 

research.  

The BASIS technique provides a method for determining the installation order of 

COTS components.  The method is based on the interface complexity of the COTS 

product and is focused on the integration of the product with custom code.  This is a 

primary concern during the development phase of a program; however, in the O&M 

phase, the custom code is already complete and does not necessarily change unless the 

interface to the COTS product changes.  Additionally, the BASIS technique is primarily 

mean to be a tool for a system architect to determine which COTS products assist in 

fulfilling system requirements.  Because of the focus on estimating the effort to integrate 

with custom code and on fulfilling system requirements, the BASIS technique is a good 

tool for the beginning phases of a program, but lacks maturity and granularity for 

modeling the effort associated with the O&M phase of the program. 

The maintenance delta model is targeted specifically at the O&M phase of the 

program and is meant to assist in measuring the effort required to maintain the CBS.  The 

maintenance delta, as currently defined, does not provide sufficient proof of the accuracy 

of the model.  Similarly, the current definition of the maintenance delta does not validate 

the size of the CBS for which the model is appropriate. 
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The ISM is a useful tool in determining which COTS products contribute most to 

the complexity of the CBS.  The information derived from the model is useful in 

determining the areas where particularly expertise is needed.  Additionally, the 

information from the model can assist in finding COTS products that have unknown 

dependencies and require extra effort during maintenance activities.  The ISM approach 

falls short in determining the effort required to maintain the overall CBS as it is focused 

on managing the complexity of the installation instead of estimating effort. 

As will be seen in Chapter III and following, the in-degree mean model 

complements the existing models by filling a gap in the available models.  By covering 

the aspects of system deployment, the integration effort associated with that deployment, 

and the maintenance effort in the O&M phase, the in-degree mean model adds a more 

detailed investigation of an area of the CBS life cycle that has been overlooked until now. 
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CHAPTER III 

RESEARCH MODEL: COMPLEXITY AND        
MAINTAINABILITY OF CBS 

This chapter presents a method to assess the maintainability of a CBS by 

analyzing the interactions of the COTS products.  The interactions are derived from the 

installation and behavioral dependencies between the COTS products and the concept of 

operations (CONOPS) of the system.  The chapter begins by comparing and contrasting 

custom software maintainability and complexity with CBS maintainability and 

complexity. The concepts of maintainability (focusing on effort) and complexity 

(focusing on dependencies) are formally developed. This sets the stage for introducing 

the in-degree mean as a predictive model to evaluate maintainability of a CBS for the 

O&M phase of the system’s lifespan. 

3.1 Custom Software vs. COTS Based Systems 

An understanding of the internal working of software is required for many 

fundamental measures of custom software complexity and maintainability.  To measure 

the maintainability of custom software, typically, the number of software components in 

the work-packet, the lines of code (LOC), the number of control variables and other 

factors must be known [31].  Other quality metrics like the readability of the code, the 

documentation available throughout the code, and the understandability of the software 

also contribute to some measures of software complexity and maintainability [31].    

The very nature of COTS products hides many of these characteristics from the 

user [56].  By definition, the user does not have access to the source code of COTS 

components.  Even free and open source components - where source code is available to 

the end user through the supporting community - must be used in their native state 

(unmodified source code) to be considered COTS.  Because of these differences, the 

commonly used custom software metrics for complexity and maintainability cannot be 

directly applied to CBS. 

Like custom software maintainability, CBS maintainability is based on 

complexity; therefore, maintainability should be measured by the interactions between 

the components.  A method for measuring the maintainability that combines the unique 
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CONOPS of a CBS along with the interactions between the COTS products is needed for 

CBS to appropriately measure their maintainability. The focus on the O&M phase is 

distinctly different than software models where most effort is focused on the development 

phase of the program (see Fig. 1).  And, the concept of maintainability is focused on the 

maintainers of the system instead of the consumer of the system’s functionality.  For 

these reasons, a CBS maintainability measure should focus on the interactions between 

the components and the effort associated with changing the components.  

3.2 Maintainability 
The maintainability of CBS is defined by how much effort is expended in the 

various phases of the program.  This work defines the attributes of the CBS that 

contribute to effort in maintaining the system and, thereby, increase the overall 

maintenance cost.  Maintainable systems minimize the effort required to achieve five 

maintenance activities associated with CBS [25] 

• Product reconfiguration 

• Testing and debugging 

• System monitoring 

• Enhancing user-level functionality 

• Configuration management 

Table I shows these five maintenance activities along with a description of common 

general activities that comprise each category.  Product reconfiguration is the 

replacement of given product with an upgrade to the same product or replacement with 

another product that performs a comparable functionality.   The other attributes of the 

systems that require effort – testing and debugging; system monitoring; enhancing user-

level functionality; and configuration management - are somewhat self-explanatory.   

The characteristics of a maintainable CBS are different than the typical types of 

maintenance activities that are minimized for custom software development projects: 

corrective maintenance, adaptive maintenance, perfective maintenance and preventative 

maintenance [28].  Typically, custom software maintainability relates to the ease with 

which software can be modified to correct faults, improve performance or other 

attributes, or adapt to a changed environment [1].  In CBS, these tasks are accomplished 

by product reconfiguration because the only way to change a COTS product is by 
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upgrading or replacing the product with some other product with similar functionality.  In 

some ways, COTS maintenance is simpler than custom software maintenance.  But, 

because of the lack of control of the underlying software and the existence of features in 

the COTS products that are unused in the CBS installation [22], product reconfiguration 

requires significant testing and planning before the new product or updated version is 

integrated into the CBS [21], [25]. 
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TABLE I.   

MAINTENANCE ACTIVITIES THAT DRIVE SIGNIFICANT EFFORT IN CBS. 

   

Maintenance Activity Description Implication of COTS usage 

Product Reconfiguration 

Updating COTS products with new versions Update schedule determined by COTS vendors 

Replacing products with competitors offerings Updates uncoordinated between vendors 

Adding / deleting products as requirements evolve  Features, bug-fixes and adaptations driven by market force of COTS 
products rather than system requirements 

Testing and Debugging 

Identifying causes of failure COTS products are black-box: no access to source code 

Running tests Documentation often incorrect or incomplete 

Monitoring system performance and resource utilization Done in collaboration with COTS support organizations 

Logging system behavior and activity COTS suppliers do not accept responsibility for problems without proof 
(and maybe not even then) 

System Monitoring 
Logging system behavior 

Lack of visibility into behavior of individual COTS products 
Analyzing logs for failure, performance problems, etc. 

Enhancing User-Level Functionality Modifying functionality as requirements evolve 

No / limited access to source code of systems 

Dependent on tailoring facilities provided with COTS product 

Glue code and wrappers are major means of tailoring 

Configuration Management 

Tracking available versions of COTS products Versioning controlled by the COTS distributor 

Tracking change history of products Licensing and support agreements must be managed 
Recording set of compatibilities and incompatibilities between 
sets of products Management of COTS configurations 

Tracking current configuration of products at each deployed 
site Compatible versions of COTS products must be determined 

Tracking change history of products of each deployed site   
Managing license and service agreements for each product   
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 Other factors influence the cost of maintaining COTS-intensive systems [9].  

Licensing, evaluation of new releases, defect hunting, vendor support, upgrade ripple 

effects, hardware upgrades, disabling new features, early maintenance (or maintenance in 

the development phase of the project), market watch (or dealing with the impact to the 

system design if a vendor goes out of business), continuous funding (for maintenance 

costs because they have to be paid yearly and cannot be deferred), and the number of 

components versus the overall maintenance costs are recognized as increasing the effort 

required to maintain CBS.  However, each of the influencing factors can easily be 

categorized into one of the five previously identified maintenance activities.  Table II 

shows the mapping of the factors influencing maintenance costs into the five major cost-

driving maintenance activities identified in Table I.  By mapping the influencing factors 

into the previously defined categories, no new sources of effort for maintaining CBS are 

needed. 
TABLE II.   

CATEGORIZING ADDITIONAL FACTORS INTO MAINTENANCE COST DRIVERS. 

 
 

3.3 Complexity 
Extensive research has been done on complexity and on measuring complexity of 

software development [57]-[61].  Much of this research, particularly that which has 

studied component based software development, is pertinent to this work. With 

component-based software development, the interaction between components becomes 
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the focus for creating maintainable solutions instead of the internal workings of each 

individual component [62].   

While there is no standard definition of complexity [4], complex systems exhibit 

specific characteristics [4].  First, complex systems exhibit complex collective behavior.  

The system is comprised of multiple components.  Each component follows its own 

relatively simple rules for operation, and there is no central controller coordinating the 

rules for all of the components.  For CBS, the COTS products and custom code integrate 

to provide functionality that no single product within the system can provide.  This 

collective functionality is often called mission functionality.  And, while the CBS may 

have a scheduler, the complexity of the system arises from the decentralized product 

development life cycles of each of the components.  Secondly, complex systems provide 

signal and information processing: they process information from internal and external 

sources.  The dependencies in a CBS are a manifestation of this characteristic.  The 

information passed between the COTS products and the stimuli from external sources 

cause the system to behave in both expected and unexpected ways.  And, finally, 

complex systems adapt.  CBS adapt through the individual roadmaps of the COTS 

product components.  Each of these components changes based on factors outside the 

system because each vendor has its own business models and product roadmaps.   

To summarize, a complex system is “a system in which large networks of 

components with no central control and simple rules of operation give rise to complex 

collective behavior, sophisticated information processing, and adaptation via learning or 

evolution [4]”.  CBS are complex systems because the exhibit all of these characteristics, 

and the complexity must be managed to provide maintainable solutions 

3.4 Dependencies 
As shown in the previous research, the effort associated with maintaining a CBS 

is tied to the complexity of the COTS installation.  Documenting the interactions of the 

COTS components of the CBS – that is, the system dependencies - results in a better 

understanding of the complexity of the system and assists in managing that complexity.  

Additionally, documenting the interactions of the COTS components facilitates a 

measure of the maintainability of the CBS that can be used to understand the effort 

associated with maintaining the system. 
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In component based software development, each component is treated as a 

separate instance; therefore, it can follow its own maintenance path. The component 

based approach attempts to minimize the impact of maintenance activities by developing 

a system of individual components that combine together to provide specific program-

level functionality.  The only time a maintenance activity of one component impacts 

another component is when the external interface changes or the functionality of the 

component under maintenance changes.  As with custom software components, with 

CBS, the interactions between the individual COTS components creates complexity and 

can be the basis for measuring the effort associated with maintaining the CBS. 

3.4.1 Identifying Dependencies 
Similar to component based software design, the individual products of a CBS 

combine to deliver the system’s defined functionality; however, to deliver the 

functionality, the components must be integrated into a single system.  Each COTS 

product requires additional components and characteristics to function as desired in the 

system.  These requirements are defined as COTS dependency attributes [63] and include 

such items as the need for a specific version of another COTS product or the definition of 

an environment variable in the system where the product is installed.  Behavioral 

dependencies - the interaction between the two components that may only be certified for 

specific versions of the two products [25] - are included in COTS dependency attributes.  

Architectural mismatch is another similar area of study that has received much 

attention in the literature [13].  As with the COTS integration effort [22], [26], [64], the 

architectural mismatch research has focused on the front-end development of programs.  

This research has generally focused on the interfaces between COTS products, the 

interfaces that are used by software developers to interact with the COTS products, and 

the software architecture in which the components are functioning.  A fourth area, 

assumptions about the construction process, is closely linked to dependency attributes in 

that it recognizes that software components (including COTS components) have 

underlying assumptions about the order in which the system is built or about previously 

existing capabilities that must be in place for the components to function correctly.  

However, as the proliferation of COTS products increases in computing architectures, the 
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architectural mismatches caused by requirements from disparate COTS products is an 

area that has not been covered by previous research.   

These dependencies are inherent in a CBS [65].  The complexity created by the 

interactions between COTS products must be managed to create a maintainable COTS 

deployment; otherwise, the system will degrade in chaos and be unmaintainable. 

Architectural dependencies and dependency attributes are traditionally 

acknowledged as creating interactions in a CBS.  But, architects also create interactions 

in the CBS by choosing which products fulfill specific requirements and by defining the 

system’s concept of operations.  These two types of interactions contribute to complexity 

in testing and debugging the system by creating additional interactions within the system.  

For instance, if a single product is chosen to fulfill five different functional requirements 

in the system, changing that product requires more functional testing than if the product 

only fulfilled a single functional requirement.   

The CONOPS creates interactions by introducing interactions between 

components that are not necessarily intended by the vendor [36].  One COTS product 

may not require another to install and operate, but the two may be required to interact and 

provide the required functionality of the system.  This interaction is not covered by the 

architectural or behavioral dependencies and is, therefore, missing from the current 

models that are in use.  Combined, architectural dependencies, COTS dependency 

attributes, architectural mismatch and the systems concept of operation create a more 

complete view of the architectural interactions in the CBS (Table III).   
TABLE III. 

TYPES OF ARCHITECTURAL INTERACTIONS FOR A CBS. 
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 Architectural interactions themselves create complexity in the CBS that must be 

managed.  And, because each COTS product vendor follows its own independent 

development and upgrade schedule, the innate complexity in a CBS is worsened by the 

need to upgrade individual components on their own individual time scales to remain in a 

supported configuration.  The time-dependent combinatorial complexity created by 

multiple independent upgrade paths must be eliminated from the system in order for the 

maintenance life cycle of the system to be successful and avoid degenerating into a 

chaotic state [47].  This emergent behavior is one of the aspects of a complex system [4], 

[47] and must be anticipated and understood in the design phase of the CBS in order to 

achieve the appropriate maintenance equilibrium of the system in the deployment and 

maintenance phases.   

3.4.2 Mapping Dependencies 
The DSM has been in use for decades to show dependencies between tasks in 

design and manufacturing of large engineering systems [66].  Extensive work [34], [67], 

[68] has been performed around the methods of manipulating the DSM to properly order 

task execution to prevent rework and to reduce coupling between tasks in varied fields 

from vehicle manufacturing to software design [69].  And, the DSM has proven to be a 

valuable tool in understanding and managing complexity in sophisticated design projects 

in the automotive and other industries.  The DSM is used to manage both engineering 

complexity and organizational complexity [70]. Recently, the DSM has been used to 

create the foundation of a network to study the task interactions in a product development 

process [71] and modularity in software development [72].  The interactions form the 

building blocks for a network that is used to make measurements of the modularity of the 

software design.  For these reasons, it is straightforward to leverage the DSM tool to map 

the architectural interactions and assist in managing the complexity associated with 

maintaining a CBS. 

Fig. 8 shows an example DSM for a CBS.  The numbers along the external rows 

and columns of the DSM represent COTS products in the system.  Each product is listed 

in the same order on both sides of the DSM resulting a square matrix.  A mark in the 

square where two products intersect (row X and column Y) indicates a dependency the 

COTS product in row X has on the COTS product in column Y. This relationship is 
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directed.  It may or may not be true that the product in column Y has a dependency on the 

COTS product in the row X.  For this reason, the DSM is not symmetrical once it is fully 

populated.  Each product has a dependence on itself; therefore, the diagonal is fully 

populated in the DSM.   

 For each product listed on the left side of the DSM, analysis is performed to 

determine the dependencies on other products.   If a dependency exists with a product 

along the top of the DSM, a mark is noted in the DSM.  For example, in Fig. 8 product 1 

is dependent on itself and product 12 [12].  Similarly, product 3 is dependent on products 

1, 4, 5, 6, 7, 8, 9, 10 and itself.  Product 2 is unusual in this DSM because the only 

dependency it has is on itself. 

 
Fig. 8.  Example DSM showing interactions between COTS products in a system. 

 DSMs are sometimes used to determine which component groupings should be 

managed together based on the interactions of the components [73].  DSMs are also used 

in management strategies for CBS [74].  DSMs can be used to minimize risk in managing 

COTS installations by determining and documenting the interactions between subsystems 
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and components in the CBS.  The principle of putting the most interdependent 

subsystems under the same management structure minimizes the risk associated with the 

dependencies because the teams are working very closely together and managed under 

the same organizational structure.   

Determining the dependencies between COTS products and then clustering the 

deployment of those products minimizes the risk associated with the dependencies. 

Integrating tightly coupled products as early as possible helps to expose any unknown 

risks early in the integration cycle.  These clusters, or groups of COTS products that are 

dependent on each other, are seen in Fig. 8. The grouping of products 26, 27, 28, 29, 30 

and 31 creates a cluster of dependencies in the middle of the matrix.  Smaller clusters are 

visible around products 8, 9, and 10 as well as products 3, 4, and 5.  Because of these 

dependencies, these products require special attention when a change is made to any 

single product in the cluster.  For this reason, clusters are often managed as a single unit 

where all are changed in lock step instead of individually updating each product [75], 

[76]. 

3.4.3 Graph Theory and In-Degree 
In CBS, DSMs assist in scheduling decisions and identify architectural 

dependencies.  They also provide a visual representation of the system.  It is sometimes 

convenient to transform the DSM into a network or graph where the system can be 

analyzed using graph theory [72].  When the DSM is converted to a network, each 

connection other than the link the COTS product has to itself is a link to another node in 

the network. Fig. 9 shows a network generated from the CBS in Fig. 8.  The nodes with 

many lines attached are those with many dependencies.  Each link in the network 

represents a dependency mapped in the DSM, and each node in the network represents a 

COTS product. 

Graph theory is used frequently in computer science and system design to 

represent software and architectural designs, computer networks, and even the Internet 

[77], [78].  Graph theory is a useful mechanism to study networks as it offers a common 

language to label and represent the network as well as mathematical notions and 

operations with which network properties can be quantified and measured. The graph, or 

network, consists of nodes and connections between the nodes.  Degree, degree sequence, 
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and degree distribution are three of the common graph theory attributes that give 

information about the network [79].  The degree of a node, k, is the number of edges 

incident with the node.  Those nodes with many connections or edges have a high degree 

while those with few connections or edges have a low degree.  Degree sequence is the set 

of degrees {k1, k2, k3, …} for all vertices in a network, and, with this information, the 

degree distribution of the network, pk, can be derived.  The degree distribution is simply 

the fraction of vertices in a network that have degree k.  The degree sequence of a 

network identifies the total number of connections in the network.  And, for a CBS, the 

connections are the architectural interactions of the system that drive complexity into the 

design and contribute to the effort required to maintain the system.   

 
Fig. 9.  Network Representation of a CBS. 

In addition to typical undirected graphs, graph theory allows for directed graphs 

that imply particular relationships between two nodes.  For instance, a directed link 

between two nodes may indicate that information is passed in only one direction or that a 

particular dependency is required from one node to another.  Because directed graphs 
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give information about the relationships between two nodes that is not available in 

undirected graphs, directed graphs present a more accurate representation of the structure 

of the network [80].   

In a directed graph, in-degree refers to the links coming into a node, and out-

degree refers to the number of links coming out of a node.  In the DSM for CBS, the in-

degree refers to the dependencies that other COTS components have on a node.  Out-

degree refers to the dependencies that a node has on other COTS components.  For 

example, many products depend on the operating system to provide much of their 

functionality: it is expected that Windows or Linux is present in the system to install a 

COTS application.  This is an installation dependency because the COTS products simply 

will not install without the underlying operating system; therefore, the node in the 

network associated with the COTS product has a directional dependency on the operating 

system.  The operating system can exist and function without the COTS product; 

however, the COTS product cannot function without the operating system.  To reflect this 

directional dependency, the out-degree of the COTS product node increases by one and 

the in-degree of the operating system node increases.  The dependency between the two 

products is indicated by a connection between the two nodes in the graph, but more 

specific information on the dependency is indicated by the direction of the dependency of 

the dependency.  The in- and out-degrees of each node are the measurements of the more 

detailed dependencies. 

3.5 In-Degree Mean 
The concept of in-degree from graph theory can be directly transferred to the 

DSM.  Consider Fig. 8.  For this DSM, the in-degree for each COTS product in the 

system is obtained by simply summing the number of entries in each column where each 

column represents a single COTS product.  The in-degree is the number of products that 

depend on COTS product identified by the column in the DSM. Therefore, some products 

have an in-degree of 1 because no other products depend on that product to provide 

functionality in the system.  Conversely, each product depends on an operating system, so 

the operating system column has multiple in-degree dependencies.  Fig. 10 shows the 

same DSM (of Fig. 8) with the in-degree dependencies for each COTS product computed 

and identified at the bottom of each column.  
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As would be expected, some COTS products have many connections, (e.g., the 

column labeled [2] in Fig. 10) while others have only a single connection to themselves 

(e.g., the column labeled [35]).  To eliminate zeros in calculations, it is convenient to 

have at least one connection for each COTS product and, conveniently, it is tradition in 

creating DSM to acknowledge the connection that a product has on itself; it cannot exist 

alone.  So, deriving a network and the degrees of each node in the network from the DSM 

is a straightforward summing of the entries in the DSM. 

Fig. 10.  DSM with in-degree calculated for each COTS product (node in the network). 

The arithmetic mean of the in-degree of the nodes, or average in-degree, is a 

characteristic of the network.  The average, shown in (4), defines the in-degree mean.  

The mean (average) in-degree, c, in a directed graph is  

                                                 𝑐𝑐 = 1
𝑛𝑛
� (ki

n
i=1 )                                                          (4) 

where the in-degree of node i is denoted by ki and n is the number of nodes in the 

network [41].  The arithmetic average is straightforward to calculate and it incorporates 

the contribution from every node in the network; however, strong outliers may heavily 

influence the average [81].  In a CBS, it is important to account for strong outliers, as 

they will impact the effort to maintain the system.  Components with many connections 
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require significant effort to test and maintain compatibility with all of the other products 

with which they interact.  For CBS, these nodes tend to be operating systems or other 

large components like databases.  Changing these types of components is almost always 

reserved for major maintenance activities because of their likely impact on the other 

products in the system.  Also, in dynamic networks where nodes are continuously being 

added (e.g., the Internet), the average in-degree of the network appears to be increasing 

[82].  In the case of CBS, the architecture of the system is static, so the average in-degree 

is constant for each network under evaluation.  
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CHAPTER IV 

RESEARCH METHOD: MEASURING COMPLEXITY AND 
MAINTAINABILITY 

The in-degree mean model asserts that the architectural interactions of a COTS 

installation are a predictor of effort required to maintain the CBS in the O&M phase of 

the program.  The approach used to quantitatively assess the in-degree mean as a model 

for predicting CBS maintainability involved three primary research tasks: (1) compilation 

of a dataset consisting of multiple CBS gathered from multiple sources, (2) an evaluation 

of the complexity of each system in the dataset based on information about the COTS 

installations for the system, and (3) quantifying the maintainability of each system in the 

dataset in terms of perceived effort to maintain the CBS. 

Details about the CBS dataset compiled for this project are provided in the next 

chapter, Chapter V, of this dissertation. In brief, the dataset initially consisted of 17 CBS 

but was eventually filtered to 13 CBS. This chapter, Chapter IV, focuses on the other two 

primary research tasks, namely, evaluating CBS complexity and quantifying CBS 

maintainability.  The complexity of each CBS in the dataset is based on the architectural 

interactions derived from the COTS manuals and CONOPS of the system, identified and 

mapped in a DSM.  The maintainability of each CBS is expressed in the form of a 

maintainability index derived from questionnaire responses about the perceived effort to 

actually maintain the CBS during the O&M phase. The following sections explain how 

the dependencies for the systems were derived (complexity) and how the survey 

questionnaire was constructed and executed (maintainability). 

4.1 Identifying Complexity in CBS 
To establish architectural interactions for the CBS comprising the project dataset, 

a request was sent to system architects and program engineers asking for a list of COTS 

components in the system for which they were responsible.  A follow-up interview to 

understand the CONOPS associated with the system to identify any additional 

dependencies was also requested as part of the initial contact with the system Subject 

Matter Expert (SME). Documenting the interactions of the COTS components led to a 

better understanding of the complexity in the COTS installation.  From this information, 

it was possible to make judgments about the effort required to maintain the CBS. 

 46 



Texas Tech University, Michael W. Smith, May 2015 

4.1.1 Dependencies in Existing Documentation 
The first step in identifying dependencies in the COTS installation was to read the 

vendor documentation for each of the products.  Many installation and configuration 

dependencies are recognized in literature [25], [83] and are straightforward to define.  

With this method, the mapping of installation and configuration dependencies relies on 

the accuracy of vendor documentation to ensure that the information is complete and up-

to-date, and it should be noted that the availability and quality of vendor documentation 

varies significantly.  Some vendors excel in providing detailed documentation with step-

by-step installation instructions and well-documented prerequisites while others have 

limited documentation available to the public.   There is no standardization in installation 

guides for COTS software.   

Vendors document their installation dependencies in many different ways. The 

installation guide is the most common place where vendors document installation 

prerequisites; however, the language used varies.  Fig. 11 shows how one COTS product, 

Hummingbird’s Exceed – a COTS application that lets the user access Linux or UNIX 

applications from a Windows-based workstation - documents its dependencies on the 

operating system and on the Java Runtime Environment (JRE).  This particular product 

notes dependencies in at least two ways.  First, depending on the product used in the 

system (four different products are covered in the embedded table), the operating system 

is noted in the second column of table and additional requirements are noted in the fourth 

column.  Because multiple operating systems are supported, it is necessary to know the 

baseline operating systems, including versions, used in the system under evaluation.  

Once the operating system is known, a dependency is noted in the DSM at the 

intersection of the row for Exceed and the column for the operation system. 
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Fig. 11.  Example installation prerequisites for Hummingbird Exceed - COTS product [84]. 
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The same process is used to document the dependency on TCP/IP and Microsoft C/C++ 

(from the fourth column in the embedded table in Fig. 11) in the DSM. Additional third 

party dependencies are noted depending on how the product is to be used in the system.   

 The “Third Party Software” portion of Fig. 11 indicates another dependency on 

the JRE.  This dependency is written out instead of included in an embedded table; 

however, the DSM captures this dependency in the same way as those identified 

previously in the vendor’s documentation.  It is important to recognize vendors document 

installation dependencies in multiple ways even within a single vendor's documentation.  

4.1.2 Dependencies from the CONOPS 
In the in-degree mean model, the DSM is used to map the dependencies for each 

CBS. Dependencies are derived from the system CONOPS and the dependencies 

introduced by the COTS products themselves.  Combined, these are called architectural 

interactions. While the model could be extended to dependencies imposed by custom 

software modules and even dependencies on specific hardware components, the current 

work is only intended for COTS components. 

The architectural interactions from system CONOPS were derived during an 

interview with the system architect or other SME who was knowledgeable of the overall 

design principles and concepts of the system.  The architect was interviewed to establish 

the “ground rules” of the system.  For instance, complex systems typically start with 

goals to minimize the diversity of the operating systems and COTS products in the 

architecture.  The architect must determine which types of operating systems are the 

principle selections for the CBS.  In modern architectures, the principle operating systems 

are typically a specific version of Windows or Linux (RedHat, SuSE, etc., along with a 

version).   Often there are COTS dependencies that force additional versions of operating 

systems into the system because of behavior dependencies; however, the architect 

typically establishes the goal of minimal diversity in operating systems early in the 

design phase.  The architect also determines if the system will include virtualization or 

other design principles that introduce dependencies into the COTS layer of the CBS.  

Knowing this early in the design phase of the CBS helps to guide product selection and 

also ensures that the dependencies derived from vendor documentation are correct.  This 

area is discussed in detail further in the section. 
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Finally, during the interview, the SME identified dependencies introduced by the 

system data flows or system design.  Such dependencies are sometimes related to the way 

application workflow states are preserved or concepts related to application fault 

tolerance and failure recovery. Similarly, in many systems, the database is used to 

preserve processing state information for web applications.  It is possible that none of the 

vendor’s installation guides recognizes this dependency; however, for the system to 

function as the architect has designed, the dependency between the products must be 

recognized and maintained throughout the life cycle of the system.  In the DSM, these 

dependencies are noted with a mark on the web application row in the column for the 

database.  Depending on the size of the system and the complexity of the architecture, 

there may be a number of dependencies derived from the system’s CONOPS. 

Dependencies derived from the CONOPS are unique to the design of the CBS; therefore, 

they can only be determined by the architect and will not be documented in the vendor 

requirements for each individual product.   

The process of documenting dependencies between COTS products (whether 

installation or CONOPS) continues until all of the known dependencies are identified 

with a mark in the DSM.  The diagonal of DSM is always marked as the dependency that 

each product has on itself.  Once complete, the DSM documents all of the architectural 

interactions of the CBS and becomes the basis of the model for determining the 

maintainability of the CBS.  Because there is some ambiguity in the dependencies that 

are known at the beginning of a project, the DSM is a living model of the system.  As 

new dependencies are introduced or knowledge of the existing dependencies within the 

system is matured, the DSM is updated to increase the fidelity of the model. 

4.2 Real-world assessment of Maintenance Effort – the Survey Questionnaire 

Validation of the in-degree model of maintainability requires comparison of CBS 

complexity expressed in terms of the in-degree established from the DSM against the 

effort required to maintain actual deployed systems.  Ideally, the actual effort associated 

with integrating and maintaining the COTS products in a system would be captured by 

some direct means such as charge numbers, billing information, etc.; however, in 

surveying commercial companies, academia, and government organizations, none of the 
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organizations kept billing metrics at the granularity needed to isolate the maintenance 

effort associated with only the COTS solution.  Therefore, a surrogate for the direct 

measurement of effort, i.e., perceived effort, was used to evaluate the maintainability of 

the CBS.  While not as accurate as direct measurement of the effort based on billing 

information, the perceived effort gives a notional measure of the effort needed to 

maintain a CBS. 

The following information describes the construction, execution, and evaluation 

of the survey questionnaire used to measure the perceived effort associated with 

maintaining each CBS in the project dataset.   

4.2.1 Measuring Perceived Effort 
A survey questionnaire was constructed to capture user perceptions associated with CBS 

effort and maintainability.  The survey design utilized the following guiding principles as 

closely as possible [85]. 

• Closed ended questions 

• Clear items 

• Only single questions (no double-barreled questions) 

• Only relevant questions 

• No negative questions 

• Non-biased items and terms 

• Short answers (when possible) 

Survey items were created to measure the perceived effort associated with maintaining 

the COTS components of a CBS as defined in previous research [25] (see Table I).  As 

there are five major areas that contribute to the effort – Product Reconfiguration, Testing 

and Debugging, System Monitoring, Enhancing User-Level Functionality, and 

Configuration Management, the questionnaire was organized with five major question 

groups, one group corresponding to each area of effort.  Within each major question 

group, individual activities that contribute to the effort associated with that category were 

identified.  Combined, these activities comprise the perceived effort associated with each 

major category of CBS maintenance activities.  
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The survey items are all closed-ended meaning there are specific answers related 

to the effort and not requesting the respondent to expound with an opinion on the effort 

associated with each task.  However, at the end of the questionnaire (see Appendix A), 

the respondent was given space to add information that was helpful in assessing the 

system. 

Each survey item is phrased to focus the respondent’s attention on one particular 

aspect of perceived effort required to maintain the system.  The format, in general, started 

with a direct question followed by an example to attempt to clarify any ambiguity.  Fig. 

12 shows examples of four questions along with the clarifying text associated with those 

questions. 

 
Fig. 12.  Example questions with clarifying information. 

Primary types of effort associated with maintaining CBS were identified from 

literature [25], and each survey item corresponds to one of the types of effort.  This 

resulted in mutually exclusive questions and a questionnaire with only those questions 

that were relevant to the types of effort needed to quantify the effort associated with 

maintaining the CBS.  None of the questions were phrased negatively or with bias.   

The answers to the questions were kept short – a single numerical rating of the 

effort in each category using a Likert scale [86], [87].  Short answers enabled quicker 

analysis of the data from the questionnaire and allowed the respondent to easily rate the 

system while maintaining the integrity of the measure.  An ordinal scale (where 1 

represented minimal effort and 10 represented maximum effort) was used to compare the 

perceived effort of maintaining of the evaluated system.  Each question allowed the 
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respondent to answer with a “not applicable” (or N/A) response in the event that the 

system under evaluation did not experience any effort associated with a maintenance 

activity.  The “N/A” response allowed each of the questions in the questionnaire to be 

exhaustive – enabling all known answers to the question [88].  The “N/A” response was 

particularly relevant in systems that only have a single instantiation or where the 

maintainers of the system had not encountered error conditions where COTS vendor 

support was required.   

The face validity of the questions was based on previous research identifying all 

of the areas in a CBS that contribute to the effort in maintaining the system [25] and by 

having three SMEs analyze the questionnaire [89] to ensure all areas of effort associated 

with maintaining the COTS components were captured by the questionnaire.   

The questionnaire was initially issued to a small sample of respondents (pilot 

study) to improve upon its clarity and readability.  After two revisions, the third and final 

version was submitted to all of the respondents. 

4.2.2 Execution of the Questionnaire 
The questionnaire was emailed to each of the participants with an introductory 

email (included in Appendix B) indicating the intent of the study.  Specifically, the 

respondents were informed that a study was underway to determine ways to assist in 

creating systems that require less effort to maintain.  The focus of the study was on the 

COTS products that comprise the system (not the custom software that is part of the 

system); therefore, respondents were asked to consider the questions as they relate to the 

COTS installations of the system under evaluation. 

Respondents were asked to respond to the questionnaire within a reasonable time 

based on their current workload.   Each respondent emailed the questionnaire back to the 

originator.  There was no moderator or interviewer associated with the questionnaire; 

however, an email address and phone number were provided in case the respondent had 

questions about the questionnaire or the overall process.   

4.2.3 Human Subjects 
Because of the subjective nature of the request to rate each system, the 

questionnaire was sent to senior engineering leaders on each of the programs.  Utilizing 
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experienced engineers to respond to the questionnaire helped ensure that the respondents 

had sufficient experience in the field to make an accurate assessment of the effort to 

maintain the CBS.  This minimized the chance of a respondent having a limited 

experience on which to evaluate the system under test that could lead to a skewed 

perspective on the perceived maintenance effort.   

All of the respondents were senior engineers or sustainment personnel with at 

least 15 years of industry experience.  Table IV shows the specific titles and years of 

experience for each of the respondents from the programs.  All of the respondents were 

either Systems Architects or Program Engineers.  Program Engineers are responsible for 

the program execution as well as the program budget, so they see the areas of cost 

impacts for every aspect of the program.  Because of this view, they are well suited to 

provide information on the perceived effort to maintain the CBS.  Architects (system, 

integration and operations) are primarily responsible for the decisions related to the 

configuration of the COTS products as well as the system flows that create the mission 

functionality of the CBS.  Generally speaking, the architects are knowledgeable on the 

CONOPS of the system and less informed on the effort required to maintain the system.  

However, in the case of Systems B, F, G, M1, M2, and M3, the architects are involved in 

the day-to-day operations of the system.  They helped create the system, and thus, hold 

the title of architect, but in their current daily roles have a detailed view of where the 

effort is spent to maintain the system. 

In Systems A, T1, T2 and T3, a system operator or system administrator 

responded to the questionnaire.  Systems T1, T2, and T3 are maintained by a small staff; 

therefore, personnel perform multiple duties.  The system administrator of these systems 

is the most knowledgeable on the effort required to maintain the system because 

maintaining the system is his primary duty.  Additionally, the system administrator of 

these systems has over 15 years of experience and has operated more than twenty 

similarly sized systems.  System A is a similar case.  T senior operator responded to the 

survey because the program is in the operational phase and is minimally staff. The 

operator has 25 years of experience and has performed maintenance on systems for over 

20 years.  He has worked in O&M roles at customer locations and development facilities 

and has assisted in integrating and deploying systems from initial build into production.   

 54 



Texas Tech University, Michael W. Smith, May 2015 

TABLE IV. 
SUMMARY OF RESPONDENTS TITLES AND EXPERIENCE. 

System 
Label Respondent Role 

Respondent's 
Years of 

Experience 

System A Senior Operator 25 

System B System Architect 25+ 

System C System Architect 20+ 

System D System Architect 15 

System E System Architect 20+ 

System F Integration Architect 30+ 

System G Operations Architect 23 

System H Program Engineer 20+ 

System J Program Engineer 20+ 

System K Program Engineer 25+ 

System L Program Manager 25+ 

System M1 System Architect 15+ 

System M2 System Architect 15+ 

System M3 System Architect 15+ 

System T1 System Administrator 15+ 

System T2 System Administrator 15+ 

System T3 System Administrator 15+ 

 

The respondents were also required to be familiar with the architecture of the 

CBS and were the same persons interviewed for the CONOPS of the system.  Having an 

architectural SME respond to the questionnaire assisted in ensuring that the overall 

system CONOPS was included in the evaluation of the questionnaire as it pertained to the 

COTS installation as not all areas of complexity were captured by the COTS vendor 

requirements only. 

4.2.4 Maintainability Index 
 A maintainability index was created to serve as an overall measure of perceived 

effort to maintain a CBS for each system in the dataset.  The maintainability index was 

computed from the survey responses completed by the SME for each system under 

evaluation.  The response to each item in the questionnaire was treated as an ordinal 

value - meaning there is no continuous relationship between the numbers representing 

perceived effort [90]. The survey clustered questions associated with each of the areas of 

maintenance effort in a CBS (see Table I). From each of the items in a cluster, an average 

was computed to derive a measure of the effort for each of the combined categories (see 
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Fig. 13).  The overall maintainability index for each system was obtained by averaging 

the scores from the five maintenance activities associated with CBS maintenance (see 

Fig. 13).  

This study identified no compelling reason to differentiate emphasis (perceived 

effort) between items in the questionnaire; therefore, all effort categories were weighted 

equally when calculating the maintainability index [85].  In other words, the overall 

rating of the perceived effort associated with each maintenance activity was obtained by 

averaging the responses in that activity’s area in the questionnaire without any difference 

in the weights for each item in a category.  Each of the maintenance activities was 

deemed to equally contribute to the maintenance effort for a given program. 

 
Fig. 13.  Computing the Maintainability Index. 

The scoring of perceived effort associated with system maintenance activities 

must accommodate the “not applicable” (N/A) response.  The approach to dealing with 

missing data is not standardized and is unique to every situation [85].  In this study, the 

overall average of perceived effort for the system (i.e., the maintainability index) where 

one area of effort is not pertinent was computed as if the question did not appear in the 
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questionnaire. Essentially, the number of questions in the specific maintenance activity 

was reduced by one and the question simply was not included in the average.   While this 

has the side effect of increasing the significance of the effort for those items in the 

maintainability index that do contribute to the effort in maintaining the CBS, it was the 

most straightforward way of accommodating those systems that did not have every aspect 

of maintenance involved in their sustainment.  The option of substituting a nominal value 

(e.g., 5 since a rating of 5 represents typical effort) for the question with the “N/A” 

response was considered; however, this would have artificially changed the effort 

estimation by adding a contribution for an activity that was not part of the system.  

Alternately, dropping the question from the questionnaire for all of the systems under 

evaluation was considered; however, the sources of effort in maintaining systems is 

established in literature and many of the systems under evaluation had effort associated 

with every aspect of effort.  Therefore, it did not seem reasonable to exclude effort 

associated with these activities for those systems for which effort was expended. 

To validate the internal consistency of the questionnaire, Cronbach’s alpha was 

considered as an evaluation of the data; however, there are multiple problems with 

applying Cronbach’s alpha to the questionnaire as it is currently structured.  First, the 

items in the questionnaire measure multiple aspects of the perceived effort associated 

with maintaining a CBS.  While all of the items are related to perceived effort, each item 

specifically addresses a unique aspect of effort associated with the system.  So, it is not 

appropriate to report alpha on the entire questionnaire [91].  Second, the questionnaire 

uses a single respondent for each system under evaluation, so the results of each 

questionnaire are unique to the respondent.  There is no second opinion on each system 

by which to compare the consistency of the evaluation.   Because of this, the average of 

the perceived effort derived from each questionnaire was validated with the respondent to 

ensure that the results reflected their own perception of the maintainability of the overall 

system. The approach puts a burden on the respondent; however, in each case, the 

respondent was an experienced engineer with significant industry experience; therefore, 

the approach relied on their experience to ensure validity of the measure of perceived 

effort.  Finally, the sample size was too small to use Cronbach’s alpha as an accurate of 

assessment of internal consistency [92]. 
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CHAPTER V 

SYSTEM MAINTAINABILITY DATA 
This chapter presents the CBS dataset used to test the in-degree mean model.  The 

dataset comprises a range of CBS obtained from multiple sources.   For various reasons, 

some of the system information was not useful for validating the model, and the details of 

these exclusions are described.  Finally, information on each system is presented 

including details on the dependencies of the CBS and information about perceived 

maintainability obtained from the survey questionnaire responses. 

5.1 Sample Population 
The population of systems available for assessment with the model included CBS 

from Raytheon, Texas Tech University, Texas Department of Transportation (TxDOT), 

and Standards Design Group, Inc (SDG, Inc). Using multiple data sources strengthened 

the study by eliminating engineering design bias introduced by standardization in an 

organization[93].  A request for participation was sent to program managers and leaders 

from each of these organizations.  During introductory conversations, each organization 

provided an approximate number of systems on which they would provide information. 

Table V shows the expected number of contributions from each of the sources along with 

number of contributions actually received.  From the initial conversations, 53 responses 

were offered and expected; however, only 17 responses were received. 
TABLE V. 

EXPECTED AND RECEIVED SOURCES OF CBS INFORMATION. 

Source Number of Contributions 
Expected Number of Contributions Received 

Texas Tech 10 3 

Raytheon 30 11 

TxDOT 8 0 

SDG, Inc. 5 3 

Total 53 17 

 

While 17 CBS represents a significant reduction from the expected 53 systems, 

each organization experienced unique challenges in providing the details of the systems 

they had architected and delivered.  Some sources were concerned about program 

security and releasing company-sensitive information and were unable to provide the 
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requested information.  Others suffered from staff shortages and were not able to provide 

the information because of timeline constraints from other deadlines.  One company 

outsourced its entire Information Technology (IT) department and did not retain the 

expertise required to provide the information about their systems.  The 17 responses 

obtained were used for completing the evaluation of the model with the exceptions noted 

in the next section. Table VI presents an overview of the 17 systems obtained for this 

study.  
TABLE VI. 

SUMMARY OF SURVEY RESPONSES AND RESPONDENTS. 

System 
Label 

Phase of the 
System 

Years in CBS has been 
in the Phase 

Number of COTS 
in CBS 

System A Maintenance 8 31 

System B Operational 4 37 

System C * Design Cancelled 45 

System D * Design Cancelled 123 

System E * Design Cancelled 28 

System F Operational 8 59 

System G Operational 10+ 35 

System H Operational 3 11 

System J ** Operational 5+ 74 

System K Operational 1 21 

System L Operational 15+ 54 

System M1 Operational 13 21 

System M2 Operational 1 10 

System M3 Operational 14 15 

System T1 Decommissioning 9 months 10 

System T2 Operations 3 11 

System T3 Production 2 12 
* Systems C, D & E were cancelled before the operational phase.   

** System J was not developed and maintained by the same organization 

5.2 Additional Eliminations 
From the 17 responses, three were eliminated during the evaluation period 

because the systems were cancelled before entering the O&M phase of the program or 

because the supporting personnel were not available to participate in the questionnaire.  

One system was eliminated because two different contractors developed and maintained 

the system.  This system was unique because in all the other systems in the response set, 

the same contractor developed and maintained the CBS.  Instead of introducing another 

variable associated with the separation of the development and maintenance contracts, the 
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system was excluded from this investigation, and an item is added to the future work that 

is possible with the model.  After these exclusions, the in-degree model was tested with a 

dataset comprised of 13 systems.   While the sample size is considerably smaller than the 

originally expected population available for evaluation, it is larger or similarly sized to 

other published studies related to software maintainability [14], [60], [93], [94].  The 

published studies range in sample set size from two to thirteen systems. 

5.3 Project Dataset 
The SME for each project represented in the dataset provided a list of COTS 

products used to create the system, participated in an interview to establish any 

dependencies associated with the CONOPS, and the completed survey questionnaire.  

Projects were not selected on any basis other than the sponsoring organization/SMEs 

willingness to participate; therefore, nothing was known up-front about the number of 

products in each system or the effort required to maintain each system.  The project 

dataset includes CBS which range from ten to 59 COTS products (see Fig. 14) 

representing systems from small to large numbers of COTS products [9]. 

 
Fig. 14.  Number of COTS products in each system in the sample set. 

 The following sections summarize each CBS under evaluation for this study.  A 

descriptive overview of the system along with the DSM derived from the conversation 
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with the system architect or expert is shown. The results of the questionnaire on the 

perceived effort to maintain the system are also included along with information on how 

long the system has been in the maintenance phase.   Specific details of the systems are 

not included in the results because the information can be considered proprietary and 

because such information is not required to model the system: the in-degree mean model 

is not peculiar to a specific type of system or a specific type of industry. 

5.3.1 System A 
System A is a CBS comprised of 31 individual COTS products.  System A is 

primarily based on the Windows operating system using many Microsoft provided 

products (Microsoft Exchange, Microsoft Active Directory, etc.).  It has a Storage Area 

Network (SAN) based file system where information is shared between applications.  Fig. 

15 shows the DSM that documents all of the architectural interactions in System A.  

Fig. 15 also shows the in-degree for each of the nodes in the DSM.  The number 

at the bottom of each column indicates the number of products that depend on the COTS 

product indicated at the top of the column, or the in-degree of the node presenting the 

COTS product.  The mean of the in-degree of each of the nodes in System A is 2.68. 

The cluster in the middle of the DSM indicates a circular dependency that three 

separate COTS products have on each other.  These products (Microsoft Outlook, 

Internet Explorer, and an Image Processing application) share information and a browser 

interface.  This clustering creates a situation where rework is required in the 

implementation of the system [68].  Because of the interdependence, one product cannot 

be completely installed and configured until all three products are installed.  Similarly, 

when one component is upgraded, the upgrading also impacts the other two components.   

This increases the amount of effort required to upgrade each of these individual 

components [68], [75]. 
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Fig. 15.  DSM for System A showing architectural interactions. 

 The DSM in Fig. 15 has been optimized by manipulating the rows and columns to 

eliminate as many entries as possible from the area above the diagonal.  This process 

shows the most optimal implementation order for System A.  While there is much to be 

gained from optimizing the installation order, the process is already well established [33], 

[73]; therefore, it is not covered in this work.  Also, the model does not require the DSM 

to be optimized to determine in-degree for each COTS product in the CBS.  For these 

reasons, the DSMs in the remaining sections are not optimized.  

 The perceived effort to maintain System A is shown in Table VII along with the 

maintainability index.  The survey respondent was a senior system operator with over 25 

years of experience deploying and maintaining systems.  The system was in the 

maintenance phase and had been deployed for more than eight years.  From the results, 

the perceived effort to maintain the system is lower than average - 4.1.  The 

maintainability index is less than 5 on the rating scale from 1-10.  The effort associated 

with the replacing COTS products with alternatives stands out as the one area that is 

perceived to require more effort than a typical system.  
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TABLE VII. 
PERCEIVED EFFORT TO MAINTAIN SYSTEM A. 

Category / Question Description Score 

Product Reconfiguration   4.0 

Question #1 Updating COTS with new versions 3 

Question #2 Replacing COTS with alternatives 7 

Question #3 
Adding and/or removing COTS because of requirements 
changes 2 

Testing and Debugging   4.5 

Question #1 Identify cause of failures 4 

Question #2 Validate requirements 4 

Question #3 Monitoring performance 5 

Question #4 Analyzing logs for system behavior 5 

System Monitoring   4.5 

Question #1 Finding logs associated with system behavior 5 

Question #2 Analyzing logs for failures, performance problems, etc. 4 
Enhancing User-Level 

Functionality   4.0 

Question #1 Changing functionality as requirements evolve 4 
Configuration 
Management   3.5 

Question #1 Tracking available versions from the vendor 4 

Question #2 Tracking the change history of the product in the system 3 

Question #3 Recording and tracking (in)compatibilities between products 4 

Question #4 Tracking the current configuration at each deployed site 3 

Question #5 Tracking the change history of products at each site 3 

Question #6 Managing licenses and service agreements for each product 4 

  Maintainability Index 4.10 

 

 When considering effort to maintain a system, replacing a COTS product with an 

alternate product is an expensive activity because of the testing that must be performed 

and also the difficulties associated with changing the configuration of an operational 

system.  From additional interviews with the respondent, it is known that the system has 

changed at least two products during its operational lifespan. 

5.3.2 System B 
System B is comprised of 37 COTS products. The system has both Microsoft 

Windows and Red Hat Enterprise Linux as operating systems along with a substantial 

virtualization layer provided by VMware.  Multiple monitoring tools are used in the 
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system resulting in several layers of dependencies between products (as shown in the 

DSM in Fig. 16).  Averaging the in-degree for each COTS component yields an in-degree 

mean of 4.65 for System B. 

 
Fig. 16. DSM for System B showing architectural interactions. 

 The System Architect, with over 25 years of experience in the field, completed 

the questionnaire of perceived effort.  The system has been operational for over four 

years.  The questionnaire (results shown in Table VIII) indicates that more than average 

effort is required to maintain the system.  During a follow-up interview, the architect 

indicated that the system was not designed to optimize the integration and maintenance of 

the system.  The results of the questionnaire tend to confirm this observation.   

 
TABLE VIII. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM B. 

Category / Question Description Score 

Product Reconfiguration   8.7 

Question #1 Updating COTS with new versions 9 

Question #2 Replacing COTS with alternatives 10 

Question #3 
Adding and/or removing COTS because of requirements 
changes 7 
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Category / Question Description Score 

Testing and Debugging   7.0 

Question #1 Identify cause of failures 2 

Question #2 Validate requirements 10 

Question #3 Monitoring performance 8 

Question #4 Analyzing logs for system behavior 8 

System Monitoring   5.0 

Question #1 Finding logs associated with system behavior 5 

Question #2 Analyzing logs for failures, performance problems, etc. 5 
Enhancing User-Level 

Functionality   8.0 

Question #1 Changing functionality as requirements evolve 8 
Configuration 
Management   9.0 

Question #1 Tracking available versions from the vendor 7 

Question #2 Tracking the change history of the product in the system 10 

Question #3 Recording and tracking (in)compatibilities between products 10 

Question #4 Tracking the current configuration at each deployed site 10 

Question #5 Tracking the change history of products at each site 10 

Question #6 Managing licenses and service agreements for each product 7 

  Maintainability Index 7.53 

 

 The system architect is currently working with the customer to identify areas to 

improve the maintainability of the system including replacing components and 

consolidating functionality that is provided by multiple COTS products. 

5.3.3 System F 
 System F is comprised of 59 COTS products – the largest system under 

evaluation.  The system has a single operating system; however, the database plays an 

important role in the system and has multiple installation and architectural dependencies 

(shown in the DSM in Fig. 17).  The in-degree mean for the system, derived from the 

average of the in-degree measurements for the system, is 3.39. 

 The Integration Architect, with over 30 years of experience, responded to the 

questionnaire for System F.  The system is in the operations phase of the program and has 

been deployed for more than eight years.
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Fig. 17. DSM for System F showing architectural interactions
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 The results of the questionnaire (shown in Table IX) indicate that System F is 

fairly typical in the perceived amount of effort required to maintain the CBS.  No 

particular area of effort is emphasized as problematic.  System monitoring receives the 

highest score for effort.   The architect indicates that some vendors relocate log files 

without updating documentation; therefore, it is sometimes hard to find the logs when 

products are upgraded.  Additionally, the ability to debug the COTS products is vendor 

dependent.  Some vendors do a better job of logging debug information than others.   

Because no logging standards exist, it is expected that vendor capabilities in logging will 

be sporadic. 
TABLE IX. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM F. 

Category / Question Description Score 

Product Reconfiguration   5.7 

Question #1 Updating COTS with new versions 5 

Question #2 Replacing COTS with alternatives 6 

Question #3 
Adding and/or removing COTS because of requirements 
changes 6 

Testing and Debugging   5.5 

Question #1 Identify cause of failures 6 

Question #2 Validate requirements 5 

Question #3 Monitoring performance 5 

Question #4 Analyzing logs for system behavior 6 

System Monitoring   6.0 

Question #1 Finding logs associated with system behavior 6 

Question #2 Analyzing logs for failures, performance problems, etc. 6 
Enhancing User-Level 

Functionality   5.0 

Question #1 Changing functionality as requirements evolve 5 
Configuration 
Management   4.8 

Question #1 Tracking available versions from the vendor 5 

Question #2 Tracking the change history of the product in the system 3 

Question #3 Recording and tracking (in)compatibilities between products 4 

Question #4 Tracking the current configuration at each deployed site 6 

Question #5 Tracking the change history of products at each site 5 

Question #6 Managing licenses and service agreements for each product 6 

  Maintainability Index 5.40 
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5.3.4 System G 
System G is comprised of 35 COTS products.  The system has two operating 

systems deployed – Solaris and Red Hat Linux.  System G has multiple development 

tools installed in the production environment, which is unique among the sample set and 

adds some architectural interactions into the DSM (shown in Fig. 18).  The computed in-

degree mean from the architectural interactions for System G is 2.69. 

 
Fig. 18. DSM for System G showing architectural interactions. 

In System G, the customer instead of the system maintainer determines which 

products are upgraded and when the upgrade takes place.  The system is not maintained 

with the latest version of each COTS product.   

The results of the questionnaire provided by the Operations Architect (shown in 

Table X) indicate that the perceived effort to maintain the COTS baseline of the system is 

minimal.  The customer’s approach to not keep all products at the most recent version 

most likely contributes to the very maintainable posture.  The system is deployed at a 
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single site; therefore, some of the questions associated with Configuration Management 

are not pertinent to the perceived effort to maintain the system.  As indicated earlier in 

the approach, these questions were simply removed from the questionnaire and not 

averaged with the other results of the questionnaire. 
TABLE X. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM G. 

Category / Question Description Score 

Product Reconfiguration   5.0 

Question #1 Updating COTS with new versions 5 

Question #2 Replacing COTS with alternatives N/A 

Question #3 
Adding and/or removing COTS because of requirements 
changes 5 

Testing and Debugging   3.5 

Question #1 Identify cause of failures 4 

Question #2 Validate requirements 6 

Question #3 Monitoring performance 3 

Question #4 Analyzing logs for system behavior 1 

System Monitoring   1.0 

Question #1 Finding logs associated with system behavior 1 

Question #2 Analyzing logs for failures, performance problems, etc. 1 
Enhancing User-Level 

Functionality   1.0 

Question #1 Changing functionality as requirements evolve 1 
Configuration 
Management   3.3 

Question #1 Tracking available versions from the vendor 5 

Question #2 Tracking the change history of the product in the system 1 

Question #3 Recording and tracking (in)compatibilities between products 5 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 2 

  Maintainability Index 2.75 

 

5.3.5 System H 
System H contains 11 COTS products.  It is a relatively straightforward COTS 

installation with two different operating systems (Windows XP and Red Hat Linux 

indicated by products [e] and [h] in Fig. 19) and very few other COTS products.  COTS 

products [f] and [g] shown multiple dependencies in Fig. 19.  These two products are a 
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client / server combination.  The client / server relationship often leads to product 

coupling that requires careful planning during upgrades and other maintenance activities.   

Fig. 19 also shows the in-degree for each of the nodes in the DSM.  The number 

at the bottom of each column indicates the number of products that depend on the COTS 

product indicated at the top of the column.  Averaging these numbers derives the in-

degree mean.  In this case, the in-degree mean is computed as 2.45. 

Fig. 19.  DSM for System H showing architectural interactions. 

Table XI shows the perceived effort to maintain the CBS based on the results of 

the questionnaire.  The overall rating of 4.05 indicates that the system requires less effort 

than average for maintenance activities.  As with System G, System H is only installed at 

a single location; therefore, some of the configuration management activities are 

excluded from the scoring of the questionnaire. 
TABLE XI. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM H. 

Category / Question Description Score 

Product Reconfiguration   6.0 

Question #1 Updating COTS with new versions 6 

Question #2 Replacing COTS with alternatives 7 

Question #3 
Adding and/or removing COTS because of requirements 
changes 5 

Testing and Debugging   2.0 

Question #1 Identify cause of failures 2 

Question #2 Validate requirements 2 

Question #3 Monitoring performance 2 

Question #4 Analyzing logs for system behavior 2 

System Monitoring   3.5 

Question #1 Finding logs associated with system behavior 3 

Question #2 Analyzing logs for failures, performance problems, etc. 4 
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Category / Question Description Score 

Enhancing User-Level 
Functionality   5.0 

Question #1 Changing functionality as requirements evolve 5 
Configuration 
Management   3.8 

Question #1 Tracking available versions from the vendor 4 

Question #2 Tracking the change history of the product in the system 4 

Question #3 Recording and tracking (in)compatibilities between products 4 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 3 

  Maintainability Index 4.05 

 

In the questionnaire, the respondent indicated that upgrading minor releases of 

COTS and Free and Open Source Software (FOSS) was simpler than major releases.   

The observation is consistent with the common practice of only changing interfaces on 

major product releases; therefore, minor releases typically provide only bug fixes and 

minor enhancements instead of major functionality and interface changes. 

Additionally, the respondent noted that FOSS is perceived to be more difficult to 

upgrade than commercially provided software.  This is the only respondent that noted this 

difference.    

5.3.6 System K 
System K contains 21 COTS products with only a single operating system.  The 

other COTS products are very lightly dependent on each other (as shown in Fig. 20).  The 

average of the in-degree of each node yields an in-degree mean of 2.29. 
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Fig. 20. DSM for System K showing architectural interactions. 

The system exists at a single site; therefore, two questions are excluded from the 

configuration management portion of the questionnaire (results shown in Table XII).  The 

results of the questionnaire indicate the system is perceived to require less effort than 

average to maintain the COTS installation.  The program engineer responded to the 

questionnaire.  The system has only been operational for one year, and it is the youngest 

program in the evaluation set.  The respondent indicated that Product Reconfiguration is 

the area of maintainability that requires the most effort on the program; however, the 

program has not yet replaced a COTS product with an alternative product.  It is possible 

that the lack of operational experience for the program contributes to the high rating for 

Product Reconfiguration.  As a program matures, operational procedures are matured and 

maintenance engineers gain experience and confidence in making changes to the COTS 

products in the system.  The current work does not explore how the age of the system 

influences the perceived effort to maintain the system.  Future work will explore this 

area. 
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TABLE XII. 
PERCEIVED EFFORT TO MAINTAIN SYSTEM K. 

Category / Question Description Score 

Product Reconfiguration   10.0 

Question #1 Updating COTS with new versions 10 

Question #2 Replacing COTS with alternatives N/A 

Question #3 
Adding and/or removing COTS because of requirements 
changes 10 

Testing and Debugging   4.8 

Question #1 Identify cause of failures 5 

Question #2 Validate requirements 10 

Question #3 Monitoring performance 2 

Question #4 Analyzing logs for system behavior 2 

System Monitoring   2.0 

Question #1 Finding logs associated with system behavior 2 

Question #2 Analyzing logs for failures, performance problems, etc. 2 
Enhancing User-Level 

Functionality   2.0 

Question #1 Changing functionality as requirements evolve 2 
Configuration 
Management   5.0 

Question #1 Tracking available versions from the vendor 7 

Question #2 Tracking the change history of the product in the system 7 

Question #3 Recording and tracking (in)compatibilities between products 1 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 5 

  Maintainability Index 4.75 

 

5.3.7 System L 
System L has 54 COTS products and is the second largest system under 

evaluation. The system has two different operating systems and two different browsers 

(one provided for each operating system).  The system is dependent on user interaction 

and there are multiple interactions between the browsers and other COTS products. These 

architectural interactions are shown in Fig. 21.  The computed in-degree mean for System 

L is 3.04.   

The questionnaire results (see Table XIII) indicate that the perceived effort to 

maintain System L is more than average.  The respondent rates the effort associated with 

changing functionality as system requirements evolve as the highest of the maintenance 
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activities.  According to the respondent, the interaction with the user contributes to this 

difficulty.  The interactions with the browsers - the user’s interface with the CBS - 

indicate this complexity in the mapping of the system.
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Fig. 21. DSM for System L showing architectural interactions. 
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TABLE XIII. 
PERCEIVED EFFORT TO MAINTAIN SYSTEM L. 

Category / Question Description Score 

Product Reconfiguration   5.0 

Question #1 Updating COTS with new versions 5 

Question #2 Replacing COTS with alternatives 5 

Question #3 
Adding and/or removing COTS because of requirements 
changes 5 

Testing and Debugging   5.0 

Question #1 Identify cause of failures 4 

Question #2 Validate requirements 4 

Question #3 Monitoring performance 6 

Question #4 Analyzing logs for system behavior 6 

System Monitoring   6.0 

Question #1 Finding logs associated with system behavior 6 

Question #2 Analyzing logs for failures, performance problems, etc. 6 
Enhancing User-Level 

Functionality   7.0 

Question #1 Changing functionality as requirements evolve 7 
Configuration 
Management   5.3 

Question #1 Tracking available versions from the vendor 6 

Question #2 Tracking the change history of the product in the system 5 

Question #3 Recording and tracking (in)compatibilities between products 5 

Question #4 Tracking the current configuration at each deployed site 5 

Question #5 Tracking the change history of products at each site 5 

Question #6 Managing licenses and service agreements for each product 6 

  Maintainability Index 5.67 

 

5.3.8 System M1 
System M1 is comprised of 21 COTS products with a single operating system 

and a product that has multiple plug-ins and dependencies to deliver functionality for 

the system.  Compared to the other systems under evaluation, System M1 is a medium 

sized CBS.  The architectural interactions of System M1 are shown in Fig. 22.  The in-

degree mean for System M1 is computed to be 2.76. 

The architect of the system was the respondent for the questionnaire.  The 

results are shown in Table XIV.  The architect has more than 15 years of industry-
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related experience.  System M1 has been in production for over thirteen years; 

therefore, it is a mature system.  The results of the questionnaire indicate that the 

perceived effort required to maintain the COTS installation is minimal.   

 
 

Several updates have been made to the system during its 13-year operation life 

cycle.  The database has changed (with another product) as the system has grown, and 

the Graphics User Interface (GUI) has been enhanced based on new requirements.  

Finally, the database server architecture was updated from 32-bit to 64-bit as the 

COTS product matured.    So, System M1 demonstrates many of the maintenance 

activities that are characterized in the questionnaire. 
 

TABLE XIV. 
PERCEIVED EFFORT TO MAINTAIN SYSTEM M1. 

Category / Question Description Score 

Product Reconfiguration   1.7 

Question #1 Updating COTS with new versions 1 

Question #2 Replacing COTS with alternatives 2 

Question #3 
Adding and/or removing COTS because of requirements 
changes 2 

Testing and Debugging   1.0 

Question #1 Identify cause of failures N/A 

Question #2 Validate requirements 1 

Question #3 Monitoring performance 1 

Question #4 Analyzing logs for system behavior 1 

Fig. 22.  DSM for System M1 showing Architectural Interactions. 
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Category / Question Description Score 

System Monitoring   N/A 

Question #1 Finding logs associated with system behavior N/A 

Question #2 Analyzing logs for failures, performance problems, etc. N/A 
Enhancing User-Level 

Functionality   2.0 

Question #1 Changing functionality as requirements evolve 2 
Configuration 
Management   2.0 

Question #1 Tracking available versions from the vendor 2 

Question #2 Tracking the change history of the product in the system 2 

Question #3 Recording and tracking (in)compatibilities between products 2 

Question #4 Tracking the current configuration at each deployed site 2 

Question #5 Tracking the change history of products at each site 2 

Question #6 Managing licenses and service agreements for each product 2 

  Maintainability Index 1.67 

 

5.3.9 System M2 
System M2 has ten COTS products and is, therefore, tied with System T1 as 

the two smallest systems in the sample set.  Additionally, System M2 has the lowest 

perceived effort for maintaining the system (derived from the questionnaire).  System 

M2 hosts a single operating system and mostly independent Microsoft products.   The 

DSM shown in Fig. 23 indicates the architectural interactions identified in System M2.  

The single operating system is indicated in column [a].  All other COTS products 

indicate a dependency on the operating system (which is expected).   From the average 

of the in-degree for the nodes in the system, the mean in-degree is computed to be 2.3. 

 
Fig. 23. DSM for System M2 showing architectural interactions. 
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System M2 has been in the operational phase for only one year and has 

therefore not experienced many of the maintenance activities that are measured in the 

questionnaire (indicated as “N/A” in Table XV).  The architect of the system, the 

respondent, indicates that the system is heavily dependent on user interaction for 

formatting data in a way that is presentable to the end user.  The interaction with the 

user adds some complexity to the system to maintain the interface between the human 

and the software products that use the data provided by the user.   

 
TABLE XV. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM M2. 

Category / Question Description Score 

Product Reconfiguration   N/A 

Question #1 Updating COTS with new versions N/A 

Question #2 Replacing COTS with alternatives N/A 

Question #3 
Adding and/or removing COTS because of requirements 
changes N/A 

Testing and Debugging   1.0 

Question #1 Identify cause of failures N/A 

Question #2 Validate requirements 1 

Question #3 Monitoring performance N/A 

Question #4 Analyzing logs for system behavior 1 

System Monitoring   N/A 

Question #1 Finding logs associated with system behavior N/A 

Question #2 Analyzing logs for failures, performance problems, etc. N/A 
Enhancing User-Level 

Functionality   N/A 

Question #1 Changing functionality as requirements evolve N/A 
Configuration 
Management   1.8 

Question #1 Tracking available versions from the vendor 2 

Question #2 Tracking the change history of the product in the system 1 

Question #3 Recording and tracking (in)compatibilities between products 2 

Question #4 Tracking the current configuration at each deployed site 2 

Question #5 Tracking the change history of products at each site 2 

Question #6 Managing licenses and service agreements for each product 2 

  Maintainability Index 1.42 
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5.3.10 System M3 
System M3 is comprised of 15 COTS products.  System M3 is very similar to 

System M1 in that it has a single operating system with one COTS product that has 

multiple dependencies on libraries and other COTS products to provide the 

functionality of the system.  Architectural interactions are shown in Fig. 24.  The in-

degree mean for System M3 is computed to be 2.8. 

 

 
The system architect responded to the questionnaire.  The respondent has more 

than 15 years of experience in the field.  System M3 has been in the operational phase 

for more than 14 years; however, the system has not been consistently upgraded 

throughout its life cycle.  The system is only installed in a single location; therefore, 

the Configuration Management questions associated with multiple sites are excluded 

from the results.  The respondent indicated that as modern operating systems are 

introduced into the system more inconsistencies are being observed between the 

COTS components of the system.  The results of the questionnaire are shown in Table 

XVI. 
TABLE XVI. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM M3. 

Category / Question Description Score 

Product Reconfiguration   N/A 

Question #1 Updating COTS with new versions N/A 

Question #2 Replacing COTS with alternatives N/A 

Fig. 24.  DSM for System M3 showing architectural interactions. 
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Question #3 
Adding and/or removing COTS because of requirements 
changes N/A 

      

Testing and Debugging   2.0 

Question #1 Identify cause of failures N/A 

Question #2 Validate requirements 2 

Question #3 Monitoring performance N/A 

Question #4 Analyzing logs for system behavior N/A 

      

System Monitoring   2.0 

Question #1 Finding logs associated with system behavior 2 

Question #2 Analyzing logs for failures, performance problems, etc. 2 

      
Enhancing User-Level 

Functionality   2.5 

Question #1 Changing functionality as requirements evolve 2.5 

      
Configuration 
Management   2.7 

Question #1 Tracking available versions from the vendor 2 

Question #2 Tracking the change history of the product in the system 3 

Question #3 Recording and tracking (in)compatibilities between products 3 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product N/A 

      

  Maintainability Index 2.29 

 

5.3.11 System T1 
System T1 has ten COTS components and is tied for the smallest system in the 

sample set.  The component with the most architectural interactions (shown in Fig. 25) 

is the operating system in the CBS.   The second most architectural interactions shown 

in System T1 is the column representing COTS [b].  This is the hypervisor for this 

virtualized system.  From the interactions in the system, the in-degree mean is 

computed to be 3.3. 
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Fig. 25. DSM for System T1 showing architectural interactions. 

A system administrator responded to the questionnaire and indicates that the 

system is perceived to be slightly less than average effort to maintain the COTS 

components of the system (see Table XVII).  The system is only installed in a single 

location; therefore, the questions about maintaining multiple sites are excluded from 

the questionnaire averages.  The system is currently in the decommissioning phase and 

has been in this phase for nine months. 

The respondent indicated that the maintainers of the system leverage vendor-

provided support heavily.  The logs from the COTS products are consolidated and sent 

to the vendor for analysis.  The respondent indicated that leveraging the vendor for 

support significantly reduces the effort associated with maintaining the CBS, and if the 

maintainers had to troubleshoot the system without vendor assistance, the effort would 

increase significantly.  The approach the respondent uses for maintaining COTS 

products is the COTS support model.  One of the advantages of keeping a CBS in a 

vendor-supported configuration by upgrading products to support versions is the 

ability to use the vendor’s support desk to troubleshoot problems with the COTS 

software product.  So, instead of introducing another variable into the support model, 

the respondent is simply identifying the most commonly used method for 

troubleshooting COTS products. 
TABLE XVII. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM T1. 

Category / Question Description Score 

Product Reconfiguration   7.0 

Question #1 Updating COTS with new versions 5 

Question #2 Replacing COTS with alternatives N/A 
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Category / Question Description Score 

Question #3 
Adding and/or removing COTS because of requirements 
changes 9 

Testing and Debugging   4.5 

Question #1 Identify cause of failures 4 

Question #2 Validate requirements 8 

Question #3 Monitoring performance 2 

Question #4 Analyzing logs for system behavior 4 

System Monitoring   2.0 

Question #1 Finding logs associated with system behavior 2 

Question #2 Analyzing logs for failures, performance problems, etc. 2 
Enhancing User-Level 

Functionality   N/A 

Question #1 Changing functionality as requirements evolve N/A 
Configuration 
Management   5.5 

Question #1 Tracking available versions from the vendor 3 

Question #2 Tracking the change history of the product in the system 8 

Question #3 Recording and tracking (in)compatibilities between products 6 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 5 

  Maintainability Index 4.75 

 

5.3.12 System T2 
System T2 is comprised of 11 COTS products.  Microsoft products make up 

most of the components including the singe operating system (COTS product [a] in 

Fig. 26).  The system leverages a database for state persistence and for retaining data.  

The system has been operational for three years.  The architectural interactions in the 

system yield an in-degree mean of 2.64 for System T2. 
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Fig. 26. DSM for System T2 showing architectural interactions. 

A system administrator responded to the questionnaire and indicated that the 

system is only installed in a single location.  The questions associated with 

configuration management at multiple sites are eliminated from the questionnaire 

scores (as indicated with an “N/A” in Table XVIII).  Overall, the perceived effort to 

maintain System T2 is slightly less than average.  The respondent indicated that 

analyzing logs for system performance and system troubleshooting is the most effort 

intensive aspect of maintaining the system. 

 
TABLE XVIII. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM T2. 

Category / Question Description Score 

Product Reconfiguration   4.0 

Question #1 Updating COTS with new versions 3 

Question #2 Replacing COTS with alternatives 4 

Question #3 
Adding and/or removing COTS because of requirements 
changes 5 

Testing and Debugging   4.8 

Question #1 Identify cause of failures 5 

Question #2 Validate requirements 3 

Question #3 Monitoring performance 4 

Question #4 Analyzing logs for system behavior 7 

System Monitoring   5.0 

Question #1 Finding logs associated with system behavior 3 

Question #2 Analyzing logs for failures, performance problems, etc. 7 
Enhancing User-Level 

Functionality   5.0 

Question #1 Changing functionality as requirements evolve 5 
Configuration 
Management   4.5 
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Category / Question Description Score 

Question #1 Tracking available versions from the vendor 4 

Question #2 Tracking the change history of the product in the system 3 

Question #3 Recording and tracking (in)compatibilities between products 6 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 5 

  Maintainability Index 4.65 

 

5.3.13 System T3 
System T3 contains 12 COTS products.  System T3 has a single operating 

system.  The original request for information on System T3 indicated that the system 

only had five COTS components.  But, as the installation dependencies were derived 

(in the process indicated earlier in the steps in for deriving the DSM), an additional 

seven dependencies were identified and included in the DSM (shown in Fig. 27).  

Many of the other systems had similar occurrences of hidden dependencies; however, 

System T3 is the most pronounced example of this effect.  From the information in the 

DSM, the in-degree mean for System T3 is computed to be 3.17. 

 

 
Fig. 27. DSM for System T3 showing architectural interactions. 

A system administrator responded to the questionnaire (results shown in Table 

XIX).  System T3 is in production and has been in this phase for two years.  The 

results of the questionnaire indicate that the perceived effort to maintain the system is 

slightly more than average.  The changing functionality and updating COTS products 
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with new versions are the most significant contributors to the effort to maintain the 

system.   
TABLE XIX. 

PERCEIVED EFFORT TO MAINTAIN SYSTEM T3. 

Category / Question Description Score 

Product Reconfiguration   7.0 

Question #1 Updating COTS with new versions 9 

Question #2 Replacing COTS with alternatives N/A 

Question #3 
Adding and/or removing COTS because of requirements 
changes 5 

Testing and Debugging   4.3 

Question #1 Identify cause of failures 7 

Question #2 Validate requirements 3 

Question #3 Monitoring performance 3 

Question #4 Analyzing logs for system behavior 4 
System Monitoring   5.0 

Question #1 Finding logs associated with system behavior 3 

Question #2 Analyzing logs for failures, performance problems, etc. 7 
Enhancing User-Level 

Functionality   7.0 

Question #1 Changing functionality as requirements evolve 7 
Configuration 
Management   4.3 

Question #1 Tracking available versions from the vendor 3 

Question #2 Tracking the change history of the product in the system 6 

Question #3 Recording and tracking (in)compatibilities between products 3 

Question #4 Tracking the current configuration at each deployed site N/A 

Question #5 Tracking the change history of products at each site N/A 

Question #6 Managing licenses and service agreements for each product 5 

  Maintainability Index 5.50 

 

5.4 Summary 
In total, thirteen systems were evaluated for this study.  The in-degree mean for 

each system was computed from the network derived from the architectural 

interactions of the system.  The perceived effort to maintain the COTS installation of 

each system was computed from the questionnaire responses that were completed by 

senior engineers with intimate knowledge of the operational systems using the non-

weighted averaging technique shown in Fig. 13.  From these results (summarized in 
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Table XX), we are able to draw conclusions about the relationship of the perceived 

effort to maintain the CBS and the architectural interactions of the systems. 
TABLE XX. 

SUMMARY OF MEASURED AND SURVEYED RESULTS. 

System Label Maintainability 
Index In-Degree Mean 

System A 4.10 2.68 

System B 7.53 4.65 

System F 5.40 3.39 

System G 2.75 2.69 

System H 4.05 2.45 

System K 4.75 2.29 

System L 5.67 3.04 

System M1 1.67 2.76 

System M2 1.42 2.30 

System M3 2.29 2.80 

System T1 4.75 3.30 

System T2 4.65 2.64 

System T3 5.50 3.17 
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CHAPTER VI 

ANALYSES AND DISCUSSION 

6.1 In-Degree Mean 
The model for the in-degree mean as a measure of CBS maintainability asserts 

that the mean of the in-degree of the nodes in a CBS predicts the effort required to 

maintain the CBS in the operational phase of the system. To understand this 

relationship, it is helpful to plot the computed in-degree mean from each CBS as it 

relates to the perceived effort (i.e., maintainability index) derived from the 

questionnaire for the same system (Fig. 28).  A statistically significant relationship 

exists between these two measures of effort to maintain the CBS.  The p-value for the 

relationship is 0.0066, below the significance level of 0.05, and the coefficient of 

determination (R2) value is 50%.  Therefore, it is reasonable to say that the in-degree 

mean provides a statistically-significant measure of maintainability for the CBS 

represented in the project dataset.   

In Fig. 28, the perceived effort is scaled from the original scoring values given 

by the survey respondents (0-10) using (5) 

𝑆𝑆𝑐𝑐𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = (𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑛𝑛𝑂𝑂𝑂𝑂 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝑂𝑂𝐸𝐸−5)
10

                                    (5) 

Scaling the effort simply puts the nominal effort on the x-axis and does not impact the 

results in any way.  It is a tool to assist in visualizing the results and putting the values 

in the proper context.  
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Fig. 28.  Plot demonstrating a relationship between the perceived effort and the in-degree mean. 

Fig. 28 also shows that the effort required to maintain a CBS crosses from less-

than-typical to more-than-typical effort in between 3 and 3.5 for the in-degree mean of 

the system.  Systems with in-degree means lower than 3.0 score in the lower half of 

the range of the maintainability index indicating that they require less perceived effort 

to maintain than those systems with a high in-degree mean.  Conversely, those CBS 

with in-degree means above 3.5 exhibited more perceived effort to maintain.  While 

this is a relative measure, a high in-degree mean (i.e., greater than 3.5) provides an 

indication that an architect should consider other COTS products or different COTS 

product arrangements to design a system that is easier to maintain in the O&M phase 

of the program and reduce the overall life cycle cost of the system. 

The next sections review the existing maintainability models (presented in 

Chapter II) in terms of the project dataset and compare results from those obtained for 

the in-degree mean model.  For those models that do not have existing validation 
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methods, the analysis of the sample set using those models is presented along with 

conclusions on the effectiveness of the models.  

6.2 BASIS technique 
 The BASIS technique is a three-step process to assist in COTS selection [32].  

The process is focused on the development phase of the project and is constructed to 

ease the effort associated with integrating COTS products into the development life 

cycle.  The three phases involve determining which COTS products fulfill 

requirements, evaluating the products based on the Vendor Viability Process and 

considering the complexity of integrating the COTS component in to the system. 

 The third step is most like the in-degree mean method; however, the BASIS 

technique requires significant knowledge of the COTS component’s external 

interfaces and how those interfaces interact with glue code.  The BASIS technique is 

not focused on the O&M phase of the program nor the effort associated with 

maintaining the COTS installation base.  Instead, it is focused on choosing the COTS 

products to meet the system requirements and minimize development costs. 

 The in-degree mean method and the BASIS technique are complementary and, 

together, can be used to develop a CBS that meets the system requirements and 

delivers a maintainable system.  The BASIS technique can be used to select the COTS 

components that most accurately meet the system requirements, and the in-degree 

mean method can assist in choosing between multiple COTS components that meet 

the requirements but require different levels of effort in the maintenance phase.  The 

two approaches do not significantly overlap. 

6.3 COCOTS Cost Model [22] 
 The COCOTS Cost Model is used primarily as a software-costing tool; 

therefore, there is no significant overlap with the in-degree mean model.  The 

COCOTS model is focused on the effort to interface custom software with the external 

interfaces of the COTS products including the glue code that is often used to link 

multiple COTS products together.  The current COCOTS model does not account for 

the effort to maintain the COTS installation in the O&M phase of the program.  While 

the COCOTS model is planned to extend into the maintenance phase, the work is not 
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yet complete; therefore, the in-degree method adds to the areas covered by the 

COCOTS Cost Model. 

6.4 COTS-LIMO 
 The COTS-LIMO model attempts to identity a break-even point where 

maintenance costs increase disproportionately to the number of COTS products in the 

system [6].  The theory is that there is some number of COTS components beyond 

which the system is simply unmaintainable because the effort associated with that 

number of COTS products is too great.  As has been noted, this “break-even point” has 

never been quantitatively identified. 

The results of this study indicate that the number of COTS products for CBS 

represented in the project dataset has no statistically-significant relationship to the 

perceived effort to maintain the system.  Fig. 29 shows the comparison of the 

perceived effort (normalized) versus the system size.  The p-value for the relationship 

is .1590 – well above the acceptable value of .05 required to demonstrate a 

relationship between the two measures [95], [96].  The coefficient of determination 

(R2) for the relationship is 17%. The data available in this sample set provide no 

conclusive evidence that a relationship exists between the number of COTS in a 

system and the effort to maintain the CBS. 
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Fig. 29.  Plot demonstrating no relationship between perceived effort and the number of COTS products in a CBS. 

6.5 Maintenance Delta 
 The theory of the Maintenance Delta asserts there is a relationship between the 

Power-law and the architectural interactions for a CBS [36].  Specifically, the theory 

states the difference in the CDF for the system and the CDF of a Power-Law 

distribution indicates the maintainability of the system. 

For each of the systems under evaluation in the dataset, the Kolmogorov-

Smirnov goodness-of-fit test [95] demonstrates that the system does not follow a 

power-law distribution. Fig. 30 shows that the p-values for each of the systems in the 

sample set are very small; therefore, none of the systems in the sample set follow the 

Power-Law distribution.  If the systems were forced to conform to the Power-Law 

formula (1), the ∝ associated with each system is less than 2, and typical power-law 

distributions have 2 ≤∝≤ 3 [40].  So, the systems in the current sample set do not 
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follow a power-law distribution.   

 
Fig. 30.  Kolmogorov-Smirnov p-value indicating none of the sample set follows the Power-Law Distribution. 

It is possible the sizes of the CBS under evaluation are simply too small to 

demonstrate power-law characteristics.  Further, for systems with a single operating 

system, the hub of the node (the operating system) is connected to every other node.  

This one node in a small system does not allow the system to follow the power-law 

curve. Rather, it causes 𝛼𝛼 to be less than 2 and beyond the typical range of the power-

law interval.  So, the current dataset does not provide a conclusive evaluation of the 

Maintenance Delta approach. 

6.6 ISM and MICMAC 
The MICMAC analysis demonstrates which components in the CBS contribute 

most significantly to the complexity of the system [55].  The results of the ISM and 

MICMAC analysis assist in identifying complexity in the CBS design; therefore, the 

in-degree mean method and the ISM and MICMAC analysis are complementary.  An 

architect can first identify whether the system design is more complex than desired 

using the in-degree mean method and then use the ISM and MICMAC to determine 
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which of the components in the CBS are contributing significantly to the complexity.  

With the ISM, architects, system integrators and system maintainers can isolate the 

COTS products that cause the most complexity, and therefore the most effort to 

maintain, and take precautions to change only those products when necessary or 

during major maintenance efforts.  The MICMAC analysis also clearly shows which 

components that can be easily replaced or upgraded with very little impact on the rest 

of the system.  The in-degree mean indicates whether a system design requires more 

than typical effort to maintain.  The MICMAC analysis provides valuable information 

for minimizing the effort associating the CBS and also reducing risk associated with 

product reconfiguration and upgrade. 

As an example, the results of the ISM and MICMAC analysis for System H 

(shown in Fig. 31) are consistent with the measure of the in-degree mean; both 

indicate that System H is maintainable.  The in-degree mean for the system is 2.45 

indicating that the system can be maintained with less-than-average effort.  The 

MICMAC analysis indicates that only two (products 6 and 7) of the eleven products 

contribute to maintenance complexity resulting in a design with minimal complexity 

between COTS components.  The products in Cluster I show little dependence and 

little driving power.  These products can be updated without impacting other 

components in the system.  In terms of complexity, these products do not introduce 

significant complexity into the system and, therefore, contribute minimal effort to the 

maintenance of the CBS.   

Conversely, the COTS products in Cluster IV in Fig. 31 possess high driving 

power.  The products in this cluster have a significant impact on the other COTS 

components in the CBS; therefore, maintenance activities associated with these 

components require significant effort.  The COTS products in Cluster IV contribute 

significantly to the maintenance effort of the CBS and changes to these components 

should be planned carefully to minimize the overall impact to the CBS. 
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Fig. 31.  MICMAC analysis for System H. 

6.7 Discussion 
From the data, a few observations present themselves.  First, the analyses 

described herein support the assertion that the in-degree mean  is a valid predictor of 

the perceived effort associated with maintaining CBS.  The in-degree mean can be 

used to determine the maintainability of the CBS based on the architectural 

interactions of the system. 

The in-degree mean approach relies on an accurate representation of the 

interactions in the system.  The dataset compiled for this study suggest that system 

architects rarely have a comprehensive list of COTS products that comprise the 

system; therefore, the understanding of the architectural interactions in the system 

must be incomplete.  As an example, in the data section for System T3, the architect 
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only listed seven COTS products in the response to the request for a list of COTS 

products that comprise the system.   But, as all of the architectural interactions were 

mapped, an additional five COTS products were discovered in the underlying 

dependencies.  System T3 was not unusual in this finding.  Every other system had at 

least two additional underlying COTS products that were not identified in the original 

request.  Without a complete understanding of the COTS products in the system, it is 

more difficult to maintain the system. Additionally, without understanding the way the 

COTS products interact with each other, maintenance activities associated with the 

COTS products may have unintended consequences which may result in system 

outages or additional effort to properly manage changes to the system.  To accurately 

model the system, each of the COTS installation dependencies must be mapped 

including all of the hidden dependencies that are installed by the product without the 

knowledge of the system administrator.  These dependencies are often the ones that 

create installation conflicts in the system. 

Some COTS products have almost as many dependencies as the operating 

system:  Java is one of these products.  Because of the number of dependencies, the 

operating system and those COTS products with almost as many dependencies must 

be treated with special care when planning maintenance.  For instance, careful 

planning must occur when upgrading products with many dependencies simply 

because of the testing that is required ensuring that all architectural interactions are 

satisfied.  It has been the author’s experience that Java is treated as a product that can 

be updated with little planning or coordination.  The data suggest that the number of 

architectural interactions involved with Java and similar products requires that either 

they be upgraded only when complete system testing can be performed or that 

mitigation strategies be implemented to reduce the number of architectural interactions 

with these individual products during the design phase to make the CBS maintenance 

activities require less effort. 

The in-degree mean model is complimentary to the BASIS technique and the 

ISM model.  System architects and software developers can use the BASIS technique 

to determine which COTS products are most appropriate to fulfill system 
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requirements.  Once those products are known, the in-degree mean method can 

determine which products introduce the least complexity into the O&M phase of the 

program.  The system architect than decide based on the information from both 

models which COTS products offer the most cost effective solution.   

Once the COTS products are chosen, the in-degree mean method can be used 

to determine the maintainability of the CBS solution.  Further, the ISM model of the 

system is used to determine exactly which COTS components contribute the most 

complexity to the O&M maintenance activity.  System maintainers can use the 

information from the ISM and MICMAC analysis to determine where to best invest in 

SMEs and testing effort.  

The maintainability index data for the CBS represented in the dataset indicate 

that some COTS installations usually require higher maintenance effort than others.  

Those CBS with multiple operating systems generally score higher on the 

maintainability index than those with only a single operating system.  Similarly, 

systems that deliver more complex functionality with a small number of COTS 

components have a higher maintenance index.  While these observations are intuitive, 

the estimation of O&M maintenance effort for programs rarely considers this added 

complexity.  The in-degree mean model assigns a numerical value to the complexity 

in these types of installations and enables more accurate assessment of the O&M 

effort.    
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CHAPTER VII 

SUMMARY AND CONCLUSIONS 

7.1 Conclusions 
This research presents the in-degree mean as a simple and straightforward way 

for architects, integrators and maintainers of a CBS to predict the maintainability of a 

COTS deployment based on information available early in the development phase of a 

CBS.  The long-term maintainability of the COTS deployment in a CBS is an area that 

has received little attention, so the approach offers a way to understand the complexity 

of the deployment through design structure matrices and network analysis.  The 

combination of these well-known tools provides a framework to compute the in-

degree mean, a measure of maintenance effort for a CBS.  The in-degree mean can be 

used to compare deployments for competing architectures or simply as a measure of 

the maintainability of the CBS architecture.   

The perceived effort of maintaining thirteen systems was compared to the in-

degree mean of these same CBS as derived from the architectural interactions of the 

system.  The comparison yielded a statistically-significant relationship indicating that 

the in-degree mean does correspond to the effort to maintain the systems. 

The measure has application in the beginning of the design phase as a way to 

predict the maintainability of the COTS installation.  The artifacts derived from the 

model are useful throughout the CBS life cycle to assist in maintenance activities and 

to determine the level of effort required to maintain the COTS product installation 

base.  As a CBS matures, the architectural dependencies of the COTS installations can 

be updated to increase the fidelity of the model.  

7.2 Contributions 
This work makes two significant contributions to the body of knowledge 

associated with CBS – the in-degree mean model and a clearer definition of design 

attributes that contribute to complexity in the COTS installation of a CBS.  The 

introduction of the in-degree mean model gives insight into the maintainability of a 

CBS in the O&M phase of a project.  No other CBS metrics or models consider this 

phase of the life cycle when assessing effort associated with the development of a 
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CBS.  And, because the O&M phase of a project is the longest and most expensive 

portion of the system’s life cycle, considering the maintainability of the CBS during 

this phase has the potential to lower the overall life cycle cost of the system.  

Additionally, the in-degree mean model enables architects to create systems that 

require less effort to maintain which will increase the success rate of the development 

and deployment of CBS. 

Second, the work adds the system CONOPS to the list of design attributes that 

add complexity to the COTS installation.  Previous research identified dependencies 

COTS products create themselves through their installation requirements; however, 

system architects create additional dependencies in the COTS installation in the way 

data flows are designed in the system and the way information is stored in the CBS.  

Including the system CONOPS as part of the design characteristics that add to 

complexity creates a more complete understanding of the dependencies between 

COTS products.  This enables the system architect, integrators and maintainers to 

make more informed decisions on the maintenance activities associated with the CBS. 

7.3 Practical Implications and Application 
The in-degree mean is an easily-derived calculation that gives the architect, 

system integrator and system maintainer knowledge of the dependencies between the 

COTS products in a CBS.  With this information, many decisions can be made relative 

to the design and maintenance of the CBS. 

System architects can use the in-degree model to determine if the COTS 

installation for the project can be maintained within a typical range of effort.  Because 

the model only requires the system CONOPS and the installation manuals of the 

COTS products, the architect can compute the in-degree mean early in the design 

phase and make COTS product decisions or CONOPS changes to decrease the effort 

to maintain the system.  In a system proposal, the architect may adjust bid metrics by 

using the model to demonstrate the level of effort required to maintain the overall 

system design in the maintenance phase.  Or, the architect can use the in-degree mean 

to demonstrate to a customer the design requires less effort to maintain than a 

competitor’s design assuming information about the competitor’s system is available.  
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System integrators can use the artifacts derived during the creation of the in-

degree model to focus effort on the COTS products that create the most complexity in 

the design.  The DSM is a tool with decades of research demonstrating its applicability 

in managing system complexity [33], [68].  Because all architectural interactions are 

mapped into a DSM in the creation of the in-degree model, the system integrators can 

use the DSM to determine which products have the most dependencies and then 

employ SMEs on those products to reduce the risk to the COTS installation.  

Having a better understanding of the maintainability of the CBS allows the 

system maintainer to fine-tune project bids associated with effort to maintain the 

system.  A low in-degree mean indicates that a system maintainer can lower the effort 

in a bid to maintain the system.  Similarly, a high in-degree mean indicates that the 

system maintainer should bid a high level of effort to maintain the system.  Higher 

fidelity bidding models decreases the financial risk to the system maintainer and 

assists in determining the appropriate level of support for the O&M phase of the 

project. 

7.4 Limitations 
The systems in the current analysis ranged from 10 to 59 COTS products and 

were gathered from three separate and unrelated sources.  While the sizes in the 

sample set are typical, larger systems exist.  For example, two additional systems with 

more than 150 COTS products were excluded from the analysis because no one with 

current knowledge of the system was available to assist with understanding the 

architecture and completing the questionnaire.  Future work should include these 

“super systems” to determine if the in-degree mean applies to the very large systems.  

Also, acquiring samples from other system integrators and other commercial software 

developers will result in greater confidence in the applicability of the model. 

7.5 Topics for Further Research 
While the current sample size demonstrates a relationship between the 

architectural interactions of the COTS products and the perceived effort to maintain 

the system, a larger sample size is needed to more deeply understand the relationship 
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between the in-degree mean and the perceived effort.  Further research should add 

more systems for evaluation and increase the variety of the sizes of the CBS. 

The current approach combines multiple systems with various lengths of time 

in the operational phase of the program.  Some of the systems have been operational 

over thirteen years.  It seems reasonable that these systems have been updated over 

their life cycle to lower the effort associated with maintaining the system.  If one area 

of the system required significant effort to maintain early in the project’s operational 

phase, changes could have been made to decrease the effort and created a more 

maintainable system later in the operational phase.  The current questionnaire 

approach does not account for these changes; therefore, the length of time a system 

has been in the operational state may influence the perceived effort to maintain the 

system.  Future work should consider this possibility and how to account for it in the 

model.  

It is reasonable to expect that management of the deployments of a single 

version of a CBS to multiple locations will contribute to the overall effort to maintain 

the system.  The research method identifies the activities associated with the 

deployment to multiple sites as a factor that contributes to perceived effort; however, 

many of the systems did not have multiple deployments.  The algorithm used in the 

current methodology accounts for a “N/A” response by simply removing the category 

from the overall score.  Future work will more thoroughly consider the effort 

associated with deploying to multiple locations. 

The current sample set only included systems that are maintained by the same 

organization that developed the system.  One system in the original request is 

maintained by an organization that did not develop the system, and because of this 

unique characteristic, it was excluded from the evaluated sample set. Many contracting 

offices are moving to a business model where one company develops a system and 

hands the complete system to another organization to maintain and enhance; therefore, 

future work should include investigations into the applicability of the model in this 

emerging maintenance paradigm. 
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 The current model is focused only on the complexity associated with the 

COTS installation in the system.  A CBS has the potential to have other dependencies 

including those on hardware components, custom code components and other external 

interfaces.  Future work should expand to include other potential dependencies and the 

impact of those dependencies on the effort required to maintain the system. 

The maintainability index is the aspect of the work that deserves the most 

attention in future work.  The survey items that measured perceived effort were taken 

directly from the literature.  Future survey instruments should more completely assess 

the perceived effort associated with maintaining the system with multiple questions for 

each source of effort to get a more accurate perception of effort.  Alternatively, future 

study should consider other ways to measure effort to maintain the system including 

direct tracking of labor hours associated with maintaining the COTS portion.  The 

tracking must separate the COTS portion of the effort to maintain the system from 

other sources of effort like custom code maintenance and hardware maintenance.   

Notionally, it would seem that larger systems with more installation sites 

should have more effort associated with configuration management – the fifth area of 

effort in the questionnaire.  Many of the CBS in the sample set excluded these 

questions with a response of “N/A”.  The current maintainability index simply remove 

these responses from the average to derive the perceived effort.  Future work should 

focus on configuration management and how multiple installation sites and the size of 

the CBS impact the effort to maintain this aspect of the system. 

The calculation approach to the maintainability index removes questions with a 

response of “N/A” from the results of the perceived effort.  Future work should focus 

on other approaches for addressing missing data.  Perhaps a follow-up interview with 

the system architect can determine whether a reason exists that the system does not 

have a particular type of effort or if the survey instrument is simply unclear on what 

the area of effort entails.  Also, the areas of effort may need refinement.  The nature of 

system architectures changes over time; therefore, some areas of effort may not be 

applicable in current CBS systems. 
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The maintainability index calculation equally weighs each of the areas of 

perceived effort to maintain the systems.  They are all considered equal contributors to 

the overall effort to maintain the CBS.  The simple average is used because no 

compelling reason to weight one area of effort over another could be found.  Further 

investigation with evidence from additional questions or direct measurement 

information may determine if one or more of the areas of effort should be weighted 

more heavily than other areas, or if one area of effort can be used as an indicator for 

other aspects of maintainability.  
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APPENDIX A 

SURVEY ON PERCEIVED EFFORT TO MAINTAIN CBS 
Your role on the project: ___________________________  (e.g., architect, COTS 
manager, etc.) 
Current phase of project: ___________________________ (e.g., development, 
production, integration, etc.) 
How long has the project been in this phase?  ____________ (years or months) 
 
Estimate the effort associated with activity as it relates to the COTS (Commercial Off-
the-Shelf Products) in the architecture.  If the program or project has not experienced 
the described type of COTS product change, please mark N/A instead of estimating 
the effort. 
 
Effort of 1 is minimal and 10 is maximum 
 
Product Reconfiguration 

1. Updating COTS products with new versions.  i.e., updating Oracle 10.1 to 
11.0, or Internet Explorer from version 7 to 8.  Effort _________  (from 1-10, 
or N/A) 

2. Replacing a COTS product with a competitor’s offering.  i.e., replacing DB2 
with Oracle.  Effort _________  (from 1-10, or N/A) 

3. Adding or removing COTS products from the architecture as requirements 
evolve.  Effort _________  (from 1-10, or N/A) 

Testing and Debugging 
1. Identifying causes of failure in the system.  i.e., isolating the fault to a COTS 

product and logging the case with the vendor.  Effort _________  (from 1-10, 
or N/A) 

2. Running tests to validate requirements and verify changes in configurations.  
i.e., effort associated with testing requirements fulfilled by COTS products.  
Effort _________  (from 1-10, or N/A) 

3. Monitoring system performance and resource utilization of COTS products.  
i.e., validating system performance requirements and resource utilization of 
COTS products.  Effort _________  (from 1-10, or N/A) 

4. Analyzing logs associated with COTS products to determine system behavior 
and activity.  i.e., utilizing COTS logs to debug or determine system 
functionality.  Effort _________  (from 1-10, or N/A) 

System Monitoring 
1. Logging system behavior.  i.e., the effort associated with finding logs 

associated with COTS products.  Effort _________  (from 1-10, or N/A) 
2. Analyzing logs for failures, performance problems, etc.  i.e., the effort 

associated with determining information about a particular COTS product’s 
failure and performance based on the logging provided by the vendor.  Effort 
_________  (from 1-10, or N/A) 

Enhancing User-Level Functionality 
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1. Changing system functionality as requirements evolve utilizing the current 
COTS in the system.  i.e., delivering additional or different system 
requirements with the COTS products that are already part of the system.  
Effort _________  (from 1-10, or N/A) 

Configuration Management 
1. Effort associated with tracking the available versions of COTS products.  i.e., 

effort associated with determining when newer versions of a COTS product are 
released.  Effort _________  (from 1-10, or N/A) 

2. Tracking the change history of COTS products.  i.e., tracking the versions 
placed into the system including reasons driving the change.  Effort 
_________  (from 1-10, or N/A) 

3. Recording set of compatibilities and incompatibilities between sets of 
products.  i.e., determine compatibility between a new version of a COTS 
product and the existing versions of the other products in the system.  e.g., 
determining the (in)compabilities of all the COTS products in a system with a 
new version of the operating system.  Effort _________  (from 1-10, or N/A) 

4. Tracking current configuration of products at each deployed site.  (assumes 
that multiple instantiations of the system exist and that it is possible to have 
different configurations at each location).  Effort _________  (from 1-10, or 
N/A) 

5. Tracking change history of products at each deployed site.  (as with #4 above, 
assumes that there are multiple instantiations of the system and that each 
system can be updated / changed independently).  Effort _________  (from 1-
10, or N/A) 

6. Managing license and service agreements for each product.  i.e., tracking the 
licensing and service agreements with each of the products in the project 
configuration.  (assumes that at least one COTS product in the configuration 
requires a license and/or service agreement.)  Effort _________  (from 1-10, 
or N/A) 

 
 
Additional Notes  / Thoughts:  (Please indicate the question the note pertains to.) 
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APPENDIX B 

EMAIL SOLICITING SURVEY RESPONSE 
 
<Respondent>, 
 
Some time ago, you provided me with a list of COTS products that are using on 
<Project>.  I'm following up with a quick survey (probably 5-10 minutes) on the effort 
associated with maintaining the system (as it relates to COTS).  This will help me 
compare the measure of the systems' complexity with the effort that you feel is 
associated with maintaining the system. 
 
I'm available for questions if you have any.  Please just reach out to me on sametime 
or phone / email (listed below).   
 
Thank you, in advance, for your help! 
 
Mike 
 
Michael W. Smith 
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APPENDIX C 

R CODE TO COMPUTE STATISTICAL COMPARISONS 
library(poweRlaw) 
 
HNalpha <- function(N, alpha) 
{ 
  ### Constant for pdf. 
  sum1 <- 0 
  for (i in 1:N) 
  { 
    sum1 <- sum1+i^(-1*alpha) 
  } 
  return(sum1) 
} 
 
pmf.pl <- function(x, N, alpha) 
{ 
  ### Return P(X=x) for PL. 
  if((x<1) || (x > N)) 
  { 
    return(0) 
  } 
  return(x^(-1*alpha)/HNalpha(N,alpha)) 
} 
 
cdf.pl <- function(x, N, alpha) 
{ 
  ### Return P(X<=x) for PL. 
  if (x<1) 
  { 
    return(0) 
  } 
  else if (x >= N) 
  { 
    return(1) 
  } 
 
  sum1 <- 0 
  for (i in 1:x) 
  { 
    sum1 <- sum1 + pmf.pl(i,N,alpha) 
  } 
  return(sum1) 
} 
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mu.pl <- function(N, alpha) 
{ 
  ### Mean for the PL. 
  ans <- HNalpha(N,alpha-1)/HNalpha(N,alpha) 
  return(ans) 
} 
 
sd.pl <- function(N, alpha) 
{ 
  ### Standard deviation for the PL. 
  sum1 <- 0 
  mu <- mu.pl(N,alpha) 
  H <- HNalpha(N,alpha) 
 
  for (x in 1:N) 
  { 
    sum1 <- sum1 + (x-mu)^2*x^(-1*alpha)/H 
  } 
 
  return(sqrt(sum1)) 
} 
 
mle.pl1 <- function(x) 
{ 
  ### MLE for alpha using poweRlaw's built-in estimation. 
  x.pl <- displ$new(x) 
  x.pl$setXmin(1) 
  alpha.mle <- estimate_pars(x.pl)$pars 
  return(alpha.mle) 
} 
 
mle.pl2 <- function(x) 
{ 
  ### MLE for alpha using formula from Newman text. 
  n <- length(x) 
  ans <- 1+n/sum(log(2*x)) 
  return(ans) 
} 
 
delta.mean <- function(x, alpha.hat=0) 
{ 
  N <- length(x)  # number nodes 
  if (alpha.hat == 0) 
  {  
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    alpha.hat <- mle.pl1(x) 
  } 
  mu.hat <- mu.pl(N,alpha.hat) 
  sd.hat <- sd.pl(N,alpha.hat) 
 
  delta <- (mean(x)-mu.hat)/sd.hat 
  return(delta) 
} 
 
compare.cdfs <- function(x, N, alpha) 
{ 
  ### Calculate the empirical cdf. 
  emp.cdf <- ecdf(x) 
 
  sum1 <- 0 
  for (i in 1:max(x)) 
  { 
    sum1 <- sum1 + abs(emp.cdf(i)-cdf.pl(i,N,alpha)) 
  } 
 
  return(sum1/N) 
} 
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