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CHAPTER I. INTRODUCTION

High Reliability Organizations (HROs) performing highly hazardous operations
must incorporate highly effective safety barriers and controls to prevent accidents that
can injure or kill people, destroy property and equipment, damage the environment,
reduce confidence in the organization’s ability to safely perform those operations, or
expose the company to economic injury or failure. Serious accidents can be lethal to a
company; it can fail due to loss of profitability or the weight of litigation. Safely
performing highly hazardous operations leads to reliability of the operations. Thus,
safety and reliability must be two of the primary goals and attributes of a HRO.
Achieving these goals of safety and reliability requires strategic investment in safety
barriers and controls to prevent accidents. The strategic objective of this research hinges
on the development of an economic analysis model of the costs of barriers and controls
versus the costs of accidents that could happen without them. The proposed model
should help decision makers determine the optimum barriers and controls in which to
invest based on life cycle cost analysis of those barriers and controls and the accidents
they should prevent.The on-line Business Dictionary defines “Economic Analysis” as:
A systematic approach to determining the optimum use of scarce resources,
involving comparison of two or more alternatives in achieving a specific
objective under the given assumptions and constraints. Economic analysis
takes into account the opportunity costs of resources employed and attempts to
measure in monetary terms the private and social costs and benefits of a project
to the community or economy. (WebFinance, 2014)

This research focused on the development of a methodology and tools
specifically tailored to the estimation of Total Life Cycle Costs (TLCC) of barriers and
controls and the costs of events, incidents and accidents that could happen if they fail.
Sensitivity analysis proved the model to be robust. The variables investigated in the
sensitivity analysis included the interest (discount) rate, the yearly escalation rate,
1
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overheads, and the length of the life of the program or operation, and many others. A
set of tools for the managers of highly hazardous operations enable better planning and
development of barriers and controls so the ones with the highest benefit (value) and
lowest cost may be selected based on the accident risk reduction they provide.
History and Background
The principles and practices of economic analysis and modeling for industrial
operations originated early in the 20th century with the advent of the industrial
revolution. Volumes written on industrial and manufacturing operations and processes
explain the economics of production. Over time, means and methods of performing
work more efficiently and more safely improved, as did the ways of performing
economic analysis. Hazards and accident analysis improved and more modern methods
of controlling hazards and threats evolved, partly driven by a multitude of costly and
deadly industrial and manufacturing accidents. Economic analysis really improved after
invention of the computer, which transformed it from simply a budgeting and
accounting tool for costs and profits to use of sophisticated algorithms for decisionmaking in technologically complex environments.
John Canada and his associates set one of the cornerstones of modern economic
analysis and modeling.

Economic analysis using the 5-step Systems Analysis

Framework (Canada et. al., 2005) will be explained in the literature review.
In any operation, the existence of a hazard requires a clear definition and
understanding of the forms and characteristics of the process and the hazards involved
and the determination of barriers and controls for safely performing the operation.
Consideration of more than one barrier or control requires cost estimating and
alternatives analysis. The analyst should know the functions and requirements driving
the barriers and controls to perform cost and alternatives analysis. Systems engineering
and economic analysis techniques provide the means and methods to accomplish this.
This research intends to develop more scientific and quantitative proof of what
defines a HRO and how to apply HRO theory to highly hazardous industrial operations.
2
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Management needs a good framework, methodology and model for HRO which
includes not only safety, but also systems, reliability, resilience, quality (and cost of
poor quality), the human component (human error and safety culture) and cost
effectiveness. Cost effectiveness is defined differently in the major dictionaries with
definitions referring to projects that are effective in terms of their costs, (Oxford, 1967),
and the tangible benefits produced by money expended, (Merriam-Webster, 1970).
Numerous other opinions say that cost effective means something is adequate to
accomplish a purpose, producing the intended or expected result.
This research is attempting to discern the optimum suite of potential barriers and
controls that are cost effective in preventing events, incidents and accidents because
they cost less in dollar terms than the risk cost in dollar terms, the risk cost being defined
as the product of the probability of an adverse event and the estimated cost of the adverse
event. Since a proven methodology for doing this does not exist, the research started
with the basics of engineering economics and discounted cash flow analysis. Knowing
that events, incidents and accidents are probabilistic in nature, the principles of risk
management were folded into the analysis based primarily on the definition of risk,
(Risk = Probability x Consequence).
One of the goals of this research was to be able to establish a ranking of the
barriers and controls so that the most cost effective barrier/control would always be
selected first and the least cost effective barrier/control would always be selected last.
This way, the funds available for safety barriers and controls are consumed first by the
simplest and least costly barriers and controls first, leaving the most costly barriers and
controls for last. That doesn’t mean the complex, costly barriers are ignored. The idea
is that by putting the simplest and easiest in place in the most strategic manner, perhaps
so the “Swiss Cheese” holes don’t line up and the barriers are synergistic or even
somewhat redundant so there are no “single points of failure.” This approach should
also prevent the inexplicable complexities that accompany a process design overcome
by overlapping and redundant safety barriers and controls. This philosophy results in a
3
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decision tool that managers and engineers can agree on to guide the selection of barriers
and controls.
In 2011, a team of researchers composed of Texas Tech University professors
and professionals working in a plant with highly hazardous operations determined there
would be value in the application of HRO theory to actual risky operations and
processes. The team proposed a “deep dive” into an actual highly hazardous operation,
using a systems engineering approach and tools such as process flow diagrams, process
hazards analysis, causal loop diagrams, risk analysis, cost engineering and economic
analysis techniques. The intent was to build an integrated systems dynamic and
economic analysis model directly applicable to the case study process, yet transportable
to other highly hazardous operations. (Bromley, et. al., 2011)
In late 2011, the “deep dive” began. With the help of a Plant Directed Research
and Development (PDRD) grant from DOE, the team determined that the existing HRO
research focuses on qualitative, not quantitative analysis. Since HROs operate in
complex, hazardous environments requiring very effective barriers and controls to
prevent unfavorable events, the team saw a problem. An integrated systems dynamic
and economic model using probabilistic methods to analyze barriers and controls used
in highly hazardous operations with multiple variables and costs and complex
interrelationships between variables did not exist. This comprehensive dynamic model,
providing a mathematical and scientific technical basis for benefit/cost based decisions
on safety barriers and controls, would be essential to the development of High
Reliability Operations to more accurately select efficient, cost effective barriers and
controls. (McElwain, et. al., 2012)
Thus, the team began to investigate a potential methodology for quantitatively
determining the most efficient and cost effective suite of barriers and controls using
systems dynamic software, causal loop diagrams and other systems tools. This
exploratory research project completed in 2013 and succeeded in demonstrating that
integrated systems dynamic and economic analysis models can help determine efficient,
cost effective barriers and controls for a complex, highly hazardous process. The team
4
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specifically proved quantitatively that for every order of magnitude of risk reduction a
range of costs presents itself for various combinations of a given baseline set of barriers
and controls.

The integrated systems dynamic and economic analysis modeling

technique made a positive impact on management decisions on safety and cost
administration due to the potential for significant cost reduction with limited levels of
safety reduction. (Beruvides, et. al., 2013)
A final PDRD grant allowed the team, in 2014, to complete the “deep dive”
started three years earlier with a successful conclusion that systems dynamic modeling
can be integrated with economic analysis modeling to determine the most efficient and
cost effective suite of barriers and controls for a highly hazardous operation. Further,
the team discovered that the systems dynamic modeling technique has great potential to
assist management in decisions with respect to safety/cost administration for hazard
analysis not pursued under the scope of this research project. (Beruvides, et. al., 2014)
Problem Statement
The literature lacks a comprehensive economic analysis methodology and model
based on a systems approach that uses scientific and mathematical methods and tools to
analyze barriers and controls of highly hazardous industrial operations having multiple
variables, costs and complex interrelationships. Experts in their fields can miss a needed
barrier or control due to the complexity of many hazardous operations. Rational safety
analysts and management require barriers and controls for a hazardous operation with
little regard for their life cycle costs, knowing that the customer, often times the
Government, will pay the price for the end product. As a result, proper scientific and
mathematical investigation of alternatives suffers. Some of these principles, practices
and methodologies in use already have no fully integrated model that incorporates
barrier and control effectiveness analysis with life-cycle economic analysis to arrive at
the optimum suite of barriers and controls for a specific hazardous operation.
Therefore, the need for a new set of HRO tools proven through rigorous
investigation, testing and sensitivity analysis should assist with the economic analyses
5
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of barriers and controls. The tools include a barrier/control cost estimating methodology
and guide, an alternatives analysis methodology, and benefit-to-cost analysis for
alternative barriers and controls.
Research Questions
Question 1: What economic modeling parameters and characteristics are
necessary in order to a) accurately determine the cost effectiveness of barriers and
controls for highly hazardous operations, and to b) capture the potential economic
impact of unfavorable events for those operations if the barriers and controls fail?
Question 2: What methodology and tools are best suited for estimating the
economic effectiveness of barriers and controls intended to prevent catastrophic
accidents in hazardous operations involving co-located energetic and hazardous
materials?
General Hypotheses
Hypothesis 1: The first hypothesis was that a methodology could be developed
to determine the cost effectiveness of barriers and controls intended to prevent events,
incidents and non-catastrophic accidents. In order to do that, hypothesis testing was
structured in a way that the annualized cost of each barrier and control could be
compared to the annualized cost of each event, incident and pre-catastrophic accident
scenario. The null hypotheses stated that the Equivalent Uniform Annual Costs (EUAC)
of the barriers and controls would be greater than the Equivalent Uniform Annual Costs
(EUAC) of the pre-catastrophic event, incident and accident scenarios. If the null
hypothesis turned out to be true for any of the barriers and controls for the scenarios,
then that barrier or control would not be cost effective. If the null hypothesis turned out
to be false, the barrier or control would be cost effective.
For Hypothesis 1, there would be four event scenarios; Event, Accident, Plateau
Event due to Operations and Plateau Event due to Natural Phenomenon Hazard (NPH).

6
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The NPH of concern in this analysis is the F2 tornado. There were 12 hypothesis tests
per scenario, so 48 sub-hypothesis tests of the following form surfaced:
Scenario 1 (Events) Ho1-12 : If [barrier EUAC > event EUAC, TRUE, else
FALSE]
Scenario 2 (Accidents) Ho1-12 : If [barrier EUAC > event EUAC, TRUE, else
FALSE]
Scenario 3 (Plateau Ops) Ho1-12 : If [barrier EUAC > event EUAC, TRUE, else
FALSE]
Scenario 4 (PlateauNPH) Ho1-12 : If [barrier EUAC > event EUAC, TRUE, else
FALSE]
Hypothesis 2:

The second hypothesis was that a methodology could be

developed to determine the cost effectiveness of barriers and controls intended to
prevent or mitigate catastrophic accidents. In order to do that, hypothesis testing was
structured in a way that the annualized cost of each barrier and control would be
compared to the annualized cost of each event, incident and pre-catastrophic accident
scenario. The null hypotheses stated that the Equivalent Uniform Annual Costs (EUAC)
of the barriers and controls would be greater than the Equivalent Uniform Annual Costs
(EUAC) of the pre-catastrophic event, incident and accident scenarios. If the null
hypothesis turned out to be true for any of the barriers and controls for the scenarios,
then that barrier or control would not be cost effective. If the null hypothesis failed, the
barrier or control would be cost effective.
For Hypothesis 2, there will be two event scenarios (Pinnacle Event in thin
walled facility and Pinnacle Event in thick walled facility) with 12 hypothesis tests per
scenario, so there will be 24 sub-hypothesis tests of the form:
Scenario 5 (Pinnacle Thin Wall) Ho1-12 : If [barrier EUAC > event EUAC,
TRUE, else FALSE]
Scenario 6 (Pinnacle Thick Wall) Ho1-12 : If [barrier EUAC > event EUAC,
TRUE, else FALSE]

7
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Research Format
This dissertation was written in a two-phase format. Chapter I presents the
introduction, associated history and background of HRO, and then introduces the
problem statement, questions and hypotheses. That is followed by explanations of the
research format, purpose and objective. It will also present the limitations, assumptions
and relevance of the study along with the research outputs and outcomes. Chapter II
will present a comprehensive review of the literature, science and technology related to
the topic. Chapter III will present Phase 1 of the research project and address Question
1 and Hypothesis 1 of this research.

It will present a model methodology for

determining the cost effectiveness of barriers and controls intended to prevent events,
incidents and non-catastrophic accidents.
Chapter IV will present Phase 2 of this research project and address Question 2
and Hypothesis 2 by presenting a model methodology for determining the cost
effectiveness of barriers and controls intended to prevent or mitigate catastrophic
accidents (Pinnacle Events). Chapter V will summarize the overall results and present
conclusions and findings of the research, as well as recommendations for future
research.
Research Purpose
Development of the model and tools for performing cost analysis and economic
analysis for optimization of barriers and controls to prevent unfavorable events and
catastrophic accidents that can result in destruction of facilities, contamination of the
environment, injuries or loss of life, and loss of confidence of management and/or the
customer forms the purpose of this research.
Research Objective
The economic analysis model should provide a robust tool for analysis of costs
of engineered and administrative barriers and controls and the costs of unfavorable
events and catastrophic accidents. Selection of the most cost effective combination of
8
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barriers and controls for a corporation or Government agency requires sound math- and
science-based management decisions. This should promote excellence in reliability,
safety and cost effectiveness using the systems approach. The economic analysis model
would be replicable and transportable to any hazardous operation.
Limitations
Generic cost estimating and economic analysis cannot capture every nuance of
highly hazardous operations because of the vastness and complexity of the field. The
models developed by this research cannot be expected to stop all adverse events in the
execution of highly hazardous operations. Each highly hazardous operation has its own
complexities, interactions, interrelationships, failure modes and accident event effects,
and must develop its own operation/process-specific model.

Close coupling and

interactive complexities found in many HROs make it dangerous to rely solely on the
generic model developed by this research. Tailoring a generic model to a specific
operation lends credibility and value. Therefore, the information in this dissertation and
the models and tools developed must be taken as guidelines, or as starting points, and
not necessarily as standards. That level of reliance and standardization will only come
through many other successful applications of the model and tools to actual hazardous
operations.
Assumptions
One of the goals of this study was to develop a model that can be applied to
many different hazardous operations. However, the model this research generated may
not be as transportable as originally thought since other organizations have their own
process flows, complexities, objectives, quality and operational parameters. There may
also be hazardous operations that already have such an intricate and overwhelming
system of safety and reliability in place that it would be overly difficult or not cost
effective to use this model. In other words, they may not want to fix something they
believe to be unbroken. Finally, various highly hazardous operations use analysis tools
9
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and techniques the managers and administrators of those operations believe to be just
fine in their present state.
Relevance of this Study
Merging the current fragmented economic analysis body of knowledge for HRO
into a more organized science- and math-based model using a systems approach for the
advancement of the current state of the art in HRO provides the theoretical relevance of
this study. The resulting economic analysis model and tools may not be the only way
to perform analysis and modeling of highly hazardous operations but it should be
enlightening for practitioners to see how HRO theory may be applied. Application of
the model to a real operation will illustrate how the model may be used in a practical
way in actual hazardous operations. The complexities and intricate relationships among
components and systems in the real world many times fall beyond human understanding
(Perrow, 1984), so we must still strive for continuous improvement of our analysis
capabilities by practical application of HRO theory.
Research Outputs and Outcomes
Every paradigm shift requires pushing past theoretical studies to practical
applications.

The importance of a risk based economic analysis model for the

optimization of cost effectiveness of barriers and controls for highly hazardous
operations derives from several reasons:





Redundant barriers and controls that add to complexity of operations without
commensurate risk reduction can be eliminated as non-value-added, and the
resulting savings can then be redirected to other more effective barriers and
controls that really decrease risk.
Eliminating redundant and non-value-added barriers and controls eliminates
operator dependency on barriers and controls that give a false sense of safety but
do not really add to the safety of the operation.
The literature has scarce mention of how to analyze and quantitatively account
for every conceivable accident event chain and the barriers and controls that
interrupt them.

10
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A focus on risk-based value-added cost effectiveness of barriers and controls
requires decision makers to have a justifiable, supportable scientific and
mathematical basis for analysis of operations.
Implementing a strategic objective of requiring cost effective barriers and
controls for future operations and calculating the costs of major accidents when
they fail ensures the philosophy is institutionalized for future generations and
future decision-making.
Improvement can be made in our ability to analyze costs, barriers and controls

for prevention of human injury, death, property and environmental damage caused by
accidents. This research and the resulting model and tools intend to push the boundary
of continuous improvement. Perhaps others may take this model and expand it or add
more tools to its toolbox.
Volumes of safety and reliability books, articles and other literature promote
diverse and powerful analysis techniques for operations. The sheer volume and
complexity supports complexity theory perfectly. The many different opinions, tools,
methodologies and approaches to safety and reliability further confuse analysts. Taking
the best of the best tools, methodologies and approaches and merging them into one
integrated synergistic model that could potentially save lives, property, facilities and
resources provides the focus and objectives for this research. Of course, science- and
math-based analyses lend more credibility to HROs for the following reasons:



Stakeholder and shareholder confidence grows if the design of company
operations based on sound analyses include the economic side of the equation,
especially for smaller organizations.
Sound models of risk and benefit versus cost allow decision makers to change
critical variables and perform sensitivity analysis to see how those changes
affect the results.
The output from this research will be a well-documented economic analysis

model having teaching and training information built in so that future managers and
operators of highly hazardous operations can learn, understand and use the model with
enough ease and expertise that they will want to use it. The outcome of this research

11
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will be the advancement of the application of barrier and control analysis combined with
economic analysis for advanced application of HRO theory to complex systems.

12
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CHAPTER II. LITERATURE REVIEW
Performing work safely through use of administrative and engineered barriers
and controls to prevent accidents and their associated costs enables a technological
society to move forward. Many have studied operations that deal with or operate in
inherently risky industries in an effort to understand how they operate without serious
accidents. Unfortunately, plentiful qualitative theory in the literature does little to help
with their understanding of HRO. (Ng, et. al., 2010) A number of researchers and
managers want to know so they can duplicate safe and reliable operations in other
companies or industries and thus duplicate the success achieved by other organizations
in avoiding accidents. A recently coined name, indicating a high level of reliability,
safety and overall quality, has been given to these organizations - High Reliability
Organization (HRO). (Roberts, 1989). Roberts proposed the following statement and
question:
One can identify this subset [HROs, a subset of organizations] by answering
the question, “how many times could this organization have failed, resulting in
catastrophic consequences that it did not?” If the answer is on the order of tens
of thousands of times the organization is “high reliability”. (Roberts, 1990, p.
160)
The development of this research involving a cost estimation and an economic
analysis model applied to a High Reliability Operation (a high explosives operation)
required investigation into primary and secondary theories, literature and historical
background of HROs and economic analysis modeling. A State-of-the-Art (SOA)
review and Matrix ensured the capture of recent economic analysis literature. The
research required a study of the literature from several engineering and scientific fields
that must be integrated into the development of this economic analysis; systems
engineering, industrial engineering, safety engineering, resilience engineering, control
systems engineering, engineering economics, project management, psychology, and
high explosives.

13

Texas Tech University, Michael W. Bromley, August 2016

The ABC Plant sub-assembly bonding process provides an excellent case study
for this research project. ABC has created an operational framework based on W.
Edward Deming’s System of Profound Knowledge that may have already advanced the
state of the art of the HRO. The knowledge of knowledge, systems, variation, and
psychology provide the framework for this project. Expansion of the framework and
actions undertaken by CNS follows.





Knowledge of Knowledge: Effective management of a HRO requires
knowledge of the theory behind HRO in order to predict, analyze and learn.
Knowledge of Systems: HROs have complex inter-related management and
operational systems that must work together to perform work reliably and safely.
The systems must be managed using a systems approach.
Knowledge of Variation: HROs perform operations having processes that must
be kept in statistical process control in order to be reliable and safe. Mapping of
operations and use of statistics help with barrier and control analysis.
Knowledge of Psychology: HROs managed and operated by human beings
shaped psychologically by their cultures influences systems and operations.
(Deming, 2000)
The literature review for this research project will follow Deming’s framework

of profound knowledge. Organizations performing or planning to perform highly
hazardous operations should understand these knowledge areas and apply them to the
planning and development of the HRO. This research project, in developing the cost
drivers for the economic analysis model for HRO, will draw influential knowledge from
several different but related industrial, mathematical and scientific fields and
disciplines, as follows:



Systems Engineering: systems theory, systems of systems, systems engineering
approach, static/dynamic/open/closed/natural/manmade systems and their
interactions
Industrial Engineering: product development (including process flow diagrams,
machines, methods, materials and manpower), quality, logistics, statistics, risk
management, time and motion, ergonomics, training, maintenance and resilience
engineering
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Safety Engineering: activity hazards analysis, process hazards analysis, causal
factors analysis, fault tree analysis, failure modes and effects analysis, and
criticality analysis
Control Systems Engineering: analysis of feedback, signals, and safety control
systems
Engineering Economics: time value of money analysis and forensic economics
Project Management: management of the scope, cost, schedule and technical
performance of large and complex capital projects
Psychology: human thought processes, safety culture, human error and humanmachine interfaces

The following Figure 2.1 illustrates the influence of these fields and disciplines.

Industrial
Engineering

Safety
Engineering

Systems Engineering

Economic
Analysis
of HRO

Control Systems
Engineering

Psychology
Engineering
Economics

Figure 2.1 HRO Knowledge Relationship and Influence Diagram
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Knowledge of Knowledge:
As mentioned earlier, John Canada and his associates wrote a very important
text on engineering economics recommending the use of a framework for economic
analysis based on the scientific method and five elements of the Systems Analysis
Framework.






Definition of Objectives: a succinct statement of what we wish to accomplish
Generation of Alternatives: open-minded listing of all feasible alternatives
Formulation of Measures of Effectiveness: the best way of comparing
alternatives
Evaluation of Alternatives: determine equivalency-based benefits and costs of
each
Tentative Selection: include risk and uncertainty in the final selection (Canada
et. al., 2005)
Highly reliable organizations also need a common standardized lexicon. The

importance of the words “barrier” and “control” illustrate this. The word “barrier”
should be used like a noun to describe a physical structural material, device or concept
that blocks, prevents, hinders, impedes, defends against or separates the passage or
progress of an unplanned, unforeseen or undesirable action or event from people,
property or the environment. The word “control” may be a noun or a verb. In HRO
space, it has the connotation of people action(s) or automation intended to manage,
command, regulate, adjust, restrain or direct influence over some aspect of a hazardous
operation. (Merriam-Webster, 1994) Barriers and controls include anything that would
prevent undesirable actions or events. (Hartley et. al., 2008)
This research proposes a more detailed and specific definition of barriers and
controls for the purpose of clear and consistent communications between HRO
managers and practitioners:


Engineered Barrier: A physical, mechanical or electrical structure, system,
component or piece of equipment (SSCE) designed and engineered using
principles of mathematics and science, fabricated and installed for the specific
purpose of physically preventing an adverse event or mitigating its effect. The
16
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most desirable and successful engineered barrier or control relies on the
principles of physics, chemistry, mathematics or biology or a phenomenon of
nature or the Universe that by its mere existence prevents an adverse event or
mitigates its consequences. Examples could be the freezing point of water, the
action of gravity on an object, and the ability of some materials to stop missiles.
Engineered Control: The same as an engineered barrier, except that it regulates
an action or activity, thereby preventing or mitigating an adverse event. An
engineered control based on the principles of physics, chemistry, mathematics
or biology or a phenomenon of nature or the Universe that by its mere existence
prevents an adverse event or mitigates its consequences provides the most
desirable and successful engineered control. Examples include the use of time
or distance to control exposure, the maximum velocity of an airstream through
an orifice, and the ability of some materials to control the speed of fission.
Administrative Control: Things such as paperwork and management structures
driven by programmatic or regulatory standards, laws, activities, and
requirements, which prevent a process from starting or continuing until some
requirement has been met. Examples of administrative controls include
procedures intended to implement requirements and the training and
qualification of workers to follow those procedures to prevent or reduce the
possibility of an adverse event or to mitigate the event if it should happen.
Although people sometimes call administrative controls barriers, their nonphysical, non-scientific, non-mechanical and non-electrical nature prevent them
from being considered a barrier because they have softer qualities and a better
chance of misunderstanding or defeat by humans, who make mistakes.
All organizations have limited funds to perform operations. Basic economic

principles hinge on scarcity of resources. Private and publicly traded organizations must
make a profit for their owner(s) and/or stockholders by providing goods and/or services
to their customers. Government performed and Government contracted operations must
make a profit for the owners and/or stockholders of the contractor while paying their
work force. They must provide the contractually required goods and services to the
Government in accordance with the Office of Management and Budget (OMB)
publication Strategic Sustainability Performance Plan Report to The White House
Council on Environmental Quality and OMB Circular A-94 (USDOE, 2011).
Operations performed directly by the Government for the overall good of the
population, have no profit motive per se. Cost savings, convenience to the population,
accident/disaster prevention, national pride, national defense or other things provide the
17
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drivers. The OMB requires the decisions of federal organizations to result in a positive
benefit-to-cost ratio (a.k.a. savings-to-investment ratio).

Net Present Value and

Discounted Cash Flow analyses plagued the Government arena by a central issue, the
definition of the appropriate discount rate. Two major schools of thought on the correct
rate. Some think the Government discount rate used for NPV/DCF analysis should be
pegged to the rate of return of the best Government project not funded each year.
(Quirk, 1991) The other proposes a marginal cost of funds approach and believes the
Government discount rate used for NPV/DCF analysis should be different for costs and
benefits depending on whether they consist of direct or indirect costs and benefits, and
that costs should be analyzed at a gross rate and benefits at a net rate. (Liu, 2003) Since
economists cannot agree on the correct discount rate, this research will include
sensitivity analysis on the rate to investigate its effects on costs and the selection of
alternatives.
HRO Theory and Background
The philosophies forged by the pioneers of HRO theory provide important
knowledge. This research complies with these pioneering philosophies in the following
ways:





Philosophy of Communication (Roberts, 1990): Risk-based benefit-cost
analysis enhances communication of accident probabilities.
Complex Organizations (Perrow, 1984): Risk-based cost-benefit analysis
simplifies/reduces the suite of barriers and controls, thus reducing complexity.
Preoccupation with Failure (Weick et. al., 2001): Extensive, thorough riskbased benefit-cost analysis reduces failure potential.
Aggressively Seek to Know (Roberts, 1990): Barriers and controls cost money,
so efficient economic analyses optimize cost effectiveness.
Normal Accident Theory (NAT), developed originally by Charles Perrow and

published in 1984 preceeded High Reliability Operations (HRO) theory development.
Perrow analyzed technological risk from a social perspective and believed accidents
happen no matter what. He believed that additional warnings and safeguards do not
18
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always improve safety because of increased systems complexity, especially if layered
on top of each other. He believed complex linear systems to be less risky than nonlinear complex systems and tightly coupled systems to be inherently riskier than loosely
coupled systems. (Perrow, 1984) One of our great philosophers, Thomas Kuhn, also
questioned the feasibility of HRO and whether we must suffer on under Normal
Accident Theory. His initial thought, that true HRO may be too complicated or costly
and thus not cost effective, and it appears he never changed his position on this. (Kuhn,
1996)
In 1984, researchers from the University of California studied organizations
operating safely in highly hazardous environments (air traffic control, nuclear power
plants and aircraft carriers). They coined the phrase “high reliability organization,”
(LaPorte, et. al., 1987, p. 1). Qualitative characterization of HRO has been going on for
two generations. The primary historical definition of HRO focused on a statement and
question asked by Karlene Roberts:
“One can identify this subset (HRO, a subset of organizations) by answering the
question, “how many times could this organization have failed, resulting in
catastrophic consequences that it did not?” If the answer is on the order of tens
of thousands of times the organization is “high reliability”,” (Roberts, 1990, p.
160).
Background research performed by Ng et al. (2010) records much of the early
framework and characteristics of HROs generally held by experts and researchers.
Other researchers and analysts have developed theories, definitions and characteristics
they believe describe the essence of an HRO. The earliest view proposed that an HRO
organization constantly operated under high risk, high consequence conditions, yet
managed to maintain relatively error-free processes for a long time. This organization
relied on its claim that it is designed to be a high reliability organization, (Roberts, 1989;
LaPorte et. al., 1994).
In Sagan’s book The Limits of Safety Sagan compared and contrasted NAT and
HRO theory in light of many near misses that occurred during the Cold War, offering
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tremendous insight. He wrestled with the fact that many times the Superpowers, on the
brink of launching their annihilation weapons, did not press the button. This goes
against the warring nature of humanity, he believed. He explained that when so many
countries have the ultimate earth-destroying weapon at their command and ready to
unleash, the likelihood they would use them would be low because they know that the
result could very well be the utter annihilation of humanity. However, he qualifies his
discourse with three warnings: 1) things which have never happened happen all the
time, 2) this young nuclear technology could morph into a doomsday machine, and 3)
close calls must be investigated as if real accidents happened. (Sagan, 1993)
Sagan believed three organized scholarly research efforts at the time were
attempting to understand safety problems in complex high hazard high technology
organizations:




Positive safety record due to a systematic product of human actions by which
we monitor, evaluate and reduce risks. (Marone et. al., 1986)
Theoretical challenges and characteristics of HRO. (Gosling et. al., 1991)
(Roberts et. al., 1989a, 1989b, 1989c, 1990).
The costs and benefits of two universal strategies for improving safety:
Anticipation (prediction and prevention of potential dangers), and Resilience
(coping with dangers manifest) (Wildavsky, 1988)
Weick and Sutcliffe (Weick et. al., 2001) developed the idea of “mindful

practice…requiring operators to anticipate and be aware of the unexpected, and to
contain the unexpected when it occurs,” (Weick et. al., 2001, p. 3). They went on to
define five associated characteristics of mindful practice, and stated that the HRO
should be organized and staffed based on these characteristics:






A preoccupation with sensing failure, particularly early signs
A reluctance to simplify operations, especially interfaces
A sensitivity to the non-static and non-linearity of operations
A commitment to resilience, or the ability to function during events
A deference to expertise, knowledge, experience and intuition (Weick et. al.,
2001, p. 10-16)
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Weick and Sutcliffe broadened their definition of HRO after the turn of the
century to those organizations that “operate under very trying conditions all the time
and yet manage to have fewer than their fair share of accidents,” (Weick et. al., 2001,
p. 3).

More recently, Roberts modified her definition of HRO to include those

organization that operate almost error-free operations for a long time, using good
decision-making skills for reliable operations, (Roberts, 2003).
Some of the most profound HRO research has been done while investigating the
worst disasters of the past, such as Three Mile Island, Challenger and Columbia, Bhopal,
or Deepwater Horizon, Each new disaster continues to fuel what may be an impending
paradigm shift. An undercurrent of emphasis on preventing these disasters evidenced
by public outcries at each disaster appears to be growing. We might possibly be
standing on the precipice of a scientific revolution that will generate a new paradigm
for highly hazardous operations.
High Reliability Organizations must maintain a state of continuous intensive
improvement, since stagnation only generates more opportunities for failure. The most
thorough and notable operational definition of recent times may be that of CNS ABC
Plant:
“A High Reliability Organization is one which repeatedly accomplishes its
mission while avoiding catastrophic events, despite significant hazards, dynamic
tasks, time constraints and complex technologies,” (Hartley et. al., 2008, p. 1).

Understanding Hazards, Threats, Accidents, and Consequences
Confusion arises at times about what constitutes a hazard and what constitutes a
threat. There all sorts of definitions out there, but in the world of HRO, the difference
must be fully clarified, specified and understood. In HRO space, the word “hazard”
denotes a noun, never a verb. A “threat” can be anything that insults the hazard and has
the capacity to cause the hazard to release energy that can cause damage to people,
facilities or the environment. (Hartley et. al., 2008) Depending on the HRO, the hazard
might be an explosive material like fertilizer, a petroleum product, the pressure of an oil
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reservoir below the ground, or the pressure at the bottom of a deep ocean. Thus, we
must analyze the consequences of the release of energy from any hazard from an
economics perspective in order to justify the cost of barriers and controls for any highly
hazardous operation.
High explosives provide the hazard for this research project. In order to assess
the economic impact and costs of an explosives detonation, we must consider the
hazardous materials in the immediate vicinity of the explosion as well as the
disbursement and disintegration of the explosives materials themselves. Any explosion
not contained within the operating facility results in wind-borne dispersion of the
explosives and co-located hazardous materials, and these contaminants must be cleaned
up, usually at very high cost. Chapter IV presents the analysis of explosive debris and
wind-borne plume deposition on facilities, property and people in detail.
Previous research studied the slate of threats to high explosives in a hazardous
operation using standard simple cause-effect analysis (Hartley et. al., 2008). More
recently, a team of researchers performed Systems Dynamics analysis on high
explosives operations, hazards and threats, (McElwain, et. al., 2012; Beruvides et. al.,
2013, 2014). The studies looked intensively at all aspects of accident event progression,
the safety concerns and the probabilities of adverse events at each step of the
progression.

The researchers identified fire, sparks, chemicals, and electrostatic

discharge as the primary threats to the HE based on the Process Hazards Analysis
(PrHA) performed during the original development of the process. These threats and
others currently unknown, support some probability of accidental detonation. The
reality that these type accidents have extremely high costs highlights the need for costbenefit and economic analysis of barriers and controls.
Knowledge of Systems
Compliance with thousands of federal, state and local codes, rules, regulations,
laws, standards and guidelines plagues the HRO. The HRO must satisfy the needs,
desires and requirements of owners and other stakeholders. The HRO performs highly
22
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technical activities that require advanced analysis of operations in order to develop
necessary engineered and administrative barriers and controls that prevent adverse
events. These activities include Safety Analysis, Process Hazards Analysis, Failure
Modes and Effects Analysis, Criticality Analysis, Event Sequence Diagrams and Fault
Tree Analysis. If or when an unfavorable event or accident occurs, the HRO uses other
tools such as Causal Factors Analysis, Corrective Action and Mistake Proofing, and
other continuous improvement methods after the event to make constructive changes to
operations. All these requirements drive costs directly or indirectly and thus comprise
critical factors in a thorough economic analysis.
In the late 1980’s, Roberts and Rousseau identified eight concurrent
characteristics of an HRO. (Roberts et. al., 1989) By this, they meant that all of these
characteristics concurrently describe of an organization with highly hazardous
operations being performed in a hazardous environment:









Hyper-complexity
Tight coupling
Extreme hierarchical differentiation
Large number of decision makers in complex communication networks
Degree of accountability that does not exist in most organizations
High frequency of immediate feedback
Compressed time factors
More than one critical outcome that must happen simultaneously (Roberts et.
al., 1989, pp. 132-133)
Again, secondary theory and research tell a lot about what an HRO should be

practicing but very little about the details of how these practices should be designed,
engineered, implemented and institutionalized. Following Deming’s System of
Profound Knowledge, the following disciplines must be included in the research due to
their historical significance, knowledge base and relevance to the HRO, and
practitioners and management of HRO should have a working knowledge of each:


Systems Engineering: general systems theory and systems engineering
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Industrial Engineering: product development (process flow diagrams, machines,
methods, materials, manpower), quality, logistics, statistics, risk management,
time and motion, training, maintenance and resilience engineering, and project
management
Safety Engineering: activity hazards analysis, process hazards analysis, causal
factors analysis, fault tree analysis, failure modes and effects analysis, criticality
analysis, continuous improvement and lessons learned from previous accidents
Control Systems Engineering: analysis of feedback, signals, and control systems
Engineering Economics: time value of money analysis and forensic economics
Psychology: human thought processes, safety culture, ergonomics, human error
and human-machine interfaces
Barton presented an overview of alternative approaches to modelling in

economic evaluation of health care interventions. Decision trees, Markov models,
individual sampling models, discrete-event simulation and systems dynamics comprised
the appropriate approaches for this type of economic analysis modelling. (Barton et.
al., 1990)

Software packages such as PROMETHEE, for example, perform limited

risk-based ranking of alternatives, similar to what this research does (Ramzan et. al.,
2008). However, Ramzan gives no explanation of how the costs of failure of barriers
and controls entered into PROMETHEE, nor does he explain how the software develops
accident analyses or costs and thus leaves us without a totally integrated model. In
summary, Ramzan does not capture the detailed analysis and methodology this research
proposes.
Early estimations of the costs of nuclear reactor accidents presented in 1979
estimated all future costs of injuries and deaths due to these accidents and converted
them to present value dollars. The methodology for this part of the current research has
been well vetted. (Hsieh et. al., 1979) However, that research focused only on nuclear
accidents, and no other types of accidents. Just recently, software and tools have been
developed to compare the risk-based costs of preventive measures with the budget
available to implement those measures in order to cost effectively select the best
preventive measures.
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Other relevant information about major accidents found in the Major Accident
Reporting System (MARS) has been used in Europe to collect and analyze statistics on
major accidents in Europe. (Nivolianitou et. al., 2006) This information and statistical
data may be somewhat helpful with the current research, but unfortunately, MARS does
not capture any major accident information for accidents specifically involving High
Explosives. The present research intends to fill in some of the blanks and provide a
fully integrated benefit-to-cost analysis and accident cost analysis model for
optimization of barriers and controls for highly hazardous operations.
Knowledge of Variation
Very few things remain absolutely certain, exactly on target, or accurate without
a tolerance.

Deming used Statistical Process Control to reduce variability of

manufacturing processes (Deming, 2000). However, analysts can use other statistical
methods to determine the best tools for management and how much confidence they
provide. Decision makers can use those determinations and accompanying confidence
levels to make better decisions.
Since uncertainty and variability reside in any spreadsheet model, use of
sensitivity analysis can determine how much impact the variation in the variables and
parameters would have on the resulting calculated decision factors (Canada et. al.,
2005). Some of the variables planned to be used in this research model follow:








Interest rate for Time Value of Money calculations
Escalation rate for materials and labor
Life of the program or process
Construction contractor labor and overhead rates
Construction design percent fee
Plant support labor and overhead rates
Annual probabilities of events, incidents, Plateau Events and Pinnacle Events
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Knowledge of Psychology
As mentioned previously, human beings manage and operate HROs. Humans,
psychologically shaped by their cultures, have different approaches to systems and
operations. Deming believed that economic prosperity required a better understanding
of people and organizational cultures. He understood that most people really do want
to do a good job. However, volumes have been written about human error, including
The Field Guide to Human Error, (Dekker, 2006). Dekker’s philosophy proposed that
we should all operate with the understanding that errors loom on the horizon, inevitable
and yet difficult to forecast.
As an early generation theorist with access to lots of catastrophic and nearcatastrophic accident information, Sagan proposed four Major Critical Success Factors
for safety in the HRO:





Prioritization of safety and reliability must be a goal of political elites,
organizational leaders, and management teams.
A high level of personnel and operational redundancy (both duplication and
overlap) makes it possible to build reliable systems from unreliable components.
Development of a high reliability culture based on decentralized decisionmaking authority and continually practicing training operations.
Reliability-enhancing activities enable organizational learning. (Sagan, 1993, p.
17)
A great deal about mistake chains can be found in Will Your Next Mistake Be

Fatal? (Mittelstaedt, 2005). Some of Mittlestaedt’s most important insights relative to
HRO, distilled from his research on several recent catastrophic events follow:








Mental preparation: People must recognize types and patterns of mistakes.
Spend time on the critical things, the things of most importance.
Ethical lapses and lack of trust in executives damage safety posture.
Must have adequate resources, knowledge base and training.
Standard operating procedures for everything possible, training, enforcement.
Having crystal clear responsibilities help stop mistakes.
Stop work if anything confusing appears that does not look right.
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Look at problems with a systems approach, and include people problems.
Identification and communication of metrics and how to manage them helps.
Analyze data points and determine what they really mean.
Ignoring or misinterpreting data makes operations dangerous.
Ineffective communications can add to or accelerate mistake chains.
Culture building to avoid mistakes delivers a high return on investment.
Test and question assumptions until reduced to knowns.
Do not ignore or bypass engineered safety features unless absolutely sure.
Believe available data and indications unless you have good reasons not to.
Use the best resources and information available to you in a useful form.
Train for accident, emergency, off normal and impossible scenarios.
Manage risks, but do not let fear of risks stop you from doing anything.
Mittelstaedt (2005) saw many common threads in disasters, such as the

propensity for mistakes initiated in creative ways, to compound exponentially and in
patterns, to multiply, to include design mistakes and mechanical events. Indicators of
impending disaster include such things as failure to believe distasteful information and
evaluate assumptions. Mistakes can and often do evolve rapidly in unusual non-linear
sequences, and give off signals that could potentially warn humans so they could
intervene and break the chain of mistakes if only they thought through situations and
potential remedial actions in advance. He agreed with Perrow’s Normal Accident
Theory, but believed that we can understand mistakes and accident scenarios, and thus
reduce their frequency and severity. He believed that we could use technology to
combat mistakes and accident scenarios.
Dissection of the accident event chain in a well-designed highly hazardous
operation from the very first indication of an unfavorable event to the culmination of a
disaster would reveal two things:



Administrative controls and engineered barriers and controls in place along the
pre-event chain, which should have acted to prevent the event, did not.
Administrative and engineered barriers and controls along the post-event chain
act to mitigate the severity of the unfavorable event.

Furthermore, the complex interactions of humans involved in the accident event chain
make the properly engineered barrier or control much more important than the
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administrative control since engineered barriers/controls suffer less due to human error
before or after the event occurs.






Engineered barriers and controls automatically give operators early notification
of anything out of the ordinary within the process (faint signals)
Engineers study the process in depth and create engineered barriers and controls.
Engineered barriers and controls are harder to override than administrative
controls because they are designed intentionally to avoid override without some
other verifications or validations, again as designed by engineers.
After the event happens, properly engineered controls spring into action in a
very rational manner to instantly and automatically mitigate and control the
severity and impact of the damages from the event.
Engineered barriers and controls monitor themselves to make sure they operate
properly before the event, and those that survive the event continue to do so.

So, any time an engineered barrier or control can be developed in the initial hazardous
process design or in subsequent improvements to the design, it should usually be
considered above an administrative control, even if more costly, simply because they
suffer less from the errors that humans can make.
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CHAPTER III. AN ECONOMIC ANALYSIS MODEL FOR HIGH
RELIABILITY ORGANIZATIONS

Introduction
Highly hazardous operations must design and implement safety barriers and
controls to prevent accidents that injure or kill people, destroy property, damage
equipment, pollute the environment, and reduce confidence in an organization’s ability
to perform those operations safely. This research project focused on developing a
quantitative model for the estimation of Total Amortized Life Cycle Costs (TALCC) of
administrative and engineered barriers and controls for highly hazardous operations
performed by an HRO to compare against the costs of events, incidents and accidents
that could happen when the barriers and controls fail. This requires creation of realistic,
history-based event, incident and accident scenarios in order to estimate the costs of
those scenarios.
The research began with a detailed analysis of a process to find the intersection
of hazards and threats most likely to lead to a catastrophic accident. Selection of the
optimal set of barriers and controls for cost effective accident risk reduction requires
gathering of safety/process costs. This methodology includes a generic model (a
template) and a set of common tools that make the process easier and less error-prone.
To illustrate application to an actual highly hazardous operation research included a case
study using the model methods and tools. This research project proposes to translate
the theories and characteristics of HRO into a working model based on high reliability
principles and practices of an actual HRO combined with principles of cost and
economic analysis of alternatives to advance the state of the art in safety and reliability
engineering for operation of the HRO. The economic analysis model should be helpful
for organizations performing highly hazardous operations with the potential for having
unfavorable events, incidents and accidents.
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A comprehensive model for determination and ranking of the most to least cost
effective barriers, controls and potential alternatives for a highly hazardous operation,
using the Time Value of Money (Discounted Cash Flow Analysis) as an equivalent
measure of effectiveness, does not exist.

The management of highly hazardous

operations and the oversight agencies that review and regulate their operations struggle
with the cost of barriers and controls. The identification of the most cost effective
barriers and controls breaks the cycle of heaping layer upon layer of barriers and
controls on top of each other, which leads to confusion, complacency and inexplicable
complexities. The general lack of an economic analysis approach specifically designed
for the estimation of costs of barriers and controls for highly hazardous operations
versus the cost of events (weak signals), incidents (stronger signals) and accidents that
may occur when they fail must be remedied. The most cost effective suite of barriers
and controls addresses the weak signals, adverse signals and strong signals that indicate
impending systems failures. (Weick, et. al., 2001)
Some very important principles drive this research project. Mixed opinions in
the literature about what constitutes a hazard, a threat, an event, and incident, an accident
(Plateau Event) and a catastrophic accident (Pinnacle Event) abound. Likewise, mixed
opinions of what constitutes an engineered barrier, an engineered control, and an
administrative control abound. Therefore, a descriptive framework provides the reader
with the meanings of these terms in clear terms for the specific context of this research
project. See Appendix A Terms & Definitions.
This research included a case study of a bonding operation wherein two High
Explosive (HE) components glued together illustrate the proposed methodology and
tools.

Review of the current operating procedures or process flow diagram and

collection of as much information and data as possible comprised the first step in this
analysis. Operations and process engineering personnel reviewed the process flow
diagram that reflects the process as envisioned, as designed, as witnessed, and as the
production personnel believe it to be executed. Existing hazards to the HE required
extensive review. Prevention of accidents, particularly accidents called Plateau or
30

Texas Tech University, Michael W. Bromley, August 2016

Pinnacle events, requires a focus on the hazard. A Preliminary Hazard Analysis (PHA)
performed years ago for this operation had to be re-validated for all potential hazards in
the process.
In order to guide the research, data collection, analysis, final results and
conclusions for this project a project methodology flow diagram was developed. See
Appendix B Process Flow Chart. Note in the Process Flow Diagram that the top five
boxes contain activities already been completed by the research team. The bottom three
include the development of the current economic analysis model and the integration of
this model with the previous systems dynamic modeling project, resulting in the final
decision support tool. This forms the subject of this research project and this paper.
The literature review, the problem statement, the hypothesis, and the methodology
follow.
Literature Review
In 1990, a group of researchers gave the name High Reliability Organization
(HRO) to those organizations working in highly hazardous environments that could
have experienced thousands of catastrophic failures but did not. (Roberts, 1990) They
studied nuclear aircraft carrier and air traffic controller operations to try to determine
why these interactively complex and closely coupled operations had so few accidents.
The ability to function in highly hazardous environments with complex hazardous
technologies, processes, equipment, and materials for long periods without catastrophic
accidents requires a HRO. An opposing school of thought developed concurrently that
believed the HRO to be a myth, and that all organizations have accidents if given enough
time, no matter how safe and reliable. The most accurate paradigm begs for discovery,
but mankind does continue to experience some terribly catastrophic accidents. This
paper presents a research project based on the Deming framework of profound
knowledge, general systems theory and the principles of systems engineering that
intends to put the theory of HRO into practice.
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The practices, procedures, methodology and calculations used in economic
analysis have been well proven in decades of use, but with few applications of economic
analysis to the field of highly hazardous operations. Although theory postulates the
possibility of endless accident-free operations, economic analysis must be performed on
actual risky operations and processes to fully develop and prove this theory. Some of
the most important characteristics or requirements of costs in economic analyses follow:





relevant to the decision at hand
incurred in the future
incurred as a result of the decision at hand, and
representative of forgone opportunity as a result of the decision at hand (Canada
et. al., 2005)
After a review of related literature, the TTU/ABC research team found the basis

of existing HRO research to be primarily qualitative rather than quantitative in nature.
Failure Modes and Effects Analysis (FMEA), Causal Factors Analysis (CFA) and Event
Tree Analysis (ETA), all static analysis techniques embodied the norm. Although good
analytical techniques, static tools work best for static environments, not dynamic
environments. The team used the principles of systems engineering to investigate a
real-life highly hazardous operation.

Integrated systems dynamic and economic

modeling focused on mathematically and scientifically sound decisions on safety
barriers and controls. A Plant Directed Research and Development (PDRD) grant from
DOE allowed the team to determine that no fully integrated model existed.

An

integrated decision-making tool, essential to the selection of the optimum suite of
barriers and controls for highly hazardous operations, resulted.
Economic analysis may be defined as “A systematic approach to determining
the optimum use of scarce resources, involving comparison of two or more alternatives
in achieving a specific objective under given assumptions and constraints. Economic
analysis takes into account the alternative use’s costs of resources employed and
attempts to measure in monetary terms the private and social costs and benefits of a
project to the community or economy,” (WebFinance, 2014). For the present research,
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our interest is the costs of development and implementation of the subject hazardous
operation, the costs of barriers and controls to keep the operation safe, and the costs of
unfavorable events, incidents and accidents should the barriers and controls fail. A
synopsis of the relevant literature and actual implementation of barrier/control and
economic analysis for highly hazardous operations follows, beginning with the case
study, the ABC Plant.
The ABC Plant performs safety analysis for barriers and controls in accordance
with the direction of the U.S. Code of Federal Regulations 10CFR851 Worker Safety
and Health Program (U.S. Government, 2006). This regulation applies to all USDOE
operations except those regulated by OSHA, the Nuclear Navy, radiation and nuclear.
USDOE contractors performing operations involving a physical, chemical, biological
or safety hazard with the potential to cause illness, injury or death must comply with the
CFR. The CFR requires the identification of hazards, assessment of worker response to
hazards, job hazards analysis, interactions of hazards, and analysis of operations,
procedures and facility designs to prevent or mitigate worker illness, injury or death.
Hazard controls must be selected based on elimination or substitution of hazards, use of
engineered controls where feasible, use of administrative controls that limit exposure to
those hazards, and use of proper personal protective equipment (PPE). In addition,
worker safety and health training must be developed and provided for the workers. The
Appendix to the CFR also requires the contractor to have a comprehensive fire
protection program, including fire barriers and controls, worker training, fire protection
procedures, and fire code compliance.

It also requires the contractor to have a

comprehensive explosives safety program compliant with DOE M440.1-1A Department
of Energy Explosives Safety Manual (USDOE, 2011).
The ABC Plant implements the CFRs by development of a Preliminary Process
Hazards Analysis in the conceptual phase of a project involving hazardous operations
and a Final Process Hazards Analysis in the startup phase of the project. A team of
engineers, scientists and subject matter experts develop the PHA, ensuring
incorporation of the requirements of 10CFR851 (U.S. Government, 2006), 29CFR1910
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Process Safety Management of Highly Hazardous Chemicals (U.S. Government, 2013).
and the DOE Explosives Safety Manual M440.1-1A (USDOE, 2011) into the process
and facility design. The barriers and controls recommended by the PHA team have been
used in the past for similar operations and processes. However, during the conceptual
phase, rough order of magnitude cost estimates sometimes require a reduction in the
scope of the project. Less expensive alternatives that provide equivalent or better
process or facility safety may be considered due to funding limitations. Sometimes
referred to a change to the Best Available Technology, the change may or may not be
less expensive, but reducing risk of accidents, especially catastrophic ones, takes
precedence.

DOE Order O413.3B Program and Project Management for the

Acquisition of Capital Assets (USDOE, 2010) drives many of these requirements.
The Preliminary PHA work includes development of a process flow map, which
drives the preliminary design requirements, including the process and facility barriers
and controls. During the preliminary and final design phase, again, alternatives may be
considered and designed into the facility if they provide equivalent worker, facility,
asset or environmental protection at reduced cost or increased risk reduction. In
addition, other analytical tools analyze specific situations; Functions and Requirements
analysis (F&R - a systems engineering tool), Failure Modes and Effects Analysis
(FMEA), Fault Tree Analysis (FTA), Event Tree Analysis (ETA) and Fire Hazards
Analysis (FHA).
The ABC plant has industrial hazards, including radioactive materials, and so
must comply with the requirements of 10CFR835 and many other related industry
standards for processing and handling radioactive materials. The plant does safety
analyses, conceptual design, preliminary design and final design for barriers and
controls in a similar manner, including looking at barrier/control trade-offs versus risk
reduction. Very little true economic analysis takes place at these plants during the
conceptual, preliminary and final design phases for barriers and controls. However,
staying within funding limitations sometimes drives alternative cost comparisons. Cost
estimates developed to ensure the least cost alternative selection do not include total life
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cycle costs or cost-benefit analysis. During the startup phase, process flow maps and
final hazards analyses determine final detailed barriers and controls needed. Safety
analysts review and approve the final PHA in preparation for operations. True economic
analysis, per the introductory definition, requires calculation of total life cycle costs and
benefits in equivalent monetary units and selection of alternatives based on the highest
benefit for the lowest cost. The difficulty of performing detailed cost analysis for
alternatives makes many managers hesitant to undertake the work, preferring purely
qualitative determinations based on initial cost. This research hinges on the belief that
risk reduction for prevention of events, incidents and accidents forces the use of the
most overall cost effective barriers and controls for each step of a specific hazardous
operation.

Unfortunately, safety control drivers often result in development and

implementation of extensive and sometimes exorbitantly expensive controls and
multiple layers of redundant controls, all paid for by taxpayers.
All United States industries and companies dealing with hazardous and
explosive materials must comply with the laws and regulations of one if the following
regulatory agencies: the U.S. Environmental Protection Agency (EPA), the U.S.
Occupational Safety and Health Administration (OSHA), the U.S. Department of
Transportation (DOT), or the U.S. Nuclear Regulatory Commission (NRC). Each of
these regulatory agencies has its own definition of "hazardous material." Co-located
materials regulated by these agencies, engineers and analysts must follow their own
individual hazardous material regulations, and in the case of conflicts or interplay
between the hazardous materials, the most stringent requirement would apply.
OSHA's definition includes substances or chemicals that pose a "health hazard"
or "physical hazard," including carcinogens, toxics, irritants, corrosives and sensitizers,
hematopoietic-, lung-, skin-, eye-, or mucous membrane-damaging agents,
combustible/explosive/flammable

agents,

oxidizers,

pyrophorics,

unstable-

reactive/water-reactive, and chemicals which may produce or release dangerous dusts,
gases, fumes, vapors, mists or smoke per 29 Code of Federal Regulations 1910.1200.
The EPA begins with the OSHA definition, and then adds any item or chemical that can
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cause harm to people, plants, or animals when spilled, leaked, pumped, poured, emitted,
emptied, discharged, injected, escaped, leached, dumped or disposed of into the
environment.
The Nuclear Regulatory Commission (NRC) regulates the design, construction
and operation of nuclear power reactors. Regulations have increased over the years due
to the Three Mile Island, Chernobyl and Fukashima accidents. The NRC maintains the
Power Reactor Information System database, which contains the body of knowledge for
the nuclear reactor community.

However, due to the complexity of the technology,

accidents continue and catastrophic accidents happen occasionally. The industry strives
to improve in all aspects of the technology. Ahn did a deep dive into safety analysis for
Severe Accident Management systems required for nuclear operations. Databases
frequently capture the causes and results of the most severe accidents, like the Loss of
Coolant Accident (LOCA) or the obverse condition called “going solid” and use them
like lessons learned for future serious accidents. (Ahn et.al., 2009) Papathanassiou and
others used computer simulations to determine the impact to an urban area of a
dispersion of radiological substances by an energetic source, and nuclear regulations
require many researchers to investigate accident scenarios for nuclear reactors. (Brunett
et. al., 2014) (Chang et. al., 2007) (Harper et. al., 2007) (Long et. al., 2001) (Regens et.
al., 2007) Unfortunately, none of these accident experts performed cost or economic
analysis along with their accident analysis to determine the real costs of these
catastrophic scenarios.
In another article by Brereton about normal or non-accident operations carried
on in a nuclear reactor plant environment, an economic analysis performed for three
possible designs for nuclear fusion fuel cycles in 1988 compared safety and economic
factors of the alternative cycles. (Brereton et. al., 1988). The Deuterium-Tritium cycle,
the Deuterium-Deuterium cycle and the Deuterium-Helium3 cycle drove the analysis.
The ultimate comparative ranking of the three alternatives prevailed with calculation of
the total cost of the electricity produced by each of the three fuel cycles. The cost of
initial financing of the facility, the cost of construction period interest, the initial cost of
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shielding materials and other initial costs, the cost of worker exposures, the costs of
decommissioning and waste disposal, and the raw materials costs for each alternative
comprised the total costs. However, the continuously escalating nature of those costs
remained uncaptured. The analysis did not include escalation of any of the costs over
the years of life of any of the three nuclear fusion plants, nor did it include escalation of
any of the plants’ yearly nuclear waste disposal costs or final decommissioning costs at
the end of plant life.
Potential tritium releases and expected worker exposure rates factored into the
calculations for determination of the economic impact of a catastrophic accident for
each design, but again these unrealistic costs lacked continuous escalation, erroneously
analyzed at constant 1986 dollars. Analysis of the Loss of Coolant Accident for each
of the alternative fuel cycles only included the determination of the number of Curies
of radioactive material lost to the environment. The analysis of total costs of these
maximum credible event scenarios never materialized. Brereton never presented any
sensitivity analysis for the variables utilized in the study, nor the algorithms, so
consideration of risk, variability or uncertainty could not be confirmed. Likewise,
benefit-to-cost, net present value or sensitivity analysis could not be confirmed.
(Brereton et. al., 1988).
A related and very relevant paper by Ristroph exposed a very large weakness in
most engineering economics courses. He contended that estimates of cash flows for
projects historically have error rates of 10% to 25%, a very risky thing for large,
expensive projects and for the designers that design them. His illustration of the
importance of simulations and sensitivity analysis emphasizes the importance of its use.
(Ristroph, 1999) The topic of research by Williams et.al, combining risk and benefitcost analysis, contradicted the widely held belief that risk assessment and risk
management should be independent and not integrated. Risk management, not risk
assessment, performed benefit-cost analysis at that time. Cost analysts should use
probabilistic instead of deterministic analysis of information. Furthermore, they stated
that the lack of validation of independence of the analysts could lead to potential
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overstatement of benefit and/or understatement of costs, thus supporting bad decisions
and bad policy. (Williams et. al., 2004)

Whitman presented similar studies of and

recommendations for integrated risk-based economic analysis and selection of
alternatives some years later. (Whitman et. al., 2012)
The federal Office of Management and Budget (OMB) requires the decisions of
federal organizations to be based on a positive benefit-to-cost ratio (a.k.a. savings-toinvestment ratio). The OMB requires the use of Net Present Value and Discounted Cash
Flow analysis for decisions. However, a central issue, the definition of the discount
rate, plagues investment decisions in the Government arena. Two major schools of
thought posit what the correct rate should be. One believes the Government discount
rate used for NPV/DCF analysis should be the rate of return of the best Government
project not funded each year. (Quirk, 1991) The other proposes a marginal cost of
funds approach and proposes that the discount rate used for Government project
NPV/DCF analysis should be different for costs and benefits depending on whether
direct or indirect costs and benefits. It also contends that costs should be analyzed at a
gross rate and benefits at a net rate. (Liu, 2003) Since economists cannot agree on the
correct discount rate, this research will include some sensitivity analysis on varying the
rate to see the effects on costs and the selection of alternatives.
One school of thought holds the opinion that the merger or integration of risk
assessments with cost and benefit analysis would be best for facilitating communication
of the big picture and thus better decision making. (Williams et. al., 2004) Another
recent project report presented a methodology for risk-based maintenance and
reinvestment decision analyses with some good ideas.

However, it focused on

maintenance, not hazardous operations. (Catrinu et. al., 2010) A newer plan for an
improved methodology for determining the most cost effective optimum suite of
barriers and controls using a Systems Dynamic Model and an Economic Analysis Model
appeared in a previous paper presenting initial research by a group of Texas Tech
researchers. (Bromley et.al. 2011) That research project serves as the preliminary basis
for the present research.
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The research presented in this paper springs from a research project that started
in the year 2011. (Beruvides, et. al., 2013)

Researchers questioned how High

Reliability Organization (HRO) theory could actually be utilized or applied at a facility
with highly hazardous operations, the ABC Plant (actual name withheld), to optimize
the suite of safety barriers and controls and their economic efficiency. The ABC Plant
performs development, formulation, manufacturing and testing of high explosives (HE),
a mission that requires high reliability operations. The Nuclear Production Office
(NPO) of the National Nuclear Security Administration (NNSA) manages the mission
executed at the plant by the Maintenance and Operating Contractor.
Integrating systems dynamic and economic analysis modeling techniques
proved to be helpful to management decision-making for operational safety barriers and
controls in a previous research project. The research team successfully demonstrated a
set of optimal barriers and controls for every order of magnitude of risk reduction.
(Beruvides et. al., 2013) A follow-on grant in 2014 continued the initial research and
the belief that the integration of systems dynamic modeling with economic analysis
modeling strengthens the research. The team found that the most cost effective and
efficient suite of barriers and controls for highly hazardous operations can be
determined. (Beruvides et. al., 2014)
Cost drivers surface in the systems engineering methodology and should be fully
understood. These functions and design or performance requirements drive up the costs
of a structure, system, component or equipment (SSCE). They can be government
agency or industry codes and standards, quality characteristics, user or owner
requirements, physical or engineering parameters, or other functions and requirements.
(Shermon, 2009) The systems engineering approach, which develops the functions and
requirements of the operation and systems, best defines the scope and description of the
operation, processes and associated systems. Then the functions and requirements
definitions lead to the identification of cost drivers and ultimately the total life cycle
costs associated with the operation and systems. (USDOD, 2001)
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The importance of the development of a working economic analysis model for
highly hazardous operations can be illustrated by the inherent philosophical quandary
of the United States nuclear and non-nuclear weapons complex. The Code of Federal
Regulations Part 10 Chapter 835 (10CFR835) regulates organizations dealing with
radiation hazards to ensure protection of the personnel, the public and the environment
from these highly hazardous operations. The code sets a limit to the amount of radiation
that workers, the public and the environment may be exposed to by the normal execution
of these highly hazardous operations. Nevertheless, management personnel responsible
for these operations, in order to show good faith and excellence in safety, set the written
limits for exposure much less than the federal allowable limits. Then, management goes
another step further and establishes a policy called As Low As Reasonably Achievable
(ALARA), which translates into a working practice that tries to keep the exposures as
close to zero as possible. These limits drive standards magnitudes below regulatory
limits of the code or any federal agency.
The literature indicates a lack in the requirement for application of economic
analysis methodology for highly hazardous operations for determining the most cost
effective suite of barriers and controls. Furthermore, the literature indicates a lack of
specific uses of economic analysis methodology and tools for estimation of costs of
barriers and controls for highly hazardous operations and the cost of events, incidents
and catastrophic accidents that occur when they fail.
Finally, Reniers and Brijs began developing a tool called CESMA (Cost
Efficient Safety for Major Accidents in 2013 and published some of the details of the
tool in 2014, (Reniers et. al., 2014). Reniers’ methodology is somewhat similar to this
research project, but it is very different in many fundamental ways. The research and
methodology presented in this paper was initiated in the year 2011 (Bromley, et. al.,
2011) and presented to the annual ASEM conference that year, which pre-dates Reniers’
work. The research and methodology was then presented in its near-complete form in
2012 (McElwain et. al., 2012), 2013 (Beruvides et. al., 2013), and 2014 (Beruvides et.
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al., 2014). The Reniers publication explained his model and tools at a very high level,
and they do have some similar characteristics to the present research model:





Both models agree the benefit of disaster prevention outweighs the prevention
costs by many orders of magnitude.
Both models use Excel for their frameworks and calculations.
Both models have a guidelines and instruction worksheet up front.
Both models have a data input and summary report worksheet.
However, the differences between the Reniers model and tools and the Bromley

model and tools presented by this research are extensive:












Reniers focused on and constructed their model and tools to address major
accidents (disasters); Bromley focused first on minor events, incidents and noncatastrophic accidents, then was expanded to encompass the most likely feasible
catastrophic event, presenting the tools and techniques for doing that in detail,
with very good results.
Reniers gave no attention to use of lessons learned and corrective actions
addressing weak signals; fully 75% of the Bromley model and tools was
developed and programmed to address the weaker signals first as a way of
avoiding the devasting signals of a disaster.
Reniers presented very little verification or validation evidence in their paper;
Bromley’s model and tools has been championed by the management of the case
study organization and received with enthusiasm as an excellent way to make
“deep dives” into hazardous operations in search of cost effective barriers and
controls.
Reniers gave no successful case study application, and only hinted at the model’s
application to a major oil company operation with mixed reception; Bromley has
applied his model and tools to perform a thorough detailed economic analysis of
an actual highly hazardous operation whose primary hazard is extremely
powerful high explosives, including presenting ranking analysis for the most to
least cost effective barriers and controls to the management of the plant.
Reniers made no mention of any sensitivity analysis performed or planned for
the model or tools; Bromley performed extensive high/low/most likely
sensitivity analysis for all 32 variables in the current model, none of which
caused the final decision outcome to change, indicating the model is extremely
robust.
Reniers’ model did not give any detail on how cost estimates for the barriers and
controls nor the catastrophic accidents are developed; Bromley’s model presents
step- by-step cost estimate development based on GAO principles and
professional USDOE cost estimator input.
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Reniers’ model admitted it ignored inflation in determining life cycle costs of
barriers and controls; Bromley’s model used a variable escalation rate to project
increasing costs of maintenance and program termination costs, then calculated
the present value like it was an escalating annuity, finally amortizing all Present
Values of all cash flows to gain a more accurate depiction of real costs for
barriers and controls over the life of the project.
Reniers’ model emphasized putting barriers and controls in place that do not
exceed the organization’s budget for these safety measures; Bromley’s model
disregards budget as a driving factor because it is wrong (anti-cost effective) for
an organization to first set a budget and then analyze potential barrier and control
cost effectiveness. If an organization cannot afford the most cost effective set
of safety barriers and controls for a hazardous operation, it should not be
performing that operation.
Reniers’ model calculated NPV of recurring costs (what they called “inspection
costs”) based on the life of a facility; Bromley’s model calculates NPV of
“enduring costs” based on the life of the hazardous operation, which more
accurately reflects reality.
Reniers’ model focuses on the share value change for publicly-traded
corporations that experience a disastrous accident; Bromley’s model focuses on
the dynamics of a Government funded operation run by a Management and
Operations contractor.
Reniers’ model calculates the risk as consequences multiplied by an estimated
hypothetical probability of a major accident; Bromley’s model uses the actual
historical frequency of major accidents involving inadvertent detonation
multiplied by accident scenario costs based on actual historical events at the site.
Reniers’ model disregards final termination costs of the hazardous operation
entirely; Bromley’s model fully analyzes program termination costs (all six of
them) and then averages the initial termination costs and the end-of-life
termination costs over the program life.
Reniers’ model uses a “disproportion factor” to modify the NPV of the
catastrophic accident but the paper does not define the factor nor explain how it
is used; Bromley’s model explains and defines every term and every tool and
illustrates in the case study exactly how it is used.
Reniers’ paper discusssed development of a user manual and procedure guide;
Bromley’s paper and model together explain the complete methodology and
tools well enough to be easily converted into a manual.
This research project intends to develop a methodology to determine the cost

effectiveness of barriers and controls intended to prevent events, incidents and noncatastrophic accidents, and this provides the hypothesis for Phase 1 of the project. The
annualized cost of each barrier and control, compared with the annualized cost of each
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event, incident and pre-catastrophic accident scenario, provided the answer. The null
hypotheses stated that the Equivalent Uniform Annual Costs (EUAC) of the barriers and
controls exceeds the Equivalent Uniform Annual Costs (EUAC) of the catastrophic
event, incident and accident scenarios. If the null hypothesis turns out to be true for any
of the barriers and controls for the scenarios, then that barrier or control would not be
cost effective. A false null hypothesis would mean the barrier or control would be cost
effective.

Methodological Considerations
Highly hazardous operations such as those involving high explosives processing
would benefit from a methodology for integrating the design of process safety barriers
and controls with engineering economics for cost effectiveness.

This research

integrated process flow diagramming developed with input and interviews with
engineers and line technicians with causal loops developed by previous research with
cost estimating, risk analysis and discounted cash flow analysis techniques to determine
which barriers and controls add to cost effectiveness and which don’t. The study
focused on a 20-year life cycle for estimating economic costs of barriers and controls as
well as event, incident and accident scenarios. Using the data from the previous causal
loop feedback analysis provides a dynamic, rather than static, risk model more like an
actual operating environment. See Figure 3.1 and Table 3.1 below. This methodology
enables management and decision makers to reduce operational risk to the lowest
possible level by choosing barriers and controls that provide maximum risk reduction
at minimum cost, which results in the most cost effective suite of barriers and controls.
For this research project, the systems analysis framework and methodology, as
recommended by Canada et. al. (2005) and presented in the literature section drove the
analysis. See Appendix C.
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Figure 3.1 Typical Causal Loop Diagram for External-Internal Fire Scenario

Table 3.1 Costs Associated with External-Internal Fire Scenario
Costs Associated with External to Internal Fire Scenario
Fire Break
FireBreak Maintenance
Fire Suppression System
Procedures
Worker Training & Qualification
Event Evaluation
Plateau Event
Pinnacle Event
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$103,105
$27,211
$65,440
$772,295
$651,942
$112,981
$12,358,832
$1,195,629,991
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The problem statement above outlines the challenge for this research. The
literature review indicates that a comprehensive model for the determination and
ranking of the most to least cost effective barriers and controls for a highly hazardous
operation, using the Time Value of Money (Discounted Cash Flow Analysis) as an
equalizing basis, does not exist. The management of highly hazardous operations and
the oversight agencies that review and regulate them have a problem, because barriers
and controls cost a lot. Money spent on less effective barriers and controls
counterproductive and wasteful, making the identification of the most cost effective
barriers and controls very important.

Costs of Barriers and Controls: In planning for a new hazardous operation or
reviewing an existing hazardous operation, research must begin with a review of similar
hazardous operations, barriers and controls, costs, failures and accidents. For an
existing hazardous operation, the research would likely look for data developed in the
previous planning, engineering, analysis, barriers and controls, failures and accidents
associated with that operation. This research will begin with a review of the hazards
analysis already performed for the subject operation, and will draw data from previous
research undertaken by the ABC Plant in 2012 and 2013 in collaboration with Texas
Tech University. The 2012-13 research used a high-level programmatic review of
barriers and controls in a specific highly hazardous operation, and calculated the risk
reduction they provided versus their total life cycle costs. It also calculated the total life
cycle cost of programmatic barriers and controls and the total estimated costs of the
“Pinnacle Event” should the barriers and controls fail. The exorbitant life cycle costs
associated with multiple layers of barriers and controls proved probabilistically nonvalue-added. (Beruvides et. al., 2013)
For economic analysis purposes, the analyst must determine or be given the
duration of the life of the project or program, since almost all hazardous operations
require facilities and equipment to be designed, constructed and provided. These
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facilities and equipment have costs, and benefit-to-cost analysis of alternatives for these
items requires time value of money analysis, which requires a duration in years to
accomplish. In order to probabilistically estimate the costs of events, incidents, Plateau
Events and Pinnacle Events, significant amounts of data had to be pulled from several
databases of the ABC Plant to find out the annual probabilities, or frequencies, of the
four categories, or levels, of events.
Databases which record events that occur in a specific High Reliability
Organization provide the data to calculate annual probabilities of the four unfavorable
event types. The previous argument for intensive investigations highlights the fact that
good records of every event, incident and accident must be kept. Future improvement
and lessons learned struggle when the required data cannot be found.

This project

collected company and plant specific data, carefully extracted from plant event
databases considering the organization’s approved definitions of event, incident,
accident, Plateau Event and Pinnacle Event. Data found for each of the types of
unfavorable events provided the calculations of frequency distributions over a certain
number of years.

Cost of Event, Incident and Accident Scenarios: This research categorized
adverse or unfavorable events into four levels based on the seriousness of damage the
event causes to people, property, the organization or the environment:





Level 4:
Level 3:
Level 2:
Level 1:

An event
An incident
A Plateau Event
A Pinnacle Event

More recent related research currently under way by Texas Tech University and
USDOE ABC Plant, but not yet published, will provide data at the process flow diagram
level in order to analyze the lower level barriers and controls and their costs and risk
reduction. (Beruvides et. al., 2014) Additional tools developed by the project provided
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an integrated model for a hazardous process or operation using a methodology and a
graded approach starting at the analysis of the hazard and culminating at the optimal set
of barriers and controls for that operation or process. This paper presents the cost
estimating tools developed for this research project and the case study for their use. The
research included a study of the primary cost drivers, such as industry standards and
government agency required methods of estimating the total life cycle costs of barriers
and controls and the methods of determining and estimating the potential costs of barrier
and control failures leading to an event, an incident, a Plateau Event or a Pinnacle Event.
Cost estimates based on USDOE and industry standard cost engineering
principles and practices provided construction cost estimates utilizing the most
comprehensive set of cost data publications of industry standard costs in the United
States; RS Means. (RSMeans, 2010, 2011, 2011, 2012). The cost estimates used for
this research project begin with a point estimate developed based on a few principles.
First, the General Accounting Office publishes a document called “The 12 Steps of a
High Quality Cost Estimate,” (USGAO, 2009). This guide presents recommendations
for a methodology that includes development of a Work Breakdown Structure (WBS),
data acquisition, development of a point estimate, validation of the point estimate,
sensitivity and uncertainty analysis of the estimate, estimate documentation, and
estimate review and approval. This methodology was used extensively in the research
as presented in the Introduction worksheet of the Excel workbook. Brainstorming
checklists and a review of applicable industry standards completed the cost estimate
instructions. The result of the Sensitivity Analysis for the Chapter 3 cost estimates is
presented in the section Uncertainty and Sensitivity Analysis for the Economic Model
below.
Costs of unfavorable events and accidents result from studying Level 1 through
Level 4 events at the ABC Plant site and at other Level 1 through Level 4 events at other
industrial plants, such as nuclear reactor and petroleum operations. Categorization of
past unfavorable events hinged on information captured in systems and documents.
Calculation of the annual probability of the four categories ensued. A scenario analysis
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methodology for the non-HEVR event assisted with the determination of what really
transpires in our current regulatory environment when something bad happens.
Breaking down the scenarios enabled detailed cost estimates to be developed to reflect
those realities.

Data Organization and Calculations Management Tool: Net Present Value
(Discounted Cash Flow) analysis guided the calculation of Equivalent Uniform Annual
Costs. The development and calculations for the economic analysis model reside in an
Excel workbook.

The introductory page of the workbook includes helpful tips,

procedures, cost estimating guidelines, and checklists of things to look for, with
explanations and documentation in the model for proper usage, so that others can
understand exactly how to use them. The research included a study and documentation
of the major cost drivers for the barriers and controls and event and accident scenarios.
The summary page of the spreadsheet included some instructions on the objectives of
the model and data cells, as well as the input cells for the numerous variables required
for the analysis. The remainder of the pages in the workbook calculate the estimated
costs and life cycle cost analyses for each of the barriers and controls and the estimated
costs of an event, an incident, the Plateau Event and the Pinnacle Event.
Each of the workbook pages that calculate the costs of barriers and controls,
events and accidents roll up to the summary page discussed above so the final results of
the calculations can be compared, analyzed, and summarized, and conclusions can be
presented in the results section of the spreadsheet and the paper. Discounted Cash Flow
Analysis calculations based on the Equivalent Uniform Annual Cost method led the way
in comparing alternatives when receipts cannot be found. Other backup data and
calculations followed in the final pages of the spreadsheet model, with explanations in
the results section of the paper.
Tools and calculations included in the Excel-based Economic Analysis Model
Workbook completely and accurately estimate and document the costs of existing or
new barriers and controls, as well as the costs of events, incidents and accidents. See
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Appendix D for workbook illustration and Appendix E for variables used in the
workbook.
Developing a methodology for thorough and proper economic analysis for a
highly hazardous operation performed by a High Reliability Organization became the
challenge at hand.

Many steps and considerations enabled development of the

methodology. The initial steps fall outside the scope of this research project. (See
Beruvides et. al., 2014)

The general description of the specific hazardous operation

included the potential for unfavorable events, incidents and accidents. Analysis of each
existing barrier and control that prevents these unfavorable events determined their true
life cycle cost. Other potential barriers and controls not currently in place required
alternatives analysis to determine their true life cycle cost to compare with existing
barriers and controls. Finally, an assumption that the barriers and controls failed and
the unfavorable events, incidents and accidents occurred completed the analysis.
Analysis of the costs due to these failures and the unfavorable consequences using
accident scenarios based on historical data and eyewitness accounts of actual similar
past events enabled a determination of their true life cycle cost. Finally, a comparison
of the true life cycle costs of the barriers and controls to the true life cycle costs of the
events, incidents and accidents determine the most valuable barriers and controls in
terms of economic efficiency.
The generation of the description of the operations through research into
everything known about the operations comprises the first step in analysis of highly
hazardous operations. The use of a tool called a Process Flow Diagram (PFD) enables
analysts to illustrate the process steps graphically, followed by verbal descriptions of
each step. Then the analyst can better understand the steps and brainstorm what could
go wrong at each step. For truly hazardous operations, the need for a team of experts
(scientists, engineers, Subject Matter Experts) should be abundantly obvious. After the
scope and description of the operation and associated systems have been determined,
reviewed and approved, the analyst can proceed with the rest of the formal analysis of
the operation, sometimes call Process Hazards Analysis (PrHA), Failure Modes and
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Effects Analysis (FMEA), Event Tree Analysis (ETA), or Causal Factors Analysis
(CFA). Whatever the name, this includes pinpointing the exact nature of the hazard(s)
at each step of the operation that make the operation potentially hazardous. Determining
the exact nature of each hazard at each step in the process requires a focus on the basic
forms of energy, or the capacity for doing work, because of the ability of a body
possessing energy to do good work, for the good of humanity, or bad work, resulting in
harm to humans, facilities, assets, and the environment. [Encyclopedia Britannica] See
Table 3.2.

Table 3.2. Basic Energy Forms
Basic Energy Forms Description of Energy
Potential Energy
Stored energy present in a system due to the position of its
parts
Kinetic Energy
Energy present in a system due to the motion of its objects or
particles
Thermal Energy
Energy present in a system due to its temperature
Electrical Energy
Energy present in a system due to electric charges at rest or in
motion
Chemical Energy
Energy released or absorbed during transformations of
elements and compounds
Nuclear Energy
Energy present in a system due to the configuration of
subatomic particles in an atom [Encyclopedia Britannica]

Understanding that the basic energy forms can transform into other energy forms
at any step in the operation, at any state of a process, or upon exertion on the system of
any external energy source helps the analyst plan for these events. (Encyclopedia
Britannica) The transformation may be planned and useful to the process, or unplanned
and deleterious to the process, resulting in unfavorable events, incidents or accidents.
The result of uncontrolled releases of these energy forms can result in horrible chemical,
impact or falling type exposures to humans, facilities, assets and the environment.
In our particular case study, the operation involves assembly of high explosives
(HE) components in a facility designed and built several decades ago. HE can undergo
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a High Explosive Violent Reaction (explosion), which would certainly result in the
destruction of the facility housing the operation. Details of the HE would be available
to any plant analyst working on the hazard analysis with a need to know. The HE may
be in storage, at rest, or undergoing specific operations including transportation to and
from the facility at any time. The operation takes place at the USDOE ABC Plant. Eight
miles East of the plant lies a small community, and larger communities may be found
within 40-50 miles in any direction. The USDOE Explosives Safety Manual, 10CFR851
Worker Safety and Health Program (U.S. Government, 2006), 29CFR1910
Occupational Safety and Health Act and Process Safety Management of Highly
Hazardous Chemicals (U.S. Government, 2013) comprise the primary regulatory
standards applicable to this operation.
The Prime Contract between the USDOE and the Management and Operations
Contractor, ABC, references many mandatory requirements appearing in Plant
Operating Standards and Work Instructions.

These high-level documents contain

regulations that require compliance with standard state and federal laws, industry
standards, codes, guidelines and criteria. Performing the operation in a blast designed
facility, following procedures for handling and processing HE, and compliance with
lightning and static protection requirements of codes and plant standards comprise some
of the specific requirements. In addition, the Environmental Protection Agency rules
and regulations control any hazardous wastes generated by the operation.
The systems engineering approach, considered to be the best way to develop the
functions and requirements (F&Rs) of the operation and systems, starts with analysts
questioning each step of the operation to determine the real reason for the step (its
function).

The determination of regulatory, contractual and industry standard

requirements for that function to prevent unfavorable events, incidents and accidents
follows. Every function and its associated requirements, barriers and controls have
associated costs. Thus, the Systems Engineering F&R process assists with the develop
cost drivers and ultimately the total life cycle costs associated with the operation and
associated systems. (USDOD, 2001)
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The analysis focused first on initiating events, such as a step in the process or
Natural Phenomena Hazards (NPH), like a tornado that can initiate an accident chain.
Analysis of conditions that enable the progression or continuation of the accident chain,
like facility, tool, and equipment conditions, process design or materials, or nuclear
explosive configuration follow.

Analysis of unauthorized acts that erroneously

introduce unauthorized energy to the process complete the investigation.
Every highly hazardous operation should be accompanied by a document that
clearly describes the process, hazards, threats, potential accidents and consequences of
the events, incidents and accidents it analyzes.

An official document captures the

current barriers and controls in place for a specific highly hazardous operation.
Configuration of the design safety basis includes the barriers and controls for the subject
highly hazardous operation and associated documentation.
The model made extensive use of parametric methods, thought by experts to be
the most effective way to develop cost estimates. (Shermon, 2009) Three distinct
estimates played into the TALCC of each of the barriers and controls. The first estimate
captured the initial costs of each barrier or control. The second captured the annual
maintenance costs to ensure the barrier or control maintains its required capability. The
third captured the termination of the project, program or process at the end of its life,
called 6D costs for convenience. These costs for the non-HEVR event appear in Table
3.3 below.
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Table 3.3 Facility and Demolition Costs
Costs by Phase
Conceptual Design
Preliminary and final design of facilities, equipment, procedures and training
Process Safety Analysis, review and approvals
Readiness and Startup costs, to ensure readiness of each barrier and control for
operations
Annual Maintenance
Updating existing and/or incorporating new standards, procedures, components,
methods, frequency of maintenance
Consideration of adding or deleting barriers and controls based on discovery or
technology advancement Incorporation of best available technology into operations
as it develops
Consideration of adding or deleting barriers and controls based on discovery or
technology advancement
Retirement (6D Costs)
De-activation costs: costs to plan and move operations, documentation and
reporting costs, project and line management
Decommissioning costs: costs to officially mothball facilities and equipment,
relocate personnel to new jobs, prepare facilities and equipment for storage, project
and line management
Design costs for decontamination and demolition: costs of consultants and
decontamination experts, engineers and designers, contaminant characterization
costs, bidding and award of contracts, project and line management
Decontamination costs: Chemical, abrasive, and destructive decontamination,
clearance testing, disposal and documentation costs, project and line management
Demolition costs: Equipment removal, piping and conduit removal, disassembly of
framework, wrecking ball work, and separation of waste stream into waste
receptacles, project and line management
Disposal costs: Collection, marking, shipping manifest preparation, transportation,
hazardous landfill fees, project and line management
Cost estimating methods used to determine the cost of facility, process and
maintenance and termination costs include those driven by facility and process
requirements driven by USDOE Orders, standards and guidelines, industry codes and
standards, Plant Standards and operating Procedures, and special requirements of
Subject Matter Experts in the hazard field. Discounted Cash Flow analysis summed up
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and compared, on an equivalent basis, the costs of barriers and controls, using an
estimate of 20 years for the life of the subject hazardous operation. The initial costs
have present value form, but annual maintenance, which escalates over time, must be
converted to present value using the following formula for a geometric series:
P = A x (1 – (P|F, i%, N)(F|P, j%, N)) Table Factor for Present Value of escalating
annuity (1)
or
P = A x (1 – (1 + i)^-N) x (1 + j)^N) / (1 + j)

(2)

Where:
P = Present or Initial costs
A = yearly amount of the annuity
F = Future Value
“i” = the interest rate
“j” = the escalation rate
N = number of years included in the study
In addition, the termination (6D) costs, which escalate over time, converted to present
value using the following formula:

P = Fesc (P|F, i%, N) Table Factor for Present Value of annuity
or

P = Fesc x (1 / 1+i) ^N
(4)
and
Fesc = F x (1 + j) ^N
(5)
Where:
P = Present or Initial costs
F = Future Value
Fesc = Escalated Future Value
“i” = the interest rate
“j” = the escalation rate
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N = number of years included in the study
After all costs converted to the present value, the following formula amortized
the total cash flow over the life of the project or program:

A = P x (A|P, i%, N) Table Factor for a normal Annuity given Present Value

(6)

or
A = P x (i x (1 + i)^N) / ((i^N) – 1)

(7)

Where:
A = yearly amount of the annuity
P = Present or Initial costs
“i” = the interest rate
N = number of years included in the study
The annuity amount, also known as the Equivalent Uniform Annual Cost, provides the
basis for comparisons of costs for barriers, controls and adverse events.
Alternatives discovered or recommended by various stakeholders or Subject
Matter Experts will always surface, advanced by a customer or a regulatory entity for
consideration. Some of the recommendations for new barriers and controls may be
specific to one hazardous operation, while some may be presented as a recommendation
or directive for some or all hazardous operations being performed. Sometimes a new
DOE Order, a change in a code, or a change to the prime contract makes a change to
barriers or controls necessary. Several alternatives considered for our specific case
study for the existing barriers and controls in place for protection of the facility or the
operation. The alternatives and a discussion of the circumstances surrounding their
recommendations follows.
Comparatively light concrete walls (thin wall) and ample “frangible”
construction for roofs and blowout walls describe the older generation bay type facilities
for HE operations. Instantaneous venting of the roof and blowout walls in a HEVR
results in a shock wave and quasi-static pressure build-up, thus directing the blasé
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effects out and away from inhabited areas to minimize personnel and property damage.
Intense study of HE explosions enabled blast design to mature, followed by newer
generation facility design to include thicker walls and smaller vents, and perhaps a roof
blowout panel or some controlled release blast walls. The thicker walls and controlled
venting enabled the individual bays of a facility to suffer an explosion and not affect the
integrity of the bays on either side, thus protecting the facility from a “total loss”
accident scenario. Analysis of both of these alternatives added to this research project.
Older generation facilities for HE operations designed with NFPA-13 High
Hazard wet pipe sprinkler systems enjoyed many years of effective use due to their low
failure rate and ability to provide cooling water in large quantities to combustibles on
fire in a HE bay. Extinguishing the combustibles quickly reduced the probability that
the fire would be able to insult the HE and cause a HEVR. In addition, early high hazard
wet pipe sprinkler systems triggered by sprinkler heads incorporated fusible links that
melted when the ambient temperature reached a pre-set temperature, thus opening the
sprinkler head to douse the combustibles below, preventing the fire from reaching the
HE.
As improvements in sprinkler technology and empirical evidence came along, a
new design developed believed to be superior to the earlier generation. The new design
had a quick action alarm valve that quickly filled the pipes of the sprinkler system,
flowing freely through open “deluge” sprinkler heads. Ultraviolet or Infrared detectors
assisted by heat activated detectors triggered a literal deluge of water capable of filling
the bay rapidly. The more rapidly a fire is extinguished, the less chance it has to insult
the HE. Adoption of this design meant that all new HE facilities would be equipped
with deluge systems unless special circumstances prevent.
Older generation facilities had a standard lightning protection system on their
roof. The system consisted of large copper cables running across the roof attached to
an array of lightning protection air terminals (lightning rods). This design protected
many HE operations for many years with no failures. Newer facility designs always
consider a “mast type” lightning protection system for two reasons: 1) “Mast type”
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lightning protections systems, believed to be more efficient in stopping the impingement
of a lightning strike on the facility or appurtenances to the facility, prevent the stray
electrical energy from travelling through the walls and utility systems to the point where
HE could be insulted. 2) “Mast type” lightning protection systems, believed to be
simpler than standard air terminal systems, would tend to be less expensive. This
proposed change has been adopted and ingrained in plant safety basis philosophy, so all
new HE facilities come equipped with this type system. This research project analyzed
both alternatives.
For any generic model barrier or control for a highly hazardous operation,
estimating failure consequences requires the assumption to be made that the barrier or
control fails, resulting in an event, an incident, or an accident. Analysis of each of these
failures revealed associated probabilities and costs. This required developing failure
scenarios for the event, incident and accident to set the stage for calculation of the
ensuing costs. These scenarios focused on what has happened at the plant or at similar
plants elsewhere.
For this specific case study, the project assumed each of the barriers would fail,
resulting in an event, incident, or accident. Estimates of the costs of the failure scenarios
focused on the normal progression of the investigations and corrective actions that
follow, and their costs. The three failure events incorporated the same methodology.
The unfavorable event would be reported to management and the personnel in charge
of the event, who would categorize it based on the details of the event, using pre-defined
categories.
The analyst developed a separate scenario for events, incidents and accidents in
order to calculate and estimate their Total Amortized Life Cycle Costs. Each different
scenario and its severity moves from very minor (an event) to serious (an incident) to
major (an accident). All cost estimates included internal and external manpower costs,
costs of injuries and fatalities, and the costs of facilities and equipment damage. The
total costs then converted to Equivalent Uniform Annual Cost using the following
formula:
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EUAC = AVG (P + Pesc)

(8)

Where:
EUAC = Equivalent Uniform Annual Cost of the event, incident or accident
P = Total present value of costs in the first year of operation
Pesc = Last year of program costs including lifetime escalation
AVG = average
Then the average annual probability of these unfavorable events, multiplied by
the EUAC of these failures, resulting in a dollar value to the risk of the barrier/control
failures, as follows:

R=PxC

(9)

Where:
R = Risk Cost
P = Probability of the event, incident or accident
C = Consequences in terms of Cost of the event, incident or accident.
Calculation of the Probability of the event, incident or accident required collection of
data from the plant’s historical records, such as the number of events over some
period, and then averaging them to get the average yearly rate of each.
All data, guidelines, instructions, formulas and actual calculations for the
economic analysis model reside in a Microsoft Excel workbook. Any hazardous
operation could be included in the model. Multiple separate worksheets for the various
types of calculations populated the Excel workbook. The introductory worksheets
included instructions on how to approach the model and instructions on how to perform
a systematic analysis so others can perform the analysis. Other worksheets included
and used by the modeler captured data, perform cost estimates, input variables, perform
calculations, determine life cycle costs, and preserve the results of the calculations. The
results of the calculations in the worksheets carried forward to the summary page, where
all results and comparisons reside. The analyst used these summaries and results to
make reports and recommendations for the best use of resources for barriers and controls
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for a hazardous operation.

A case study of an actual highly hazardous operation

generated an actual economic analysis with barrier and controls cost analysis and
accident scenario analysis. The results of the economic analysis, cost estimating and
accident scenario analysis model for the case study will be presented in the results
section of this paper.
To calculate the Total Amortized Life Cycle Cost (TALCC) of the
administrative controls, the annual maintenance costs converted to present value and
then added to the initial costs, already in present value form. Taking into account that
all costs escalate in the long run, the formula for the present value of the escalating
annual maintenance cost considered the escalation gradient using the following formula:

P = Aj x N(P|A,j%,i%,N) Table Factor for Present Value of an Escalating Annuity
(10)
or
P = Aj * ((1 – (1 + i)^-N(1 + j) ^ N) )/( i% - j%)

(11)

Where:
P = Present Value
Aj = Escalating Annual Costs of maintaining the controls
j = Escalation Rate in percent per year
i = Interest Rate or Discount Rate, and
N = Number of Years of life of the program or process.
To arrive at the Total Amortized Life Cycle Cost of engineered barriers and
controls, the escalating annual maintenance costs converted to present value and added
to the initial costs, already in present value form. Taking into account that all costs
escalate in the long run, the formula for the present value of the escalating annual
maintenance cost turns out to be the same as the escalation gradient formula presented
just above in equations 10 and 11.
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However, bringing the escalating 6D end-of-life program costs back to present
value requires an additional step, accomplished by the use of the following sequence
of formulae:

Fesc = F x (1 + j)^N

(12)

and
P = Fesc x (P|Fesc, i%, N) Table Factor for Present Value of a Future Amount
(13)
or

P = Fesc * ((1/(1+i)^N)

(14)

Where
F = Future unescalated 6D costs
Fesc = Future escalated 6D costs
N = Number of Years of life of the program or process
P = Present Value
i = Interest Rate or Discount Rate.
HROs must have a specific written procedure for a thorough but graded response
to every event, incident and accident.

An event describes something adverse or

unfavorable, not involving injuries or property damage, which could impact the safety
or security of people, property, national assets or the environment, and which should be
investigated, evaluated and prevented in the future. A scenario analysis enabled the
worksheet calculations for the cost of an event. The forecast of future events enabled
the modeler to use past historical events as the basis for setting up the worksheets. The
critical activities and operations occur immediately before the event, at the precise
moment of the event, and immediately after the event. Meetings with everyone involved
need to occur as soon as possible to document the timeline and activities leading up to
the event just as the involved people witnessed it, analyze the reasons for the event, and
determine the most likely root cause and contributing causes for the event. Operational
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safety boundaries and critical information endure with a pause in operations. Executive
management must make the decision to pause operations based on their immediate
assessment of the seriousness of the event on the same day.
A more serious adverse or unfavorable event, with injuries and/or property
damages and/or environmental damages which could shut down the organization for a
short period of time describes an incident. An incident requires reporting to the
authorities, immediate investigation, more intense root cause analysis, and formal
corrective actions to prevent future occurrence. A scenario analysis similar to an event
analysis set the stage for the worksheet for the calculation of the cost of an incident. All
of the processes and activities described above for an event apply to an incident,
including a possible pause or shutdown of operations, since an incident is a type of
event. Furthermore, the incident also requires an emergency response, including
emergency response personnel, safety professionals who contain and confine the
severity of the incident and mitigate dangerous things such as releases. After containing
the incident, everything must be converted to a safe and stable condition before
enhanced incident investigation and analysis begin.
An accident with serious injuries, fatalities, major property damage,
environmental damage, or national security asset damage describes a Plateau Event.
The accident could have easily resulted in the Pinnacle Event for the organization, but
for some reason it did not. Emergency safety and security personnel mobilize to the
site, focusing on protecting life, property, the environment and national security assets.
Reporting, investigations, analysis and corrective actions may necessitate shutdown of
operations and possibly the plant while plans for recovery form and deploy and
readiness to restart can be confirmed and approved. (Hartley et. al., 2008) A scenario
analysis similar to the incident scenario set the stage for the worksheet for the
calculation of the cost of a Plateau Event. A Plateau Event defines an incident with
more serious consequences, and all of the processes and activities described above for
an event and an incident apply. Furthermore, the Plateau Event requires investigation
by the customer, the authorities in charge of the plant’s assets and other stakeholders
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resulting in a more intense investigation than what would be seen in the case of an event
or an incident.
The worst possible accident involving multiple injuries and/or fatalities to
personnel and major damage to property, the environment and national security assets
defines a Pinnacle Event. Emergency safety and security personnel mobilize to the site,
focusing on protecting life, property, the environment and national security assets.
Reporting, investigations, analysis and corrective actions will necessitate shutdown of
operations and a plant stand-down or shutdown while plans for recovery form and
deploy and readiness to restart can be confirmed and approved. (Hartley et. al., 2008)
The scope of this chapter does not include the Pinnacle Event. Chapter IV will present
the Pinnacle Event research. Knowing the consequences for a Pinnacle Event makes
the difference between the Pinnacle and the Plateau Event clearer. The High Explosive
Violent Reaction (HEVR) portrays the Pinnacle Event for the subject case study. For
other hazardous operations, it could be any hazardous event. The prediction of the
investigation and analysis processes for the Pinnacle Event tends to be much more
difficult because of the catastrophic aftermath. This event analysis will be presented in
Chapter IV.
The final summary calculations from the Excel model for all scenarios except
the Pinnacle Event appear below in table form. The Excel model calculated all of the
Probable Equivalent Uniform Annual Cost P(EUAC) of the unfavorable events using
the following formulae:

P(EUAC) = P(E) * EUAC
P(EUAC) = P(I) * EUAC
P(EUAC) = P(PE) * EUAC
P(EUAC) = P(PN) * EUAC
P(EUAC) = P(PIE) * EUAC

Where: EUAC = Equivalent Uniform Annual Cost
P(EUAC) = Probable Equivalent Uniform Annual Cost of any of the event
scenarios
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P(E) = Probability of an Event
P(I) = Probability of a Incident
P(PE) = Probability of Plateau Event due to operations
P(PN) = Probability of Plateau Event due to a Natural Phenomenon Hazard
(Tornado)
P(PIE) = Probability of a Pinnacle Event
Finally, the model compared the P(EUAC) event scenario costs with the
Equivalent Uniform Annual Costs (EUAC) of each respective barrier and control under
each of the four unfavorable scenarios. Databases that recorded events provided the
information do determine the annual probabilities of the four unfavorable event types in
a specific High Reliability Organization. This requirement highlights the fact that good
records of every event, incident and accident must be kept, and the previous argument
for intensive investigations cannot be underestimated. Future improvement hinges on
collecting all available data and disseminating it in the form of lessons learned.
Considering the case study plant has approved definitions of event, incident, accident,
Plateau Event and Pinnacle Event the team pulled company and plant specific data from
multiple plant event databases.

A frequency distribution calculated the annual

probabilities of each of the types of unfavorable events over a certain number of years.

Model Results
The EUAC costs of the 12 Barriers and Controls follow in Table 3.4 below and
the EUAC costs of the accident scenarios appear in Table 3.5 below.
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Table 3.4 EUAC Costs of Barriers and Controls
Barrier/Control
B1

Procedures

Description

EUACB
$772,295

B2

Worker Training and Qualification Program

$651,942

B3

Fire Detection and Alarm System

$87,577

B4

Fire Suppression System

$65,440

B5

Fire Suppression Deluge System

$90,790

B6

Thin Bay Walls

$122,741

B7

Thick Walls with Controlled Venting

$652,907

B8

Lightning Protection System

$80,274

B9

Lightning Protection Catenary System

$96,841

B10

Facility Equipment

$96,971

B11

Process Equipment

$79,619

B12

Fire Break

$103,105

Table 3.5 EUAC Costs of Event-Incident-Accident Scenarios
Scenario

Description

EUACS

S1

Event

$127,514,966

S2

Incident

$5,701,964

S3

Plateau Event Due to Operations

$2,098,670

S4

Plateau Event Due to Natural Phenomena Event
(Tornado)

$4,753

Hypothesis Testing
The hypothesis for Phase 1 of the research project was that a methodology can
be developed to determine the cost effectiveness of barriers and controls intended to
prevent events, incidents and non-catastrophic accidents. In order to do that, hypothesis
testing was structured in a way that the annualized cost of each barrier and control was
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compared to the annualized cost of each event, incident and pre-catastrophic accident
scenario. The null hypotheses was that the Equivalent Uniform Annual Costs (EUAC)
of the barriers and controls greater than the Equivalent Uniform Annual Costs (EUAC)
of the pre-catastrophic event, incident and accident scenarios indicated cost
effectiveness. If the null hypothesis were true for any of the barriers and controls for
the scenarios, then that barrier or control would not be cost effective. A false null
hypothesis indicates the barrier or control would be cost effective.
For Hypothesis 1, there were four event scenarios (Event, Incident, Plateau
Event due to Operations and Plateau Event due to NPH) with 12 hypothesis tests per
scenario, so there were 48 sub-hypothesis tests of the form:
Scenario 1 (Events) Ho1-12 : If [barrier EUAC > event EUAC, TRUE, else
FALSE]
Scenario 2 (Accidents) Ho1-12: If [barrier EUAC > Incident EUAC, TRUE, else
FALSE]
Scenario 3 (Plateau Ops) Ho1-12: If[barrier EUAC > PLOps EUAC, TRUE, else
FALSE]
Scenario 4(PlateauNPH)Ho1-12:If[barrier EUAC > PLNPH EUAC, TRUE, else
FALSE]
See Tables 3.6 through 3.9 below for the results of the hypothesis testing:
Table 3.6 Scenario S1: Event
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $127,514,966?
$651,942 >$127,514,966?
$87,577 > $127,514,966?
$65,440 > $127,514,966?
$90,790 > $127,514,966?
$122,741 > $127,514,966?
$652,907 > $127,514,966?
$80,274 > $127,514,966?
$96,841 > $127,514,966?
$96,971 > $127,514,966?
$79,619 > $127,514,966?
$103,105 > $127,514,966?
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T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S1
B2 is cost effective in S1
B3 is cost effective in S1
B4 is cost effective in S1
B5 is cost effective in S1
B6 is cost effective in S1
B7 is cost effective in S1
B8 is cost effective in S1
B9 is cost effective in S1
B10 is cost effective in S1
B11 is cost effective in S1
B12 is cost effective in S1
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Table 3.7 Scenario S2: Incident
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $5,701,964?
$651,942 > $5,701,964?
$87,577 > $5,701,964?
$65,440 > $5,701,964?
$90,790 > $5,701,964?
$122,741 > $5,701,964?
$652,907 > $5,701,964?
$80,274 > $5,701,964?
$96,841 > $5,701,964?
$96,971 > $5,701,964?
$79,619 > $5,701,964?
$103,105 > $5,701,964?

T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S2
B2 is cost effective in S2
B3 is cost effective in S2
B4 is cost effective in S2
B5 is cost effective in S2
B6 is cost effective in S2
B7 is cost effective in S2
B8 is cost effective in S2
B9 is cost effective in S2
B10 is cost effective in S2
B11 is cost effective in S2
B12 is cost effective in S2

Table 3.8 Scenario S3: Plateau Event Due To Operations
Barrier/Control

Null Hypothesis

B1 Procedures
B2Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $2,098,670?
$651,942 > $2,098,670?
$87,577 > $2,098,670?
$65,440 > $2,098,670?
$90,790 > $2,098,670?
$122,741 > $2,098,670?
$652,907 > $2,098,670?
$80,274 > $2,098,670?
$96,841 > $2,098,670?
$96,971 > $2,098,670?
$79,619 > $2,098,670?
$103,105 > $2,098,670?
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T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S3
B2 is cost effective in S3
B3 is cost effective in S3
B4 is cost effective in S3
B5 is cost effective in S3
B6 is cost effective in S3
B7 is cost effective in S3
B8 is cost effective in S3
B9 is cost effective in S3
B10 is cost effective in S3
B11 is cost effective in S3
B12 is cost effective in S3
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Table 3.9 Scenario S4: Plateau Event Due To Natural Phenomena Hazard Event
(Tornado)
Barrier/Control

Null Hypothesis

T / F Results

B1 Procedures
B2Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment

$772,295 > $4,753?
$651,942 > $4,753?
$87,577 > $4,753?
$65,440 > $4,753?
$90,790 > $4,753?
$122,741 > $4,753?
$652,907 > $4,753?
$80,274 > $4,753?
$96,841 > $4,753?
$96,971 > $4,753?
$79,619 > $4,753?

T
T
T
T
T
T
T
T
T
T
T

B1 is not cost effective in S4
B2 is not cost effective in S4
B3 is not cost effective in S4
B4 is not cost effective in S4
B5 is not cost effective in S4
B6 is not cost effective in S4
B7 is not cost effective in S4
B8 is not cost effective in S4
B9 is not cost effective in S4
B10 is not cost effective in S4
B11 is not cost effective in S4

B12 Fire Break

$103,105 > $4,753?

T

B12 is not cost effective in S4

Uncertainty and Sensitivity Analysis for the Economic Model
Uncertainty analysis and sensitivity analysis performed on the economic
analysis model provided support to this first research paper. Many regulatory entities
require uncertainty and sensitivity analysis as part of the development of any model (the
Office of Management and Budget, for example).

These complementary and

interwoven analyses in reality merge into one. (Saltelli et. al., 2008)

These analyses

help the analyst to describe how, why and to what extent uncertainty and variability in
parameters and variables of a model affects the outputs from the model upon which
decisions depend. Uncertainty and sensitivity analysis may be called single- or multiparameter analysis or optimistic-pessimistic analysis, usually determined specifically
for the particular problem at hand. (Canada et. al., 2005) Other practitioners contend
that only two general methods exist, One-At-a-Time (OAT) and Experimental Design
(Design of Experiments). (Saltelli et. al., 2000)
Oracle Corporation’s “Crystal Ball”.

This yields a very complicated yet

thorough uncertainty and sensitivity analysis. Whatever the method used isolation of
parameters and variables having the most impact on calculation results should drive the
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objective so that better conclusions may be drawn and recommendations made about
those parameters, variables and their effects on decisions. A typical conclusion may be
that parameter “x” and variable “y” greatly influence the calculation results and thus the
recommendation might be to monitor these two more closely or redesign them.
For this research project, an experimental design method initiated the sensitivity
analysis to find the most likely difference between the probable Equivalent Uniform
Annual Costs of each of the barriers and controls and the probable Equivalent Uniform
Annual Costs of the Event-Incident-Accident Scenarios. First, past cost estimates and
an interview with a professional cost estimator with extensive estimating knowledge
provided the historical highs, lows and most likely estimates for each of the construction
cost estimate variables. Pareto’s Law that 80% of the variation in the factors and thus
sensitivity of the outputs arises from variation in 20% of the variables formed the basis
for the hypothesis. Based on this, a review of the equations in the spreadsheet model
revealed which of the variables appeared as exponents, which appeared in numerators
only, which appeared in denominators only, and which appeared in a numerator and
denominator in the same formula (resolving approximately to “1”). This led to a logical
determination of which variables would most likely be major factors and cause the
greatest impact in the outputs. Finally, a One-At-a-Time analysis performed on the
complete set of variables using the professional cost estimator’s recommended ranges
for the variables, followed by a high-low analysis identified the most sensitive variables.

Results of Uncertainty and Sensitivity Analysis
The difference between the probable Equivalent Uniform Annual Costs of each
of the barriers and controls and the probable Equivalent Uniform Annual Costs of the
Event-Incident-Accident Scenarios yields the decision outcome of highest interest. The
changes in the difference would potentially make the decisions about including the
barrier or control in the safety envelope of the operation change. That is, if the cost of
the EUAC of the barrier or control increased enough to be more expensive than the
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EUAC of the any of the event, incident or accident scenarios, then the barrier or control
would no longer be economically efficient.
The following Table 3.10 illustrates the effects of changing the input variables
from most likely values to highest values and lowest values as discussed above.
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Table 3.10 Sensitivity Analysis Results

Sensitivity Analysis Summary Table
Variable of
Interest

Historical Frequency Distribution

Discount Rate

3%

7%

11%

Percent
Decision
Factor
Change
<66%

Escalation Rate

1

3.2

6

<50

No

Operation Life

10

20

30

<108

No

GC Conditions

15

20

25

<8

No

GC Lab Burden

na

25

35

<3

No

Security Zone

25

35

45

<15

No

GC OH&P

15

20

25

<8

No

GC Bonds

na

1

2

<2

No

Const. Esc. Rate

1

3

5

<2

No

Local Mkt Cond

5

15

20

<20

No

Design Fee

8

15

18

<10

No

C&S Support

15

23

25

<12

No

Cx & Startup

5

10

15

<6

No

Project Mgt

40

60

80

<24

No

Contingency

10

25

40

<25

No

Mgt Labor

$200

$217

$300

<20

No

Exempt Labor

150

200

250

<21

No

Bargain Labor

140

165

200

<12

No

Exempt Labor

150

180

250

<4

No

Event Freq

5000/11yr

12415/11yr

20000/11yr

<77

No

Incident Freq

100/11yr

240/11yr

400/11yr

<77

No

PLOP Freq

5/53yr

9/53yr

20/53yr

<200

No

PLNPH Freq

.00001/sm

.000016/yr

.00001/sm

<1,200

No

Pinnacle Freq

1/45yr

2/45yr

4/45yr

<102

No

Low

Most Likely

High

Decision
Changed?

No

Note that the Event and Incident Frequencies were based on data collected over
the last 11-year period because the organizational focus prior to that time was on
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prevention of serious accidents like Plateau and Pinnacle Events. Data on the smaller
events and incidents was not formally collected or analyzed until after the roll-out of
the Occurrence Reporting and Causal Analysis order.

The new system required

Government M&O Contractors to collect, preserve, investigate and analyze every
unusual event, even the most minor and seemingly insignificant event. They then are
required to look at root and contributing causes, develop Lessons Learned, and promise
corrective actions, which are formally tracked to completion. (USDOE, 2003). The
Plateau Event due to a Natural Phenomenon Hazard came in first with a change in the
decision factor of 1,200% due to changing the probability of a direct tornado hit on the
facility from the baseline probability of 0.000016 per year to 0.00001 per year.
Variation of the number of Plateau Events from the baseline value of 9 over a 53 year
period to 20 over the same period provided the next highest percentage change in a
decision factor (200%).

Variation of the life of the operation from the baseline of 20

years to 10 years drove the third highest percentage change in a decision factor (108%).
Note the direct relationship to the discount rate and compounding of the interest over
the years. Variation of the number of Pinnacle Events from the baseline of 2 over a 45
year period to 4 Pinnacle Events over the same period caused the fourth highest
percentage change in a decision factor (102%). Variation of the discount rate from the
baseline of 7% to 11% over the life of the operation resulted in the fifth highest
percentage change in a decision factor (66%). So, the tornado probability, the historical
accident rates of the organization, the life of the operation itself, and the selection of the
discount rate for the Time Value of Money calculations drive the variables causing the
greatest variation in the decision factor.
This sensitivity analysis proves that changing the input variables in the model
within historically accurate ranges prescribed by a USDOE certified professional cost
estimator did not cause any of the previous baseline decisions about the economic
efficiency of any of the barriers or controls to change, even though some of the decision
factors varied quite a lot. Insensitivity to variable/parameter variation provides evidence
of the robust nature of the model.
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Implications for Future Research
The impact of the very influential Discount (Interest) Rate and the Escalation
Rate warrants additional future research. Although variation in these values did not
change the decision output parameter for this case study, it would be possible for an
extreme value to do so. Additional research in these key variables could result in a
recommendation that a more corporate type business environment be instilled in
Government-funded operations. That is, the GAO could limit or restrict investment by
Government agencies in barriers and controls to those that have a positive benefit-tocost ratio and require these agencies to stop multiple layering of barriers and controls
on top of each other unless truly needed for redundancy.
Determination of just how much credit (value) to give a barrier or control able
to stop an accident event progression chain at more than one link in the chain warrants
additional research. This type barrier or control could be named a “multi-stop”, “multimitigator” or “multi-capable” barrier or control just to emphasize its importance. Many
barriers and controls have the ability to stop or mitigate the accident event chain, but
they get no credit. Those credited with multi-capability should be given higher weight
and should be selected over the equivalent barrier or control without multi-capability.
Very limited or negligible reduction of the safety envelope from removal of a
barrier would indicate additional research needed to see how much savings to the
economy and society could accrue by truly requiring this level of economic analysis for
barrier and control decisions. There could be billions of dollars to be saved, and
additionally the improved utilization of funds for the correct suite of barriers and
controls would reduce the costs on the accident side of the equation.
Figuring out a way to calculate the effects of putting more emphasis and work
into preventing events, and how much the additional effort might reduce the number of
more serious incidents needs further research. Then, how much would that reduction
of serious incidents reduce the occurrence of more serious Plateau and Pinnacle Events.
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Finally, this research did not include the economic analysis of wind-blown
explosion debris or entrained hazardous materials carried onto nearby buildings, land
and people. It only took into account the analysis of the accident and the debris field
resulting in the immediate zone of the explosion. To fully develop this model, additional
blast modeling and meteorological considerations need to be brought into the model,
particularly the action of the wind on the explosion dust cloud. Estimates of the amount
of hazardous explosion debris and costs to characterize and clean up the contamination
will be included in the Phase 2 analysis in Chapter IV.
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CHAPTER IV. MODELING THE ECONOMIC COSTS OF
DISPERSION OF HAZARDOUS MATERIALS BY HIGHLY
ENERGETIC SOURCES DUE TO A CATASTROPHIC PINNACLE
EVENT

Introduction
Chapter III concluded with a recommendation to include the economic analysis
of wind-blown explosion debris caused by the Pinnacle Event (an explosion) or the
entrained hazardous materials carried onto nearby buildings, land and people. The
Chapter III analysis included only the analysis of typical industrial events, incidents and
accidents. To fully develop this model and capture the Pinnacle Event consequences
and costs to compare to barrier costs, explosion modeling and meteorological
considerations entered the model, particularly focusing on the action of the wind on the
explosion dust cloud, which exacerbates the boundary of the characterization and
cleanup of the explosion site. To that end, estimates of the amount, direction and
boundary of hazardous explosion debris were characterized and presented in this chapter
with associated costs to clean up the environment.
Estimating economic consequences associated with the worst-case accident
scenario has its challenges. The approach taken by this research focused on the analysis
of the explosive material and other materials collocated with the explosive at each step
or stage of the operation. Then an analysis of all feasible threats to the explosive
material performed by a Texas Tech University research team (Beruvides et. al., 2013)
led to the accident scenarios developed with statistical probabilities for the Pinnacle
Event. Finally, calculations of the economic impact due to injury or death of nearby
people, air-land-water pollution cleanup, facility refurbishment or replacement, and
other related costs were captured. The three primary tools used to perform this analysis
were: 1) explosion modeling software called SHOCK-FRANG-MUDEMIMP for initial
74

Texas Tech University, Michael W. Bromley, August 2016

blast analysis of large debris, 2) analysis of small explosion debris and dust conveyance
under normal and extreme wind conditions with deposition of debris on the nearby
ground surface, buildings and people using equations of previous straight-line hurricane
research, and 3) analysis of downwind dispersion of aerosolized pollutants under normal
and extreme wind conditions using Gaussian Plume analysis models for the effective
length of the downwind plume. See Appendix F for Economic and Gaussian Plume
Methodology.
This additional analysis was required to better define the physical boundaries of
the land and facilities that would have to be characterized and cleaned up after a Pinnacle
Event, as well as the boundary of the potential contamination and uptake of hazardous
materials by personnel on or off the plant site. Determination of the boundaries and
concentrations provided an improved technical basis for the economic cost analysis of
the event in several ways:





Improved compliance with OSHA Process Safety Management regulations
Better understanding of the technology of the hazards and threats
More detailed yet bounded estimates for Pinnacle Events
Better informed management, stakeholders and public at large

High Explosive (HE) as Energetic Material:
Tightly coupled and extremely complex HE operations involve human
interaction and control with redundancies throughout the operations. HE operations at
the ABC Plant exhibit all eight characteristics of HRO as identified by Roberts et. al.
(1989). Thus, high reliability operations like HE operations that involve risky operations
using highly explosive materials can have accidents with severe consequences.
Prevention requires extensive technical analysis.

Literature Review
The literature on the prediction of costs of catastrophic accidents leaves much to
be desired. Conversion of early estimations of the costs of nuclear reactor accidents to
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present value dollars by Hsieh provided estimated future costs of injuries and deaths
due to these accidents, so the methodology presented in Hsieh will be quite useful for
this part of the current research. Early cost estimates for nuclear reactor accidents
provided costs of injuries and deaths due to a nuclear accident converted to their present
value. However, that research only covered nuclear accidents. (Hsieh et. al., 1979)
Another series of articles provide some basic principles of economic evaluation,
sensitivity and risk analysis for hazardous operations, but did not present a working
model. (Jessop, 1983) In the nuclear fusion field, alternatives for fusion reactor designs
included some analysis of costs of potential reactor accidents for each design type due
to their failure, but no working model for selection of the best. (Brereton et. al., 1988)
USDOE O452.2E requires extensive safety analysis by management of all operations
that could lead to High Explosives Detonation or Deflagration (HEDD), but does not
require economic cost analysis. (USDOE, 2012)
Holt took issue with early Westinghouse reactor design philosophy, claiming the
probabilities of stress-related cracks and severances of pipes in reactors was a magnitude
higher than Westinghouse analysts predicted. (Holt, 1974) According to Holt, the use
of first principles design philosophy, which incorporates the intensive or exclusive use
of basic principles of math and physics for safety system design, still does not make
catastrophic accidents extinct.
The proceedings of the 2005 American Nuclear Society unveiled the new
Westinghouse AP1000 Pressurized Water Reactor (PWR), boasting extensive passive
design technologies, such as gravity flow, to comply with all Nuclear Regulatory
Commission (NRC) safety requirements. Unfortunately, the consequences and costs of
a failure leading to a catastrophic event were not addressed.

(Cummins et. al., 2005)

In the development phase of the Japan Sodium-cooled Fast Reactor (JSFR), several
advanced safety improvements were considered for the design and materials for doublewalled pipe, double cooling loops and a seismically qualified containment structure
vessel. Again, the researchers ignored predictions of the economic consequences of a
catastrophic event. (Aoto et. al., 2011)
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Federal regulations require very rigorous procedures for performing safety
analysis for nuclear and nuclear explosives operations and processes (10CFR835). The
requirement to drive the potential for an incident or accident involving a nuclear
explosive to As Low As Reasonably Possible drives extensive and costly investigation
and analysis.

DOE O452.2E requires that nuclear processes have multiple and

sometimes redundant barriers and controls that prevent explosive and nuclear explosive
detonations. Cost control lacks importance in this field. (USDOE, 2012)
Government policies require the investigative analysts in the nuclear explosive
world to study the potential accident chain and use engineered and administrative
controls that seem reasonable to eliminate hazards and threats to the nuclear explosives.
The analysis focuses first on initiating events, such as process or Natural Phenomena
Hazards (NPH) that can initiate an accident chain. Then analysis of conditions that
enable the progression or continuation of the accident chain, like facility, tool, and
equipment conditions, process design or materials, or nuclear explosive configuration
proceed. Finally, analysis of unauthorized acts that erroneously introduce unauthorized
energy to the process, like mechanical, electrical, thermal or chemical energy wraps up
the analysis. However, their policies do not specifically require the management,
planners or analysts to predict the economic costs and impact of a catastrophic accident.
Detonation of a common aliphatic explosive regularly used in weapons design
creates an exothermic chemical reaction dependent on a very fast deflagration-todetonation transition through the explosive, and creates gas as well as heat and light in
the presence of an oxidizer such as oxygen. This hot expanding pressurized gas cloud
contained inside the building performs work on the building, manifesting itself as
damage or destructive stress to the components of the building. The building
components experience deformation or distortion due to strain. The shock wave caused
by the explosive causes more damage than a sound wave ever could. As the components
or materials of construction strain beyond their elastic limit, permanent deformation and
rapid ejection of wall and ceiling panels results. (Cooper et. al., 1996)
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Modern computers with software based on chemical, physical, and empirical
investigations of explosions run the complex detonation and pressure wave calculations
to determine the force of the shock wave and the final pressure of the quasi-static gas
occupying the room of detonation. Massively complex mathematical equations and
calculations fill 236 pages of the book Detonation Theory. (Fickett, 1985) For the
present research, the impulse shock pressure and peak quasi-static pressure had to come
from computer software, which required an intensive search for the appropriate software
to use. See Appendix G for a description of the most relevant software products
reviewed for applicability during this study. The software review was needed to find
the best tool to determine if the Cemesto Board roof deck on the subject facility would
be destroyed and launched into the air in the Design Basis Explosion, and if it would be
fractured sufficiently to result in friable asbestos being carried downwind onto buildings
and people.
Since the USDOE prefers the use of three NAVFAC software modules called
SHOCK, FRANG and MUDEMIMP (SFM), these were used for the analyses,
characterization and descriptions of the explosive material and the effects of an
inadvertent explosion. (USDOE, 2011)

The modules, as explained in the three

NAVFAC User Manuals, (Abraham et.al., 2011), (Kerrigan, 2012), (Ambrosio et.al.,
2001)

were adapted from the USDOD Publication TP-13 (USDOD, 1991). TP-13

explains how the software modules SFM work together to determine the pattern, content
and distance of the dispersion of equipment, materials and facility components in an
actual explosion. Together, they embody the “Building Debris Hazard Prediction
Model”. “SHOCK” defines shock-loading pressures on buildings. “FRANG” defines
the interior quasistatic gas pressure buildup and the response of the facility (its
“frangible panels”) to that pressure. “MUDEMIMP” defines the number and size of the
fragments and debris launched into the air by the explosion.
These modules, developed by Naval Facilities Engineering and Warfare Center,
have been vetted by data collected by actual explosions over many years. These
software modules were originally intended to be used to determine the size of the debris
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field and fragment size and present the theoretical analysis and empirically-tested basis
for a model for predicting the distribution of blast fragment debris from an explosion
inside a building constructed of concrete, masonry and miscellaneous other building
materials. Distance calculations for building locations guarantee that an explosion in
one building will not endanger a neighboring building. Prior to this new model, older
Department of Defense Standards required overly conservative and sometimes costly or
impossible separation distances for DOE facilities. SFM, however, stops short of
analysis of the follow-on wind-borne dispersion of dust, dirt and aerosols and any
hazardous materials downwind of the event location.
In 1983, Tachikawa performed the research that initiated a body of knowledge
about hurricane wind driven debris. (Tachikawa, 1983) His wind tunnel tests helped
him generate the empirical theory of the ratio of wind force to gravitational force, now
called the Tachikawa Number K. (Holmes et. al., 2006)

Near-ground explosions and

their resulting plume of hazardous contaminants, drove relevant research performed by
Makhviladze, et. al. (Makhviladze et. al., 1995). He developed a mathematical model
for the quantification of toxic gases and dust carried up into the atmosphere by the hot
air mass resulting from an explosion. The complicated equations and calculations were
incorporated into a software program called APEX. The hot air mass will rise, but
without Makhviladze’s research, we would not know how high. (Makhviladze et. al.,
1995)
Analysis of straight line wind after the turn of the century, like those occurring
in a hurricane, resulted in better mathematical models to calculate resulting downwind
damage by particulate (or spherical) debris as well as sheet type materials. (Holmes,
2004; Holmes et. al., 2006a, 2006b), (Baker, 2007). The formulas found in these
references provided the basis for determining the amount of explosion particulates that
would be entrained by straight-line winds and travel downwind. Extensive wind tunnel
testing was performed at Texas Tech University to confirm testing done at Monash
University as well as the early wind tunnel testing done by Tachikawa. The testing was
highly successful. These equations and calculations determine the widely accepted
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minimum sustained flight wind speed formulas. The typical entrainment velocities and
travel distances for debris reside in the results section at the end of this chapter.
Aerosol, airstream, and meteorological sciences filled the 20th century with
research in these areas. Extensive foundational research on aerosols and their dispersion
in the atmosphere in the middle of last century by Maynard Smith set the stage for texts
by the American Society of Mechanical Engineering (Smith, 1951, 1968), Martin
(Martin, 1979), Hinds (Hinds, 1982, 1999) and Arya (Arya et.al., 1999) that fully and
accurately describe the field of aerosol dispersion and pollution carried into the
atmosphere from exhaust stacks. Seinfeld developed a model based on Pasquill-Gifford
stability classes with the equations to determine the spread of the Gaussian plume
downwind. (Seinfeld, 1986) The National Atmospheric Release Advisory Center used
this body of knowledge, with its extensive mathematical formulas describing it, to
develop an atmospheric dispersion and pollution modeling software called Hotspot.
Hotspot will model explosions and calculate the dimensions of the downwind
plume and the particulate deposition of the plume’s contaminants as they settle out on
the land and buildings downwind. A plume generated by an explosion, called a “puff”
instead of a plume, and it has characteristics different from a typical plume. The manual
explains the theory and calculations used in the software. Other software products, such
as EPICODE (Emergency Prediction Information code), (USDOE, 2004), based on
similar algorithms, only calculate the characteristics of the wind-borne plume from an
industrial exhaust with resulting dispersion of aerosols on buildings and people for the
effective length of the plume. See Exhibit 1 display of an example industrial stack
exhaust plume. Notice that the pollutant concentrations in the plume exhibit normal
distribution about the centerline of the plume.
Occasionally safety, engineering, operations, regulations or outside agencies
drive a highly hazardous process to incorporate extreme barriers and controls to address
the threat of a catastrophic accident. At the ABC Plant, some of the extreme barriers
utilized in the past include a building with a roof on rails so the roof can be opened up.
Venting an inadvertent detonation blast results in less damage on the walls of the
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facility, the purpose of this somewhat revolutionary removable roof. Other facilities
with highly hazardous operations constructed in the past boasted highly reinforced laced
concrete walls. Lacing refers to the way the zigzagging internal reinforcing steel ties
the various components of the wall reinforcement together to make the concrete
magnitudes more resistant to failure in bending when impacted by shock and gas
pressure waves due to inadvertent detonation.
The “Gravel Gertie” provides another extreme ABC barrier design for
explosives operations buildings, controlling the shock and gas pressure buildup of an
inadvertent detonation of explosives.

Special suspended gravel, rocks and dirt

catenaries vent the hot gases and the shock wave created by an inadvertent detonation
and act as a filter for the hot air, gases and particulates trying to pass through. The
special roof also retains hazardous materials co-located with the explosives at the time
of detonation.
A Faraday Cage design controls stray static and electrical currents in explosive
buildings, a concept discovered in Benjamin Franklin’s day. Electrically continuous
cages consisting of an interwoven and interlinked system of conducting materials or
cables comprise the system that protects the building and the equipment housed in it
from the damaging effects of a lightning strike or the presence of stray static electricity
of any source. (Szczerbinski, 2000, 2006) Most subject matter experts believe the
design has merit, even though the physics of the phenomenon escapes full
understanding.
In summary, as humankind gains intelligence, the ability to analyze, design and
construct barriers continually improves. However, improvements can become extreme
and unsustainable due to additional, sometimes exorbitant costs.
Problem Statement
Determining the cost of barriers and controls to prevent the Pinnacle Event and
calculating the cost of the accident that would result from their total failure became the
challenge for performing economic analysis for this research. The literature lacks a
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specific methodology or tools for the determination of the economic impact costs for
the highly costly consequences of catastrophic accidents during operations involving
extremely hazardous operations. As a result, decisions made without adequate scientific
and mathematical investigation and without intensive economic analysis of the
consequences plague society. The hypothesis for this research was that a model and a
set of tools can be developed that will improve the current state of the art for accurately
estimating the economic costs resulting from the failure of all barriers and controls in a
hazardous operation involving co-located energetic and hazardous materials, resulting
in a catastrophic accident.
Question
The question for this research is how to best determine the costs of cleanup and
repair to facilities in the immediate vicinity of the HEVR and what should be included
in the costs of cleanup, decontamination and repair of facilities located in the plume that
travels downwind after the event.
Methodology
The general methodology followed the recommendations presented in Hartley
et. al. (2008). First, the hazard was analyzed, then the threats to that hazard were
analyzed, and then the physical and economic consequences of a systems failure
resulting in an explosion were analyzed.
The Hazard: The current research focused on non-nuclear energetic (explosive)
material operations. Catastrophic accident literature for prediction of costs of high
explosives accidents evades discovery. The costs would be very high, as witnessed by
costs collected from actual explosion events. The body of knowledge of energetic
materials like high explosives and the physical result of catastrophic accidents with
those materials resides in the USDOE, USDOD and military world. Four authors have
written books that reside in the public domain and contain the greatest majority of the
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current body of knowledge of high explosives. (Cooper et. al., 1996, Fickett, 1985,
Gibbs et. al., 1980, Meyer, 1977).

Inherently hazardous operations, such as HE

operations, require the highest levels of safety and reliability. These references describe
the fundamental aspects of HE and characterize basic hazards, threats and risks
associated with HE operations and processes. Inherently dangerous HE operations and
organizations performing these operations must do so with the highest regard for safety
and reliability.
Each individual explosive material has its own properties and characteristics due
to its atomic structure and final manufactured configuration. These properties include
heat resistance, skid resistance, impact resistance, oxygen requirements, and others.
Exceeding safe boundaries enhances the probability of an explosive event. Therefore,
analysts in charge of defining operational hazards involved in explosive operations
should be Subject Matter Experts, especially on the specific explosive used in each
specific hazardous operation. See Figure 4.1 Molecular Model of High Explosives
below for a simplified illustration of atomic structure of a common explosive.
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Figure 4.1. Molecular Model of High Explosives
(a) A single TATB molecule, (b) the TATB unit cell, (c) intra-layer and (d) inter-layer
TATB crystal packing structure. Atom colors include white for hydrogen, green for
carbon, blue for nitrogen, and red for oxygen. (courtesy Kroonblawd, et. al.)
The Threat: Previous research studied the slate of threats to high explosives in a
hazardous operation using standard simple cause-effect analysis (Hartley et. al., 2008).
More recently, a team of researchers performed Systems Dynamics analysis on high
explosives operations, hazards and threats. (McElwain et. al., 2012) (Beruvides et. al.,
2013, 2014) The study looked intensively at all aspects of accident event progression,
the safety concerns and probabilities of events at each step of the progression. The
researchers identified fire, sparks, chemicals, and electrostatic discharge as the primary
threats to the HE. Knowing these threats and the probability of realization of the
detonation, and the reality that these type accidents have high costs, highlights the need
for cost-benefit and economic analysis of barriers and controls.
The execution of the methodology began with in-depth analysis of the explosive
material and other materials co-located with the explosives at each step or stage of the
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operation. Accident scenarios developed with statistical probabilities for the worst-case
accident, the Pinnacle Event, enabled the analysis of all feasible threats to the explosive
material. Finally, the calculation of economic impact of the Pinnacle event, due to
injury or death of nearby people, air-land-water pollution cleanup, facility
refurbishment or replacement, and other related costs wrapped up the analysis.
SHOCK-FRANG-MUDEMIMP was used to validate the internal pressures and
then determine the approximate size of the debris and the debris boundary on the ground
surrounding the facility, and whether any dangerous debris would impact nearby
buildings. The hurricane model sustained flight equation was then used to determine
how far downwind the larger particles from the blast would be carried. Finally,
meteorological software model Hotspot was utilized to determine how far downwind
the plume would carry the smaller particles. Crysotile asbestos does not appear in the
HotSpot Dictionary of aerosol contaminants, therefore Hotspot calculations performed
using a surrogate with similar characteristics to asbestos (Strontium) illustrate the size
of the plume footprint, (Homann et. al., 2013).

The detailed methodology for the analysis follows:







Analyze Cemesto board for quantity, type and hazards of asbestos it contains.
Use SFM to get pressure and debris radius in the Design Basis Explosion.
Use Wills’ hurricane debris model to analyze large debris carried downwind
(Wills et. al., 2002).
Use Hotspot meteorological model to illustrate prevailing downwind plume size.
Investigate plume contamination based on other wind speeds and directions.
Perform a best and worst case Pinnacle Event economic analysis.

Cemesto Board Investigation:

The subject facility for this case study was

constructed in the World War II era using Cement Asbestos (“Cemesto”) sandwich
panels, manufactured by the Celotex Corporation, to form the roof deck. Crysotile
asbestos comprises the outer cementitious layers. Research has shown that 95% of the
asbestos registered in the First Annual Report on Carcinogens as carcinogens were
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classified as Grades 4, 5, or 6 medium-length fibers of the Chrysotile form used
commonly in the production of asbestos-cementitious panels. (U.S. Department of
Health and Human Services, 2005).

Hollow tubular strands characterize Chrysotile

asbestos, a white mineral having the chemical formula Mg3(Si2O5)(OH)4. (American
Cancer Society, 2010)

The asbestos fibers held tightly by a cementitious binder in

Cemesto Board create a very dense substrate.

Captive asbestos evades human

inhalation. See Appendix H for calculation of asbestos quantity in roof deck.
The OSHA action level for prevention of human exposure, 1 fiber/cm3 (f/cc) for
30 minutes comes in far under the 8-hour Permissible Exposure Limit (PEL) of only 0.1
fiber/cm3 for fibers longer than 5 micrometers having a length-to-diameter ratio of at
least 3 to 1. Therefore, this study assumed in the Design Basis Explosion, the HEVR
Pinnacle Event, that the panels would be shattered into millions of small pieces and
much of the asbestos would be separated from the binder and launched into the air in a
friable state. Then the resultant dust cloud could become an inhalation hazard due to
deposition in the human respiratory system. (Hinds, 1999)
Visual inspection of fractured Cemesto board identical to the roof panels found
on the plant site gave no clue to the magnitude of potential asbestos hazard contained
within. The fiber size of concern for human inhalation lies in the microscopic range.
Further research revealed some interesting facts about Cemesto Board. One study of
similar asbestos cement roofing and cladding revealed that weathered Cemesto emitted
almost zero friable asbestos fibers, and the conclusion was that what did weather off
settled into the ground. (Bornemann et. al.,1986) Concentration of asbestos fibers near
asbestos-cement panels register so low that they do not pose a health risk. (Meyer, 1986)
Other researchers physically fractured asbestos cement slates, counted asbestos
fibers with a Scanning Electron Microscope using Phase Contrast Microscopy, and
calculated that the damaged slates generated only 0.127, 0.157 and 0.221 f/cc,
depending on the severity of damage when dropped from a rooftop. (Kim et. al., 2015)
Even more recently, studies of general asbestos workers were found to have NOAE (NoObserved Adverse Effect) when exposed to less than 89 to 168 f/cc per year for lung
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cancer or 208 to 415 f/cc per year for mesothelioma, whereas cement-asbestos workers
in the “cement-friction manufacturing” industry showed no increase in lung cancer risk
at any exposure level. This was attributed to the fact that friction and cement action in
the manufacturing process grind up the Chrysotile asbestos into fibers so short that they
do not pose a hazard to the lungs. (Pierce et. al., 2016)
The asbestos exposure risk due to the Pinnacle Event explosion pales from
original postulation. However, the plume analysis will still be performed since there
has been no research performed on the exposure levels generated from the Cemesto
Board in an actual explosion, and it would be prudent to characterize the fallout from
the downwind plume in an actual event.
SHOCK-FRANG-MUDEMIMP Blast Analysis:

CONBLAST (Confined

Blast), the newest version of SHOCK, FRANG and MUDEMIMP codes comprise a
new user-friendly Graphical User Interface. These three sub-routines have long been
used by USDOD and USDOE entities for blast design and separation between buildings.
This new Graphical User Interface (CONBLAST) was intended to be used widely by
USDOD and USDOE engineering entities for blast design and separation between
buildings. For this case study, the input to the SFM software included the following
parameters:
















Room size, length x width x height; 20 x 20 x 12
Number of reflecting surfaces; 5
Number of frangible panels; one, the roof
Density in pounds per square foot of the frangible panel of concern; Cemesto
roof deck
Strength of Cemesto roof deck; Low, non-reinforced, brittle
Amount of explosives; 250 lbs
Location of explosive in room from walls and from floor; 5 feet, 5 feet, 2 feet
Initial open vent area; 0 square feet
Surface of concern; roof
Include gravity in calculations; Yes
Perimeter edge vents; four, one at each side of perimeter
Perimeter available for venting; 80 square feet
Number of Monte Carlo Simulations; 5000
Critical Kinetic Energy of Debris; 58 ft-lbs
Trajectory Output Data Required; Yes
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The output file from SFM provided the following information:





Impulse pressure on roof deck – 1183.39 psi-ms
Quasistatic pressure buildup in room – 1091.73 psi
Total gas impulse inside room – 1347.5 psi-ms
Roof panel displacement time – 16.75 ms
o Total load duration – 16.75 ms
o Hazardous debris from destroyed roof above 58 ft-lbs based on
distance;
 205 at 10 feet
 1.01 at 394 feet
 0.1129 at 453 feet
 Maximum velocity of any fragment; 3039 feet per second
 Average velocity of any fragment; 1823 feet per second
 Minimum velocity of any fragment; 426 feet per second
SFM output illustrates the violence of the subject high explosive detonation. In

just 0.001 seconds, the pressure in the room went from 14.7 psi (atmospheric pressure)
to 1,184 psi, the equivalent of over 170,000 pounds of pressure on every square foot of
the bottom side of the roof deck. The Cemesto roof deck in the model was destroyed
fractured beyond recognition, broken loose from its anchorages and launched into the
air at a speed of 3,039 feet per second, or over 2,000 miles per hour. After the SFM
analysis, straight-line hurricane modeling and meteorological dispersion modeling
expose the hazards of Cemesto board.
The NOAA cited the effects of explosion blast and shock waves from Lees
(Lees, 1980) and included them in their ALOHA User’s Manual. The following Table
4.1 illustrates the destructive capability of explosive blasts.
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Table 4.1 Damages Due to Overpressure From Explosions
Level of damage expected at specific overpressure values
Overpressure* (psig)

Expected Damage

0.04

Loud noise (143 dB); sonic boom glass failure.

0.15

Typical pressure for glass failure.

0.40

Limited minor structural damage.

0.50-1.0

Windows usually shattered; some window frame damage.

0.70

Minor damage to house structures.

1.0

Partial demolition of houses; made uninhabitable.

1.0-2.0

Corrugated metal panels fail and buckle. Housing wood
panels blown in.

1.0-8.0

Range for slight to serious laceration injuries from flying
glass & missiles.

2.0

Partial collapse of walls and roofs of houses.

2.0-3.0

Non-reinforced concrete or cinder block walls shattered.

2.4-12.2

Range for 1-90% eardrum rupture among exposed
populations.

2.5

50% destruction of home brickwork.

3.0

Steel frame buildings distorted and pulled away from
foundation.

5.0

Wooden utility poles snapped.

5.0-7.0

Nearly complete destruction of houses.

7.0

Loaded train cars overturned.

9.0

Loaded train boxcars demolished.

10.0

Probable total building destruction.

14.5-29.0

Range for 1-99% fatalities among exposed populations
due to blast effects

*These are peak pressures formed in excess of normal atmospheric pressure by blast and shock
waves.
Lees, Frank P. 1980. Loss Prevention in the Process Industries, Vol. 1. London and Boston:
Butterworths.
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The previous research that indicated a very low risk of an asbestos inhalation
exposure above the allowable limits was not based on the violent grinding and crunching
action of an actual explosion. The distribution of debris yielded the boundary of ground
characterization and cleanup costs, but the following hurricane model analysis and
meteorological plume dispersion model analysis defined the maximum accident
boundary and established the need for site characterization. The cost estimate was
revised for the new boundary and the additional extended boundary indicated by the
hurricane and wind borne debris models.

Hurricane Model Analysis: Wills research on the aerodynamics of wind-borne
debris led to the ability to determine the gradation and associated wind speed of large
debris potentially carried downwind after a Design Basis Explosion. The equation was
based on previous research and wind tunnel tests by Tachikawa (1983, 1988), derivation
of calculations for atmospheric pollution caused by explosions performed by
Makhviladze et. al. (1995), and capped off by development of the Condition Of Flight
equation. (Wills et. al., 2002) The formula is:

U = SQRT[(2 x (pm / pa) (I / CF) x l x g]
Where: U = wind speed, meters/second
pm = density of material, kilograms per cubic meter
pa = density of air, kilograms per cubic meter
I = Fixture Strength Integrity, unitless ratio, loose-object to fixed-object friction
coefficient
CF = Generalized Force Coefficient for “bluff” bodies, about 1.0 for debris
l = characteristic dimension of the debris particle
g = Gravitational Acceleration on Earth, meters per second2
Thus, the Condition of Flight equation determines the wind speed at which a
debris particle of a certain size and density becomes airborne and follows a sustained
horizontal flight pattern. Fixture Strength Integrity hovers around 1.0 for debris already
suspended in mid-air, as it would be in an explosion scenario. Table 4.2 below
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illustrates the range of asbestos particle sizes suspended at various wind speeds for the
hazard of concern, cementitious asbestos. Thus, for the friable asbestos hazard range of
0.5 to 6 um, it only takes a 0.12 to 0.41 mph wind to sustain flight of these particles.
Although a common wind speed at the site, even higher wind speeds commonly stir up
the site.

Table 4.2. Sustaining Wind Speed by Particle Size
Particle Size>

0.5 um

6 um

pm kg/m3

350.00

350.00

pa kg/m3

1.23

1.23

I unitless

1.00

1.00

CF unitless

1.00

1.00

l meters

5.E-07

6.E-06

g m/s2

9.80

9.80

U2
U m/s

0.00

0.03

0.05

0.18

U f/s

0.17

0.60

U mph

0.12

0.41

Table 4.3 below illustrates that in the 0.0001 to 0.001 meter (1mm) particle
range, it takes a wind speed of 1.68 to 5.31 mph to sustain flight of the particle, which
is a common wind speed at the site.
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Table 4.3. Sustaining Wind Speed by Particle Size
Particle Size>

0.1 mm

0.5 mm

1 mm

pm kg/m3

350.00

350.00

350.00

kg/m3

1.23

1.23

1.23

I unitless

1.00

1.00

1.00

CF unitless

1.00

1.00

1.00

l meters

1.E-04

5.E-04

1.E-03

9.80

9.80

9.80

0.56

2.80

5.60

0.75

1.67

2.37

U f/s

2.46

5.49

7.76

U mph

1.68

3.76

5.31

pa

g

m/s2

U2
U m/s

Table 4.4 below illustrates particle sizes above 1 mm in dimension. At this size, it was
unknown if the particle would exhibit average density of an asbestos particle or a
concrete particle. The conservative approach indicated the use of concrete at a density
of 3000 kg/m3. Thus, it can be seen that at 5mm, 1 cm, 2 cm, 3cm, and 5 cm, respective
sustaining wind speeds went from 35 to 49 to 70 to 85 to 109 mph respectively.
Table 4.4. Sustaining Wind Speed by Particle Size
Particle Size>

5 mm

1 cm

2 cm

3 cm

5 cm

pm kg/m3

3000.00

3000.00

3000.00

3000.00

3000.00

kg/m3

1.23

1.23

1.23

1.23

1.23

I unitless

1.00

1.00

1.00

1.00

1.00

CF unitless

1.00

1.00

1.00

1.00

1.00

l meters

0.005

0.01

0.02

0.03

0.05

m/s2

9.80

9.80

9.80

9.80

9.80

240.00

480.00

960.00

1440.00

2400.00

15.49

21.91

30.98

37.95

48.99

U f/s

50.83

71.88

101.65

124.50

160.73

U mph

34.77

49.17

69.53

85.16

109.94

pa

g

U2
U m/s
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This bounding analysis covered all materials of concern that could be carried downwind
over the plant site in the explosion plume at various wind speeds. Minor damage to
facilities would result, with the possibility people would be injured by the larger
particles in higher ambient wind conditions. The detailed explanation of the sustained
flight calculations may be found in Appendix I.

HotSpot Meteorological Analysis: In order to establish the boundary of the
area subject to wind-borne deposition of potential asbestos fibers, the Hotspot program
simulated the following four scenarios of wind conditions and directions:





5 mph Southwest wind
50 mph Southwest wind
5 mph Easterly wind
50 mph Easterly wind

The four scenarios derive from two realities. The plant population and facilities
density to the Northeast of the facility drive higher cost characterization and cleanup
than any other direction. Therefore, a Pinnacle Event on a day with the wind from the
Southwest would be the most critical explosion, contaminating dozens of buildings and
potentially hundreds of people. A Pinnacle Event on a day with the wind from the East
would result in the plume falling on largely unpopulated undeveloped land to the West,
resulting in very low damages and exposures. Varying the wind speed from the most
common lowest speed to the most common highest speed for the site bounds the upper
and lower range of cost estimates for characterization and cleanup of the downwind
plume fall.
The atmospheric pollution and distributions were extensively analyzed and
models developed early on by Makhviladze and his colleagues. (Makhviladze et. al.,
1995) The other critical factor focused on some amount of the building components
that would be launched in much larger pieces, large enough to be lifted, rotated and
carried by the action of straight-line wind. These “sheet” type objects required more
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difficult aerodynamic analysis to determine their acceleration, terminal speed and
trajectories. Determination and prediction of the characteristics, length and width of
the follow-on wind-borne plume as it travels downwind from “ground zero” utilized the
software “Hotspot”. The resulting dispersion of aerosol pollutants and dry deposition
of particulates on the ground surface, buildings and people drove the cleanup costs. The
length and width of the plume formed the basis for estimating the cost per square foot
for decontamination of the surfaces below the plume as the suspended materials
precipitated from the plume cloud onto the ground, buildings and people. See Figure
4.2, Example Industrial Stack Plume, below. See Appendix J for HotSpot Printouts.

Figure 4.2 Example Industrial Stack Plume. (courtesy, BMacZero)
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The integration of the near-ground explosion models with the straight line
hurricane models and the atmospheric dispersion and pollution modeling software
provided a more accurate representation of the physical bounds of the land area and the
nearby facilities that would have to be characterized, designed for repair and
contamination removal, and then repaired and cleaned up. They also determined the
boundary of the potential contamination and uptake of hazardous materials by personnel
on the plant site or on neighboring land. The collected data served as input to the
economic cost analysis model for the Pinnacle Event.
After collection of the data on the total boundary and extent of contamination
created by the explosion, the 6D costs calculated using projected accident scenario
analysis and the economic analysis model provided came out to be much higher. These
costs multiplied by the Historical Annual Probability of a Pinnacle Event P(PIE) yield
the risk value associated with the Pinnacle Event.
Hypothesis Testing
The hypothesis for Phase 2 of the research project was that a methodology can
be developed to determine the cost effectiveness of barriers and controls intended to
prevent catastrophic accidents. In order to do that, hypothesis testing was structured in
a way that the annualized cost of each barrier and control was compared to the
annualized cost of the Pinnacle Event in two types of facilities. The null hypotheses
was that the Equivalent Uniform Annual Costs (EUAC) of the barriers and controls
greater than the Equivalent Uniform Annual Costs (EUAC) of the catastrophic accident
scenarios indicated cost effectiveness. If the null hypothesis were true for any of the
barriers and controls for the scenarios, then that barrier or control would not be cost
effective. A false null hypothesis indicates the barrier or control would be cost effective.
For Hypothesis 2, there were 10 event scenarios with 12 hypothesis tests per
scenario, so there were 120 sub-hypothesis tests. The Scenarios were labeled Scenario
5 through 14 to avoid confusion with Scenarios 1 through 4 in Chapter III.
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Scenario 5 (Pinnacle Event Thin Wall No Wind) Ho1-12 : If [barrier EUAC >
event EUAC, TRUE, else FALSE]
Scenario 6 (Pinnacle Event Thin Wall Southwest Wind 5mph) Ho1-12 : If [barrier
EUAC > Incident EUAC, TRUE, else FALSE]
Scenario 7 (Pinnacle Event Thin Wall Southwest Wind 50mph) Ho1-12 : If
[barrier EUAC > event EUAC, TRUE, else FALSE]
Scenario 8 (Pinnacle Event Thin Wall Easterly Wind 5 mph) Ho1-12 : If [barrier
EUAC > Incident EUAC, TRUE, else FALSE]
Scenario 9 (Pinnacle Event Thin Wall Easterly Wind 50 mph) Ho1-12 : If [barrier
EUAC > Incident EUAC, TRUE, else FALSE]
Scenario 10 (Pinnacle Event Thick Wall Southwest No Wind) Ho1-12 : If [barrier
EUAC > event EUAC, TRUE, else FALSE]
Scenario 11 (Pinnacle Event Thick Wall Southwest Wind 5mph) Ho1-12 : If
[barrier EUAC > Incident EUAC, TRUE, else FALSE]
Scenario 12 (Pinnacle Event Thick Wall Southwest Wind 50mph) Ho1-12 : If
[barrier EUAC > event EUAC, TRUE, else FALSE]
Scenario 13 (Pinnacle Event Thick Wall Easterly Wind 5mph) Ho1-12 : If [barrier
EUAC > Incident EUAC, TRUE, else FALSE]
Scenario 14 (Pinnacle Event Thick Wall Easterly Wind 50mph) Ho1-12 : If
[barrier EUAC > Incident EUAC, TRUE, else FALSE]
Table 15 provides the EUAC costs of the 12 Barriers and Controls. This table is a
duplicate of Table 3.4 provided in Chapter III, included here for ease of reference.

Table 4.5 EUAC Costs of Barriers and Controls
Barrier/Control
B1
B2
B3
B4
B5
B6
B7
B8
B9
B10
B11
B12

Description
Procedures
Worker Training and Qualification Program
Fire Detection and Alarm System
Fire Suppression System
Fire Suppression Deluge System
Thin Bay Walls
Thick Walls with Controlled Venting
Lightning Protection System
Lightning Protection Catenary System
Facility Equipment
Process Equipment
Fire Break
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EUACB
$772,295
$651,942
$87,577
$65,440
$90,790
$122,741
$652,907
$80,274
$96,841
$96,971
$79,619
$103,105
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Table 4.6 presents the EUACs of the ten Pinnacle Event Scenarios.
Table 4.6 EUAC Risk Costs of Pinnacle Event Scenarios
Scenario

Description

EUACS

S5
S6

Pinnacle event, thin wall facility, No wind
Pinnacle event, thin wall facility, SW wind 5mph

$53,146,158
53,383,743

S7

Pinnacle event, thin wall facility, SW wind 50mph

55,311,675

S8

Pinnacle event, thin wall facility, E wind 5mph

53,383,743

S9

Pinnacle event, thin wall facility, E wind 50mph

54,154,916

S10

Pinnacle event, thick wall facility, No wind

34,186,994

S11

Pinnacle event, thick wall facility, SW wind 5mph

34,186,994

S12

Pinnacle event, thick wall facility, SW wind 50mph

34,225,756

S13

Pinnacle event, thick wall facility, E wind 5mph

34,186,994

S14

Pinnacle event, thick wall facility, E wind 50mph

34,225,756

Calculating the EUAC of the Pinnacle Event Scenarios required averaging the initial
year cost of each event scenario with the final year (termination of program) escalated
cost and multiplying the result by the probability of the event happening. This yielded
an Equivalent Uniform Annual Cost of each scenario (EUACS) to compare against the
Equivalent Uniform Annual Cost of each barrier (EUACB).

The results of the

hypothesis testing for the ten scenarios are presented in Tables 4.7 through 4.16
below.
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Table 4.7. Scenario S5: Pinnacle Event, Thin Wall Facility, No Wind
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $53,146,158?
$651,942 > $53,146,158?
$87,577 > $53,146,158?
$65,440 > $53,146,158?
$90,790 > $53,146,158?
$122,741 > $53,146,158?
$652,907 > $53,146,158?
$80,274 > $53,146,158?
$96,841 > $53,146,158?
$96,971 > $53,146,158?
$79,619 > $53,146,158?
$103,105 > $53,146,158?

T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S5
B2 is cost effective in S5
B3 is cost effective in S5
B4 is cost effective in S5
B5 is cost effective in S5
B6 is cost effective in S5
B7 is cost effective in S5
B8 is cost effective in S5
B9 is cost effective in S5
B10 is cost effective in S5
B11 is cost effective in S5
B12 is cost effective in S5

Table 4.8. Scenario S6: Pinnacle Event, Thin Wall Facility, SW Wind 5mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $53,383,743?
$651,942 > $53,383,743?
$87,577 > $53,383,743?
$65,440 > $53,383,743?
$90,790 > $53,383,743?
$122,741 > $53,383,743?
$652,907 > $53,383,743?
$80,274 > $53,383,743?
$96,841 > $53,383,743?
$96,971 > $53,383,743?
$79,619 > $53,383,743?
$103,105 > $53,383,743?
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T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S6
B2 is cost effective in S6
B3 is cost effective in S6
B4 is cost effective in S6
B5 is cost effective in S6
B6 is cost effective in S6
B7 is cost effective in S6
B8 is cost effective in S6
B9 is cost effective in S6
B10 is cost effective in S6
B11 is cost effective in S6
B12 is cost effective in S6
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Table 4.9 Scenario S7: Pinnacle Event, Thin Wall Facility, SW Wind 50mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $55,311,675?
$651,942 > $55,311,675?
$87,577 > $55,311,675?
$65,440 > $55,311,675?
$90,790 > $55,311,675?
$122,741 > $55,311,675?
$652,907 > $55,311,675?
$80,274 > $55,311,675?
$96,841 > $55,311,675?
$96,971 > $55,311,675?
$79,619 > $55,311,675?
$103,105 > $55,311,675?

T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S7
B2 is cost effective in S7
B3 is cost effective in S7
B4 is cost effective in S7
B5 is cost effective in S7
B6 is cost effective in S7
B7 is cost effective in S7
B8 is cost effective in S7
B9 is cost effective in S7
B10 is cost effective in S7
B11 is cost effective in S7
B12 is cost effective in S7

Table 4.10 Scenario S8: Pinnacle Event, Thin Wall Facility, E Wind 5mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $53,383,743?
$651,942 > $53,383,743?
$87,577 > $53,383,743?
$65,440 > $53,383,743?
$90,790 > $53,383,743?
$122,741 > $53,383,743?
$652,907 > $53,383,743?
$80,274 > $53,383,743?
$96,841 > $53,383,743?
$96,971 > $53,383,743?
$79,619 > $53,383,743?
$103,105 > $53,383,743?
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F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S8
B2 is cost effective in S8
B3 is cost effective in S8
B4 is cost effective in S8
B5 is cost effective in S8
B6 is cost effective in S8
B7 is cost effective in S8
B8 is cost effective in S8
B9 is cost effective in S8
B10 is cost effective in S8
B11 is cost effective in S8
B12 is cost effective in S8
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Table 4.11 Scenario S9: Pinnacle Event, Thin Wall Facility, E Wind 50mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $54,154,916?
$651,942 > $54,154,916?
$87,577 > $54,154,916?
$65,440 > $54,154,916?
$90,790 > $54,154,916?
$122,741 > $54,154,916?
$652,907 > $54,154,916?
$80,274 > $54,154,916?
$96,841 > $54,154,916?
$96,971 > $54,154,916?
$79,619 > $54,154,916?
$103,105 > $54,154,916?

T / F Results
F
F
F
F
F
F
F
F
F
F
F
F

B1 is cost effective in S9
B2 is cost effective in S9
B3 is cost effective in S9
B4 is cost effective in S9
B5 is cost effective in S9
B6 is cost effective in S9
B7 is cost effective in S9
B8 is cost effective in S9
B9 is cost effective in S9
B10 is cost effective in S9
B11 is cost effective in S9
B12 is cost effective in S9

Table 4.12 Scenario S10: Pinnacle Event, Thick Wall Facility, No Wind
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning
Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $34,186,994?
$651,942 >$34,186,994?
$87,577 > $34,186,994?
$65,440 > $34,186,994?
$90,790 > $34,186,994?
$122,741 > $34,186,994?
$652,907 > $34,186,994?
$80,274 > $34,186,994?

F
F
F
F
F
F
F
F

B1 is cost effective in S10
B2 is cost effective in S10
B3 is cost effective in S10
B4 is cost effective in S10
B5 is cost effective in S10
B6 is cost effective in S10
B7 is cost effective in S10
B8 is cost effective in S10

$96,841 > $34,186,994?
$96,971 > $34,186,994?
$79,619 > $34,186,994?
$103,105 > $34,186,994?

F
F
F
F

B9 is cost effective in S10
B10 is cost effective in S10
B11 is cost effective in S10
B12 is cost effective in S10
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Table 4.13 Scenario S11: Pinnacle Event, Thick Wall Facility, SW Wind 5mph
Barrier/Control

Null Hypothesis

T / F Results

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning
Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $34,186,994?
$651,942 > $34,186,994?
$87,577 > $34,186,994?
$65,440 > $34,186,994?
$90,790 > $34,186,994?
$122,741 > $34,186,994?
$652,907 > $34,186,994?
$80,274 > $34,186,994?

F
F
F
F
F
F
F
F

B1 is cost effective in S11
B2 is cost effective in S11
B3 is cost effective in S11
B4 is cost effective in S11
B5 is cost effective in S11
B6 is cost effective in S11
B7 is cost effective in S11
B8 is cost effective in S11

$96,841 > $34,186,994?
$96,971 > $34,186,994?
$79,619 > $34,186,994?
$103,105 > $34,186,994?

F
F
F
F

B9 is cost effective in S11
B10 is cost effective in S11
B11 is cost effective in S11
B12 is cost effective in S11

Table 4.14 Scenario S12: Pinnacle Event, Thick Wall Facility, SW Wind 50mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning
Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $34,225,756?
$651,942 > $34,225,756?
$87,577 > $34,225,756?
$65,440 > $34,225,756?
$90,790 > $34,225,756?
$122,741 > $34,225,756?
$652,907 > $34,225,756?
$80,274 > $34,225,756?

F
F
F
F
F
F
F
F

B1 is cost effective in S12
B2 is cost effective in S12
B3 is cost effective in S12
B4 is cost effective in S12
B5 is cost effective in S12
B6 is cost effective in S12
B7 is cost effective in S12
B8 is cost effective in S12

$96,841 > $34,225,756?
$96,971 > $34,225,756?
$79,619 > $34,225,756?
$103,105 > $34,225,756?

F
F
F
F

B9 is cost effective in S12
B10 is cost effective in S12
B11 is cost effective in S12
B12 is cost effective in S12
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Table 4.15 Scenario S13: Pinnacle Event, Thick Wall Facility, E. Wind 5mph
Barrier/Control

Null Hypothesis

T / F Results

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning
Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $34,186,994?
$651,942 > $34,186,994?
$87,577 > $34,186,994?
$65,440 > $34,186,994?
$90,790 > $34,186,994?
$122,741 > $34,186,994?
$652,907 > $34,186,994?
$80,274 > $34,186,994?

F
F
F
F
F
F
F
F

B1 is cost effective in S13
B2 is cost effective in S13
B3 is cost effective in S13
B4 is cost effective in S13
B5 is cost effective in S13
B6 is cost effective in S13
B7 is cost effective in S13
B8 is cost effective in S13

$96,841 > $34,186,994?
$96,971 > $34,186,994?
$79,619 > $34,186,994?
$103,105 > $34,186,994?

F
F
F
F

B9 is cost effective in S13
B10 is cost effective in S13
B11 is cost effective in S13
B12 is cost effective in S13

Table 4.16 Scenario S14: Pinnacle Event, Thick Wall Facility, E. Wind 50mph
Barrier/Control

Null Hypothesis

B1 Procedures
B2 Worker Train/Qual
B3 Fire Det. & Alarm
B4 Fire Suppression
B5 Fire Supp. Deluge
B6 Thin Bay Walls
B7 Thick Bay Walls
B8 Lightning
Protection
B9 Lightning Catenary
B10 Facility Equipment
B11 Process Equipment
B12 Fire Break

$772,295 > $34,225,756?
$651,942 > $34,225,756?
$87,577 > $34,225,756?
$65,440 > $34,225,756?
$90,790 > $34,225,756?
$122,741 > $34,225,756?
$652,907 > $34,225,756?
$80,274 > $34,225,756?

F
F
F
F
F
F
F
F

B1 is cost effective in S14
B2 is cost effective in S14
B3 is cost effective in S14
B4 is cost effective in S14
B5 is cost effective in S14
B6 is cost effective in S14
B7 is cost effective in S14
B8 is cost effective in S14

$96,841 > $34,225,756?
$96,971 > $34,225,756?
$79,619 > $34,225,756?
$103,105 > $34,225,756?

F
F
F
F

B9 is cost effective in S14
B10 is cost effective in S14
B11 is cost effective in S14
B12 is cost effective in S14
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Uncertainty and Sensitivity Analysis for the Economic Model
Uncertainty analysis and sensitivity analysis performed on the economic
analysis model for Phase I Event-Incident-Accident analysis (non-Pinnacle Event) was
determined to be sufficient to make the conclusion that the model exhibits robust and
verifiable analysis results for the Phase II Pinnacle Event Scenarios. There are several
reasons for this determination. First, the full sensitivity analysis performed during the
Chapter III analysis on the Baseline Pinnacle Events included the Pinnacle Event in a
thin walled facility without wind considerations and the Pinnacle Event in a thick walled
facility without wind considerations. As stated in Chapter III, the model was stable and
robust with these scenarios included. Secondly, the cost estimates based on the accident
reports included a conservatively sized boundary of explosion debris around the facility.
Third, SHOCK-FRANG-MUDEMIMP software is well vetted, and extensively proven
by USDOE and USDOD to be accurate, repeatable and robust.

Straight-Line

(Hurricane) analysis has been vetted through extensive wind tunnel testing by separate
independent groups. The software HotSpot is a stable tool used by the meteorological
community. The four scenarios analyzed with HotSpot (High Wind and Low Wind x
Easterly and Southwesterly Wind Directions) is considered bounding for the extent of
additional analysis. And finally, the magnitude of the changes in the cost estimates of
the events by incorporating straight-line and plume analysis with varying wind speed
and direction increased less than 1 percent.
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CHAPTER V. CONCLUSIONS

The economic model presented in Chapter III compared amortized initial,
enduring and termination costs of barriers and controls for highly hazardous operations
with amortized costs of event, incident and non-catastrophic accident failure scenarios.
A generic model presented the methodology and tools required for the analysis, and a
case study for a highly hazardous operation illustrated their use. The data for events,
incidents and non-catastrophic accidents came from government reporting databases
and their costs estimated based on recent event, incident and accident scenarios and
industry standard cost estimating methods. The resulting spreadsheet-based model
proved quite robust under sensitivity analysis. See the spreadsheets for barrier and
controls costs in Appendix K.
Since the historical data on catastrophic accidents at the case study site was very
limited and dated (last catastrophic accident occurred in 1977), the study was extended
in Chapter IV to include additional blast analysis and meteorological studies (straightline hurricane and Gaussian plume analysis) to validate and/or improve the initial cost
estimates for these events. The associated costs derived from the reports, updated and
escalated to current emergency procedures and practices combined with additional
analytical tools and software enabled a more thorough economic cost analysis for the
Pinnacle Event. The results of the extended analysis appear in Chapter IV. See the
Chapter IV conclusions below and the spreadsheets for catastrophic accident (Pinnacle
Event) costs in Appendix M.
The integration of SHOCK/FRANG/MUDEMIMP software with Hurricane
Models and Hotspot atmospheric dispersion/pollution software provided the following:




More accurate and defensible total boundary of land and facilities expected to
be characterized and cleaned up
More accurate and defensible boundary of contamination & uptake of hazardous
materials by plant population
Data collected was good input to EAM cost estimates for Pinnacle Event
Scenarios.
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Some related lessons learned and conclusions follow:






MUDEMIMP is simple, user-friendly and backed by test data, although some
knowledge of structural engineering and blast design principles is necessary.
The Pinnacle Event model, like the Chapter 3 Economic Analysis Model, is
tailorable and transportable to any hazardous operation capable of catastrophic
accidents.
The range of catastrophic cost estimates based on wind speeds and directions is
tailorable to any location for interesting and defensible results
NARAC’s Hotspot hazard concentration software was found to be able to model
an actual explosion and the wind-borne debris cloud it generates
A viable new control (suspending operation in high wind situations) was
discovered
The subject facility for this case study was constructed in the World War II era

using Cement Asbestos (“Cemesto”) sandwich panels, manufactured by the Celotex
Corporation, to form the roof deck. Crysotile asbestos comprises the outer cementitious
layers. Research has shown that 95% of the asbestos registered in the First Annual
Report on Carcinogens as carcinogens were classified as Grades 4, 5, or 6 mediumlength fibers of the Chrysotile form used commonly in the production of asbestoscementitious panels, (U.S. Department of Health and Human Services, 2005). Hollow
tubular strands characterize Chrysotile asbestos, a white mineral having the chemical
formula Mg3(Si2O5)(OH)4. (American Cancer Society, 2010) The asbestos fibers held
tightly by a cementitious binder in Cemesto Board create a very dense substrate.
Captive asbestos evades human inhalation. See Appendix H for calculation of asbestos
quantity in roof deck.
The OSHA action level for prevention of human exposure, 1 fiber/cm3 (f/cc) for
30 minutes comes in far under the 8-hour Permissible Exposure Limit (PEL) of only 0.1
fiber/cm3 for fibers longer than 5 micrometers having a length-to-diameter ratio of at
least 3 to 1. Therefore, this study assumed in the Design Basis Explosion, the HEVR
Pinnacle Event, that the panels would be shattered into millions of small pieces and
much of the asbestos would be separated from the binder and launched into the air in a
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friable state. Then the resultant dust cloud could become an inhalation hazard due to
deposition in the human respiratory system, (Hinds, 1999).
Visual inspection of fractured Cemesto board identical to the roof panels found
on the plant site gave no clue to the magnitude of potential asbestos hazard contained
within. The fiber size of concern for human inhalation lies in the microscopic range.
Further research revealed some interesting facts about Cemesto Board. One study of
similar asbestos cement roofing and cladding revealed that weathered Cemesto emitted
almost zero friable asbestos fibers, and the conclusion was that what did weather off
settled into the ground, (Bornemann et. al., 1986).

Concentration of asbestos fibers

near asbestos-cement panels register so low that they do not pose a health risk, (Meyer,
1986). Other researchers physically fractured asbestos cement slates, counted asbestos
fibers with a Scanning Electron Microscope using Phase Contrast Microscopy, and
calculated that the damaged slates generated only 0.127, 0.157 and 0.221 f/cc,
depending on the severity of damage when dropped from a rooftop, (Kim et. al., 2015).
Even more recently, studies of general asbestos workers were found to have NOAE (NoObserved Adverse Effect) when exposed to less than 89 to 168 f/cc per year for lung
cancer or 208 to 415 f/cc per year for mesothelioma, whereas cement-asbestos workers
in the “cement-friction manufacturing” industry showed no increase in lung cancer risk
at any exposure level. This was attributed to the fact that friction and cement action in
the manufacturing process grind up the Chrysotile asbestos into fibers so short that they
do not pose a hazard to the lungs (less than 0.5um), (Pierce et. al., 2016).
The asbestos exposure risk due to the Pinnacle Event explosion is significantly
less than the original postulation. However, the plume analysis will still be performed
since there has been no research performed on the exposure levels generated from the
Cemesto Board in an actual explosion, and it would be prudent to characterize the costs
of fallout from the downwind plume in an actual event under various high wind
conditions.
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Results of Hypothesis Testing
Hypothesis testing in Chapter III indicated that the Null Hypothesis was false
for all barriers in Scenarios 1 (Event), 2 (Incident) and 3 (Plateau Operations Event), so
all 12 barriers are cost effective in these scenarios. In Scenario 4 (Plateau NPH Event)
none of the barriers were cost effective against the HEVR caused by an F2 tornado.
This is because it is impossible for any of the barriers analyzed to stop the destruction
of a direct hit. The EUAC of the scenario (the Risk Cost) is so very low ($4,753)
because although the Event cost is very high ($297,000,000) the probability of a direct
tornado hit to the subject bay is very low (0.000016). The Fire Suppression System
proved to be the most economically efficient barrier in the first two scenarios (event and
incident) of the Chapter III analysis. It has very low Life Cycle initial and maintenance
costs and has been known to be extremely efficient at preventing an event within this
scenario's definition. The Lightning Protection System proved to be another barrier that
ranked high, likewise due to low cost and extreme efficiency at its designed function.
Process equipment ranks high in economic efficiency because properly constructed,
rated and labeled equipment develops less internal shorts and sparks, which start fires.
The structure built with thick walls ranked last in economic efficiency in the noncatastrophic accident model.
Although by far the best structure for prevention of uncontrolled blast pressures
in a HEVR, the thick wall costs a lot and it cannot prevent an event, incident or noncatastrophic accident based on our definition, as its only function being to contain a
Pinnacle Event explosion after it happens, minimizing human and property damages.
Thus, in Scenarios 1, 2 and 3, it is not cost effective. Other engineered controls likewise
are economically efficient because they have been tested and found to be very effective
at their function at a very low cost. Administrative controls "Procedures" and "Worker
Training & Qualification Program" are very expensive, but they are known to be
invaluable in preventing costly events, incidents and accidents when they are properly
planned, implemented and executed. Since EUAC(S) - EUAC(B) is positive for all
Barriers and Controls in the Event and Incident Scenarios, the conclusion is that all of
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them are efficient from a strictly economic point of view. Manual Ranking just provides
an ordinal sorting of economic effectiveness of the barriers and controls. In the Plateau
Operations Event Scenario, EUAC(S) - EUAC(B) is positive for all barriers so all are
efficient from a strictly economic point of view. In this scenario, the structure built with
thick walls ranked in last place, for the same reason. See Event, Incident and Accident
Cost Spreadsheets in Appendix L.
In this case study, an additional structural barrier could be constructed inside the
thin wall bay to protect the HE from tornadoes. Additionally, constructing the bay with
thick walls, by design inherently tornado-resistant, would be likely to prevent the
tornado from breaching walls or roofs in this scenario. Thus, thick bay walls, costing
only $300,000 more per bay than thin bay walls, could prevent a $300,000,000
explosion.
Hypothesis Testing for Chapter IV indicated that all 120 hypothesis tests were
False, so all barriers are cost effective in all Pinnacle Event Scenarios. What this means
is that even though the probability of a Pinnacle Event is very low (0.04444) the cost of
an actual Pinnacle Event under any scenario is extremely high ($800M to $1.2B). The
lower Pinnacle Event cost is inside a thick wall facility and the higher Pinnacle Event
cost is inside a thin wall facility.

Chapter IV Conclusions
The Chapter IV analysis proved that in the Pinnacle Event scenarios (with and
without wind conditions approaching hurricane speeds) all barriers and controls are
economically efficient, the most economically efficient barrier still being the Fire
Suppression System. However, in the Pinnacle scenario the entire guts of the bay
vaporize in the blast, so economic efficiency of interior barriers and controls makes no
difference. What happens outside the bay, i.e. what gets out and where it goes, makes
the difference.
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The study postulated that the additional blast, hurricane and Gaussian plume
analysis would result in more accurate estimates of wind-borne explosion debris for
comparison. In reality, it resulted in small gains in accuracy for the model compared to
estimates based strictly on archived reports. This was partly due to the belief that the
reports captured the boundary of effects around the explosion sites very well. In
addition, recent literature presented good evidence that asbestos encapsulated in
asbestos cement panels cannot easily escape in sufficient respirable quantities to be a
true hazard in an explosion.
The increased amortized costs due to the spread of contamination, whether
asbestos, high explosives or other co-located hazardous materials via straight-line
hurricane wind and plume analysis were estimated to be from $108,000 to $2,165,000
more than the baseline costs which did not consider wind carried dust and debris.
These increased costs were for the additional characterization and clean-up of
contaminated areas downwind from the thin walled facility, depending on wind
direction. This equates to an increase of 1.8% in a 5 mph Easterly wind Pinnacle
scenario to an increase of 4.1% in a 50 mph SW wind Pinnacle scenario over and above
the baseline. The 4.1% increase was the largest increase of any Pinnacle event scenario,
due primarily to the fact that Asbestos dust, some of which may be friable and
respirable, may be part of the particulate contaminates falling out of the downwind
plume onto an area of the plant with numerous buildings and dense population. The
additional costs were driven by a much more difficult characterization and clean-up for
the length of the plume, which comprises over six times the area of the baseline “no
wind” event scenario.
For the thick wall facility, the increased amortized cost due to the spread of
contamination via straight-line hurricane wind and plume analysis was estimated to be
$38,762 more than the baseline costs, which did not consider wind carried dust and
debris. These increased costs were primarily for additional characterization costs and
some minor clean-up of contaminated areas around the thick walled facility, depending
on wind direction. This equates to an increase of approximately 0.113 percent of the
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EUAC cost over and above the baseline. The cost estimate for the 50 mph SW wind
scenarios increased due to a doubling of the debris settlement area downwind and the
presence of numerous buildings that would have to be characterized and potentially
cleaned up. The reason none of these costs were significantly increased versus the thick
wall baseline was due to two reasons. One reason is because the thick walled facility is
specifically designed to contain most of the blast, and the portion of the blast that is
vented is vented in a very controlled way, minimizing the release of explosion debris.
The second reason is the fact that there is no Asbestos in the new generation thick walled
facility.
Another way to look at this difference is comparison of the best case and worst
case difference in the costs of characterization and clean-up for the baseline thin wall
construction (with Asbestos in the frangible roof deck) versus the baseline thick wall
construction. The thin wall baseline Pinnacle Event, assuming no wind, had bare
characterization and cleanup costs estimated at $174,720 for materials and $120,960 for
labor for a total of $295,680. The baseline assumed the explosion contaminated four
acres surrounding the explosion site based on previous accident reports. The equivalent
thick walled baseline Pinnacle Event, assuming no wind, had bare characterization and
cleanup costs estimated at $28,800 for materials and $41,600 for labor, for a total of
$70,400 for addressing one acre of land surrounding the site. Fully burdened costs of
materials and labor for both baseline events would be significantly higher, but the
equivalent reduction in characterization and cleanup cost would still be a whopping 76.2
percent in favor of the thick wall facility.
Likewise, for the 50 mph SW wind scenarios, bare characterization and cleanup
costs for the thin wall facility were estimated to be $945,412 for materials and
$1,365,595 for labor for a total of $2,311,007. The Hotspot calculations indicate the
explosion could have contaminated 2,646,145 square feet, leaving particulate
depositions as far as 0.3 square miles downwind from the explosion site. This is the
equivalent of downwind contamination of 66 acres. The equivalent thick wall SW 50
mph baseline Pinnacle Event bare characterization and cleanup costs were estimated at
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$60,480 for materials and $87,360 for labor, for a total of $147,840, to address
characterization and cleanup of two acres of land near the facility. Fully burdened costs
of materials and labor for both baseline events would be significantly higher, but the
equivalent reduction in characterization and cleanup cost would again be a whopping
89 percent in favor of the thick wall facility.

Summary Analysis
The additional blast, straight-line and plume analysis also provided some
interesting discoveries. First, the magnitude of the explosion pressures calculated using
SFM and the comparison to what structures and people can withstand helps researchers
as well as nonprofessionals to understand the force contained in the hazard, HE, and the
importance of getting the correct barriers and controls into place. This realization can
help analysts develop more alternatives for better control of these forces. Secondly, the
hurricane analysis indicates some very large chunks of Cemesto board and explosives
(2-3 cm) are going to be carried downwind in an explosion scenario during high wind
speed conditions (over 70 mph), as shown in Chapter IV Table 14. HE particles cannot
be left laying on top of facilities or anywhere on the ground after an actual event, which
emphasizes the fact that the extended boundary areas would require careful
characterization and clean-up.

Characterization is a term meaning performing a

controlled walkdown with immediate clean-up of imminently hazardous debris and a
detailed list of further clean-up needed later.
Gaussian plume analysis provided very important information on the wind
directions that cause the lowest and highest economic impact due to contamination
spread. Low impact wind directions are those which carry the debris over undeveloped
and unpopulated areas. High impact wind directions are those which carry the debris
over areas with many buildings and dense populations. The study shows these scenarios
can result in hundreds of thousands of dollars of additional characterization and cleanup
costs. The conclusion is that although the probability of the Pinnacle Event is very low
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(0.0444 per year) the additional cost of thick concrete wall construction ($300,000 more
invested per bay) to prevent a $1.2 Billion catastrophe with total asset destruction and
potential loss of life is clearly cost effective.
In summary, the potential benefits from the Economic Analysis Model for High
Reliability Organizations are as follows:













The optimal suite of barriers/controls for hazardous operations can be
determined
Economic benefit of barriers/controls is clearly quantifiable
Aids in elimination if ineffective wasteful barriers/controls (scarcity problem)
EAM methodology yields new, better, more cost effective barriers and controls
Intensive modeling supports HRO principal of strong response to weak signals
Potential improvements have been discovered just by doing the analysis
Improved decision making is possible with integrated SD & EA Models
Methodology pushes technology toward cost effective barriers/controls for
HROs
The Chapter 4 Pinnacle Event model, like the Chapter 3 Economic Analysis
Model, is tailorable and transportable to any hazardous operation
The range of catastrophic cost estimates based on wind speeds and directions is
tailorable to any location for interesting and defensible results
NARAC’s Hotspot hazard concentration software was found to be able to
model an actual explosion and the wind-borne debris cloud it generates
A viable new control (suspending operation in high wind situations) was
discovered
The greatest contribution provided by this research project to the field of HRO

operations process safety is believed to be the focus on intensive investigation of weak
signals coming from a highly hazardous operation, like events and incidents, combined
with staunch corrective actions driven by intensive investigation of those small events
and incidents in order to prevent stronger signals from the operation, like a serious or
catastrophic accident. The importance of placing maximum effort on events and
incidents led to the development of a new concept called Safety Signal Level, a
descriptive framework derived from common definitions and actual historical events.
These “signal levels” presented in Table 5.1 below provide additional clarification and
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specificity of meaning in the context of this research project, with suggested responses
to each event level.
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Table 5.1 Safety Signal Level Descriptions and Responses
Safety Signal
Level
Event

Incident

Accident

Description/Explanation
A weak signal. Adverse, notable,
unfavorable, no
injuries or
property damage, could have
impacted safety/security of people,
property, national assets, or the
environment.
An adverse signal. Unexpected,
unpleasant, more serious and
unfavorable, injuries property
damage, environment damages.
A strong signal.
Sudden,
unintended, property damage,
injuries, fatalities, environment,
asset damage, predecessor to
“Plateau Event,” (Hartley et. al.,
2008)”.

Plateau Event (pre- A warning signal. Almost all
catastrophic)
barriers failed, could have easily
resulted in the Pinnacle Event for
the organization, but for some
reason it didn’t,” (Hartley et al.,
2008)”.

Pinnacle
(terminal)

Event A devastating signal, indicating a
terminating event. Considered a
terminal event, an event so
catastrophic that it could result in
huge loss of life, collapse of a
company, and plant destruction,”
(Hartley et. al., 2008)”.

Response
These signals should be
investigated, evaluated and
prevented in the future through
corrective actions.

Can shut down organization for
a short period of time. Incident
requires a report to authorities,
investigation,
root
cause
analysis, corrective actions.
Emergency
safety/security
response, protect life, property,
environment
and
national
security assets. Operations shut
down, investigations, analysis,
reporting, corrective actions,
readiness to safely restart
approval.
More intensive emergency
safety security response, protect
life, property, environment and
national security assets. Ops
shutdown,
investigations,
analysis, reporting, corrective
actions, readiness to safely
restart approval.
Worst possible event for the
organization.
Intensive
emergency safety security
response, protect life, property,
environment
and
national
security assets. Ops shutdown,
investigations,
analysis,
reporting, corrective actions,
reconstruction and retooling,
readiness to safely restart
approval…maybe.

This is a cost effective approach because it requires putting monetary resources
toward resolving the weak and adverse signals requiring the simplest and least costly
114

Texas Tech University, Michael W. Bromley, August 2016

lessons learned, corrective actions, barriers and controls first (doing the right things). It
also promotes cost efficiency (doing the right things right) because it requires subject
matter experts and management to expend resources to address weak and adverse
signals as prevention and protection from the more costly strong, warning, or
devastating signals in the long run. Every barrier and control put in place requires
predictive and preventive maintenance for the life of the program to ensure it is
performing its designed function, and every barrier and control is eventually retired
because it reaches the end of its design life or the program ends. These requirements
ensure the model captures all relative costs of all barriers and controls.

Future Research
Future related work to be considered should include a deep dive into each of the
barriers selected by the methodology presented in this paper, using the principles of the
Swiss Cheese Model (Reason, 1990) to determine the locations of each barrier’s holes
(weak spots in the chain, or paths that allow an accident precursor chain to progress to
an accident). Then a comparison of each barrier selected with every other barrier
selected could help ensure the holes don’t line up, so the probabilities of a system failure
would be extremely smallv. Statistical analysis of the potential for those holes to line
up and allow the accident precursor chain to progress combined with the probability the
holes in two or more barriers somehow line up exactly might be a welcome advance in
the HRO body of knowledge.
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APPENDICES
A. TERMS AND DEFINITIONS












Hazard: In HRO space, the word “hazard” is always a noun, never a verb, and
it manifests itself as one of the three primary forms of energy; chemical,
potential or kinetic.
Threat: A threat can be anything that insults the hazard and has the capacity to
cause the hazard to release energy that can cause damage to people, facilities or
the environment. (Hartley et. al., 2008)
Event: An event is something adverse or unfavorable, not involving injuries or
property damage, which could impact the safety or security of people, property,
national assets or the environment, and should be investigated, evaluated and
prevented in the future.
Incident: An incident is a more serious adverse or unfavorable event, with
injuries and/or property damages and/or environmental damages, which could
shut down the organization for a short period of time. An incident requires
reporting to the authorities, immediate investigation, more intense root cause
analysis, and formal corrective actions to prevent future occurrence.
Accident (aka Plateau Event): An accident with any of the following: serious
injuries, fatalities, major property damage, environmental damage, or national
security asset damage. The accident could have easily resulted in the Pinnacle
Event for the organization, but for some reason it didn’t. Emergency safety and
security personnel mobilize to the site, focusing on protecting life, property, the
environment and national security assets. Operations and possibly the plant
shuts down while reporting, investigations, analysis and corrective actions are
developed and deployed and readiness to restart is confirmed and approved.
[Hartley et. al., 2008]
Catastrophic Accident (aka Pinnacle Event): A Pinnacle Event is the worst
possible accident involving multiple injuries and/or fatalities to personnel and
major damage to property, the environment and national security assets.
Emergency safety and security personnel mobilize to the site, focusing on
protecting life, property, the environment and national security assets.
Operations and the plant are shut down for many months or years while
reporting, investigations, analysis and corrective actions are developed and
deployed and readiness to restart is confirmed and approved. [Hartley et. al.,
2008]
Engineered Barrier: An engineered barrier is a physical, structural, mechanical
or electrical structure, system, component or piece of equipment (SSCE)
designed and engineered using principles of mathematics and science, fabricated
and installed for the specific purpose of physically preventing an adverse event
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or mitigating its effect. The most desirable and successful engineered barrier
or control is one based on the principles of physics, chemistry, mathematics or
biology or a phenomenon of nature or the Universe that by its mere existence
prevents an adverse event or mitigates its consequences. Examples are mass
concrete blast walls, the action of gravity on an object, and the ability of some
materials to stop various forms of radiation due to their molecular structure or
mass.
Engineered Control: An engineered control is the same as an engineered barrier,
except that it regulates an action or activity, thereby preventing or mitigating an
adverse event. The most desirable and successful engineered control is also one
based on the principles of physics, chemistry, mathematics or biology or a
phenomenon of nature or the Universe that by its mere existence prevents an
adverse event or mitigates its consequences. Examples are the use of time or
distance to control exposure, the maximum velocity of an airstream through an
orifice, and the ability of some materials to control the speed of fission.
Administrative Control: Administrative controls are things such as paperwork
and management structures driven by programmatic or regulatory standards,
laws, activities, and requirements, which prevent a process from starting or
continuing until some requirement is met. Examples of administrative controls
are procedures intended to implement requirements and the training and
qualification of workers to follow those procedures to prevent or reduce the
possibility of an adverse event or to mitigate the event if it should happen.
Although people sometimes call administrative controls “barriers”, their nonphysical, non-scientific, non-mechanical, non-structural and non-electrical
nature prevents them from being considered a true barrier because they are softer
and more likely to be misunderstood, forgotten, or defeated by humans, who
make mistakes.
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B. PROJECT METHODOLOGY FLOW CHART
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C. SYSTEMS ANALYSIS FRAMEWORK & METHODOLOGY
(Canada, et. al., 2005)


Definition of Objectives: The objective of this research was to develop an
economic analysis model for the analysis of highly hazardous operations to help
with capturing and analyzing the cost effectiveness of safety barriers and
controls.



Generation of Alternatives: The basis of this research was an existing process
with its existing set of barriers and controls. The study developed the costs of
those barriers and controls and investigate other potentially superior barriers and
controls.



Formulation of Measures of Effectiveness:
The primary measure of
effectiveness for this study was cost effectiveness, and more specifically, Total
Amortized Life Cycle Cost effectiveness. Therefore, the costs of the barriers
and controls and any alternative barriers and controls was calculated based on
time value of money and discounted cash flow analysis, including escalation.
Initial costs, maintenance costs and future 6D costs were calculated and
amortized over the life of the process. Then the costs of the events, incidents
and accidents that would happen if the barriers and controls failed were
calculated and historical probabilities were used in a benefit-to-cost analysis to
determine which barriers and controls cost effectively reduce risk.



Evaluation of Alternatives: New or different alternative barriers and controls
for these operations was considered in the previous research project, so this
research completes the cost effectiveness analysis for them in the same manner,
as explained above.



Tentative Selection: Equivalent monetary units of measure and the use of
benefit-to-cost analysis was the best way of comparing the existing and
alternative barriers and controls. The final selection of the most cost effective
suite of barriers and controls was based on the comparison the Equivalent
Uniform Annual Cost (EUAC) of the barriers and controls with the EUAC of
the risk-based cost of events, incidents and accidents that would happen if the
barriers and controls failed. (Canada et. al., 2005)
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D. ECONOMIC ANALYSIS WORKBOOK LAYOUT
Introduction Worksheet:








General information on practices and principles of the use of the spreadsheet
Objectives of the spread sheet model
Explanation of the systems analysis framework and how it guides the model
Systems cost engineering procedure steps
12 steps of the Government Accounting Office high quality cost analysis
procedure
Cost estimate brainstorming checklist
Index to the barrier, control and event/incident/accident worksheets in the model

Summary Worksheet:









Introductory information and explanations
List of input variables with descriptions
Labor, fringe and overhead rates for personnel working on barriers and controls
as well as personnel working on events, incidents, and accidents
Annual probabilities of events, incidents, and accidents
Risk values of events, incidents, and accidents in equivalent monetary terms
Intermediate calculations of Equivalent Uniform Annual Costs of barriers and
controls
Comparison of EUAC of barriers/controls and EUAC of events, incidents and
accidents
Conclusions and selection of most effective and efficient barriers and controls

Administrative Control Worksheets:







Scope statement
Cost driver listing
Initial program and process design and development cost estimate
Annual program/process procedure maintenance and review costs
Summation of all costs and conversion to present value
Amortization of total present value costs over the life of the program or process
to arrive at Total Amortized Life Cycle Cost (or Equivalent Uniform Annual
Cost)

Engineered Barrier/Control Worksheets for Existing and New Alternative Barriers and
Controls:
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Scope statement
Cost driver listing
Initial total estimated rough order of magnitude construction costs for the
barrier/control
Annual maintenance, repair and improvement cost estimate
6D costs required at the end of life of the program or process
Summation of all costs and conversion to present value
Amortization of total present value costs over the life of the program or process
to arrive at Total Amortized Life Cycle Cost (or Equivalent Uniform Annual
Cost)

The 4 Accident Scenario Cost Worksheets (Event, Incident, Plateau Accident Event and
Pinnacle Accident Event) follow the barrier/control cost estimating worksheets:





Scope statement
Cost driver listing
Week by week explanation of what is happening and why
Week by week estimation of labor manhours, fringe benefits and overhead based
on past events and current standards and procedures

Facility Replacement Alternatives and Costs Worksheets:



One-for-one old-technology replacement of facility destroyed by HEVR
Replacement with improved type thick wall controlled venting design for new
facility

Wage Rate Calculation Worksheets:



Wage Rates Summary
Wage Rates Tables

Detailed Cost Analysis Worksheet for Work-In-Process Labor and Materials:






Raw and miscellaneous materials/consumables costs for production of Parts A
and B
Labor costs for unpacking, preparation, machining, finishing, assembling,
repacking
Detailed descriptions and information about the process and associated costs
Special details, explanations and costs of performing preparation and assembly
Labor, materials and information specifically excluded from the scope of the
process
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E. ECONOMIC ANALYSIS MODEL USER INPUTS
General Variables
















Interest or Discount Rate, percent
Escalation Rate for project life, percent
Life of Program/Process/Operation, years
General Contractor Conditions, percent
General Contractor Labor Burden, percent
Security Zone Difficulty Factor, percent
General Contractor Overhead & Profit, percent
General Contractor Bid & Performance Bonds, percent
Escalation Rate for Building Materials, percent
Local Market Conditions, percent
Title I, II, & III Design/Const. Services fee, percent
Internal Craft/Security support, percent
Commissioning & Startup, percent
Project Management, percent
Project Contingency, percent

Labor and Overhead Variables Based on Actual Burdened Labor Rates





Senior Management Direct Labor + Management overhead =
Fully burdened Senior Management Direct Labor
Exempt Middle Management Direct Labor + Exempt overhead =
Fully burdened Middle Management Direct Labor
Bargaining Unit Direct Labor + Bargaining Unit Labor overhead =
Fully burdened Bargaining Unit Direct Labor
Non Exempt Non Bargaining Unit Direct Labor + NENB overhead=
Fully burdened Non Exempt Non Bargaining Direct Labor

Annual Probabilities Variables





Historical annual probability of an event; P(E).
Historical annual probability of an incident; P(I).
Historical annual probability of a Plateau Event due to Operations; P(PE)
Historical annual probability of a Plateau Event due to Natural Phenomenon
Hazard; P(PN)
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F. GAUSSIAN PLUME ANALYSIS METHODOLOGY
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G.

EXPLOSION/BLAST/METEOROLOGICAL
ANALYSIS

Blast and Plume Analysis Software Matrix
Program Identifier/Acronym
Description
ALOHA
Areal Locations of
Hazardous
Atmospheres
BEC
Blast
Effects
Computer
BLASTX
unknown
Breeze HEXDAM
High
Explosive
Damage
CONBLAST
CONWEP
Conventional
Weapons Effects
GENIIo
Generation 2.0
HotSpot
MACCS2

SBEDS1_1
SHOCK-FRANGMUDEMIMP

Creator
NOAA

Selected
No

DODESB

No

USACE
Trinity Co.

No
No

NAVFAC
USACE

No
No

USDOE/PNNL
NOAA/NARAC

No
Yes

MELCOR Accident ORNL
Consequence
Code
System
USACE
Shock load, frangible NAVFAC
panels & multiple
debris missile impact
analysis

No

No
Yes

Software Details:
CONBLAST: CONBLAST (Confined Blast) is the newest version of SHOCK, FRANG
and MUDEMIMP codes integrated into a user-friendly Graphical User Interface. These
three sub-routines have long been used by USDOD and USDOE entities for blast design
and separation between buildings. This new Graphical User Interface (CONBLAST)
was intended to be used widely by USDOD and USDOE engineering entities for blast
design and separation between buildings. Unfortunately, the only version available is
the “beta” version, and it is not totally debugged. Unfortunately, attempts to get this
software to run failed and error logs were sent to NAVFAC for assistance. It is unknown
when the assistance may arrive. (Naval Facilities Engineering Command Expeditionary
& Warfare Center, jointly with Department of Defense Explosives Safety Board, Room
856C, Hoffman Building, 2461 Eisenhower Ave., Alexandria, Va, 22331-0600,
Conblast version 3.0.20.202, Swisdak, M. 2005)
BEC: BEC (Blast Effects Computer) is optimized for air-blast predictions and accounts
for the effect of Potential Explosion Site, type of weapon and TNT equivalence of the
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explosive AND Results are accurate to within a couple of percentage points of actual
measurement values. Unfortunately, our case study is not an air blast, but completely
housed in a ground structure with frangible roof and sidewalls, so BEC is not applicable.
(Department of Defense Explosives Safety Board, Room 856C, Hoffman Building,
2461 Eisenhower Ave., Alexandria, Va, 22331-0600, jointly with Naval Surface
Warfare Center, 101 strauss Ave., Indian Head, Md, 20640-5035, BEC version 6, author
Michael M. Swisdak, 2005)
CONWEP: CONWEP (Conventional Weapons Effects) appeared at first to be very
applicable to the current study. It is a very easy software to run, with quick and easy
input/output methods. CONWEP assumes only spheres/hemis of explosive are
involved, which is applicable for this study. Unfortunately, CONWEP does not
calculate the size of the debris cloud, size of debris, or maximum debris trajectory. It
was determined that CONWEP only models impulse and quasistatic gas pressure
buildup. It stops short of performing the missile and debris analysis. However, the
CONWEP computer runs do verify the destruction of the roof deck. (U.S.Army Corps
of Engineers, 20 Massachusetts Ave. NW, Washington, DC 20314-1000, author D. W.
Hyde, USAEWES/SS 17 February 1988)
BLASTX: The calculations for impulse and quasistatic gas pressure buildup in a room
were easily performed by BlastX, an industry-oriented software held to be better and
more accurate than CONWEP, and it can model multiple rooms with great accuracy.
The parameters for a two-room scenario were entered into the input and the run was
made for a bay and adjoining corridor 80 feet long. BLASTX calculated the primary
detonation room peak impulse pressure of 1,781 psi-sec. and maximum pressure of 270
psi.
In the neighboring room, a hallway, the results were peak impulse pressure of
1222 psi-sec., maximum quasistatic pressure of 150 psi, and maximum temperature of
1229 degrees F., which indicate total destruction of the hallway, roof and walls also,
with death of any inhabitants. Unfortunately, BlastX does not calculate the size of the
debris cloud, size of debris, or maximum debris trajectory. (U.S.Army Corps of
Engineers, 20 Massachusetts Ave. NW, Washington, DC 20314-1000, authors J. Robert
Britt, Dale E. Ranta and Charles E. Joachim, version 4.2, March 2001)
Breeze HEXDAM: HEXDAM is used to determine the damage to structures and
people, due to detonation at ground level, and used in explosive manufacturing buildings
for determining sympathetic detonation inside nearby buildings. Unfortunately, Breeze
HEXDAM is not free, and Breeze expects payment in advance. (BREEZE Software,
version 6.0, Trinity Consultants Inc., copyright 2001)
GENIIo: This software package is easy to install and appears to be good pure
meterological and pollution analysis software, but it is extremely complex, much more
so than other meteorological software codes such as HotSpot. (Pacific Northwest
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National Laboratory, USDOE, prepared for the USEPA, version 2, August 2008, B. A,
Napier)
MACCS2: MACCS2 (MELCOR Accident Consequence Code System) is an extremely
complex radioactive plume software, and the timeline to learn it is prohibitive. In
addition, it does not model asbestos contamination as a pollutant. (Oak Ridge National
Laboratory jointly with Sandia National Laboratories and Idaho National Engineering
Laboratory, CCC-652/MACCS2 version V.1.13.1, Radiation Safety Information
Computational Center, PO Box 2008, Oak Ridge, TN 37831-6362)
SBEDS1_1: SBEBDS is a very complicated blast and structural effects software, far
more complicated than needed for this case study in a square room with a frangible roof.
(U.S. Army Corps of Engineers, Version 1, June 30, 2004
SHOCK & FRANG: SHOCK & FRANG are two very good programs used by USDOE
for many years for calculation of the gas impulse and quasistatic pressure buildup due
to an explosion in a bay type facility. However, the software is old and DOS-based, and
the third companion module MUDEMIMP would be needed to get the height of the
debris cloud, size of debris particles and maximum debris trajectory. It is not available.
(Naval Facilities Engineering Command Expeditionary & Warfare Center, jointly with
Department of Defense Explosives Safety Board, Room 856C, Hoffman Building, 2461
Eisenhower Ave., Alexandria, Va, 22331-0600, Conblast version 3.0.20.202, Swisdak,
M. 2005)
ALOHA: ALOHA (Areal Locations of Hazardous Atmospheres) is a very good
chemical Gaussian air dispersion model, but it does not model fragments or trajectories
nor does it account for the effects of particulates in the air. It is focused on chemical
explosions and chemical or gas pollutants, so not applicable to the present study.
(National Oceanographic and Aeronautical Administration, Version 5.4.1.2)
HotSpot: Hotspot has good graphic capabilities and it is easy to learn and use.
However, Crysotile asbestos is not in the HopSpot Dictionary of aerosol contaminants.
(Health Physics Codes, Version 3.0 User’s Guide,” authors S. G. Homann, Fernando Aluzzi,
National Atmospheric Release Advisory Center, Lawrence Livermore National Laboratory,
LLNL-SM-636474, May 2013)
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H. ASBESTOS CALCULATIONS
450

sq ft of one layer of Cemesto

900
sq. ft. (A5x2 to get square feet of 2 layers of Cemesto)
129600 sq inches (A6 x 144 to get sq inches of 2 layers of Cemesto)
24300 cubic inches (A7x3/16" thickness to get cubic inches of 2 layers of Cemesto)
14.0625 cubic feet (A8 divided by 1728 to get cubic feet of 2 layers of Cemesto)
4.21875 cubic feet of Crysotile Asbestos at 30% Asbestos/Cement (A/C) ratio (A9x
0.30 to get minimum cubic feet of Crysotile Asbestos in the total number of cubic feet
of Cemesto)
5.625 cubic feet of Crysotile Asbestos at 40% A/C ratio (A9x .40 to get maximum cubic
feet of Crysotile Asbestos in the total number of cubic feet of Cemesto)
0.0421875 A10 x .01 to get cubic feet becoming friable Asbestos if Cemesto is
pulverized enough so 1% of the 30% contained in it becomes aerosolized
0.2109375 A10 x .05 to get cubic feet becoming friable Asbestos if Cemesto is
pulverized enough so 5% of the 30% Asbestos contained in it becomes aerosolized
0.421875 A10 x .10 to get cubic feet becoming friable Asbestos if Cemesto is pulverized
enough so 10% of the 30% Asbestos contained in it becomes aerosolized
0.05625 A11 x .01 to get cubic feet becoming friable Asbestos if Cemesto is pulverized
enough so 1% of the 40% contained in it becomes aerosolized
0.28125 A11 x .05 to get cubic feet becoming friable Asbestos if Cemesto is pulverized
enough so 5% of the 40% Asbestos contained in it becomes aerosolized
0.5625 A11 x .10 to get cubic feet becoming friable Asbestos if Cemesto is pulverized
enough so 10% of the 40% Asbestos contained in it becomes aerosolized
So, the worst case is that 0.5625 cubic feet of Crysotile Asbestos becomes pulverized
and possibly aerosolized. The best case is that only 0.0422 cubic feet of Crysotile
Asbestos becomes pulverized and possibly aerosolized.
The result of the Hurricane Speed Calculations is a chart of particle sizes versus wind
speeds.
The pulverized aerosolized Asbestos particles carried downwind will range in size from
very tiny to extremely large, but recent research indicates the gradation is not a great
concern.
The bigger particles that require wind speed higher than maximum operations
windspeed will settle out at the bottom of the explosion cloud, and will not be carried
downwind.
So, based on the hurricane and Hotspot analysis we can determine what should be the
maximum allowable windspeed for operations, which would be a Limiting
Condition of Operation.
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I. HURRICANE CALCULATIONS
Graph the condition for J.B. Wills flight formula U^2 = 2(pm/pa)(I/CF)lg
Check all these numbers and their units

0.072 = pm (density of the material in question, Asbestos, which is 2.53 grams per
cubic centimeter, which is 158 lbs per cu.ft.)
convert cm^3 to mm^3
10 mm = 1cm
0.073

= pa (density of air) lb/ft^3 x what =

1 = I (fixture strength integrity, or the ratio of the friction coefficient of loose objects
(I=~1) to the friction coefficient of objects "fixed" so hard the wind force must be greater
than they weigh (I>1).

1 = CF, the generalized force coefficient, approximately = 1 for the typical bluff particle

0.05

= l (a typical dimension of the particle, in mm)

Since U^2 = 2(pm/pa)(I/CF) x lxg
32.2 = g (gravitational acceleration on Earth, 32.2 ft/sec-sec; the answer has to be in
m/s
3.175890411 = U^2 = 2(pm/pa)(I/CF)lg) and pm/pa cancel units and I is
dimensionless
1.782102806

= U (wind speed, meters per second, required for particle flight)

CF is a dimensionless coefficient of force , about 1 for bluff and l is in mm x what =
These calculations provided the data for the tables of asbestos particle size ranges from
0.05 mm to 10 centimeters found in the body of the text.
See Excel EAM Workbook for the actual calculations.
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J. HOTSPOT PROGRAM PRINTOUTS
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K. BARRIER & CONTROL SPREADSHEETS
Part 3: Develop Cost Estimate for Decontamination & Decommissioning and Retirement Costs for the Barrier/Control at the end of the Program
Division [CSI Format]
Div. 1 Reqmts @ X% of Div. 2-17>

Materials Description

Qty

Cost

Subtotal

Labor Description

Qty

Cost

Subtotal

Equipment Description Qty

Cost

Subtotal

HE Decon: pipe cleaning supplies

148

Sprinkler heads, 165 degree fusible link
4" FSS Swing Check Valve, cast iron, with
accessories and trim
Fire dept. Connection, single
Fire Hydrant
Hose rack and hose
Hose, with end fittings, 100 ft.
1" schedule 40 black pipe, by the ft.
1 1/4" schedule 40 black pipe, by the ft.
1 1/2" schedule 40 black pipe, by the ft.
2" schedule 40 black pipe, by the ft.
4" schedule 40 black pipe riser, by the ft.
Fire Alarm Conduit to PIV, 50', Rigid
Galvanized Steel
Wire, #12THHN, 50' x 2, $13/1,000 ft
Post indicator Valve
PIV Alarm Device
Salvage value of all piping bythe lb(None)

$17
$83 Cleaning
$0
Remove hydrant
Removal

0.56

0

0.00

148

1.57

$760
$232

1
15.00

350.00
27.00

$350
$405

0

Removal
Removal
Removal
Removal
Removal
Removal
Removal
Removal
Removal
Removal

1.00
1.00
1.00
1.00
1.00
30.00
30.00
30.00
50.00
8.00

259.00
156.00
156.00
114.00
35.00
8.00
9.00
10.00
12.00
22.00

$259
$156
$156
$114
$35
$240
$270
$300
$600
$176

0
0
0
0
0
0
0
0
0
0

Removal
Removal
Removal
Removal

50.00
0.10
1.00
1.00

5.00
38.00
200.00
52.00

$250
$4
$200
$52
$0
$0
$0
$0
$0
$4,559
$1,140
$5,699
$1,995
$7,693
$1,539
$9,232
$92
$9,324
$280
$9,604
$1,441
$11,045

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
11,237

$0
$0
$0
$0
$0
$99
$0
$99
$35
$134
$27
$161
$2
$163
$5
$168
$25
$193

22 Plumbing

Subtotals
General Contractor Labor Burden [25-35%]
0.25
Subtotal
Security Factor on Labor [10-45%]
0.35
Subtotal
General Contractor OHD & Profit [20-25%]
0.20
Subtotal
Bid and Performance Bonds [1.0-1.3%]
0.01
Subtotal
Escalation [1.5-5%] per year
0.03
Subtotal
Local Market Condition Adjustment [5-20%]
0.15
Total Labor, Materials, Equipment
Total Estimated Construction Cost
Title I, II & III A-E Design Cost [8-18]% of Construction, depending on level of complexity, engineering disciplines req'd & geographical location
Internal Crafts & Security Support [15-25]% of construction, depending on systems complexity, security interfaces, and security level
Subtotal Design & Support
Total Construction with Design & Support
Post-Construction Commissioning, Startup & Transition to Operations [5-15%] of Construction depending on process and facility equipment complexity
Total Construction, Support, Commissioning, Startup and Transition to Operations
Project Mgt., Engrg. & Profess. Support [40-80]% of overall
Total Project Cost without Contingency
Contingency [ranges from 10-40% depending on Design Maturity and Project Phase]

0
0
0

0.15
0.23

$1,686
$2,585
$4,270

0.10

$1,550.76

0.60

$9,305

15,508
17,058

0.25

Total Project Cost (Design, Construction, Crafts Support, Security Support, Management, Engineering & Professional Support, & Contingency)

26,363
6,591
32,954

Inputs:
Check Rule of Thumb: TPC historically ranges from 2.0-3.5 X Total Est. Construction Cost.
Notes:
Range divided into thirds:
2-2.5
2.5-3.0
3.0-3.5
The TPC for this cost estimate is:
1. This Cost Estimate does not include any costs after construction andtransition to operations is complete, like operations, maintenance and repair, or D&D/retirement/disposal
2. This Cost Estimate Format is based on DOE Order 430.1-1, patterned after multiple actual projects executed at Pantex Plant, and reviewed by professional cost estimators.

X Construction, which is
2.9325

x

Total Life Cycle Costs for Fire Suppression System
$228,603

Total Initial Costs
PW of Annual Costs
Initial + PW Annual Costs
PW of Escalated D&D Cost
Total Calculated Present Worth

Total Amortized Life Cycle Cost
(TALCC=EUAC)

Remarks/Justification:

20%
1 General Requirements
2 Sitework
21 Fire Suppression

$

448,682.74 P=A*(P|A,j,i,N)

and
where j≠i

Where

$677,286

Discount Rate "i" =
Escalation Rate "j" =
Input life, yrs.

$15,989 P=F*(1/1+i)^N & F=escalated DD cost
693,275

$65,440.25 A=P*(A|P,i,N)

A=P*(A|P,i,N) = P((i(1+i)^n))/((1+i)^n-1))
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0.07 1 + i =
0.032 1 + j =
20 i - j =

1.07
1.032
0.038

On the low 1/3 of range
About mid-1/3 of range
On the high-1/3 of range
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Part 2: Develop Cost Estimate for Maintenance, Repair, and Improvements (Enduring Costs) of the Barrier/Control
Maintenance Requirements
(Table 28 Surveillances or
equivalent)

Department, Labor Category, notes

*Note: 130 workdays in one year, 12 months in one year, 4 quarters in one year.

# workers

Manhours/ Day

Wage
Wage Rate
Total Manhours / year Rate w/FB Overhead w/FBO

Number of Days*

Yearly Total

Daily Inspection & Testing (I&T)
Daily Pre-Op FSS Checks
Daily FSS Surveillances by Facility Mgr.
Quarterly Inspection & Testing (I&T), Repair & Improvements

1

0.25

130

32.5 $ 83.68 $ 116.79

Craft Inspection
Craft Test

2
2

8
8

2
2

32 $ 62.84 $ 102.08
32 $ 62.84 $ 102.08

$164.92
$164.92

$5,277.54
$5,277.54

1
1
1

2
2
8

2
2
2

4 $ 83.68 $ 116.79
4 $ 83.68 $ 116.79
16 $ 83.68 $ 116.79

$200.47
$200.47
$200.47

$801.89
$801.89
$3,207.55

2
2

8
8

1
1

16 $ 62.84 $ 102.08
16 $ 62.84 $ 102.08

$164.92
$164.92

$2,638.77
$2,638.77

1
1

4
2

1
1

4 $ 83.68 $ 116.79
2 $ 83.68 $ 116.79

$200.47
$200.47

$801.89
$400.94

1

8

1

8 $ 83.68 $ 116.79

$200.47

I&T Planning & Scheduling
Engineering Checkout
Facility Manager support

per standards and procedures
per standards and procedures
Plan and develop work package,
approvals, schedule
to ensure F&Rs are met
FM is idle from turnover to takeback

$200.47 $

6,515.34

Annual Inspection & Testing (I&T), Repair & Improvements
Craft Inspection
Craft Test
I&T Planning & Scheduling
Engineering Checkout
Facility Manager

per standards and procedures
per standards and procedures
Plan and develop work package,
approvals, schedule
to ensure F&Rs are met
shuts down facility for PM then restarts
after PM

$1,603.78
$

29,965.91 Per year

5-Year Disassembly, Inspection, and Repair of Alarm Check Valve
Craft Inspection
Craft Work
I&T Planning & Scheduling
Engineering Checkout
Facility Manager

per standards and procedures
Damage and corrosion repair, fasteners
Plan and develop work package,
approvals, schedule
to ensure F&Rs are met
shuts down facility for PM then restarts
after PM

2
2

8
8

2
2

32 $ 62.84 $ 102.08
32 $ 62.84 $ 102.08

$164.92
$164.92

$5,277.54
$5,277.54

1
1

4
2

2
1

8 $ 83.68 $ 116.79
2 $ 83.68 $ 116.79

$200.47
$200.47

$1,603.78
$400.94

1

8

2

16 $ 83.68 $ 116.79

$200.47

Total 5-Year Preventive Maintenance, Inspection & Testing, planning & support
Note: the 5-year PM amount is divided by 5 to get it into an annual format
Total Yearly Preventive Maintenance, Inspection & Testing, planning & support

$

176

$3,207.55
15,767.36 Per 5 years
$3,153 Per year
$33,119 Total per year
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L. EVENT, INCIDENT ACCIDENT SPREADSHEETS
Event

$112,981.44

ESTIMATED TOTAL COST ANALYSIS FOR A AN UNUSUAL OR OFF-NORMAL EVENT

Definition of Event: • An event is something adverse or unfavorable, not involving injuries or property damage, that could impact the safety or security of people, property, national assets or the environment, and should be
investigated and prevented if possible.
Cost of Investigations, Evaluations and Corrective Actions
Date: 2016-06-01
In an event analysis, the analyst must weigh the cost of the investigation and evaluation and potential new barriers and controls to prevent the incident from occurring again against actual total costs that would be incurred by humanity if the
Note that this analysis would and should normally be done by a team of Subject Matter Experts trained in accident scenarios and analysis.
The following Rough Order of Magnitude cost estimate for the total costs associated with a serious incident in one bay of Building XX-XX is based on the following timeline, scenarios, brainstorming and criteria (as a minimum) for what needs
The underlying assumption is that the plant would not be put on stand down or shut down status. Additional investigation and evaluation and potential corrective actions could continue on for weeks or months.
Note: The time non-working people are paid for but not working will be charged at 100% but the time the working people spend working on the event or corrective actions will not be charged at full cost, but will be reduced to 90% of their full
salary because they should be spending 10% conservatively of their time doing safety and accident prevention duties anyway as a normal part of their job duties to meet the mission of the plant. Thus 10% is considered to be "productive" as
explained by Sumanth and the other 90% non-productive (or totally lost) cost. Outside people that come in to work on the accident and corrective actions are charged at 100%. This appears in the Cost Factor column.
For Worker and Management Wage Rates see Sheet "WageRate"

Week 1: Unusual or Off-Normal Event occurs: None of the plant stands down or shuts down. The incident is logged in the Occurrence Reporting and Processing System (ORPS). Focus is on preventing the event from escalating into an
incident or accident while preserving the event site and all data and knowledge relative to the event. A Critique is not likely to be scheduled. Operators, managers, SMEs and other personnel closest to or knowledgeable of the event will
discuss the timeline of the event, the factors that could have caused the event, the potential Corrective Actions that might be put into place (CAT & CAMP) to prevent future events, and other related things. Further analysis by SMEs may be
necessary to determine the most likely cause of the event. Slight costs of wages paid for non-productive downtime. No injuries are sustained. No property is damaged. No outsiders come in and no legal proceedings are needed. Any
corrective actions or improvements to prevent the event from recurring are planned, reviewed, and executed, and the Lessons Learned are published.
True Cost of Peple
Payment of People working on the event investigation and corrective/preventive
actions planning and execution.
Exempt Mid Management and Professional
Bargaining Unit Personnel Involved with Event
Senior Management
Exempt Subject Matter Experts

No.
Manhours/ Average No. of
Total Nonworking on incident
Business Business Burdened Employees Productive Cost investigation and
Days Day
Wage Rate & Outsiders Wages Lost Factor stablilzation:
5
1 $ 200.47
6 $ 6,014.16
0.9 $
5,412.74
5
1 $ 164.92
6 $ 4,947.70
0.9 $
4,452.93
1
1 $ 217.34
3 $ 652.03
0.9 $
586.83
5
1 $ 200.47
2 $ 2,004.72
0.9 $
1,804.25
Week 1 Subtotal:
$ 13,618.60
$
12,256.74

Week 5-26: Depending on the severity of the incident, we assume the continuation of analysis, assessments and meetings lasting 5 more months, attended by
some local emergency, safety and accident research organizations to perform final research on the incident and determine what went wrong. Corrective Actions
may take weeks or months to implement, involving changes in procedures, additonal safety barriers or controls, retraining of personnel, or other measures.

No.
Manhours/ Average
Total NonBusiness Business Burdened No. of
Productive
Days
Day
Wage Rate Employees Wages Lost
100
1 $ 200.47
3$
60,141.59
100
1 $ 164.92
3$
49,476.97
100
1 $ 200.47
2$
40,094.40
Week 5-26 Subtotal: $
149,712.96

Payment of People working on implementation of corrective actions:
Exempt Mid Management and Professional
Bargaining Unit Personnel Involved with Event
Exempt Subject Matter Experts

Grand Total Cost of Unfavorable Incident Investigation, Evaluation, Analysis, Corrective Actions & Restart

PW of Escalating Accident
Scenario Cost

$261,340.02 AVG(Grand Total+(Grand Total*esc.rate^N))

0.07 1 + i =
0.032 1 + j =
20 i - j =

177

1.07
1.032
0.038

True Cost of Peple
working on
incident
Cost
investigation and
Factor corrective actions:
0.9 $
54,127.43
0.9 $
44,529.28
0.9 $
36,084.96
$
134,741.67

$

181,639.98
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Week 5-26: Depending on the severity of the incident, we assume the continuation of analysis, assessments and meetings lasting 5 more months, attended by
some local emergency, safety and accident research organizations to perform final research on the incident and determine what went wrong. Corrective Actions
may take weeks or months to implement, involving changes in procedures, additonal safety barriers or controls, retraining of personnel, or other measures.

No.
Manhours/ Average
Total NonBusiness Business Burdened No. of
Productive
Days
Day
Wage Rate Employees Wages Lost
100
1 $ 200.47
3$
60,141.59
100
1 $ 164.92
3$
49,476.97
100
1 $ 200.47
2$
40,094.40
Week 5-26 Subtotal: $ 149,712.96

Payment of People working on implementation of corrective actions:
Exempt Mid Management and Professional
Bargaining Unit Personnel Involved with Event
Exempt Subject Matter Experts

Grand Total Cost of Unfavorable Incident Investigation, Evaluation, Analysis, Corrective Actions & Restart

PW of Escalating Accident
Scenario Cost

$261,340.02 AVG(Grand Total+(Grand Total*esc.rate^N))

0.07 1 + i =
0.032 1 + j =
20 i - j =

178

1.07
1.032
0.038

True Cost of Peple
working on
incident
Cost
investigation and
Factor corrective actions:
0.9 $
54,127.43
0.9 $
44,529.28
0.9 $
36,084.96
$
134,741.67

$

181,639.98
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ESTIMATED TOTAL COST ANALYSIS FOR A SERIOUS INCIDENT

Incident of Incident:
$261,340.02
Definition
• An incident is a more serious adverse or unfavorable event, with injuries and/or property damages and/or environmental damages, that could shut down the organization for a short period of
time. An incident requires reporting to the authorities, immediate investigation, more intense root cause analysis, and formal corrective actions to prevent future occurrence.
Cost of Investigations, Evaluations and Corrective Actions
Date: 2016-06-01
In an incident analysis, the analyst must weigh the cost of the investigation and evaluation and potential new barriers and controls to prevent the incident from occurring again against actual total costs that would be incurred by humanity if
the incident were to occur again or lead to a larger more serious incident or accident.
Note that this analysis would and should normally be done by a team of Subject Matter Experts trained in accident scenarios and analysis.
The following Rough Order of Magnitude cost estimate for the total costs associated with a serious incident in one bay of Building XX-XX is based on the following timeline, scenarios, brainstorming and criteria (as a minimum) for what
needs to be included in this cost estimate. Some of this estimate required assumptions or exclusions, which are totally acceptable as long as the assumptions and exclusions are briefly described and seem plausible.
The underlying assumption is that the plant could be put on stand down or shut down status for a day or two to perform the initial investigation and evaluation, then restarted. Additional investigation and evaluation and potential
corrective actions could continue on for weeks or months.
Note: The time non-working people are paid for but not working will be charged at 100% but the time the working people spend working on the event or corrective actions will not be charged at full cost, but will be reduced to 90% of their
full salary because they should be spending 10% conservatively of their time doing safety and accident prevention duties anyway as a normal part of their job duties to meet the mission of the plant. Thus 10% is considered to be
"productive" as explained by Sumanth and the other 90% non-productive (or totally lost) cost. Outside people that come in to work on the accident and corrective actions are charged at 100%. This appears in the Cost Factor column.
For Worker and Management Wage Rates see Sheet "WageRate"

Week 1: Serious Incident occurs: A portion of the plant stands down or shuts down for a day, the incident is logged in the Occurrence Reporting and Processign System (ORPS). Focus is on preserving the incident site and all data and
knowledge relative to the incident. A Critique is scheduled. At the Critique the operators, managers, SMEs and other personnel closest to or knowledgeable of the specific operation or incident discuss the timeline of the incident, the
factors that could have caused the incident, the potential Corrective Actions that might be put into place (CAT & CAMP) to prevent future occurrence, and other related things. Further analysis by SMEs will determine the most likely root
cause and secondary cause based on the investigations and Critique. Some costs of wages paid for non-productive downtime. No injuries are sustained. No outsiders come in and no legal proceedings are needed. The corrective actions
are planned, reviewed, and executed and the Lessons Learned are published.
True Cost of Peple
No. of
working on
No.
Manhours/ Average Employees Total Nonincident
Business Business Burdened &
Productive
Cost
investigation and
Payment of People working on incident investigation & stabilization:
Days Day
Wage Rate Outsiders Wages Lost
Factor stablilzation:
Exempt Mid Management and Professional
5
4 $ 200.47
3 $ 12,028.32
0.9 $
10,825.49
Bargaining Unit Personnel Involved with Event
5
4 $ 164.92
3$
9,895.39
0.9 $
8,905.86
Senior Management
5
1 $ 217.34
1$
1,086.71
0.9 $
978.04
Exempt Subject Matter Experts
5
4 $ 200.47
2$
8,018.88
0.9 $
7,216.99
Week 1 Subtotal:
$ 31,029.31
$
27,926.38
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PlatOps

$12,358,831.56

ESTIMATED TOTAL COST ANALYSIS FOR A SERIOUS ACCIDENT UP TO BUT NOT INCLUDING HEVR

Definition of • A Plateau Event is an accident with any of the following: serious injuries, fatalities, major property damage, environmental damages, or national security asset damage. The accident could have easily resulted in the Pinnacle Event for the organization, but
didn’t. Emergency safety and security personnel mobilize to the site, focusing on protecting life, property, the environment and national security assets. Operations and possibly the plant shuts down while reporting, investigations, analysis and corrective actions are developed
and deployed and readiness to restart is confirmed and approved.
Cost of Investigations, Evaluations, Corrective Actions and Other Costs
Date: 2016-06-01
In an accident analysis, the analyst must weigh the cost of the investigation and evaluation and potential new barriers and controls to prevent the accident from occurring again against actual total costs that would be incurred by humanity if the incident were to occur again or lead to a larger
more serious accident, catastrophic or megastrophic event.
Note that this analysis would and should normally be done by a team of Subject Matter Experts trained in accident scenarios and analysis.
The following Rough Order of Magnitude cost estimate for the total costs associated with a serious incident in one bay of Building XX-XX is based on the following timeline, scenarios, brainstorming and criteria (as a minimum) for what needs to be included in this cost estimate. Some of this
The underlying assumption is that the plant could be put on stand down or shut down status for a day or two to perform the initial investigation and evaluation, then restarted. Additional investigation and evaluation and potential corrective actions could continue on for weeks or months.
Note: The time non-working people are paid for but not working will be charged at 100% but the time the working people spend working on the event or corrective actions will not be charged at full cost, but will be reduced to 90% of their full salary because they should be spending 10%
conservatively of their time doing safety and accident prevention duties anyway as a normal part of their job duties to meet the mission of the plant. Thus 10% is considered to be "productive" as explained by Sumanth and the other 90% non-productive (or totally lost) cost. Outside people
that come in to work on the accident and corrective actions are charged at 100%. This appears in the Cost Factor column.
For Worker and Management Wage Rates see Sheet "WageRate"

Time 0: A serious accident occurs. The accident involves multiple injuries to personnel and/or major damage to property, the environment and/or national security assets and could have led to a High Explosives Violent Reaction (detonation), but did not. Emergency Operations personnel
mobilize to the site and focus on protecting life, property and national security assets, followed by preserving the accident site and all data and knowledge relative to the accident. A portion of the plant stands down and shuts down for an indeterminate duration, and the incident is logged in
the Occurrence Reporting and Processing System (ORPS). A Critique may be held immediately, or a more intensive evaluation may be planned to capture the data and knowledge of the accident. Accident investigation & stabilization will continue for months. The plant is put in shutdown
status, lasting up to 6 months while the accident investigation, analysis and corrective/preventive actions are planned and completed. When the corrective/preventive actions are fully implemented, the plant restart plan is developed, reviewed and approved. The rediness verification is
completed and any additional resulting corrective actions are completed. A startup team is mobilized to verify that the plant is ready to restart, and upon verification, approval is requested from the USDOE for restart. USDOE will review the request and the status of readiness, and approve
the restart of the plant. Plant management leads the plant in a carefully controlled restart in accordance with the restart plan. At completion of the restart the plant status will be changed to operational.

Week 1: Payment of Emergency Operations personnel and other SMEs to mobilize to the site and focus on protecting life, property and national security assets, followed by preserving the accident site and all data and knowledge relative to the accident.
Payment of People working on accident investigation & stabilization, which include plant first responders such as fire
department and security, emergency response personnel, medical personnel, operations experts, safety personnel, facilities No.
Manhours/ Average No. of
Total NonTrue Cost of Peple working
experts, explosives experts, as well as outside experts and investigators from other nuclear complex sites, other
Business Business Burdened Employees & Productive Wages Cost
on accident investigation and
Government entities and the National Laboratories.
Days Day
Wage Rate Outsiders
Lost
Factor stablilzation:
Professional and exempt local and outside personnel working on accident
5
8 $ 200.47
10 $
80,188.79
0.9 $
72,169.91
Local bargaining labor personnel working on accident
5
8 $ 164.92
10 $
65,969.30
0.9 $
59,372.37
Local Plant Management Team working on accident
5
8 $ 217.34
10 $
86,937.12
0.9 $
78,243.41
Local Subject Matter Experts working on accident
5
8 $ 200.47
10 $
80,188.79
0.9 $
72,169.91
Government, nuclear weapon complex and Laboratory Oversight Investigators
5
8 $ 200.47
10 $
80,188.79
1$
80,188.79
Legal Team working legal issues
5
8 $ 200.47
1$
8,018.88
1$
8,018.88
Other essential Workers working on the accident
5
8 $ 180.06
20 $ 144,051.41
1$
144,051.41
Professional and exempt personnel working but idle
5
8 $ 200.47
20 $ 160,377.58
1$
160,377.58
Bargaining labor personnel at work but idle
5
8 $ 164.92
100 $ 659,692.96
1$
659,692.96
Week 1 Subtotal Labor: $ 1,365,613.63
$
1,334,285.23
Incoming Government and Lab oversight and Investigators travel costs 6 x $5000
30000
Total labor and travel for the first week after the accident

$
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Week 27-52: Depending on the severity of the accident, we assume the continuation of analysis, assessments, corrective actions, top to bottom procedure scrubs, and meetings lasting 6 more months, attended by some local emergency, safety and accident research organizations to perform
final research and reports on the accident, and plan corrective actions. Corrective Actions may take weeks or months to implement, involving changes in procedures, methods, practices, additonal safety barriers or controls, retraining of personnel, or other measures. Readiness to start
activities will take several months, up to a year. It is assumed that the official restart will occur 1 year after the accident.
True Cost of Peple doing
Payment of People doing final research and reports on the accidentand planning corrective actions. Corrective Actions may No. Manhours/ Average No. of
Total Nonfinal research and reports,
take weeks or months to implement, involving changes in procedures, methods, practices, additonal safety barriers or
Business Business Burdened Employees & Productive Wages Cost corrective action planning
controls, retraining of personnel, or other measures.
Days Day
Wage Rate Outsiders Lost
Factor and execution.
Professional/exempt local/ outside personnel doing corrective actions and restart readiness
120
1 $ 200.47
2 $ 48,113.27
0.9 $
43,301.95
Local bargaining labor personnel doing corrective actions and restart readiness
120
1 $ 164.92
10 $ 197,907.89
0.9 $
178,117.10
Local Plant Management Team doing corrective actions and restart readiness
120
1 $ 217.34
2 $ 52,162.27
0.9 $
46,946.04
Local Subject Matter Experts doing corrective actions and restart readiness
120
1 $ 200.47
2 $ 48,113.27
0.9 $
43,301.95
Government, nuclear weapon complex and Laboratory Oversight Investigators
120
1 $ 200.47
3 $ 72,169.91
1$
72,169.91
Legal Team working legal issues
120
1 $ 200.47
1 $ 24,056.64
1$
24,056.64
Other essential Workers doing corrective actions and restart readiness
120
1 $ 180.06
1 $ 21,607.71
1$
21,607.71
Weeks 27-52 Subtotal Labor:
$ 464,130.97
$
429,501.30
Government and Lab oversight and Investigators travel costs 2 x $5,000
10000
Total labor and travel for weeks 27-52 after the accident
$
439,501.30

Grand Total Cost of Operations Plateau Accident Investigation, Evaluation, Analysis, Corrective Actions & Restart

PW of Escalating Accident
Scenario Cost

$12,358,831.56 AVG(Grand Total+(Grand Total*esc.rate^N))

$

0.07 1 + i =
0.032 1 + j =

1.07
1.032

20 i - j =

0.038
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PlatNPH

$297,031,515.85

ESTIMATED TOTAL COST ANALYSIS FOR NPH PLATEAU EVENT, WITHOUT HEVR, WITH DESTRUCTION OF Thin wall FACILITY

Definition of Plateau Event caused by NPH: • A NPH Plateau Event in an early generation facility with thin concrete walls on 3 sides is the second worst possible accident, and could result in injuries or fatalities to
personnel and major damage to property, the environment and national security assets. Emergency safety and security personnel mobilize to the site, focusing on protecting life, property, the environment and national
security assets. Operations and the plant are shut down for many months or years while reporting, investigations, analysis and corrective actions are developed and deployed and readiness to restart is confirmed and
approved.
Cost of NPH Plateau Event Causing Type A(death) and Type B (injury) Investigations
Development of Cost Estimate to Support PDRD Research for High Reliability Operations,
Texas Tech University Purchase Order Number 1196
Principal Researcher: Dr. Mario Beruvides, Texas Tech University College of Engineering, IE Department
Researchers: Mike Bromley and Kurt McElwain
In an accident analysis, the analyst must weigh the cost of barriers and controls to prevent an accident against actual total costs that would be incurred by humanity if the barriers and controls were not put into place and the accident

Date:

2016-06-01

Note that this analysis would and should normally be done by a team of Subject Matter Experts trained in accident scenarios and analysis.
The following Rough Order of Magnitude cost estimate for the total costs associated with an accidental HEVR with detonation in one bay of Building XX-XX is based on the following timeline, scenarios, brainstorming and criteria (as a
The underlying assumption is that the entire effort from time of detonation to time all plant production begins again is 1 1/2 years and building replacement lasts 7-10 years. The process we are studying would be restarted in another explosives facility
while a new facility is being built. It is also assumed that the replacement facility would be designed more like the new generation 36" wall and ceiling design (controlled blast venting).
Note: The time non-working people are paid for but not working will be charged at 100% but the time the working people spend working on the event or corrective actions will not be charged at full cost, but will be reduced to 90% of their full salary because they should be spending 10% conservatively of their time doing
safety and accident prevention duties anyway as a normal part of their job duties to meet the mission of the plant. Thus 10% is considered to be "productive" as explained by Sumanth and the other 90% non-productive (or totally lost) cost. Outside people that come in to work on the accident and corrective actions are
charged at 100%. This appears in the Cost Factor column.
For Worker and Management Wage Rates see Sheet "WageRate"

Time 0: An F2 (or greater) Tornado hits the Subassembly facility . The event involves multiple injuries or fatalities to personnel and major damage to property, the environment and national security assets. Emergency Operations personnel mobilize to the site and focus on protecting life, property and
national security assets, followed by preserving the accident site and all data and knowledge relative to the accident. The entire plant shuts down except for essential personnel for an indeterminate duration, and the accident is logged in the Occurrence Reporting and Processing System (ORPS). A Critique may be held
immediately, or a more intensive evaluation may be planned later to capture the data and knowledge of the accident. NPH Event investigation & stabilization will continue for months. The plant will continue in shutdown status for up to 2 years while the accident investigation, analysis and corrective/preventive actions
are planned and completed. When the corrective/preventive actions are fully implemented, the plant restart plan is developed, reviewed and approved. The rediness verification is completed and any additional resulting corrective actions are completed. A readiness and startup team is mobilized to verify that the
plant is ready to restart, and upon verification, approval is requested from the USDOE for restart. USDOE will review the request and the status of readiness, and approve the restart of the plant. Plant management leads the plant in a carefully controlled restart in accordance with the restart plan. At completion of the
restart the plant status will be changed to operational.
Week 1: Payment of Emergency Operations personnel and other SMEs to mobilize to the site and focus on protecting life, property and national security assets, followed by preserving the accident site and all data and knowledge relative to the accident.

Payment of People working on accident investigation & stabilization, which include plant first responders such as fire
department and security, emergency response personnel, medical personnel, operations experts, safety personnel, facilities
experts, explosives experts, as well as outside experts and investigators from other nuclear complex sites, other Government
entities and the National Laboratories.
Professional and exempt local and outside personnel working on accident
Local bargaining labor personnel working on accident
Local Plant Management Team working on accident
Local Subject Matter Experts working on accident
Government, nuclear weapon complex and Laboratory Oversight Investigators investigating the accident
Legal Team working legal issues related to the accident
Other essential Workers working on the accident
Professional and exempt personnel sent home until further notice
Bargaining labor personnel sent home until further notice
Incoming Government and Lab oversight and Investigators travel costs 12 x $5000
Total labor and travel for the first week after the accident

True Cost of Peple
working on
Average
No. of
accident
No. Business Manhours/ Burdened Employees & Total Non-Productive
investigation and
Days
Business Day Wage Rate Outsiders Wages Lost
Cost Factor stablilzation:
5
8 $ 200.47
20 $
160,377.58
0.9 $
144,339.82
5
8 $ 164.92
100 $
659,692.96
0.9 $
593,723.67
5
8 $ 217.34
20 $
173,874.24
0.9 $
156,486.81
5
8 $ 200.47
20 $
160,377.58
0.9 $
144,339.82
5
8 $ 200.47
25 $
200,471.98
1 $
200,471.98
5
8 $ 200.47
1$
8,018.88
1 $
8,018.88
5
8$
100 $
1 $
5
8 $ 200.47
400 $
3,207,551.65
1 $ 3,207,551.65
5
8 $ 164.92
2500 $
16,492,324.10
1 $ 16,492,324.10
Week 1 Subtotal Labor:
$
21,062,688.97
$ 20,947,256.74
60000
60000
$
21,122,688.97
$ 21,007,256.74
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Total Project Cost (Design, Construction, Crafts Support, Security Support, Management, Engineering & Professional Support, & Contingency)

$3,479,832
Inputs:

Check Rule of Thumb: TPC historically ranges from 2.0-3.5 X Total Est. Construction Cost.

The TPC for this cost estimate is:

2.9325 X Construction, which is
x

Notes:

Range divided into thirds:

2-2.5

2.5-3.0

3.0-3.5

1. This Cost Estimate does not include any costs after construction andtransition to operations is complete, like operations, maintenance and repair, or D&D/retirement/disposal
2. This Cost Estimate Format is based on DOE Order 430.1-1, patterned after multiple actual projects executed at Pantex Plant, and reviewed by professional cost estimators.
Phase of Project
Conceptual Design Phase Costs
Architect Engineer Title I Design
Px Prelim Design Costs
A-E Ttile II Design
Px Final Design Title II Costs
Architect-Engineer T-III Construction support
Construction of New Facility (32mo)
Px Construction Support
Px Readiness Verification
Closeout Activities
Contingence @ 40% of Project
Total Project Cost

Cost
$2,221,686
$2,000,274
$2,524,260
$2,090,287
$1,315,315
$855,992
$28,533,068
$7,057,258
$962,480
$143,603
$19,081,689
$66,785,912

Range Estimate is from $56,768,025 to $83,482,390

Basis and Assumptions:
35,000 Square Feet facility
RS Means buiding Construction cost Data 2012
Labor Overhead 39%
Construction Overhead 11.26%
Does not include Demolition
Competitive bid, no 8A setasides
A-E Contract total 17% of construction
Construction $119/SF x 1.17 x 1.15 x 1.17 adders for Px
10% of construction is for cleanup activities
No Asbestos Containing Materials
No Solid Waste Management Units impacted
Local General Contractor and Subs
2.5 hours contractor inefficiency loss per day
Swing Shift construction adds 10% to construction cost
Some NQA-1 requirements
LEED Gold certificate required
Some classified drops required

Grand Total Cost of NPH Tornado Plateau Accident Investigation, Evaluation, Analysis, Corrective Actions and Restart

PW of Escalating Accident Scenario
Cost

0.07 1 + i =
0.032 1 + j =

$297,031,515.85 AVG(Grand Total+(Grand Total*esc.rate^N))

20 i - j =

183

$

1.07
1.032
0.038

206,446,754.65
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M. CATASTROPHIC (PINNACLE) EVENT SPREADSHEET

Battery & rack
Battery charger
Alarm bell
Manual pull station
Horn strobe
Master Box
Remote Annunciator
Smoke detector, duct

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

31 Earthwork
32 Exterior Improvements
33 Utilities
34 Transportation
35 Waterway & Marine
41 Material Processing/Handling
44 Pollution Control Equipment
46 Water & Wastewater Equipmt.

0.00 Removal
0.00 Removal
0.00 Removal
0.00 Removal
0.00 Removal
0.00 Removal
0.00 Removal
0.00 Removal
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
$0
$392,731
$0
$392,731
$137,456
$530,187
$106,037
$636,224
$6,362
$642,586
$19,278
$661,864
$99,280
$761,143

1.00
1.00
2.00
2.00
2.00
1.00
1.00
1.00

103.00
52.00
52.00
52.00
78.00
153.00
229.00
129.00

Subtotals
General Contractor Labor Burden [25-35%]
0.25
Subtotal
Security Factor on Labor [10-45%]
0.35
Subtotal
General Contractor OHD & Profit [20-25%]
0.20
Subtotal
Bid and Performance Bonds [1.0-1.3%]
0.01
Subtotal
Escalation [1.5-5%] per year
0.03
Subtotal
Local Market Condition Adjustment [5-20%]
0.15
Total Labor, Materials, Equipment
Total Estimated Construction Cost
Title I, II & III A-E Design Cost [8-18]% of Construction, depending on level of complexity, engineering disciplines req'd & geographical location
Internal Crafts & Security Support [15-25]% of construction, depending on systems complexity, security interfaces, and security level
Subtotal Design & Support
Total Construction with Design & Support
Post-Construction Commissioning, Startup & Transition to Operations [5-15%] of Construction depending on process and facility equipment complexity
Total Construction, Support, Commissioning, Startup and Transition to Operations
Project Mgt., Engrg. & Profess. Support [40-80]% of overall
Total Project Cost without Contingency
Contingency [ranges from 10-40% depending on Design Maturity and Project Phase]

103.00
52.00
104.00
104.00
156.00
153.00
229.00
129.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
$0
$653,971
$163,493
$817,464
$286,112
$1,103,576
$220,715
$1,324,291
$13,243
$1,337,534
$40,126
$1,377,660
$206,649
$1,584,309

$0
$27,902
$0
$27,902
$9,766
$37,668
$7,534
$45,202
$452
$45,654
$1,370
$47,023
$7,053
$54,077
$2,399,529
0.15
0.23

$359,929
$551,892
$911,821

0.10

$331,135.07

0.60

$1,986,810

$3,311,351
$3,642,486
$5,629,296
$1,407,324

0.25

Total Project Cost (Design, Construction, Crafts Support, Security Support, Management, Engineering & Professional Support, & Contingency)

Phase of Project
Conceptual Design Phase Costs
Architect Engineer Title I Design
Px Prelim Design Costs
A-E Ttile II Design
Px Final Design Title II Costs
Architect-Engineer T-III Construction support
Construction of New Facility (32mo)
Px Construction Support
Px Readiness Verification
Closeout Activities
Contingence @ 40% of Project
Total Project Cost

Cost
$2,221,686
$2,000,274
$2,524,260
$2,090,287
$1,315,315
$855,992
$28,533,068
$7,057,258
$962,480
$143,603
$19,081,689
$66,785,912

Range Estimate is from $56,768,025 to $83,482,390

$7,036,620

Basis and Assumptions:
35,000 Square Feet facility
RS Means buiding Construction cost Data 2012
Labor Overhead 39%
Construction Overhead 11.26%
Does not include Demolition
Competitive bid, no 8A setasides
A-E Contract total 17% of construction
Construction $119/SF x 1.17 x 1.15 x 1.17 adders for Px
10% of construction is for cleanup activities
No Asbestos Containing Materials
No Solid Waste Management Units impacted
Local General Contractor and Subs
2.5 hours contractor inefficiency loss per day
Swing Shift construction adds 10% to construction cost
Some NQA-1 requirements
LEED Gold certificate required
Some classified drops required

Grand Total Cost of Thin Wall Pinnacle Event Investigation, Evaluation, Analysis, Corrective Actions & Restart

PW of Escalating Accident Scenario Cost

$1,200,747,427.55 AVG(Grand Total+(Grand Total*esc.rate^N))

0.07 1 + i =
0.032 1 + j =
20 i - j =
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1.07
1.032
0.038

