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I. INTRODUCTION

It is difficult to argue against the premise that the recent propagation of
the Internet hag substantially benefitted individuals and businesses that elect
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to transact electronically. Internet-based exchanges can provide unprece-
dented levels of convenience compared to traditional paper transactions,
substantially increasing efficiency and decreasing costs. In fact, some trace
the longest economic expansion in United States history to the advent of the
Internet and the associated benefits of electronic transactions.'

While the benefits of making transactions via the Internet are apparent,
online contracts possess an inherent weakness: uncertainty between the
parties. Traditionally, contracts were arms-length dealings between familiar
parties who met face-to-face and manifested their intent to contract with
handwritten signatures. The Internet alters this traditional paradigm by
allowing transactions to be completed between unfamiliar parties who are
often hundreds or thousands of miles apart. Therefore, recently created
technological advances must be used to inject certainty into these often
impersonal and remote online agreements. One such advance, the electronic
signature,2 has been recently recognized as a method to create legally binding
electronic contracts.'

This comment will summarize the current status of electronic signature
laws in Texas. Specifically, it will focus on current state and federal
electronic signature statutes and rules and the corresponding implications for
Texas state agencies that desire to utilize electronic signatures. Furthermore,
this comment will endeavor to provide general guidance for these agencies by
analyzing current laws in relation to available technological solutions.
Therefore, a preliminary general discussion of current electronic signature
technologies is required.

II. TECHNOLOGICAL OVERVIEW

A. Signatures and Electronic Signatures

Traditionally, the term "signature" has been given a fairly broad legal
definition, typically referring to any mark or symbol used to manifest a

I. See President's Statement at the Signing of the Electronic Signatures in Global and National
Commerce Act, 36 WEEKLY COMP. PREs. Doc. 1560 (June 30, 2000).

2. The terms "electronic signature" and "digital signature" are often used interchangeably in a
legal context; both are used to represent any form of computer based signature. INFO. SEC. COMM., AM.
BAR Ass'N, DIGITAL SIGNATURE GUIDELINES-LEGAL INFRASTRUCTURE FORCERTIFICATION AUITHORITIES
AND SECURE ELECTRONIC COMMERCE 3 (1996) [hereinafter ABA DIGITAL SIGNATURE GUIDELINES]. In
the information security field, the term "digital signature" applies solely to an electronic signature that is
generated using public key cryptography. Id; see also discussion infra Part 11(c) (explaining the American
Bar Association's recognition of digital signatures as the preferred form of electronic signatures).
Following the lead of the American Bar Association's Digital Signature Guidelines document, the author
will use the term "digital signatures" only to mean a type of electronic signature created using public key
cryptography. See ABA DIGITAL SIGNATURE GUIDELINES, supra, at 3.

3. See I5 U.S.C. § 7001 (a)(l) (2001); TEX. Bus. &COM. CODE ANN. § 43.002(8) (Vernon 2002);
TEX. GOV'T CODE ANN. § 2054.060 (Vernon 2000 & Supp. 2004); 1 TEX. ADMIN. CODE § 201.14 (2003).
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signer's intent to authenticate a marked document." In general, a written
signature possesses the following properties: authentication of the signer's
identity, proof of the integrity of the document's contents, and thus proof of
the signer's affirmative acceptance of the terms stated in the signed
document.5 In Texas, an electronic signature is generally defined as an
electronic method to manifest the signer's intent to sign a document.6 A
primary goal of Texas electronic signature laws is to provide the same legal
significance to an electronically signed document that would be given to a
document signed with a handwritten signature. 7 The question then arises as
to what current technologies exist that will provide authentic, reliable, and
legally binding documents thereby satisfying Texas's legal requirements for
electronic signatures.

B. User Authentication Methods

Securely binding a specific person to an online transaction is a
fundamental requirement of electronic signatures. The process of
electronically verifying the identity of a person is called user authentication.'
Currently, various user authentication methods exist which will satisfy the
requirements of Texas's electronic signature laws.9 These methods utilize
either cryptographic or non-cryptographic user authentication methods to
generate the electronic signatures.'° An overview of currently available user
authentication methods follows.

1. Non-cryptographic Methods of User Authentication

Various non-cryptographic methods of user authentication exist including
shared secrets, smart cards, digitized signatures, and biometrics."' A shared

4. See ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 3. See also U.C.C. § 1-201(39)
(1977) (defining the term "signed").

5. See ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 6-9.
6. See TEX. BUS. & COM. CODE ANN. § 43.002(8) (Vernon 2003); TEx. GOV'T CODE ANN.

§ 2054.060 (Vernon 2003); 1 TEX. ADMIN. CODE § 201.14 (2003).
7. See generally TEX. DEP'T OF INFO. RES., DIGITAL SIGNATURES AND PUBLIC KEY

INFRASTRUCTURE (PKI) GUIDELINES, SRRPUB 13, available at http://www.dir.state.tx.us/standards/srr
publ 3.htm (last modified May 27, 2003) (explaining that a digital signature can have the same legal effect
as a handwritten signature) [hereinafter SRRPUB 13].

8. CHECK PoNrr SOFTWARE TECHNOLOGIES, LTD., NETWORK SECURITY GLOSSARY 52 (2003),
available athttp://www.checkpoint.comproducts/downloads/security-glossary.pdf[hereinafter NETwRK
SECURITY GLOSSARY].

9. See UEFTA TASK FORCE, TEX. DEP'T OF INFO. RES., GUIDELINES FOR THE MANAGEMENT OF
ELECTRONIC TRANSACTIONS AND SIGNED RECORDS, § 1.2, available at http://www.dir.state.tx.us/standards
IUETAGuideline.htm (last updated Mar. 22, 2004) [hereinafter UETA TASK FORCE GUIDE].

10. See id. at app. 1.
11. Id.
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secret is information that is known to both a qser and a computer system. 2

Shared secrets are used, for example, when a user of a computer system inputs
a password or Personal Identification Number (PIN) to access an electronic
application.'3 The electronic application then verifies the user's input value
against previously stored and verified data to ensure that the input value is
correct.' 4 This method of user authentication is among the least secure
methods because it is relatively easy to impersonate a user by either stealing
or cracking a password or PIN."5

In addition, digitized signatures may be used to provide user
authentication. 6 A digitized signature is merely an electronically captured
graphical image of a person's handwritten signature. 7 When digitized
signatures are used, a user first creates a digital image of his handwritten
signature." This image establishes a baseline digitized signature and is stored
on a secure computer server for future comparison. 9 When subsequent user
authentication is requested, the user inputs his handwritten signature by using
an input device such as an electronic pad and pen,2 1 Specialized software then
compares the input digitized signature image with the stored digitized
signature image to determine whether the input signature is authentic.2 If the
software determines that the two images are sufficiently similar, user
authentication is successful. 22 The specialized software is more effective than
the human eye at comparing the two signatures.23 Therefore, digitized
signatures offer increased security over handwritten signatures because
effective forgery of a digitized signature is more difficult.24

The use of biometrics provides another method of non-cryptographic user
authentication. Biometrics describes "the automated use of [a person's]
physiological or behavioral characteristics to determine or verify identity. 2 5

Current forms of biometric technologies include fingerprint-scan, iris-scan,
retina-scan, hand-scan, and facial recognition.26 In addition, voice pattern and

12. Id.
13. Id.
14. Id.
15. Id.
16. Id. The term "digitized signature," which describes a digital copy of a handwritten signature,

should not be confused with the term "digital signature," which describes a type of electronic signature
generated using public key cryptography. Id.

17. Id.
18. Id.
19. Id.
20. Id.
21. Id.
22. Id.
23. Id.
24. Id.
25. See INTERNATIONAL BIOMETRIC GROUP, How ls "BIOMETRICS" DEFINED? (2004) available at

http://www.biometricgroup.com/reports/publir/reports/biometric-definition.html.
26. Id.



ELECTRONIC SIGNATURE LA WS

blood vessel pattern recognition are emerging biometric identification
methods.27 The use of biometrics requires the measuring of a person's specific
physical characteristic via a microphone, optical reader, or other device;
converting that measurement into electronic form; and storing that electronic
value for future comparison.2" When user authentication is later requested, the
person's physical characteristic is again measured, converted to electronic
form, and compared to the unique, previously stored electronic value of that
person's physical characteristic. 29 When compared, if the two electronic
values are deemed to be sufficiently similar by the biometrics software, the
authentication attempt will succeed.30 Biometric authentication provides a
high level of security because effective impersonation of a person's unique
physical characteristic is extremely difficult to accomplish.3"

Another authentication method, signature dynamics, combines digitized
signatures with biometrics.32 Signature dynamics works by recording a
digitized version of a signer's signature via an electronic input device."
When a signer inputs his handwritten signature, the signature dynamics
software records the shape, speed, acceleration, and order of the signer's
stroke patterns.34 These factors combine to form a unique signature profile
that compares favorably to the accuracy of thumb and retinal scans."
Signature dynamics thus provides more protection against forgery than use of
digitized signatures alone.36

Smart cards provide the final method of non-cryptographic
authentication. A smart card is a device, typically in the form of either a key
fob or a credit card, which contains a circuit or chip that can generate, process,
or store data.37 Using a smart card in combination with a shared secret is often
called two-factor authentication.3" In one example of smart card technology,
a smart card authenticator, which is physically held by a user, generates a new
unique code every sixty seconds.39 The code is displayed on the authenticator

27. UETA TASK FORCE GUIDE, supra note 9, app. I.
28. Id.
29. Id.
30. Id.
31. Id.
32. See COMMUNICATION INTELLIGENCE CORP., UNDERSTANDING ELECTRONIC SIGNATURES 2, at

http://www.cic.com/enterprise/whitepapers/pdf/whitepaperl .pdf (last visited Mar. 17, 2004).
33. Id.
34. Id.
35. Id.
36. Id.
37. See RSA Security SecuriDTokens, available at http://www.rsasecurity.comproducts/securid/

tokens.html (explaining that RSA Security smart card authenticators come in various form factors including
a credit card, key chain fob, and pin pad style) (last visited Mar. 23, 2004) [hereinafter SecurelD Tokens].

38. Id. (indicating that the RSA Security smart card technology known as SecurlD is a "two-factor
authentication [method] based on something you know (a password or PIN), and something you have (an
authenticator)-providing a much more reliable level of user authentication than reusable password").

39. See id. Each smart card is embedded with a unique symmetric key combined with an algorithm

20041
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device's display screen as a six-digit number." When a user attempts to
authenticate to a desired software application, a username and passcode is
requested.41 The user inputs his username and combines his memorized secret
password with the number appearing on his authenticator to create the unique
passcode.42 A security server is synchronized with the authenticator and thus
can verify whether the passcode input by the user is valid.43 Two-factor
authentication offers more security than shared secret technology because an
impersonator must have knowledge of the shared secret and possession of the
smart card in order to impersonate an authorized user."

Clearly, each of the above methods of non-cryptographic authentication
provides effective safeguards against user impersonation.45 However, all of
the non-cryptographic technologies previously discussed are dependent upon
ensuring that the shared secret is never compromised by an impersonator.46

For example, if a password or smart card were ever compromised, a serious
risk of continued impersonation exists."' Therefore, using additional
technological safeguards to prevent impersonation, including cryptographic
methods of user authentication, may be appropriate for sensitive electronic
transactions.48

2. Cryptographic Methods of User Authentication

Cryptography is the "branch of applied mathematics that concerns itself
with transforming messages into seemingly unintelligible forms and back
again."49 Cryptography involves the use of "encryption," the conversion of
data into a secret code prior to electronic transmission.5" To encrypt a
message, computers use a "key," which is an algorithm that converts the
original message into an unintelligible form.5 Another key utilizing the same
mathematical algorithm must then be used to decrypt the message, thereby
recomposing the message into its original form.52 Encrypted messages that are

to regenerate the code every sixty seconds. Id.
40. See RSA Security, SecurlD Tour, available at http://www.rsasecurity.com/products/securid/

demos/SecurIDTour/RSASecurIDTour.html (last visited Mar. 23, 2004) [hereinafter SecurID Tour].
41. See SecurlD Tokens, supra note 37.
42. SecurlD Tour, supra note 40.
43. Id.
44. UETA TASK FORCE GUIDE, supra note 9, app. 1.
45. See generally UETA TASK FORCE GUIDE, supra note 9 (comparing various non-cryptographic

user authentication methods).
46. See id. at app. I.
47. Id.
48. Id.
49. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 9.
50. NETWORK SECURITY GLOSSARY, supra note 8, at 15.

51. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 9.

52. Id.
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compromised by an impostor or hacker are of little value unless the
corresponding decryption key is also compromised."

Cryptographic electronic signatures can be generated by symmetric or
asymmetric encryption. 4 An encryption key is used with both encryption
methods to create a unique electronic mark that is attached to an electronic
document before transmission.5 A corresponding key is then used to decrypt
the electronic message. 6 The manner in which the encryption and decryption
keys are generated, transmitted, and verified is what differentiates symmetric
or asymmetric cryptography.57

a. Symmetric Cryptography

With symmetric cryptography, the signer and recipient of an
electronically signed message utilize the same key to create and verify an
electronic signature."8 This key is known as a shared private key because it
is a secret key that is not publicly known, but is shared between the signer and
recipient.59 When using shared private keys, a signer first uses a private key
to encrypt and sign a document.6" The signer then must transmit the
electronically signed and encrypted message and the private key to the

61recipient. Once the recipient has received both the electronically signed
message and the private key, the recipient uses the private key to decrypt the
message and verify the electronic signature.62 Confidence in the signer's
identity can be undermined, however, because the signer's key must be shared
between the signer and any recipients.63 For example, should the private key
be intercepted during transmission to the recipient or mistakenly sent to an
unauthorized party, the private key could be used to forge the signer's
electronic signature.64  Asymmetric cryptography combats symmetric
cryptography's inherent weakness.65

53. Id.
54. UETA TASK FORCE GUIDE, supra note 9, app. i.

55. Id.
56. Id.
57. See discussion infra Part (11)(B)(2).
58. NETWORK SECURITY GLOSSARY, supra note 8, at 48.
59. UETA TASK FORCE GUIDE, supra note 9, app. I.
60. Id.
61. Id.
62. See id.
63. Id.
64. Id.
65. See id. at 18.

20041
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b. Asymmetric Cryptography

Asymmetric cryptography, also known as public key encryption,66

reduces the security risks associated with symmetric (private key)
encryption.67 Asymmetric encryption utilizes two separate keys to identify the
signer; one to electronically sign (encrypt) the electronic document, and one
to subsequently verify (decrypt) the electronic signature.6"

To begin, the signer encrypts and electronically signs an electronic
message by using a secret private key, which is known by the signer only.69

The signer then uses his private key to generate a mathematically related key,
known as a "public key."7 A public key is used merely as a validation key,
and the secret private key cannot be deduced from the public key. However,
a public key can only validate signatures created by its associated private
key.72 Thus, if a public key successfully decrypts an electronically signed
message, then the public key was necessarily generated by the private key
used to encrypt and electronically sign the message.73

Next, the signer transmits the electronically signed message, along with
the generated public key, to the recipient.7 The recipient then uses the public
key to decrypt the message and thus verify that the message was encrypted and
electronically signed by the signer's private key. 7" Therefore, because the
signer's unique private key is never shared, compromise or forgery of the
signer's private key is unlikely.76

• C. Message Authentication and Digital Signatures

As seen, asymmetric encryption provides a highly secure method of user
authentication.77 However, this form of electronic signature offers no
mechanism for ensuring that the original message is not altered during
transmission to the recipient.78 Digital signatures counter this security issue

66. NETWORK SECURITY GLOSSARY, supra note 8, at 3.

67. UETA TASK FORCE GUIDE, supra note 9, app. I.
68. id.
69. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 9.
70. UETA TASK FORCE GUIDE, supra note 9, app. 1.
71. Id.; see also ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 10 (explaining that

"[a]lthough the keys of the pair are mathematically related, if the asymmetric cryptosystem has been
designed and implemented securely, it is 'computationally infeasible' to derive the private key from
knowledge of the public key").

72. Id.
73. See id.
74. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 9-10.
75. Id. at 10.
76. Id.
77. Id. at 14-15 (explaining that using electronic signatures generated by asymmetric cryptography

poses a much lower risk of forgery than traditional methods).
78. See discussion supra Part il.B.2.b.
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by providing a mechanism for both user authentication and message
authentication.79

A "digital signature" is a type of electronic signature that arises from
applying public key cryptography to ensure user authentication, and contains
additional functionality to also ensure message authentication. 0 Because of
these dual authentication methods, a digital signature is distinguished as an
electronic signature that cannot be easily forged.8' For this reason, the use of
digital signatures has been recognized as a preferred form of electronic
signatures by the American Bar Association" and the State of Texas. 3

1. Creating a Digital Signature

The first step in creating a digital signature is to create a mathematical
summary of the document to be signed, known as a "hash function."8 4 The
hash function is an algorithm that creates an electronic representation of the
original message in the form of a standard length hash value. 5 The hash value
is much smaller than the original message but is unique to that message.86 If
even a single bit of data from the original message is changed, the altered
message's hash value will be substantially different than the original
message's hash value. 7 Therefore, comparing hash values of a message before
and after it has been electronically signed and transmitted will guarantee that
the message has not been altered in any way.8

The next step in creating a digital signature requires the signer of the
message to transform the message's unique hash value and original electronic
message into an electronic value by using a private key.89 The resulting
electronic value is unique to the signer because it is created as a combination
of the original message's unique hash value and the signer's unique private
key." Thus, a digital signature can be summarized as the electronically signed
hash value of the signer's message created by the signer's private key and
electronically attached to the message.9 Once the message is electronically

79. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 13.
80. UETA TASK FORCE GUIDE, supra note 9, § 1.2; ABA DIGITAL SIGNATURE GUIDELINES, supra

note 2, at 3.
81. NETWORK SECURITY GLOSSARY, supra note 8, at 13.
82. See ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 9.
83. See UETA TASK FORCE GUIDE, supra note 9, Executive Summary.
84. See IAN CURRY, AN INTRODUCTION TO CRYPTOGRAPHY AND ELECTRONIC SIGNATURES 5

(March 2001), available at http://www.entrust.com/resources/download.cfm/21107/cryptointro.pdf.
85. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 10.
86. Id.
87. CURRY, supra note 84, at 5.
88. Id.
89. ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 12.
90. Id.
91. Id.

2004]
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signed by the signer, it is transmitted to the recipient along with the signer's
public key.92

2. Verifying a Digital Signature

The first step in verifying a digital signature requires the recipient to
apply to the received message the same hash function used to create the
original message's hash value.93 This process creates a new hash value that
must be compared to the original hash value.94 If the two hash values match
identically, then message authentication is accomplished, and the recipient is
assured that the message has not been altered from its original form.9"

The second step in verifying a digital signature requires the recipient of
the message to determine whether the original message was electronically
signed by the signer's private key." The recipient will know that the original
message was signed by the signer's private key because the signer's public
key, which was transmitted to the recipient along with the original message,
will only verify a digital signature created by the signer's private key.97

Therefore, the digital signature is considered valid only if both the hash
function and private key are verified by the recipient.9"

As previously discussed, successfully verified digital signatures provide
the recipient of a digitally signed message with assurance that the message
was signed by the signer's private key, and that the received message is
identical to the original message." However, all cryptographic methods of
user authentication, including digital signatures, share an inherent weakness:
user authentication is ensured only with respect to linking the electronic
signature to the signer's private key, not necessarily to the signer as a
person. 00 Digital certificates provide the solution to this problem by binding

92. Id.
93. Id.
94. Id.
95. CURRY, supra note 84, at 5.
96. ABA DIGITAL SIGNATURE GUIDELNES, supra note 2, at 12.
97. Id. at 13.
98. Id.
If a public and private key pair is associated with an identified signer, the digital signature
attributes the message to the signer. The digital signature cannot be forged, unless the signer
loses control of the private key.... The digital signature also identifies the signed message,
typically with far greater certainty and precision than paper signatures. Verification reveals any
tampering, since the comparison of the hash results (one made at signing and the other made
at verifying) shows whether the message is the same as when signed.

Id.
99. See discussion supra Part II.C.

100. Id. at 15. "[A] public and private key pair has no intrinsic association with any person; it is
simply a pair of numbers. Some convincing strategy is necessary to reliably associate a particular person
or entity to the key pair." Id.
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a key pair to a specific person or entity."'

D. Digital Certificates

In order for a recipient of a digitally signed message to have assurance
that the message was signed by the signer, and not by an imposter, the
recipient must be able to reliably associate a key pair to a particular person.0 2

A digital certificate provides the requisite assurance by utilizing at least one
trusted third party to associate a specific signer with a specific key pair.' °3

This trusted third party is known as a certificate authority or "CA.' ' 4 A CA
is "a trusted organization that acts as an issuer and repository for digital
certificates."' 0'5 To associate a signer with that signer's key pair, a certificate
authority accepts the signer's public key along with some proof of the signer's
identity.10 6 It then issues a certificate for that signer, which lists the signer's
certified public key along with the signer's actual identity.'07 The recipient of
an electronically signed message can then use the signer's certified public key
to decrypt the message.'0 8 If the signer's certified public key successfully
decrypts the digital signature, then the recipient is assured that the digital
signature was created by the private key used to generate the certified public
key, that the private key is held by the actual signer listed in the certificate,
and that the digital signature was created by that particular signer."'9

The signer of a message that is verified via a digital certificate cannot
later deny having sent or signed the message." ' Therefore, it is vitally
important that the signer maintain control over his private key."' Should a
signer's private key ever become compromised, the CA can temporarily
suspend or permanently revoke the signer's digital certificate." 2 Revocation
or suspension can also occur upon request by the signer."3 Upon revocation
or suspension, the CA must immediately notify all parties affected by the
revocation or suspension, or must publish notice of the revocation or
suspension. 4 The process of revocation or suspension provides an additional
measure of assurance to parties that rely on digital certificates to transact

101. Id. at 16.
102. Id. at 15.
103. Id.
104. Id.
105. NETWORK SECURITY GLOSSARY, supra note 8, at 6.
106. Id.
107. Id.
108. Id.
109. Id.
110. Id. at 16. This is also known as non-repudiation. Id.
Ill. Id. at 18.
112. Id. at 19.
113. Id.
114. Id.

2004]
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electronically." 5 With a general understanding of current electronic signature,
digital signature, and digital certificate technologies in place, an examination
of existing Federal and State electronic signature laws is required to identify
what technological solutions Texas agencies may use to create legally binding
electronic signatures.

II1. THE EVOLUTION OF ELECTRONIC SIGNATURE LAWS IN TEXAS

The Texas Legislature enacted the first electronic signature law in Texas
in 1997.'6 Thereafter, in 2000, the federal government enacted the first
national electronic signature law: the Electronic Signatures in Global and
National Commerce Act (E-Sign)." 7 In essence, E-Sign created a federal
mandate that required Texas to amend and supplement existing state
statutes."' This comment will chronologically trace the evolution of
electronic signature laws in Texas by discussing state statutes prior to E-
Sign's federal mandate, the creation and implications of E-Sign, and the
results of E-Sign's passage on Texas electronic signature statutes.

A. Texas Electronic Signature Statutes Before E-Sign's Federal Mandate

Prior to the passage of the federal E-Sign act, the Texas Legislature
"enacted several laws that [were] expected ... to make government more
accessible to Texas citizens."' 9 Specifically, Texas Government Code section
2054.060 and Volume 1 of the Texas Administrative Code section 201.14
provided guidance concerning the use of electronic signatures.120

1. Texas Government Code Section 2054.060

The Texas Legislature added Section 2054.060 to the Texas Government
Code in 1997.2" The primary function of Section 2054.060 was to allow state
agencies to use electronic signatures as a method of authenticating electronic
communications as long as the agency complied with the "rules adopted by the
department."' 22 Regarding the adopted rules, Section 2054.060 explained that
specific factors that affect the reliability of electronic signatures must be
considered.'23 The factors included whether an electronic signature is "unique

115. Id.
116. See TEX. GOv'T CODE ANN. § 2054.060 (Vernon 1997).
117. See 15 U.S.C. § 7001 (2001).
118. See id.
119. SRRPUB 13, supra note 7.
120. TEX. GOV'T CODE ANN. § 2054.060; 1 TEX. ADMIN. CODE § 201.14 (2003).
121. TEX. GOV'T CODE ANN. § 2054.060.
122. § 2054.060(a)
123. Id.
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to the person using it, capable of independent verification, under the sole
control of the person using it, and transmitted in a manner that will make it
infeasible to change the data in the communication .... ",'

Section 2054.060 was amended by the Texas Legislature in 2003, and
as a result, Section 2054.060(a) was substantially rewritten.' 25 The Texas
Legislature removed the provisions that required the Department of
Information Resources to consult with other state and local government
agencies before adopting rules related to electronic signatures.'2 6 In addition,
the Legislature omitted the requirement that reliability factors be assessed
before adopting rules pertaining to electronic signatures.'27 The remaining
portions of Section 2054.060 were unchanged.' 2

Currently, Section 2054.060 defines a "digital signature" as "an
electronic identifier intended by the person using it to have the same force and
effect as the use of a manual signature.""' In addition, Section 2054.060
indicates that electronic signatures may be used to authenticate electronic
communications sent to state agencies, subject to rules adopted by the
Department of Information Resources. 3 Further, electronic signatures may
be used to authenticate electronic communications sent to local governments,
subject to rules adopted by "the governing body of the local government."''
In sum, Section 2054.060 provides that the Department of Information
Resources may promulgate rules relating to electronic signatures, and any
state agencies that desire to utilize electronic signatures must comply with
those rules.'32

2. 1 Texas Administrative Code Section 201.14

Section 201.14 of the Texas Administrative Code was adopted in 1998
pursuant to the rule-making provisions of Texas Government Code Section

124. Act of 1997, 75th Leg., R.S., ch. 528, § 1, 1997 Tex. Gen. Laws 1894, amended by Act of
2003, 78th Leg., R.S., ch. 785, § 25, 2003 Tex. Gen. Laws 2323.

125. See § 2054.060.
126. Id.
127. Id. Although these factors re-surfaced in I TEX. ADMIN. CODE § 201.14 (a)-(d) (2003). See

discussion infra Part 11I.A.2.
128. § 2054.060.
129. § 2054.060(e)(1). Here, the use of the term "digital signature" is misleading, considering that

"digital signature" is more appropriately used to describe a type ofelectronic signature formed using public
key cryptography. See ABA DIGITAL SIGNATURE GUIDELINES, supra note 2, at 3. As a result, when
referencing § 2054.060, the author will use the term "electronic signature" where appropriate. See supra
note 2.

130. § 2054.060.
131. § 2054.060(b) (explaining that the governing body of local government "shall consider rules

adopted by the department and, to the extent possible and practicable, shall make the governing body's rules
consistent with the department's rules").

132. See § 2054.060.
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2054.060.33 The primary purpose of Section 201.14 is to "establish
acceptable [electronic] signature technologies for the authentication of written
electronic communications sent to state agencies."' 3 4

Section 201.14 requires that state agencies match levels of security used
for signature identification and transmission to the type of transaction
involved. 3 Additionally, state agencies that elect to use electronic signatures
are not permitted to discourage their use by placing "unreasonable or
burdensome requirements on persons wishing to use [electronic] signatures to
authenticate written electronic communications sent to the state agency.' 36

Section 201.14 also defines various technological terms related to electronic
signature creation, transmission, and verification. 137 Finally, Section 201.14
indicates that two existing technologies were "acceptable technolog[ies] for
use by state agencies," public key cryptography and signature dynamics. 3

Section 201.14 was amended in 2000, but it remains virtually identical
to the original statute. 39 Therefore, the Texas Department of Information
Resources (DIR) still endorses public key cryptography and signature
dynamics. 4 Although each of these technologies is specifically deemed to be
an acceptable technology by the DIR, each is considered acceptable only if
"created consistent to" certain specifications.' 4' Specifically, public key
cryptography and signature dynamics may be used to generate electronic
signatures if the resulting electronic signature is unique to the signer, capable
of independent verification, remains under the sole control of the signer, and
is linked to the message such that it is "computational ly infeasible" to alter the
message data without invalidating the electronic signature. 42 In addition to
these specific requirements, all agency decisions concerning the use and
implementation of electronic signature technologies are subject to "any
applicable guidelines and recommendations that have been adopted by the
department," including the Standards Review and Recommendations
Publication Digital Signatures & Public Key Infrastructure Guidelines
(SRRPUB1 3). 14

133. 23 TEX. REG. 2280 (1998) (codified at I TEX. ADMIN. CODE § 201.14(a)(1)).
134. Id.
135. 1 TEX. ADMIN. CODE § 201.14(a)(2) (2003).
136. Id.
137. § 201.14(b).
138. § 201.14 (e)(l)-(2) (2003); see discussion supra Part l.B.
139. Compare 23 Tex. Reg. 2280 (1998) with I TEX. ADMIN. CODE § 201.14.
140. § 201.14(e)(1)-(2).
141. Id.

142. § 201.14(e)(1)(A)-(D).
143. § 201.14 (a)(4).
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3. SRRPUB13: Standards Review and Recommendations Publication
Digital Signatures & Public Key Infrastructure Guidelines

The Texas Administrative Code section 201.14(a)(1) applies to the
following:

[A]II written electronic communications which are sent to a state agency over
the Internet ... for which the identity of the sender or the contents of the
message must be authenticated, and for which no prior agreement between the
sender and the receiving state agency regarding message authentication
[previously] existed."'"

Section 201.14(a)(4) indicates that state agencies must "review and consider
any applicable guidelines and recommendations that have been adopted by the
department in determining whether and for what purposes the state agency
shall accept a digital signature. '14' This section also indicates that a copy of
the current DIR guidelines is available on the Internet through the State of
Texas website.146 The website references the "Standards Review and
Recommendation Publication 13 (SRRPUB 13) Electronic Signatures & Public
Key Infra-structure Guidelines" document. 14 Therefore, the SRRPUB13
Electronic Signatures & Public Key Infrastructure Guidelines document must
be reviewed and considered by any Texas state agency choosing to utilize
electronic signatures. 4

SRRPUB13 was originally created by the Department of Information
Resources in 1998 and has been substantially revised as recently as May
2003.'4 SRRPUBI3 is intended "to be used as guidance by Texas state
agencies"' ° and is designed to supplement both Texas Government Code
section 2054.060 and Title I of the Texas Administrative Code section
201.14.' 5' SRRPUB13 indicates that "[d]igital signatures that comply with
DIR rules will have the same legal effect as a handwritten signature."' 2 The
purpose of SRRPUB 13 is to augment Texas Administrative Code section

144. § 201.14(a)(1).
145. § 201.14(a)(4). Again, here the use of the term "digital signature" is misleading, considering

that "digital signature" is more appropriately used to describe a type of electronic signature formed using
public key cryptography. See ABA DIGITAL SIGNATURE GUIDELINES, supra note 2. As a result, when
referencing § 20i.14 and SRRPUB 13, the author will use the term "electronic signature" where appropriate.
See supra note 2.

146. § 201.14(a)(4). "A copy of such guidelines and recommendations may be obtained directly
from the department, or may be obtained electronically via the World Wide Web at the following location:
http://www.state.tx.us/Standards/srrpub 13.htm." Id.

147. id.
148. § 201.14(a)(I),(4).
149. See SRRPUB 13, supra note 7.
150. Id.
151. See id.
152. Id.
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201.14 with additional guidelines and to "address evolving policy, procedural
and technical issues."'53 While SRRPUB13 reaffirms both public key
cryptography and signature dynamics as acceptable electronic signature
technologies for agencies to utilize,"4 it also indicates that both technologies
are fundamentally different and that an agency should choose the technology
based on the agency's particular security needs.' SRRPUB 13 also indicates
that other forms of electronic signature technologies may be used in
transactions that require lesser security measures.' 56 In sum, SRRPUB13
supplements Title I of the Texas Administrative Code section 201.14 by
supplying additional information and potential resources for agencies to
access and learn more about technological requirements, reliability,
interoperability, and security issues pertaining to electronic signatures.'57

B. The Federal Mandate Takes Form: The Uniform Electronic
Transactions Act and the Electronic Signatures in Global and National

Commerce Act

1. The Uniform Electronic Transactions Act

The Uniform Electronic Transactions Act (UETA) was drafted by the
National Conference of Commissioners on Uniform State Laws (NCCUSL),
and approved and recommended for enactment in July 1999.'58 The UETA
drafters acknowledged that technological advances were creating a shift in
business models and methods and that existing laws governing business
transactions were posing severe barriers to the speed, efficiencies, and cost
benefits that electronic technologies could provide. 5 9 The drafter's primary
purpose in creating the UETA wag "to remove barriers to electronic commerce
by validating and effectuating electronic records and signatures."' 60 The
UETA preface clearly indicates that the UETA was not intended to be a
general contracting or electronic signature statute and that it was designed to
compliment existing state laws.' 6' In addition, the UETA was intended only
to pertain to specific transactions and not to all writings or signatures.162

Generally, the drafters intended the UETA to be "minimalist" and

153. id.
154. Id.
155. Id.
156. Id.
157. See SRRPUBI3, supra note 7.
158. UNIF. ELEC. TRANSACTIONS ACT prefatory note (1999).
159. Id. at 1.
160. Id.
161. Id. at 2.
162. Id. (explaining that the UETA is to apply only to "electronic records and signatures relating to

a transaction, defined as those interactions between people relating to business,. commercial and
governmental affairs").
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"procedural," thereby frequently deferring to already existing substantive
law. 163 In sum, the UETA "expressly validates electronic records, signatures,
and contracts... [and] ... permits electronic transactions to be accomplished
with certainty under existing substantive rules of law."'"

2. The Electronic Signatures in Global and National Commerce Act

While the Uniform Electronic Transactions Act was being completed by
the National Conf'erence df Commissioners on Uniform State Laws, the
United States Congress was debating the merits of the Millennium Digital
Commerce Act. 6 ' The stated purpose of the Millennium Digital Commerce
Act was to "promote electronic commerce by providing a consistent national
framework for electronic signatures and transactions."' 66 Specifically,
Congress recognized that the UETA was nearing completion, but was
concerned about the time frame in which the states would adopt the UETA. '67

Citing the states' sluggish adoption of the Uniform Commercial Code,
Congress resolved to provide legislation "intended to protect and foster
commerce during [the] transitjdn period" between the time when the NCCUSL
passed the UETA and the states ultimately adopted it.'68 The Millennium
Digital Commerce Act was drafted to provide "a predictable legal regime
governing electronic Signatures" during the transition period, but was not
"intended to preempt or overrule the developing State law of electronic
signatures embodied in UETA."' 69 In sum, Congress envisioned the
Millenn ium Digital Commerce Act As a temporary measure to provide national
uniformity until ail states adopted uniform standards consistent with the
UETA.

170

On June 30, 2000, President William J. Clinton signed the act into laW
as the Electronic Signatures in Global and National Commerce Act (E-Sign
Act). 17' Appropriately, the act was signed by the President electronically,

163. Id. at 3. The "general efficacy of existing law in an electronic context, so long as biases and
barriers to the medium are removed, validates this approach." Id.

164. Id.
165. See S. REP. No. 106-1 1 at I (1999).
166. Id.
167. Id. at 2. the National Conference of Commissioners of Uniform State Laws "is preparing a

model State law that adapts existing commercial law to govern electronic commerce." Id. This UETA "will
create a market-based, technology-neutral legal framework for electronic commerce. It is currently
estimated that UETA will be finalized in July of this year." Id.

168. Id.
169. Id.
170. Id. "This Federal preemption of State law is designed to be an interim measure. It preempts

State law until the State enacts uniform standards which are consistent with those contained in this
legislation or the UETA. Once States enact the UETA or other legislation governing the use of electronic
signatures which is consistent with tle UETA, the Federal preemption is lifted." Id. at 3.

171. President's Statement at the Signing of the Electronic Signatures in Global and National
Commerce Act, I1 PUB. PAPERS 1363 (June 30, 2000).
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utilizing a smart card for user authentication.'72 During the ceremony, the
President opined, "The [E-Sign] Act will open up new frontiers of economic
opportunity ... [and] give fresh momentum to what is already the longest
economic expansion in our history, an expansion driven largely by the
phenomenal growth in information technologies, particularly the Internet.""'

C. Adhering to E-Sign's Mandate: Texas Adopts the Uniform Electronic
Transactions Act

As seen, Texas has passed substantial legislation governing agency use
of electronic signature technologies prior to the passage of the federal E-Sign
Act. 74 However, it is not clear whether agreements or documents generated
via electronic signatures would ultimately be legally enforceable.'"
Therefore, the Uniform Electronic Transactions Act has been adopted to
provide assurance to Texas citizens, businesses, and agencies that agreements
created by using electronic signatures cannot be denied legal effect solely
because the signatures are in electronic form.'"

1. The Texas Uniform Electronic Transactions Act

Texas adopted the Uniform Electronic Transactions Act (Texas UETA)
as Senate Bill 393, and it became effective on January 1, 2002. 77 Senate Bill
393 added chapter 43 to the Texas Business & Commerce Code by adopting
all of the substantive provisions of the UETA. 7

1 Most sections of the Texas
UETA closely mirror the UETA; a brief overview of the provisions of the
Texas UETA that directly impact Texas agencies follows.

The main thrust of the Texas UETA is embodied in Section 43.007(a)
which states: "A record or signature may not be denied legal effect or
enforceability solely because it is in electronic form.' 79 It is important to note
that the Texas UETA appropriately uses the term "electronic signature" to
mean "an electronic sound, symbol, or process attached to or logically

172. Id. After swiping the card through the card reader, President Clinton stated, "Now, we have
to wait a while while the act comes up and the magic has worked. It's amazing to think that Americans will
soon be using cards like this one for everything from hiring a lawyer to closing a mortgage. Just imagine
if this had existed 224 years ago, the Founding Fathers wouldn't have had to come all the way to
Philadelphia on July 4th for the Declaration of Independence. They could have emailed their 'John
Hancocks' in." Id.

173. Id.
174. See discussion supra Part III.A.
175. See UETA TASK FORCE GUIDE, supra note 9, Executive Summary.
176. Id.; see TEX. BUS. & COM. CODE ANN. § 43 (Vernon 2000).
177. See TEXAS LEGISLATIVE COUNCIL, SUMMARY OF ENACTMENTS 77TH LEGISLATURE 29,

available at http://www.tlc.state.tx.us/research/pdf/77soe.pdf (last visited Mar. 27, 2004).
178. Id.

179. TEX. BUS. & COM. CODE ANN. § 43.007(a).
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associated with a record and executed or adopted by a person with the intent
to sign the record."'' 0 This terminology avoids the confusion caused by Texas
Government Code section 2054.060,Title 1 of the Texas Administrative Code
section 201.14, and SRRPUB13, which improperly use the term "digital
signature" to refer to a substantially similar definition.'8 '

The Texas UETA "does not require a record or signature to be created,
generated, sent, communicated, received, stored, or otherwise processed or
used by electronic means or in electronic form."'8 2 The Texas UETA applies
to transactions where all parties have intended to conduct the transaction via
electronic means, which is to be determined by the parties conduct and
circumstances surrounding the transaction.8 3 Moreover, the Texas UETA
indicates that an electronic signature satisfies any legal requirement of a
signature.' Additionally, the use of an electronic signature by a person can
be considered to be an act of that person, and thus attributable to that person,
if an act of the person can be shown from the context and surrounding
circumstances of the transaction.'85 Also, the "showing of the efficacy of any
security procedure" may be used to illustrate the act of a person, thus allowing
for various technologies to satisfy this section's requirements.8 6 Furthermore,
the Texas UETA "modifies, limits, or supercedes the provisions of the
Electronic Signatures in Global and National Commerce Act (15 U.S.C.
Section 7001 et seq.) as authorized by Section 102 of that Act (15 U.S.C.
Section 7002). ''I87

Section 17 of the Texas UETA applies specifically to Texas agencies and
thus warrants more careful scrutiny. Section 17 indicates that each Texas
state agency is to determine whether to send or accept electronic records and
signatures. 8 Therefore, for all Texas state agencies, use of electronic
signatures and records is not mandatory but rather optional.8 9 This section of
the UETA agrees with the language of both the Texas Government Code and
the Texas Administrative Code by providing agencies with optional use of
electronic signatures."

180. § 43.002(8).
181. See § 43.002(8); TEX. GOV'T CODE ANN. § 2054.060(a); I TEX. ADMIN. CODE § 203.2(a)-(b)

(2003); SRRPUB 13, supra note 7 (defining "digital signature" as "an electronic identifier intended by the
person using it to have the same force and effect as the use of a manual signature").

182. TEX. Bus. & COM. CODE ANN. § 43.005(a).
183. d.
184. Id.
185. § 43.009(a).
186. Id.
187. § 43.019; see also 15 U.S.C. § 7002 (2001) (allowing states to modify the UETA if they follow

guidelines).
188. TEx. Bus. & COM. CODE ANN. § 43.017(a).
189. § 43.017(c).
190. Id.; I TEX. ADMiN. CODE § 201.14 (2003); TEX. GOV'TCODEANN. § 2054.060 (Vernon 2003).
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In addition, section 17 of the Texas UETA indicates that the Department
of Information Resources may promulgate rules that specify how electronic
signatures are used, created, stored, and received.'' Further, the DIR may
specify the "processes and procedures as appropriate to ensure adequate
preservation, disposition, integrity, security, confidentiality, and auditability
of electronic records."' 92 Also, the Department of Information Resources may
specify the technical requirements pertaining to the use of electronic
signatures.' Therefore, section 17 of the Texas UETA specifically
acknowledges and endorses not only the previously mentioned SRRPUB 13,
but also the Texas Uniform Electronic Transactions Act Task Force
Guidelines for the Management of Electronic Transactions and Signed
Records. '

2. The Texas Uniform Electronic Transac(ions Act Task Force and the
Guidelines for the Management of Electronic Transactions and Signed

Records

After adoption of the Texas UETA in 2001, the Department of
Information Resources and Texas State Library and Archives Commission
created the Texas Uniform Electronic Transactions Act Task Force to "study
the impact and utility of UETA for the State."' 95 The Texas UETA Task
Force subsequently released a document entitled "Guidelines for the
Management of Electronic Transactions and Signed Records" (Guide)
pursuant to Texas Business and Commerce Code section 43.017(b).'96 Similar
to the Texas UETA, the Guide is a "specifications format rather than a rule
format because the technology available to protect the authenticity, security
and retention of electronic records is in flux."' 97 Therefore, the UETA Task
Force guidelines are relatively technology independent. 9

The UETA Task Force Guidelines for the Management of Electronic
Transactions and Signed Records must be followed by state agencies if it
applies as a "rule" of the Department of Information Resources. 199 Therefore,
under Title I of the Texas Administrative Code section 203.2, the UETA Task
Force Guidelines for the Management of Electronic Transactions and Signed

191. TEx. BuS. & COM. CODE ANN. § 43.017(b)(l)-(2).
192. § 43.017(b)(3).
193. § 43.017(b)(2).
194. § 43.017(b); see discussion supra Part III.A.3 and III.C.2.
195. UETA TASK FORCE GUIDE, supra note 9, Executive Summary.
196. Id. at 3; see also TEx. Bus. & COM. CODE ANN. § 43.017(b) (giving the Department of

Information Resources and Texas State Library and Archives Commission authority to govern the use by
Texas agencies of electronic signatures).

197. UETA TASK FORCE GUIDE, supra note 9, Executive Summary.
198. See id.
199. Id.



ELECTRONIC SIGNATURE LAWS

Records "are applicable to state agencies that send and accept electronic
records and electronic signatures ... [or] otherwise create, generate,
communicate, store, process, use, and rely upon electronic records and
electronic signatures."2" Thus, agencies that choose to use electronic
signatures must follow the UETA Task Force Guidelines for the Management
of Electronic Transactions and Signed Records."0'

The Guide begins by reaffirming the importance of the Texas UETA and
by indicating the scope and applicability of the Guide.2 2 Specifically, the
Guide indicates that Texas agencies should use the Guide to learn more about
the uses and risks associated with the UETA and electronic signatures.0 3 The
Guide continues by saying that Texas does not require agencies to use
electronic signatures, but if an agency chooses to do so, it should evaluate
each technological choice based on the degree of security required, the
corresponding risk factor, and the cost.20 4

According to the Guide, various risk factors should be examined when
determining whether electronic signatures may be sufficiently reliable,
including the "state and federal laws that apply to the transactions, the
relationships between the parties, the value of the transaction, the risk of
intrusion, the likely need for accessible, persuasive information regarding the
transaction at a later date, and the cost of management and preservation of
electronic records over time.' 5 These risk factors should be analyzed both
separately and collectively to effectively evaluate each agency processes'
sensitivity to risk.206 In addition, the concepts of "reliability, authenticity,
integrity, and usability" may be used to select appropriate electronic signature
solutions.0 7 A cost-benefit analysis should then be undertaken to.determine
if an electronic transaction is appropriate for a given transaction or process.20 8

A final analysis should consider the risk of information compromise as
compared to the security measures available.20 9

Finally, the Guide ranks available electronic signature security measures
in a decreasing level of assurance as follows: "shared secrets methods (e.g.,
personal identification numbers or passwords), digitized (as opposed to
digital) signatures or biometric means of identification, such as fingerprints,

200. 1 TEx. ADMIN. CODE § 203.2(b) (2003).
201. Id.
202. UETATASK FORCEGuIDE, supra note 9, Executive Summary. "[U]ntil the UETA was enacted,

the government and business [risked executing] what they thought were legally binding agreements[, which]
were indeed unenforceable." Id.

203. Id.
204. Id. "Agencies need not employ costly signature methods for low-risk transactions, nor should

they use inexpensive but less effective means for higher-risk transactions." Id.
205. Id. § 2.1.
206. Id.
207. Id. § 2.2.
208. Id. § 2.3.
209. Id.
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retinal patterns, and voice recognition, and cryptographic digital
signatures."2" 0 The Guide ultimately concludes the following:

Deciding which [electronic signature technology] to use in an application
depends first upon finding a balance between the risks associated with the
loss, misuse, or compromise of the information, and the benefits, costs, and
effort associated with deploying and managing the increasingly secure
methods to mitigate those risks. Agencies must strike a balance, recognizing
that achieving absolute security is likely to be highly improbable in most
cases and prohibitively expensive.21" '

IV. CONCLUSION

As with individuals and businesses, Texas state agencies can benefit from
the cost savings, convenience, and increased efficiencies associated with
Internet-based transactions. To overcome the uncertainty associated with
online agreements, however, agencies must rely on technological solutions to
provide secure and trustworthy user and message authentication. Electronic
signatures can provide agencies a secure way to create legally binding
electronic contracts, subject to federal and state rules and regulations. The
current status of electronic signature laws pertaining to Texas state agencies
can be summarized as follows:

Texas state agencies are encouraged to accept electronically signed
documents.21 However, no Texas agency is required to utilize electronic
signatures."' Should a Texas agency choose to rely on electronic signatures,
various guidelines must be followed including those cited in Chapter 43 of the
Texas Business and Commerce Code, section 201.14 of the Texas
Administrative Code, and section 2054.060 of the Texas Government Code. 14

Under the Texas Government Code, section 2054.060(a), a Texas state
agency that chooses to use electronic signatures must comply with "rules
adopted by the department." '1 These rules include the Guidelines for the
Management of Electronic Transactions and Signed Records document,
created by the Uniform Electronic Transactions Act Task Force, and
SRRPUB13 Digital Signatures & Public Key Infrastructure Guidelines,
created by the Department of Information Resources.1 6

210. Id. § 2.4.
211. Id.
212. See TEX. BUS. & COM. CODE ANN. § 43.006(2) (Vernon 2003).
213. See § 43.005(a).
214. See § 43.017; TEX. GOV'T CODE ANN. § 2054.060(a) (Vernon 2003); 1 TEX. ADMIN. CODE

§ 201.14(a)(4) (2003).
215. TEX. Gov'T CODE ANN. § 2054.060(a).
216. See UETA TASK FORCE GUIDE, supra note 9, Executive Summary; SRRPUB 13 supra note 7.
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Should a Texas agency choose to rely on electronic signatures to transact
electronically, various hardware and software solutions are available." 7 Each
technological solution offers varying levels of security and cost, and should,
therefore, be utilized based on the risk inherent to the transaction involved."'
However, two methods of creating electronic signatures have been endorsed
by the Texas Legislature and the Department of Information Resources for
Texas agencies to use: public key cryptography, and signature dynamics.21 9

Agencies should rely on the guidelines governing the use of these
technologies, but ultimately agencies are expected to conduct a cost-benefit
analysis, risk analysis, and technological analysis to determine which
technologies to use.220 If an agency adheres to the aforementioned statutes and
rules, the Texas UETA ensures that electronic transactions using electronic
signatures will be legally binding.22'

by Travis Schwaer

217. See generally UETA TASK FORCE GUIDE, supra note 9, § 1.2 (including solutions such as
personal identification numbers, digital signatures, smart cards and biometrics).

218. Id. at 2.
219. I TEX. ADMiN. CODE § 201.14(a)(1)-(2) (2003).
220. See UETA TASK FORCE GUIDE, supra note 9, Executive Summary.
221. TEX. Bus. & COM. CODE ANN. § 43.007 (Vernon 2003).
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