
TEXAS ADMINISTRATIVE AGENCIES TACKLE
COMPLIANCE WITH THE HEALTH INSURANCE
PORTABILITY AND ACCOUNTABILITY ACT'S

PRIVACY RULE

1. INTRODUCTION ..................................... 88
II. THE NECESSITY FOR THE FEDERAL PRIVACY STANDARD ..... 88
III. HISTORICAL BACKGROUND OF HIPAA AND AN OVERVIEW OF

THE REQUIREMENTS OF THE PRIVACY STANDARD .......... 90
A. HIPAA 's Origin ................................ 90
B. Preemption of State Law ......................... 91
C. "Covered Entities" Must Comply with HIPAA 's Privacy

Standard ...................................... 91
D. Uses and Disclosures of Protected Health Information .. 92

1. Required Disclosures ........................ 92
2. Authorization Required for Uses and Disclosures .. 92
3. No Consent Required ........................ 92
4. Minimum Necessary Requirement .............. 93

E. Individual Rights Granted by the Privacy Standard ..... 94
1. Right to Access ............................. 94
2. Right to Receive Notice of Privacy Policy ........ 94
3. Right to Amend ............................. 95
4. Right to Accounting ......................... 95
5. Right to Request Restriction of Uses and

D isclosures ............................... 95
6. Right to Receive Communications in Confidence... 96
7. Right to Complain of Violations ................ 96

F. Compliance and Enforcement ..................... 96
1. Compliance ............................... 96
2. Enforcement ............................... 97

IV. TEXAS MOVES TOWARD COMPLIANCE WITH THE HIPAA
PRIVACY STANDARD: SENATE BILL I I.................. 98

V. SENATE BILL 11 'S EFFECT ON TEXAS HEALTH AND HUMAN

SERVICES AGENCIES ................................. 98
A. A Comparison of Chapter 181 of the Health and Safety

Code and HIPAA ............................... 98
B. Texas Department of Health and Human Services

Creates the Project Management Office ............. 100
VI. TEXAS DEPARTMENT OF HEALTH AND HUMAN SERVICES

AGENCIES TACKLE COMPLIANCE ...................... 100
A. Texas Department of Health ...................... 100
B. Texas Department of Human Services .............. 103



88 TEXAS TECH JOURNAL OF TEXAS ADMINISTRATIVE LAW [Vol. 5:87

C. Texas Department ofMental Health and Mental
Retardation ................................... 105

VII. SENATE BILL I I's EFFECT ON THE TEXAS DEPARTMENT OF
INSURANCE ....................................... 107
A. Senate Bill 11 and HIPAA Implicate TDI ............ 107
B. Overview of Texas Department ofInsurance Chapter

28B: Protecting Privacy ofNonpublic Personal Health
Information ................................... 108

VIII. CONCLUSION ...................................... 111

I. INTRODUCTION

Congress enacted the Health Insurance Portability and Accountability Act
(HIPAA) on August 21, 1996.' HIPAA's goals involved creating national
standards for many aspects of health insurance,2 including privacy of personal
health information.3 This comment illustrates the need for HIPAA's Privacy
Standard, analyzes the Standard, and shows the impact of the Standard on
Texas administrative agencies' rulemaking.

II. THE NECESSITY FOR THE FEDERAL PRIVACY STANDARD

Personal medical records "contain intimate information about a person's
physical and mental health, behaviors, and relationships."4 An invasion into
an individual's medical information privacy may result in the individual's
distrust of health care providers, and disclosure of private information may
cause embarrassment, stigmatization, and discrimination.5 Changes in the
American health care system, including computerization of health records,
extensive flow of medical information in daily operations of health care
organizations, and advances in medical science causing genetic material to be
more available in medical records, created a situation in which the public
developed a heightened and legitimate concern for the disclosure of their
private medical information.6

I. Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat.
1936 (1996).

2. Evan Black, Availability of Sensitive Health Information Brings Both Benefit and Risk to the
Legal Table, THE LEGAL INTELLIGENCER, Vol. 227, No. 79, October 21, 2002 (stating that the purposes of
HIPAA include improving efficiency and exchange of electronic patient information, helping individuals
continue their health care coverage when changing jobs (portability), tackling health care fraud and abuse,
and lowering the administrative costs of health care).

3. See 45 C.F.R. §§ 160, 164 (2002).
4. Lawrence 0. Gostin, National Health Information Privacy Regulations Under the Health

Insurance Portability and Accountability Act, 285, No. 23 JAMA 3 015, 3015 (June 20, 2001).
5. Id.
6. Id.
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The Health Privacy Project newsletter released medical privacy stories
that clearly reveal the need for uniform standardization of laws pertaining to
privacy of personal medical information. 7 One example involved a woman
who was fired from her job following the diagnosis of a genetic disease that
required rather expensive medical treatment Just prior to being fired, the
woman had received a promotion and a pay raise.9 Notably, the woman's
employer was self-insured.'0 That fact combined with the timing of the firing
led the woman to suspect that the loss of her job was the result of her
employer's knowledge of her genetic illness and the high cost of her projected
medical expenses, not because of her job performance."

Another breach of medical information privacy involves the use of
medical information for marketing purposes. 2 One story involved a woman
who was battling leukemia with chemotherapy when she discovered that she
was pregnant.'3 The difficult decision to continue chemotherapy or continue
her pregnancy involved private medical facts known only to the woman, her
physician, and her husband.' 4 However, one week after filling a prescription
for prenatal vitamins, the woman received a number of maternity magazines
in the mail, essentially revealing her precarious, private medical condition."
An additional problematic area involves disclosures of private medical
information that stem from unauthorized access of the information. 6 A
member of a county health board, who was also the local banker, obtained
patients' medical information and cross-referenced it with his own customer
accounts. " Subsequently, he called the mortgages due on those customers
who were known to be suffering from cancer."

The aforementioned cases illustrate the serious problems that inhere with
the current privacy laws and explain the need for the creation and implemen-
tation of HIPAA's Privacy Standard.' 9 The federal standard set forth by
HIPAA is necessary because privacy rules pertaining to medical information
are vastly different from state to state.20 Prior to HIPAA, Texas did not have

7. Health Privacy Project Institute for Health Care Research and Policy Georgetown University,
Medical Privacy Stories (last updated Nov. 10, 2003), at http://www.healthprivacy.org/info-urlnocat2302/
info-urlnocat.show.htm?doc id-34777 [hereinafter Medical Privacy Stories].

8. Id.
9. Id.

10. Id.
i . 1d.

12. Id.
13. Kristen Rosati, HIPAA Privacy: The Compliance Challenges Ahead, 35, No.I J. HEALTH L.

45, 45 (2002).
14. Id. at 45-46.
15. Id. at 46.
16. Medical Privacy Stories, supra note 7.
17. Id.
18. Id.
19. Id.
20. See generally Health Privacy Project, State Health Privacy Laws (2002), at http://www.health
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a general, comprehensive statute that governed disclosure of private medical
information." Like most other states, Texas addressed medical privacy issues
via governance of specific entities or defined medical conditions.22 As a result
of HIPAA's Privacy Standard, Texas created new statutes and rules regarding
the protection of an individual's privacy in their own medical information.23

III. HISTORICAL BACKGROUND OF HIPAA AND AN OVERVIEW OF THE
REQUIREMENTS OF THE PRIVACY STANDARD

A. HIPAA's Origin

Congress enacted HIPAA in 1996 and designated Congress to promulgate
rules regarding the use of "individually identifiable health information." '24 If
Congress failed to enact the legislation by August 1999, then the Secretary of
the United States Department of Health and Human Services (HHS) was
responsible for creating regulations that would govern the use of individually
identifiable information. 5 Congress in fact failed to meet the 1999 deadline;
therefore, ,in December 2000, HHS published the Standards for Privacy of
Individually Identifiable Health Information that implemented the privacy
aspects of HIPAA.26 The effective date of "the privacy rule" was April 14,
2001, with a compliance date of April 14, 2003.27

In a nutshell, HIPAA's new standards provide for the following: a
limitation on the non-consensual use and release of private health information;

privacy.org/info-url-nocat2304/info-url_nocat.htm (pointing out that each state has a different set of laws
pertaining to privacy of an individual's personal medical information-specifically that Texas, as of 1999,
did not have a general, comprehensive law concerning disclosures of private medical information).

21. Id.
22. Id.
A large body of state and local medical privacy law exists, but the Department of Health and
Human Services (HHS) and independent scholars characterize those safeguards as inadequate
and highly variable. Often these laws apply specifically to state government records, not to
privately held records. The strongest protection of privacy is often directed to specific areas of
concern such as human immunodeficiency virus (HIV), mental illness or genetics.

Gostin, supra note 4, at 3015.
23. See Act of June 17, 2001, 77th Leg. R.S., ch. 1511, § 1, 2001 Tex. Gen. Laws 5384; TEX.

HEALTH & SAFETY CODE ANN. § 181 (Vernon Supp. 2003); 27 Tex. Reg. 35 (2002), adopted 27 Tex. Reg.
6505 (2002) (codified at 28 TEX. ADM1N. CODE §§ 22.51-22.57, 22.60-22.67) (Tex. Dep't of Ins.); 27 Tex.
Reg. 11382 (2002), adopted 28 Tex. Reg. 2325 (2003) (codified at 25 TEX. ADMIN. CODE § 1.501) (Tex.
Dep't of Health); 27 Tex. Reg. 10905 (2002), adopted 28 Tex. Reg. 2356 (codified at TEX. ADMiN. CODE
§§ 71.301-71.310) (Tex. Dep't of Hum. Servs.); 28 Tex. Reg. 1040 (2003), adopted 28 Tex. Reg. 3340
(2003) (codified at 25 TEX. ADMIN. CODE §§ 414. 1-.8) (Tex. Dep't of Mental Health & Mental Retardation).

24. Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, § 264(a),
110 Stat. 1936 (1996).

25. Id. § 264(c).
26. Press Release, U.S. Department of Health and Human Services, HHS Announces Final

Regulation Establishing First-Ever National Standards to Protect Patients' Personal Medical Records (Dec.
20,2000), available at http://www.hhs.gov/news/press/2000pres/20001220.html.

27. 45 C.F.R. § 164.534 (2002).
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a new right for patients to access and know who has accessed their medical
records; a restriction on the use of private health information to a minimum
necessary for a specific purpose; and the establishment of new civil and
criminal penalties for an improper use or disclosure of protected health
information.28

B. Preemption of State Law

Federal law, with certain limited exceptions, preempts any state law that
is contrary to a standard, requirement, or implementation specification adopted
by the HIPAA Privacy Standard.29 However, if the provision of state law is
more stringent than that of HIPAA, state law is not preempted.30 Additionally,
states are provided a process by which they may request exceptions to federal
preemption when a state law would otherwise fall prey to federal preemption. 3'

C. "Covered Entities" Must Comply with HIPAA's Privacy Standard

The first and most important step in complying with HIPAA involves
deciding whether or not an entity must comply with the Privacy Standard at
all. 32 Covered entities include health plans,"3 health care clearinghouses, 34 and
health care providers 35 that transmit any private medical information in
electronic form.36 Moreover, HIPAA's Privacy Standard protects most
"individually identifiable health information" 37 handled by a covered entity,

28. Press Release, U.S. Department of Health and Human Services, HHS Proposes Changes that
Protect Privacy, Access to Care-Revisions Would Ensure Federal Privacy Protections While Removing
Obstacles to Care (Mar. 21, 2002), available at http://www.hhs.gov/news/press/2002pres!20020321a.html
[hereinafter HHS Proposes Changes].

29. 45 C.F.R. § 160.203.
30. § 160.203(b).
31. § 160.204.
32. Rosati, supra note 13, at 50.
33. 45 C.F.R. § 160.103. "Health plan means an individual or group plan that provides, or pays

the cost of, medical care." Id.
34. Id. A health care clearinghouse means a public or private entity that processes health

information received from another entity in a nonstandard format. Id.
35. Id. Health care provider means a provider of medical services and any other person or

organization that furnishes, bills, or is paid for health care in the normal course of business. Id.
36. § 160.102.
37. § 164.501.

Individually identifiable health information is information that is a subset of health information.
including demographic information collected from an individual, and: (1) Is created or received
by a health care provider, health plan, employer, or health care clearinghouse; and (2) Relates
to the past, present, or future physical or mental condition of an individual; the provision of
health care to an individual; or the past, present or future payment for the provision of health care
to an individual; and (i) That identifies the individual; or (ii) With respect to which there is a
reasonable basis to believe the information can be used to identify the individual.
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regardless of its form.3"

D. Uses and Disclosures of Protected Health Information

1. Required Disclosures

A covered entity is required to disclose protected health information
under two circumstances-when an individual requests his or her own
protected health information or when HHS requests the protected health
information for the purpose of conducting an investigation of a covered
entity's compliance with the Privacy Standard.39

2. Authorization Required for Uses and Disclosures

Authorization for the use or disclosure of protected health information is
required in three situations.4" First, the general rule is that a covered entity
may not use or disclose private medical information without valid
authorization.4 ' Second, a covered entity must acquire patient authorization
for use or disclosure of psychotherapy notes, except when the protected health
information is used to carry out treatment, payment, or health care
operations.4 2 Third, a covered entity is prohibited from disclosing protected
health information for marketing purposes without authorization-except
under limited circumstances. 43

3. No Consent Required

When HHS first released the Privacy Standard in December of 2000, it
required an individual's consent for routine and non-routine uses and
disclosures of medical information." However, on March 27, 2002, HHS
published proposed amendments to the Privacy Standard that effectively
removed the consent requirement for situations involving treatment, payment,

38. § 164.501. Protected health information means individually identifiable health information that
is transmitted by electronic media or that is transmitted or maintained in any other form. Id.; see also Rosati,
supra note 13, at 51 (explaining that most all medical information is considered protected health
information, including electronically transmitted information, oral communications, and paper records).

39. § 164.502.
40. § 164.508.
41. § 164.508(a).
42. Id.
43. Id. Exceptions to the general rule prohibiting disclosure of protected health information for

marketing purposes include face-to-face communications made by a covered entity to an individual and
promotional gifts of nominal value given by the covered entity. Id. If the marketing involves any
remuneration to the covered entity from a third party, the authorization must so state. Id.

44. HHS Proposes Changes, supra note 28.
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and health care operations."
Removal of the consent requirement sparked a debate about whether the

removal actually caused a reduction in an individual's medical information
privacy rights. 6 Opponents of the removal argue that it will "decrease patient
privacy protections and allow Covered Entities far too much unfettered
discretion to use and disclose personal healthcare information in any manner
that the entity believes is appropriate. 4 7 Conversely, proponents of
eliminating the consent requirement point out that a mandatory consent
requirement for use of protected health information for treatment, payment,
and healthcare operations is too burdensome for health care providers and
poses an obstacle to care.48 Despite the debate, the removal of consent stands
and the current law is that "a covered entity may obtain consent of the
individual to use or disclose protected health information to carry out
treatment, payment, or health care operations."' 9

4. Minimum Necessary Requirement

Appropriately, HIPAA imposes a limitation on the uses and disclosures
of protected health information.50 When a covered entity uses or discloses
protected health information or requests protected health information from
another covered entity, it must "make reasonable efforts to limit protected
health information to the minimum necessary to accomplish the intended
purpose of the use, disclosure, or request.'

The Privacy Standard imposes stricter guidelines upon covered entities
for uses and disclosures of medical information when the disclosures are
routine in nature. 2 If it is a routine, recurring disclosure, the covered entity is
required to implement policies and procedures that limit the protected health
information to the minimum necessary standard. 3 However, for non-routine
disclosures a covered entity is not required to create standard protocols in
order to meet the minimum necessary requirement.5 4 Rather, covered entities

45. 67 Fed. Reg. 14,776, 14,778 (proposed March 27,2002) (to be codified at 45C.F.R. § 164.506).
46. See Geralyn A. Kidera, The Proposed Changes to the Final Privacy Rule Suggest a Disturbing

Reduction in an Individual's Ability to Exercise a Right to Healthcare Privacy, 35, No. 3 J. HEALTH L. 403,
404 (2002). But see Jennifer Asher, Daniel Body and Matthew B. Leppert, HIPAA Standards for Privacy
of Individually Identifiable Health Information: An Introduction to the Consent Debate 35, No. 3 J. HEALTH
L. 387 (2002).

47. Kidera, supra note 46, at 404.
48. Kristen Rosati, DHHS Wisely Proposed to Remove the "Consent" Requirementfrom the HIPAA

Privacy Standards, 35, No. 3 J. HEALTH L. 403, 403 (2002) (emphasis added).
49. 45 C.F.R. § 164.506(bXI) (2002).
50. § 164.502.
51. § 164.502(bXi).
52. See § 164.514(dX3).
53. Id.
54. See § 164.514(dX3)(ii).
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may review requests for disclosures on an individual basis and use criteria set

forth by the covered entity for non-routine disclosures, so long as the
minimum necessary standard is met.5"

E. Individual Rights Granted by the Privacy Standard

1. Right to Access

Individuals have a right to access, inspect, and copy protected health
information in a designated record set 6 provided that the record is maintained
by a covered entity." However, psychotherapy notes, information compiled
in anticipation of a legal proceeding, and certain other protected health
information are exempt from the right of access.5 A covered entity must
comply with a request for access in a timely manner, usually thirty days, and
a reasonable fee may be charged for copies of the medical record.59

Furthermore, covered entities must offer a process by which denials of access
may be challenged.'

2. Right to Receive Notice of Privacy Policy

HIPAA requires a covered entity to provide a notice of its privacy
policies and practices.6 The notice must written in plain language and contain
information about the uses and disclosures of protected health information, the
legal duties of a covered entity with regard to protected health information,
and the individual's rights.6 2 An individual's rights and an explanation of how
to exercise those rights must be included in the privacy notice.63 The privacy
notice must contain a provision describing the complaint process-a process
by which an individual can complain, without fear of retaliation, to either the
covered entity or the Secretary of HHS if they believe their privacy rights are
violated." A health care provider must provide the privacy notice no later than
the date of first delivery of service, or if it is an emergency, as soon as
possible.65 If the covered entity is a health plan, then it must provide notice no

55. Id.
56. § 164.501. A designated record set is defined as a group of records maintained by or for a

covered entity that are medical or billing records, enrollment, payment, claims adjudication, and case
management record systems or records used by covered entities to make decisions about individuals. Id.

57. § 164.524.
58. Id.
59. id.
60. Id.
61. § 164.520.
62. § 164.520(aXI), (bXl).
63. § 164.520(bXl)(iv)
64. § 164.520(bXlXvi).
65. § 164.520(cX2).
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later than the compliance date for the health plan, at the time of enrollment,
within sixty days of a material revision of the notice, and no less frequently
than every three years.'

3. Right to Amend

Individuals have the right to require a covered entity to amend incorrect
or incomplete protected health information in a designated record set, so long
as the record is maintained by the covered entity.6" A denial to amend is
permitted if the record was not created by the covered entity, is not part of the
designated record set, or is already accurate and complete.68

4. Right to Accounting

Individuals have a right to obtain an accounting of disclosures of their
protected health information made by a covered entity.69 Certain exemptions
apply to the right to obtain an accounting, and these disclosures include the
following: to individuals or their personal representatives for the purpose of
treatment, payment, or healthcare operations; for national security or
intelligence reasons; or for a facility's directory.7' Further, a covered entity is
not required to provide an accounting of disclosures of protected health
information made prior to the April 14, 2003 compliance deadline.7 In an
accounting the covered entity must include a brief description of the disclosed
protected health information, the date of disclosure, the name and address of
the entity or person who received the protected health information, and the
purpose of the disclosure. 2 After receiving a request for an accounting of
disclosure, a covered entity must act on the request within sixty days."

5. Right to Request Restriction of Uses and Disclosures

A covered entity is not required to agree to a restriction on the uses and
disclosures of protected health information for treatment, payment, or
healthcare operations, although it must allow an individual the right to request
such a restriction. 74 However, if a covered entity agrees to a restriction, the
covered entity must abide by the agreement, unless the disclosure is made for

66. § 164.520(cXI).
67. § 164.526.
68. Id.
69. § 164.528(a).
70. § 164.528.
71. § 164.528(aXIXix).
72. § 164.528(bX2).
73. § 164.528(cXI).
74. § 164.522(aXI).
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emergency treatment."

6. Right to Receive Communications in Confidence

Health care providers must allow individuals to receive protected health
information at an alternative location or by alternative means than the
information is normally offered, provided the new request can be reasonably
accommodated. 76 However, if the covered entity is a health plan, the
requirements are loosened." A health plan need not accommodate even a
reasonable request, unless the individual states clearly that disclosure of the
protected health information by usual means could endanger the individual.7

7. Right to Complain of Violations

As part of the administrative requirements of HIPAA, a covered entity is
required to maintain a process by which individuals can complain to the entity
if they believe their privacy rights are violated.7 9 Additionally, records of each
complaint and its disposition must be maintained by the entity. 0 Covered
entities are prohibited from using any method to retaliate against an individual
who files or takes part in a complaint of a covered entity's privacy practices.8

Finally, a covered entity may not condition eligibility for benefits or treatment,
payment, or enrollment in a health plan upon a waiver of the right to
complain. 2

Individuals have a right to file a complaint with the Secretary of HHS if
they believe the covered entity is not complying with the Privacy Standard.83

However, a complaint must be filed within 180 days from the time 'at which
the complainant knew or should have known that the matter complained of
occurred. 4

F. Compliance and Enforcement

1. Compliance

Recognizing that the new Privacy Standard is voluminous and application

75. § 164 .522(aX)(IXii).
76. § 164.522(bXIXi).
77. See § 164.522(bXIXii).
78. Id.
79. § 164.530(d)(I).
80. § 164.530(d)(2).
81. § 164.530(g).
82. § 164.530(h).
83. § 160.306(a).
84. § 160.306(bX3).
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of the new rules for compliance may be difficult, HIPAA allows the Secretary
of HHS to seek the cooperation of and provide technical assistance to covered
entities in order to assist them with their compliance efforts."' In fact, HHS
has issued guidance and technical material, conducted conferences and
seminars, and maintains an information line to aid covered entities with
compliance.

8 6

Compliance is driven by complaints; if a complaint is filed against a
covered entity, the Secretary may investigate the entity's privacy policies with
regard to the alleged privacy violations of the complainant.8 7 Moreover, the
Secretary may perform a compliance review, absent a complaint, in order to
determine if the covered entity's procedures and policies meet the Privacy
Standard's requirements.88 A covered entity that is either investigated or
reviewed for compliance must cooperate with the review by allowing access
to pertinent records and mandatory compliance reports.89 The Secretary's
finding of a failure to comply with the Privacy Standard results in the
Secretary notifying the covered entity and the complainant of the entity's
noncompliance." In order to promote compliance, the Secretary will attempt
to resolve any findings of noncompliance by an informal means whenever
possible.9 ' Thus, achievement of compliance is intended to be a cooperative
effort between the covered entity and HHS.

2. Enforcement

Civil monetary penalties for a violation of the Privacy Standard are no
more than one hundred dollars for each "violation[] of an identical
requirement" with a maximum of $25,000 per year. 92 If it is established that
the person who committed the violation did not know, and with due diligence
would not have known of the violation, civil penalties are not applied.93

Further, civil monetary penalties are not imposed when noncompliance was
due to reasonable cause, as opposed to willful neglect, and the failure is
reconciled within thirty days of knowledge of the failure to comply. 94

Criminal penalties may be imposed upon an individual who knowingly
and improperly obtains or discloses individually identifiable health

85. § 160.304.
86. Press Release, U.S. Department of Health and Human Services, Protecting the Privacy of

Patients' Health Information (Apr. 14, 2003), at http://www.hhs.gov/news/facts/privacy.html.
87. § 160.306(c).
88. § 160.308.
89. § 160.310.
90. § 160.312(aXI).
91. Id. (emphasis added).
92. 42 U.S.C. § 1320d-5(a) (2002).
93. § 1320d-5(bX2).
94. § 1320d-5(bX3XA).
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information.9" Penalties include the possibility of a fine of no more than
$50,000, imprisonment for not more than one year, or both.9 As for violations
committed under false pretenses, the fine cannot be more than $100,000 and
the imprisonment can be no more than 5 years.97 Last, if the violation is
committed with the intent to sell, transfer, or use the information for
commercial advantage, personal gain, or malicious harm the fine can be as
high as $250,000 and imprisonment may be as much as ten years. 98

IV. TEXAS MOVES TOWARD COMPLIANCE WITH THE HIPAA PRIVACY
STANDARD: SENATE BILL 11

The 77th Texas Legislature passed Senate Bill I 1 in direct response to
HIPAA's Privacy Standard.99 Thereafter, as a result of Senate Bill 11, the
Texas Legislature added Chapter 181 to the Health and Safety Code in order
for Texas's privacy laws to pass muster under the HIPAA Privacy Standard."°

Chapter 181 forced the Texas Department of Health (TDH), Texas Department
of Human Services (TDHS), Texas Department of Mental Health and Mental
Retardation (TDMHMR), and the Texas Department of Health and Human
Services (TDHHS) to create projects'' and promulgate new rules0 2 in order
to comply with HIPAA. Senate Bill 11 also impacted the Texas Department
of Insurance (TDI), and caused it to create new regulations for entities
regulated by TDI that meet the HIPPA Privacy Standard.'0 3

V. SENATE BILL 11 'S EFFECT ON TEXAS HEALTH AND HUMAN SERVICES
AGENCIES

A. A Comparison ofChapter 181 of the Health and Safety Code and
HIPAA

Chapter 181 of the Health and Safety Code is almost on point with the

95. § 1320d-6.
96. § 1320d-6(bXI).
97. § 1320d-6(bX2).
98. § 1320d-6(bX3).
99. See Act ofJune 17, 2001, 77th Leg. R.S., ch. 1511, § 1,2001 Tex. Gen. Laws 5384.

100. Id.; TEX. HEALTH & SAFETY CODE ANN. § 181 (Vernon Supp. 2003).
101. See Tex. Health and Human Servs. Comm'n, HIPAA Project Overview, at www.hhsc.state.tx

.us/NDIS/ProjectOverview.html (last visited Jan. 17, 2003) [hereinafter Project Overview].
102. See 27 Tex. Reg. 11382 (2002) (to be codified at 25 TEX. ADMIN. CODE § 1.501) (proposed Dec.

6, 2002) (Tex. Dep't of Health); 27 Tex. Reg. 10905 (2002) (to be codified at TEX. ADMIN. CODE §§
71.30 1-.3 10) (proposed Nov. 22, 2002) (Tex. Dep't of Human Servs.); 28 Tex. Reg. 1040 (2003), adopted
28 Tex. Reg. 3340 (2003) (codified at 25 TEX. ADMIN. CODE §§ 414.1-8) (Tex. Dep't of Mental Health &
Mental Retardation).

103. See 27 Tex. Reg. 35 (2002), adopted 27 Tex. Reg. 6505 (2002) (codified at TEX. ADMIN. CODE
§§ 22.51-.57, 22.60-.67).
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federal Privacy Standard on the topic of uses and disclosures of protected
health information. With regard to marketing, Texas's Chapter 181 requires
covered entities to obtain express written authorization if they plan to use
protected health information for any marketing purpose."s However, when it
comes to marketing, the federal Privacy Standard is less rigid in some
respects. 0 6 HIPAA also requires an authorization for any disclosure related
to marketing, but it provides two notable exceptions.'07 First, a covered entity
may use protected health information for the purpose of marketing if the
communication is face-to-face with the individual. '08 Second, no authorization
is required if the covered entity is providing a gift of nominal value."° Thus,
Texas's law regarding marketing and disclosures of protected health
information is more stringent than its HIPAA counterpart.

Significantly, Chapter 181 greatly broadens the range of covered entities
that must comply with Texas's version of the privacy rule. "0 Compared to the
definition of a covered entity under HIPAA, Texas's version of a covered
entity includes almost anyone or any entity that comes into contact with
protected health information."

As for penalties, Texas's Chapter 181 provides for injunctive relief-a
remedy not available under the federal standard." 2 The Texas law allows the
attorney general to bring an action for injunctive relief in order to restrain a
covered entity from continuing a violation of Chapter 181."'

104. Compare 45 C.F.R. §§ 160, 164 (2002) with TEX. HEALTH & SAFETY CODE ANN. § 181
(illustrating the similarities between HIPAA and Chapter 181 as related to uses and disclosures of protected
health information).

105. TEX. HEALTH& SAFETY CODE ANN. § 181.152 (emphasis added).
106. See45 C.F.R. § 164.508(aX3).
107. § 164.508(a)(3).
108. § 164.508(a)(3XiXA).
109. § 164.508(aX3XiXB).
110. See TEX. HEALTH&SAFETYCODEANN. § 181.001.
"Covered entity" means any person who: (A) for commercial, financial, or professional gain,
monetary fees, or dues, or on a cooperative, nonprofit, or pro bono basis, engages, in whole or
in part, and with real or constructive knowledge, in the practice of assembling, collecting,
analyzing, using, evaluating, storing, or transmitting protected health information. The term
includes a business associate, health care payer, governmental unit, information or computer
management entity, school, health researcher, health care facility, clinic, health care provider,
or person who maintains an Internet site; (B) comes into possession of protected health
information; (C) obtains or stores protected health information... ; or(D) is an employee, agent,
or contractor of a person described in paragraph (A), (B), or (C) insofar as the employee, agent,
or contractor creates, receives, obtains, maintains, uses, or transmits protected health
information.

§ 181.001(bXl).
Ill. Compare 45 C.F.R. § 160.103(3) with TEX. HEALTH & SAFETY CODE ANN. § 181.001

(revealing Chapter 18 I's rather broad definition of a covered entity when compared to HIPAA's definition).
112. TEX. HEALTH&SAFETYCODE ANN. § 181.201.
113. Id.
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B. Texas Department of Health and Human Services Creates the Project
Management Office

The Texas Health and Human Services Commission (THHSC) created the
HIPAA Program Management Office (PMO) for the purpose of coordinating
HIPAA activities and staying informed of each THHSC agency's progression
toward HIPAA compliance." 4 Activities that the PMO is responsible for
include the following: (1) coordinating communication among the agencies;
(2) developing a detailed project plan for THHSC agency implementation; (3)
assisting agencies in obtaining any necessary information regarding HIPAA
and compliance; (4) monitoring risks and problems related to the project; and
(5) providing briefings and summaries of the PMO's activities." 5 The PMO
designated project managers for THHSC, Texas Department of Health (TDH),
Texas Department of Human Services (TDHS), and the Texas Department of
Mental Health and Mental Retardation (TDMHMR) who are integral to the
implementation of HIPAA's Privacy Standard." 6

VI. TEXAS DEPARTMENT OF HEALTH AND HUMAN SERVICES AGENCIES
TACKLE COMPLIANCE

A. Texas Department of Health

TDH performed a "gap analysis" in order to ascertain its shortcomings
with regard to its privacy policies and practices in light of HIPAA and Chapter
181."7 A gap analysis is a process by which a covered entity that has already
determined its internal use of protected health information compares those uses
with the applicable Privacy Standard."' TDH's gap analysis compared its pre-
HIPAA practices with the Federal Privacy Standard and Chapter 181 and
determined whether or not a "gap" existed." 9

As a result of the gap analysis, TDH proposed, adopted, and codified new
rules concerning the privacy of protected health information that inform
individuals of the Department's privacy practices and their rights under
HIPAA and Chapter 18 1. 2° Persons or organizations that meet the definition

114. Project Overview, supra note 101.
115. Id.
116. Id.
117. E.mail from John Scott, HIPAA Privacy Officer, Texas Department of Health, to Misty Boyer,

student, Texas Tech School of Law (Dec. 19, 2002, 10:27 a.m. CST) (on file with author) (citing the General
Privacy Gap Analysis and Compliance Plan for TDH) [hereinafter E-mail from John Scott].

118. Rosati, supra note 13, at 69.
119. E-mail from John Scott, supra note 117. The General Privacy Gap Analysis and Compliance

Plan for TDH contains provisions regarding HIPAA and Chapter 181 compliance requirements and then
compares TDH's current privacy practices to determine whether there is a gap. Lastly, the Plan lists
compliance strategies for TDH. Id.

120. See 25 TEx. ADMIN. CODE § 1.501(aX I) (West 2003) (Tex. Dep't of Health).
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of covered entity under both Texas's Chapter 181 and the Federal Privacy
Standard of HIPAA must comply with both laws.'

Like HIPAA, TDH's newly codified rule gives individuals a right to
receive notice of the Department's privacy practices and policies. 22 Included
in the notice is information on how the Department uses and discloses any
protected health information.'23 Additionally, the privacy notice must contain
information regarding an individual's rights and TDH's duties regarding
protected health information."2 4 As part of an individual's rights, he or she
may request a copy of TDH's privacy notice at a department clinic, hospital,
or at the office where the individual receives his or her care. 25 The privacy
notice is also available at TDH's Internet website or from the Department's
designated Privacy Officer. 26

The Department's new rule provides individuals with access to protected
health information in accordance with HIPAA and Chapter 181, yet it relies
on the Public Information Act for some of its procedural matters.2 7 An
individual's right to access and charges for copies of protected health
information are conditioned upon the individual complying with the
procedures set forth under the Public Information Act in Texas' Health
Services Code.'28 Any denial of access provides an individual with the right
to request a review of TDH's decision, though under limited circumstances."29

In line with HIPAA and Chapter 181, TDH's privacy rule affords a right
for individuals to request an amendment of protected health information
provided the information sought for correction is in the designated record
set. 130 To request an amendment of health information, for instance if it is
inaccurate, the individual must follow the procedures set forth under an
"Individual's Right to Correction of Incorrect Information" in the Health
Services Code.' 3 ' TDH can deny a request for amending protected health
information when TDH did not create the protected health information, the
information is not kept in the designated record set, or when the information
is already correct and complete.132

121. See 27 Tex. Reg. 11382, 11823 (2002) (proposed Dec. 6, 2002).
122. § 1.501(c).
123. § 1.501(cXl).
124. Id.
125. § 1.501(cX2XA).

126. § 1.501(cX2XB).
127. See § 1.501(dX2)-(3).
128. § 1.501(dX4).
129. § 1.50 l(dX5). An individual who is denied access because the health care provider decided that

(I) providing the information may put the individual in danger, (2) the record refers to another person and
access may cause that person to be in danger, or (3) access to the information by a personal representative
may put that person in danger has a right to request review of a denial of access. Id.

130. § 1.501(e).
131. § 1.501(eXl)-(2).
132. § 1.501(eX4)(A)-D).
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TDH's privacy rule includes a right to receive an accounting of
disclosures of certain protected health information made by entities subject to
HIPAA. 33 Disclosures accorded a right of accounting mirror those described
in HIPAA's Privacy Standard. 34 Individuals may request from the privacy
officer a list of entities and programs subject to HIPAA in order to determine
whether privacy rights even apply.1' A request for an accounting of a covered
entity's uses and disclosures, which must include the name of the MIPAA
covered program, may be submitted either directly to the HIPAA covered
program or the TDH privacy officer for review. 36

Again, following HIPAA's lead, TDH grants individuals a right to request
limits on uses and disclosures of their protected health information.' 37 While
HIPAA states that a covered entity that agrees to limit the use of protected
health information is bound by that agreement, 3 TDH's rule is more rigid. 39

Although the individual has the right to request a limitation, TDH clearly
states that it will not agree to limit uses and disclosures of medical information
more than that required by law.14

Individuals have the right to request that confidential communications be
communicated to them by different means or at a different location than the
covered entity's usual procedure."" In order to effectuate the accommodation,
a letter requesting such must be written and submitted to either the HIPAA
covered program or the TDH privacy officer. 42 Once received, TDH must
reply to the request for accommodation by either an approval or a denial of the
request. 4 3 Similar to HIPAA, TDH's rule requires an individual who requests
accommodation from a HIPAA covered health plan, such as an insurance
company, to state whether or not the normal means of communication of
information might endanger the person. 144

Last, TDH's rule ensures that an individual has the right to complain
about the Department's privacy practices or policies. 45 The individual has the
choice of filing a complaint via the telephone number provided on the
Department's Privacy Notice or mailing a complaint to TDH's Privacy Officer

133. § !.501(f)0l).
134. Compare § 1.501(0 with 45 C.F.R. § 164.528 (2002) (illustrating the similar disclosure

requirements in the two regulations).
135. § 1.501(0(3).
136. § 1.501((4XA)-(B).
137. § 1.501(gXl).
138. 45 C.F.R. § 164.522(aXI)(iii) (2002).
139. See § 1.501(g)(1).
140. § 1.501(gX ).
141. § 1.501(hXI).
142. § 1.501(hX2XA)-(B).
143. § 1.501(fiX3).
144. § 1.501(hX).
145. § 1.501(iXI).
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or the Texas Attorney General's office. 46

B. Texas Department of Human Services

TDHS followed suit and proposed, adopted, and eventually codified rules
in order to comply with HIPAA. 47 Like HIPAA, TDHS's rule gives
individuals a right to access and copy their protected health information.'4 8

However, TDHS places a twist on its rule by adding that the Department may
refuse to allow access to or copying of records with or without giving the
individual an opportunity to have that decision reviewed. 49 TDHS limits
whether that decision may or may not be reviewed.' Requests for access of
protected health information may be made to the individual's local TDHS
office or to TDHS's privacy officer in Austin, and reviews for denial of access
are effectuated by contacting the privacy officer in Austin.' Any copies of
protected health information obtained by an individual are subject to charges
according to the Schedule of Fees' and will not be subject to an overhead
charge by the Department.'53

Under TDHS's rule, individuals have the right to an accounting of the
Department's disclosures of their protected health information." 4 Certain
conditions create a restriction on an individual's right to an accounting, such
as when the disclosure was made for treatment, payment, or healthcare
operations;'" s when the disclosure was to the individual; when the disclosure
was authorized by the individual; when the disclosure involved national
security or intelligence; when the disclosure was for research or public health
and the individual cannot be identified from the record; and when the
disclosure occurred before the April 14, 2003 compliance deadline.5 6

In line with HIPAA, TDHS grants a right for individuals to request
restrictions and limitations on the uses and disclosures of their protected health

146. § 1.501(iX2XA)-(B).
147. 40 TEX. ADMIN. CODE §§ 71.301-310 (West 2003).
148. § 71.302(a).
149. § 71.302(b).
150. § 71.302(bX IH2). TDHS provides a right to have a decision reviewed when that decision was

based upon the premise that giving the information to the individual would likely put him or another in
danger or is likely to cause substantial bodily harm, or when a personal representative requests the
information and providing it would likely cause substantial bodily harm to the individual or another. Id.
There is no right to have a review of a denial of access when the requested information is psychotherapy
notes, information collected in anticipation of a legal proceeding, or when TDHS received the information
from someone else outside of health care and disclosure to the individual would likely disclose the
confidential source of information. Id.

151. § 71.302(c)-(d).
152. § 71.103.
153. § 71.305.
154. § 71.304(a).
155. § 71.304(bX).
156. § 7l.304(bXl)-(3), (5),(7),(8).
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information.' However, TDHS takes the same stance as TDH and states that,
although the individual has the right to make any such request, TDHS will not
agree to the limitation if the request is more restrictive than that provided by
existing law.' TDHS rationalizes this arguably harsh aspect of the rule by
noting that requests for limiting uses and disclosures are impractical due to the
voluminous amount of information that the Department handles.'59

TDHS's rule regarding the request of confidential communications by
different means or at a different location is stricter than that of HIPAA.' ° The
rule stipulates that any request must contain a statement that a contact by usual
means or at the usual location could endanger the individual,' 6' whereas the
HIPAA rule requires such a statement only if the covered entity is a health
plan.' 62 A request of confidential communications by an individual shall be
made at the local TDHS office or in writing to the privacy officer of the
agency. 1

63

The minimum necessary requirement described in HIPAA"' is embraced
by TDHS's privacy rule. 6 Unless another law requires otherwise, disclosures
of protected health information will occur only to the extent necessary "to
accomplish the purpose for which the information is sought."'" If the
disclosure is non-routine and non-recurring in nature, TDHS will evaluate the
purpose of disclosure, the threat of privacy rights being offended, and TDHS's
ability to limit the disclosure when deciding the minimum necessary amount
of information to disclose. 167

Also, to provide another protective measure for privacy, TDHS's rule
requires verification of the identity of the individual 68 or an individual's
power to obtain the protected health information. 69 Finally, complaints and
concerns about TDHS's privacy practices or policies may be filed by calling
or writing the privacy officer at the Department.'

157. § 71.306.
158. Id.
159. Id.
160. Compare § 71.307 (stating that requests must state the possibility for endangerment) with 25

TEX. ADMIN. CODE § 1.501 (h) (West 2003) (stating that requests must include a statement of endangerment
only if disclosed by a health plan).

161. § 71.307(aX3).
162. 45 C.F.R. § 164.522(bX2)(iv) (2002).
163. § 71.307(b).
164. 45 C.F.R. § 164.502(bXl).
165. § 71.309.
166. § 71.309(a).
167. § 71.309(d).
168. § 71.308(a)-(b).
169. § 71.308(c).
170. § 71.310.
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C. Texas Department of Mental Health and Mental Retardation

TDMHMR tackled HIPAA compliance in a slightly different manner than
did than the aforementioned THHSC agencies.'' TDMHMR promulgated a
new subchapter designated "Protected Health Information,"' 2 and its purpose
is to require TDMHMR components to comply with "all applicable privacy
laws, rules, and regulations"' 73 including "all applicable federal and state
statutes, rules and regulations pertaining to privacy of protected health
information (PHI) including, but not limited to" those described in the new
subchapter.'74 Thus, TDMHMR's new privacy requirements are more
involved than those of the TDHS and TDH, as they encompass requirements
that go beyond those of HIPAA and Chapter 181.175 TDMHMR listed all of
the regulations and statutes with which it must comply, 76 and included in the
list was HIPAA's Privacy Rule and Chapter 181 of the Health and Safety
Code. 177 Additionally, new Subchapter A references Exhibit A-a voluminous
document that interprets the application of all of the regulations and statutes
with which TDMHMR must comply. 178 Only those aspects of Exhibit A that
are directly attributable to HIPAA are examined in this comment.

TDMHMR's new regulations require its components 179 to provide a
notice of its privacy practices in accordance with HIPAA's notice standards.80

The notice of privacy practices must be given to every individual at the time
of his or her admission into TDMHMR's services or as soon as possible if the
individual is not capable of rational communication at the time.' The
component must maintain documentary evidence, which indicates that the
individual did in fact receive the notice of privacy practices.8 2

171. See 25 TEX. ADMIN. CODE § 414.5 (West 2003) (Tex. Dep't Mental Health and Mental
Retardation, Regulations and Statutes Governing Confidentiality of Protected Health Information).

172. See id.
173. § 414.1 (emphasis added).
174. § 414.4(a).
175. See§414.1-8.
176. § 414.5.
177. § 414.5(aX1), (b)(1), (cXl).
178. § 414.4(aX2). Exhibit A is titled "Interpretive Guidance in Laws Pertaining to Privacy of

Mental Health and Mental Retardation Records for the TDMHMR Service Delivery System." § 414.6. The
document is available from TDMHMR and is accessible on the Internet at www.mhmr.state.tx.us/hipaa
.html. Id.

179. INTERPRETIVE GUIDANCE ON LAWS PERTAINING TO PRIVACY OF MENTAL HEALTH AND MENTAL
RETARDATION RECORDS FOR THE TDMHMR SERVICE DELIVERY SYSTEM, § 2(7), available at http://www.
mhmr.state.tx.us/interpretiveGuidanceonLawsPertainingto Privacy.pdf (revised July 10, 2003). A
component is a "facility, local authority, community center, contract provider, TDMHMR Central Office,
or TDMHMR Medicaid Administration." Id.

180. id. § 5(a).
181. Id.§5(d).
182. Id. § 5(h).
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All components must secure a valid authorization before using or
disclosing any protected health information."' Among other things, the
authorization must describe in a "specific and meaningful" way the
information that is to be used or disclosed, 84 and by whom and to whom the
information will be disclosed.ts The individual or a legal representative must
sign the authorization, and a copy of the authorization must be provided to the
individual.'86 Notably, there are certain circumstances where no authorization
is required to use or disclose protected health information that relates to
MHMR services. 8

7

TDMHMR implements the minimum necessary requirement on uses and
disclosures of protected health information. "' When a component uses,
discloses, or requests protected health information, it must make reasonable
efforts to limit the protected health information to the minimum necessary to
achieve the purpose for its use. 89

Regarding uses of protected health information, components must classify
their employees according to their need for access to protected health
information as related to job duties and according to the type of protected
health information for which access is needed.' For routine and recurring
disclosures of protected health information, each component must implement
a procedure by which protected health information is limited to the minimum
necessary. "' For all other disclosures, the component must develop criteria,
which can be used on a case-by-case basis, to satisfy the minimum necessary
requirement.' 92 As for requests of protected health information by other
entities, components must limit the disclosure to that "which is reasonably
necessary to accomplish the purpose for which the request is made."' 93

Under HIPAA's requirements, TDMHMR provides a number of rights to
individuals regarding protected health information. TDMHMR provides a
right for individuals or their legal representatives to access and obtain copies

183. Id. § 12(a).
184. Id. § 12(dX2).
185. Id. § 12(dX4)-(5).
186. Id. § 12(d)(10), (e).
187. Id. § 9. Situations where no authorization is required include the following: (1) when disclosure

is necessary for treatment, payment, and health care operations; (2) when disclosure is required or authorized
by law; (3) when disclosure is required by judicial or administrative proceedings; (4) when disclosure is of
a special need offender for the purposes of the Texas Correctional Office on Offenders with Medical or
Mental Impairments; (5) when disclosure is of psychotherapy notes under limited circumstances; and (6)
when the disclosure is made to inform a minor individual's legal representative about matters such as
treatment. Id. § 9(a)-(f.

188. Id. §6.
189. Id. § (6XaX I).
190. Id. § 6(b).
191. Id. § 6(c).
192. Id. § 6(c).
193. Id. § 6(d).
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of protected health information. 9 4 Furthermore, the Department grants
individuals the right to request that a component amend their protected health
information, so long as the component created the record and the information
is actually incomplete or inaccurate.'"" Similar to the other THHSC agencies,
TDMHMR makes available to individuals the right to an accounting, in most
circumstances, of disclosures of protected health information made by a
component.'96 Individuals may request a restriction on the uses and
disclosures of protected health information, but a component does not have to
agree to such a restriction. 97 However, if the component does agree to the
restriction, it may violate the agreement only in an emergency situation.'98 In
such a situation, the component must request that the recipient of the protected
health information not further disclose the information.'99 Lastly, TDMHMR
grants individuals the right to request confidential communications of
information from the component by an alternative means or at an alternative
location, and that request, if reasonable, must be accommodated. 2

00

Significantly, the component cannot require an explanation from the individual
as to the motivation for the request.2"'

Finally, TDMHMR provides a right for an individual to complain about
the component's compliance with state and federal privacy laws. 202 The
complaint is to be filed with the component, the TDMHMR Consumer
Services and Rights Protection/Ombudsmen Office, or the United States Office
for Civil Rights.2 3 A component may not require an individual to waive the
right to complain, nor may it retaliate against a complainant."°4

VII. SENATE BILL I 'S EFFECT ON THE TEXAS DEPARTMENT OF INSURANCE

A. Senate Bill 11 and HIPAA Implicate TDI

Senate Bill 11 requires entities regulated by TDI to comply with HIPAA
privacy standards concerning the privacy of nonpublic personal health

194. Id. § 16.
195. Id. § 17.
196. Id. § 18(a). Disclosures made for treatment, payment, and health care operations; to individuals

or their legal representative; for national security or intelligence reasons; to correctional institutions or law
enforcement officials; pursuant to the individual's authorization; incidental to an otherwise permitted
disclosure; as part of a limited data set; or prior to April 14, 2003 are not subject to the right of accounting.
Id.

197. Id. § 19.
198. Id. § 19(aX3).
199. Id.
200. Id. § 20(a).
201. /d. § 20(d).
202. Id. § 7.
203. Id. § 7(b)(1).
204. Id. § 7(d)-(e).
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information.0 5 As a result, TDI promulgated new rules to comply with the
new Chapter 28B of the Insurance Code in order to meet compliance and to
protect the privacy of health information acquired by insurance companies.0 6

However, Chapter 28B does not apply to those entities required to comply
with the federal HIPAA standard.0 7 Thus, Chapter 28B is more relaxed than
Chapter 181 of the Health & Safety Code because Chapter 181 requires
covered entities to comply with HIPAA and Chapter 181 .25

B. Overview of Texas Department ofInsurance Chapter 28B: Protecting
Privacy ofNonpublic Personal Health Information

Any disclosure by a covered entity. 9 of a consumer's nonpublic personal
information requires an authorization prior to the disclosure. 210 Certain
exemptions exist that allow disclosures, absent an authorization, as long as the
specified exemption is necessary to insurance functions or is a legally required
activity of a covered entity.21 ' To protect consumers from advertisers,
marketing is specifically mentioned as not being an insurance function. 1 2

Evidencing TDI's resolve to protect consumers from marketers, TDI went so
far as to deny a public commenter's request to delete the restriction on
disclosure for the purpose of marketing. 2 3 The agency's response reiterated
that one of Senate Bill I I's primary purposes was to "prevent covered entities
from using information collected for the purpose of providing insurance
services for marketing. 2 1 4

Any authorization under Chapter 28B must be in writing, though it may
be in electronic form, provided that the consumer agrees to conduct business
with the covered entity electronically.2 15 Additionally, a valid authorization

205. 27 Tex. Reg. 6505, 6505 (2002) (to be codified at 28 TEX. ADMIN. CODE §§ 22.51-57,
22.60-.67) (adopted July 19, 2002) (Tex. Dep't Ins.).

206. See id.
207. 28 TEX. ADMIN. CODE § 22.61 (West 2003).
208. TEX. HEALTH & SAFETY CODE ANN. § 181.101 (Vernon Supp. 2003).
209. Under the insurance code a covered entity is defined as the following:
[a] person who holds or is required to hold a license, registration, certificate of authority, or other
authority under the Insurance Code or another insurance law of this state. The term includes,
but is not limited to, an insurance company, group hospital service corporation, mutual insurance
company, local mutual aid association, statewide mutual assessment company, stipulated
premium insurance company, health maintenance organization, reciprocal or interinsurance
exchange, Lloyd's plan, fraternal benefit society, county mutual insurer, farm mutual insurer,
viatical or life settlement provider or broker, or insurance agent.

28 TEX. ADMIN. CODE § 22.52(4).
210. §22.51.
211. § 22.57(a).
212. § 22.57(b).
213. 27 Tex. Reg. 6505, 6508 (2002) (to be codified at 28 TEX. ADMIN. CODE §§ 22.51-57,

22.60-67) (adopted July 19, 2002) (Tex. Dep't Ins.).
214. Id.
215. 28 TEX. ADMiN. CODE § 22.54(l) (West 2003).
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must identify the consumer whose nonpublic personal health information will
be disclosed." 6 A description of the type of information, the purpose of the
disclosure, and the identification of the parties to whom the information is to
be disclosed is also mandated." 7 The consumer, or a legally appointed person
acting for the consumer, is required to sign (or electronically sign) the
authorization.2t 8

The authorization must provide notice of the length of its validity and that
consumer revocation may occur at any time.219 The length of validity may not
be greater than two years from the date the authorization was signed, if signed
by the consumer.2 20 However, if the authorization was signed by a legal
representative of the consumer, then the authorization will become invalid on
the latter of two dates-two years after it was signed or upon actual notice that
the representative is no longer legally capable of making the authorization. 221

In response to comments of the proposed rules, the agency clarified that an
authorization given by a legal representative is valid until the agency receives
actual written notice of the revocation. 22 Further, either the original
authorization or a copy of the original must be kept in the consumer's file. 23

Expired authorizations may be replaced with a newly updated one, provided
that the new authorization meets all of the aforementioned standards and a new
signature is obtained from the consumer or a legal representative.224

A covered entity is permitted to deliver the authorization form to the
consumer either separately or with other paperwork, such as a policy or billing
information. 225 However, a covered entity is not required to provide an
authorization form unless it actually intends to disclose protected health
information.226 If the covered entity chooses to deliver the authorization form
along with other insurance related paperwork, the request for authorization
must be clear, conspicuous, and require a separate authorization signature in
an area that does not relate to another portion of the included paperwork.227

Most importantly, a covered entity must have a consumer's authorization
before it can disclose any nonpublic personal health information to another
person. 28

216. § 22.54(I)(a).
217. § 22.54(IXB).
218. § 22.54(IXC).
219. § 22.54(IXD).
220. § 22.54(2XA).
221. § 22.54(2XB).
222. 27 Tex. Reg. 6505, 6508 (2002) (to be codified at 28 TEX. ADM[N. CODE §§ 22.51-57,

22.60-67) (adopted July 19, 2002) (Tex. Dep't Ins.).
223. 28 TEX. ADMrN. CODE § 22.54(3).
224. § 22.54(4).

225. § 22.55(a).
226. § 22.55(b).
227. § 22.55(aX2).
228. § 22.55(c).

20041
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The consumer may revoke a previously valid authorization form at any
time.229 However, the revocation is subject to other persons' rights who have
disclosed nonpublic personal health information when they reasonably relied
on the authorization before receiving notice of the revocation.2 3 The
consumer who intends to revoke an authorization must provide a signed
writing, required to be in no particular form, stating the desired revocation.'
Once the covered entity receives a revocation reasonably identifying the
authorization it is meant to revoke, the covered entity must honor and give
effect to the revocation no longer than fifteen days after it is received.232

Furthermore, covered entities are prohibited from unfairly discriminating
against a consumer for failing to authorize a disclosure of their nonpublic
personal health information.23 3

Covered entities that share nonpublic personal health information with
third parties for purposes of business have a duty to seek an agreement from
those third parties prior to disclosure.234 The covered entity must not make
disclosures unless the third party agrees that it will use the information only
for the purpose of carrying out the job for which the information was
disclosed.235 In the text of the proposed rule it appears that liability may be
imposed on the covered entity for improper disclosures and uses by the third
party.236 However, TDI's agency response, via an amendment of the now
current rule, eliminates that proposed liability.23" '

A further limitation on liability of covered entities is found within the
violation and disciplinary portion of Chapter 28B.23 The description of a
violation as "knowingly or willfully" appears to imply that accidental or non-
purposeful violations of Chapter 28B are not violations at all.239 However,
knowing and willful violations of Chapter 28B subject a covered entity to
disciplinary and enforcement sanctions and penalties already provided by the
Insurance Code.240 Additionally, a violation may subject a covered entity to
investigation and disciplinary proceedings that could lead to probation,

229. § 22.56(a).
230. § 22.56(b).
231. § 22.56(c)-(d).
232. § 22.56(e).
233. § 22.65.
234. § 22.60.
235. § 22.60.
236. 27 Tex. Reg. 35 (2002) (codified at TEX. ADMIN. CODE §§ 22.51-.67) (proposed Jan. 4, 2002).

The proposed rule states that a covered entity would remain responsible for any later unlawful disclosures
of nonpublic personal health information, implying that liability was incurred upon a covered entity by a
third party's unlawful disclosure.

237. See 27 Tex. Reg. 6505, 6508 (2002) (to be codified as 28 TEX. ADMIN. CODE §§ 22.52-.57,
22.60-.67); see also 28 TEX. ADMIN. CODE § 22.60 (requiring only that covered entities obtain an agreement
from third parties to not disclose protected health information).

238. See 28 TEX. ADMIN. CODE § 22.64(a).
239. Id.
240. § 22.64(b).
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suspension, or even a revocation of a covered entity's license if the violation
is deemed to be a pattern of practice. 4' Moreover, a covered entity found to
have committed violations of Chapter 28B in a recurring, pattern-type fashion
shall be excluded from participating in any state-funded health care
program.142 Finally, penalties that are placed upon a covered entity under
Chapter 28B in no way prevent an individual who believes that his rights have
been violated from bringing an action under any other existing law.243

VIII. CONCLUSION

HIPAA's Privacy Standard is no doubt making a profound impact in the
world of health care and related areas, as is evidenced by Texas agency
rulemaking related to HIPAA. Though the April 14, 2003 compliance
deadline is in the past and Texas agencies have commenced compliance with
rulemaking, it is arguable that the application of these rules will involve much
more time, money, and effort. For example, governmental estimates for
implementing the Privacy Standard are at $17.6 billion over ten years, and the
American Hospital Association's estimates are much higher, at $22 billion
over five years.2" Whatever the costs may be, privacy-a cherished right in
America-is being strengthened through HIPAA's federal standard, and the
right to one's privacy in protected health information deserves any and all
administrative and monetary costs.

by Misty C. Boyer

241. § 22.64(c).
242. § 22.64(d).
243. § 22.64(c).
244. Rosati, supra note 13, at 47.
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