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We report the results of detailed investigations of the effects of geographic location, 

altitude, the 11 year solar cycle, and spacecraft shielding mass on the in-flight single 

event effects (SEE) performance of the ISS Command and Data Handling (C&DH) 

system computers between the years 2005 and 2017 and compare in-flight C&DH 

computer performance with pre-flight test and verification predictions. In addition, 

we report on the preflight testing and in-flight performance of the commercial-off-

the-shelf lap top computers used on ISS.  Finally, we present an assessment of ISS as 

an avionics SEE test and flight demonstration platform for exploration hardware 

destined for the cis-lunar or other inner solar system environments.  

Nomenclature 

AMS-01/02=  Alpha Magnetic Spectrometer 01(STS-91) and 02 (now on ISS) 

C&DH     =  Command and Data Handling 

COTS =  Commercial-Off-The-Shelf 

DRAM =  Dynamic Random Access Memory 

EDAC =  Error Detection and Correction (algorithm) 

GCR =  Galactic Cosmic Ray 

LET =  Linear Energy Transfer 

MDM =  Multiplexer De-multiplexer, the ISS C&DH system computer 

MTBF =  Mean time between failures 

MTTF =  Mean time to failure 

PCS =  Portable Computer System  

SAA =  South Atlantic Anomaly 

SEE =  Single Event Effects 

SEFI =  Single Event Functional Interrupt 

SEU =  Single Event Upset 

SPE =  Solar Particle Event 

NEI =  Near Earth Interplanetary 
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I. Introduction 

ingle event effects (SEE) are those errors, anomalies, or failures in microelectronic devices caused by the 

passage of a single energetic charged particle through the device1, 2.  Spacecraft SEE environments consist 

primarily of energetic charged particles; both primary particles originating in the natural environment and secondary 

particles (including secondary neutrons) produced by nuclear reactions of primary particles with spacecraft 

materials3-5.  The primary energetic charged particle components (protons and atomic nuclei) of the spacecraft SEE 

environment include galactic cosmic rays (GCR), and planetary radiation belt charged particles, as well as solar 

energetic particle event (SPE) charged particles 2-6.    

The International Space Station (ISS) orbital altitude and inclination (~350 to ~420 km at 51.6o inclination) 

produce a spacecraft SEE environment that varies dramatically with the location of the spacecraft in Earth’s 

geomagnetic field.  The geomagnetic field determines the structure of the Van Allen belts and the location and 

altitude dependence of the South Atlantic Anomaly (SAA) while providing geomagnetic GCR shielding that 

diminishes with distance from the geomagnetic equator2, 7.  Near + 51.6o latitude the ISS GCR environment has a 

high degree of similarity to the interplanetary GCR environment in cis-lunar space8. 

Long-term “worst-case” ISS SEE environments supporting ISS avionics systems design, development, test, and 

verification are documented in SSP-30512, Space Station Ionizing Radiation Design Environment.  Comparisons of 

ISS avionics systems in-flight performance with pre-flight verification predictions have been previously reported 

and show that ISS avionics hardware meets or exceeds expectations in all cases9. 

In this paper we report the results of more detailed investigations of the effects of geographic location, altitude, 

solar cycle, and shielding mass on the in-flight SEE performance of the multiplexer de-multiplexer (MDM) 

computers, which make up the ISS command and data handling (C&DH) computer system, between the years 2005 

and 2017. In addition, we report on the preflight testing and in-flight performance of the commercial-off-the-shelf 

(COTS) lap top computers (Portable Computer System or PCS) used on ISS.  Finally, we present an assessment of 

ISS as an avionics SEE test and flight demonstration platform for exploration hardware destined for the cis-lunar or 

other inner solar system environments.  

 

II. ISS C&DH system computers – The Multiplexer De-multiplexer (MDM) Computer 
 

A. The ISS C&DH System and the MDM computers 

An overview of the ISS C&DH system and the MDM computers can be found in International Space 

Station Familiarization, NASA Johnson Space Center document TD9702A, Section 2, 1998.  The ISS C&DH 

system provides hardware and software to support command and control of the ISS as well data handling services 

for flight and ground operations, and science payloads. This is achieved through a three tiered network of computers 

(MDMs) all running Advanced Defense Analysis (Ada) software program tasks and interconnected by MIL-

STD1553B data buses. The Tier 1 MDMs run Command and Control Software (CCS) that controls system-wide 

functions such as ISS operating mode. The Tier 2 MDMs are responsible for subsystem level functions for Electrical 

Power Systems (EPS), Guidance Navigation and Control (GNC), Environmental Control and Life Support Systems 

(ECLSS), Thermal Control System (TCS) as well as others. Tier 3 MDMs interact with the multitude of sensors and 

effectors onboard the ISS.  There are three different configurations of Standard ISS MDMs; MDM-4, MDM-10, and 

MDM-16.  

An aspect of the tiered architecture is the redundancy scheme. Generally, the Tier 1 computers are two fault 

tolerant (three identical computers); the Tier 2 computers are one fault tolerant (two identical computers); and the 

Tier 3 computers are zero fault tolerant (only one computer with that specific set of software). However, some 

redundancy in Tier 3 computers is obtained by a complex allocation of software between computers. C&DH 

contains two types of Fault Detection Isolation and Recovery (FDIR) functions, one flagging buss failures and the 

other flagging MDM failures.  

 

B. A General Description of the MDM computer 

Each standard MDM consists of a power supply and an Input/Output Control Unit (IOCU) card that contains an 

80386SX processor, and the 1553 Bus Interface Adaptor to connect the MDM to upper tier MDMs.  The IOCU card 

also contains a total of 33,554,432 bits of dynamic random access memory (DRAM) configured from 8 Texas 

Instruments TMS44400 1Mx4 DRAM memory devices.  A Hamming code10 single-error-correction/double-error-

detection (SECDED) (per data word) error detection and correction (EDAC) firmware package in built into the 
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DRAM memory and tied to the necessary DRAM refresh cycles.  Memory refresh/scrub cycles are initiated every 8 

micro seconds with 8.2 seconds required for a single refresh/scrub cycle to move through memory.  As a result, the 

maximum residence time for a single soft error in an MDM DRAM data word is less than 10 microseconds.  Soft 

errors detected and corrected by the MDM DRAM EDAC are reported, via the ISS C&DH system, to the ground 

along with an ISS time datum so that the geographic locations of the upsets can be determined using ISS orbital 

elements. Double bit errors in a single data word are detected, but not corrected, and can cause an MDM single 

event functional interrupt (SEFI).   

 

C. Pre-flight SEE verification/qualification testing and analysis methods and preflight performance 

predictions 

Pre-flight MDM SEE test and analysis methods and results supporting hardware requirements verification have 

been previously reported9.  Briefly, the MDM electronic parts lists were surveyed for those parts expected to be 

labile to SEE effects, on the basis of part technology, and subjected to testing similar to conventional accelerator 

based heavy ion testing11.  Expected on-orbit individual part failure rates were then inserted into MDM functional 

block diagrams for estimation of MDM SEFI and SEU rates using conventional reliability engineering methods to 

calculate expected mean time to failure (MTTF) and mean time between failure (MTBF) for the MDMs.  A more 

detailed account of MDM SEE testing and qualification for flight can be found in Ionizing Radiation Analysis of the 

Internally Located Space Station Multiplexer/Demultiplexers (SSMDMs), Boeing IDWA 250001, ISS, SDRL  

MD062I/VE-023K, 1999, copies of which are available from the authors on request, subject only to U.S. 

Government export control regulations.  

Based on pre-flight test and analysis, MDM TI44000 DRAM SEU rates were estimated be between 26 and 7 per 

day per day per MDM, well within the capabilities of the DRAM memory EDAC firmware. Test data and analysis 

indicated that the MDM SEFI rate would be determined primarily by functional lock-up of the 80386SX processor 

and the 82370 controller with an estimated recoverable SEFI rate of between 1 and 2 SEFI events per calendar year.  

 

D.  ISS MDM DRAM SEU Counts:  Geographic Location and Shielding Mass Effects 

The geographic distribution of the AL-1 MDM (see table 1) DRAM SEUs, identified and corrected by the MDM 

EDAC firmware between the years 2005 and 2017, is shown in Figure 1.  The highest density of DRAM SEU events 

are found in the SAA, a low altitude extension of the inner Van Allen (proton) radiation belt, and poleward of 40 

degrees latitude, where geomagnetic shielding of GCRs is least effective.  Relatively few events are observed in the 

mid latitude region, outside the SAA, where geomagnetic shielding of GCRs is most effective.   

 

 
Figure 1. The geographic distribution of the AL-1 MDM DRAM SEUs for the time period 2005 to 2017.  Blue 

symbols represent events attributed to Van Allen belt trapped protons in the SAA and green symbols represent 

events attributed to GCRs. 
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Total MDM DRAM SEU counts from 02/01/2010 through 12/31/2017, are reported for 20 different ISS MDMs 

in tables 1 and 2.  The MDMs are sorted into high shielding mass (internal to the pressurized volume) and low 

shielding mass (external to the pressurized volume) groups.  High shielding mass corresponds to a median shielding 

mass of about 40 g/cm2 aluminum equivalent, and low shielding mass corresponds to about 10 g/cm2 aluminum as 

previously reported3, 9.  Table 1 also groups SEU counts into 5 different geographic regions defined by geographic 

latitude bands.  The percentage of annual flight time ISS spends in each latitude band is also reported. 

Inspection of tables 1 and 2 show that the majority of SEUs occur in the highest latitude bands, poleward of 40 

degrees latitude as suggested by figure 1.  For all twenty MDMs, The average percentage of total DRAM SEU 

counts inside the SAA was 31% + 11%.  For the twelve external MDMs, the average percentage of total SEU counts 

occurring in the SAA is 39% + 4%. For the eight internal MDMs the average percentage of total DRAM SEUs 

occurring inside the SAA is 13% + 9%. The higher median shielding mass of the internal MDMs is effective in 

excluding more of the relatively low kinetic energy trapped protons, and their secondary particle shower products.  

For both internal and external MDMs the majority of DRAM SEU counts occurred outside the SAA region in what 

we will refer to as the GCR region.   

For the eight internal MDMs the mean GCR region count is 6030 + 318 and the mean SAA region count is 1412 

+ 182.  For the twelve external MDMs the mean GCR region count is 5367 + 168 and the mean SAA region count is 

3510 + 527.  As expected, the external MDMs are more susceptible to SAA proton induced SEUs than the internal 

MDMs, on account of lower shielding mass, but the internal MDMs appear to be significantly more susceptible to 

GCRs than the external MDMs, probably as a result of GCR induced secondary particle showers in the higher 

median shielding mass internal environment3, 9.   

ISS spends 39% of its flight time in the latitude band poleward of 40 degrees, where geomagnetic shielding is 

minimal, and 68% + 4% of all GCR region MDM SEUs are observed. The GCR environment, poleward of 40 

degrees latitude, is expected to display a high degree of similarity to the interplanetary GCR environment outside 

earth’s magnetosphere8, 12, as modeled and subsequently measured during the first alpha magnetic spectrometer 

mission (AMS-01) on space shuttle flight 91 (STS-91), June, 19988, 12.   

 

 

 

Table 1. Total MDM SEU counts for both internal (high shielding mass) and external (low shielding mass) 

MDMs excluding counts in the SAA region: 02/2010 through 2017.  The counts are reported for 5 different 

geographic latitude zones with the annual percentage of total flight time in each latitude zone.  SEUs in this region 

are caused predominantly by GCRs. 

AL-1 LA-1 LA-2 LA-3 N2-1 N2-2 N3-1 N3-2 P1-1 P1-2 P3-1 P3-2 PTR1 S0-1 S0-2 S1-1 S1-2 S3-1 S3-2 STR1

40 to 52 19.5% 1883 1858 2032 2077 1753 1725 1823 1826 1766 1650 1698 1624 1834 1878 1672 1692 1735 1641 1649 1797

20 to 40 16.1% 697 669 692 738 573 612 656 664 426 446 391 439 432 485 481 483 434 438 438 497

-20 to 20 28.6% 719 732 762 768 588 678 720 658 468 467 446 459 447 567 513 497 468 448 486 517

-40 to -20 16.2% 790 814 867 849 656 702 799 737 631 584 588 602 635 670 583 597 645 648 607 668

-52 to -40 19.7% 2037 2067 2056 2084 2024 1892 2022 1946 2162 2031 2129 2066 2236 2025 2017 1948 2155 2053 2150 2171

MDM GCR counts versus Geographic Latitude:  02/2010 through 2017

Latitude 

(deg)

External (shielding mass ~ 10g per square cm)Internal (shielding mass ~ 40g per square cm)% 

Time

 
 

 

 

Table 2. Total MDM SEU counts for both internal (high shielding mass) and external (low shielding mass) 

MDMs counts in the SAA region only: 02/2010 through 2017.  SEUs in this region are caused predominantly by 

Van Allen belt trapped protons. 

AL-1 LA-1 LA-2 LA-3 N2-1 N2-2 N3-1 N3-2 P1-1 P1-2 P3-1 P3-2 PTR1 S0-1 S0-2 S1-1 S1-2 S3-1 S3-2 STR1

1346 1619 1441 1299 1755 1410 1153 1275 3872 3658 4172 4264 3601 2373 2733 3235 3628 3723 3680 3182

Internal (shielding mass ~ 40g per square cm) External (shielding mass ~ 10g per square cm)

MDM SAA counts:  02/2010 through 2017
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Table 3. Summary Statistics:  ISS MDM DRAM SEU count data, 02/2010 through 2017, in Tables 1 and 2. 

Statistical Averages for ISS MDMs All 20 ISS MDMs 8 Internal MDMs 12 External MDMs 

Mean SEU count inside SAA (SAA Region) 

with standard deviation 
2671 + 1112 1412 + 182 3510 + 527 

Mean SEUs count outside SAA (GCR Region) 

with standard deviation 
5632 + 403 6030 + 318 5367 + 168 

% of total counts in SAA Region 31.2 % + 11% 13% + 9% 39% + 4% 
% of GCR region total in highest latitude 

regions (poleward of 40 degrees latitude) 
68% + 4% 64% + 1% 71% + 2% 

 

Statistical analysis of the data in tables 1 and 2 is summarized in table 3. The reported differences between the 

internal and external MDM group DRAM SEU counts are statistically significant.  Applying the t test13 for the 

significance of the observed differences between the internal and external MDM mean counts results in a t statistic 

of 6.107, for 18 degrees of freedom, and p < 0.0001 for the GCR region and a t statistic of 10.756 for 18 degrees of 

freedom and p < 0.0001 for the SAA region.  The p value is the probability that the null hypothesis (i.e. the internal 

mean count is really the same as the external mean count) is true. 

E. MDM DRAM SEU Time Line: Altitude, Solar Cycle, and Solar Particle Event Effects 

Monthly average MDM SEU rates (EDAC detected SEUs per month) for the 2005 to 2016 time frame, and for 

all geographic regions, are shown in Figure 2.  Figure 2 shown the monthly average SEU count for eight external 

MDM-4s, four external MDM-10s, and eight internal MDM-16s.  SEU rate increases on moving from internal to 

external MDMs and on moving from MDM-4, to MDM-10, to MDM-16 and correlates with an increase in structural 

shielding mass for the MDM DRAMs.  The monthly average MDM SEU count changes between 2005 and 2016 as 

determined by ISS operating altitude and the state of the 11 year solar cycle.  The internal MDMs show a 

consistently lower DRAM SEU rate than the external MDMs. 

 

 
Figure 2. Monthly average MDM SEU rates for the 2005 to 2017 time frame, and for all geographic regions.  

Monthly average SEU count data for eight external MDM-4s, four external MDM-10s, and eight internal MDM-16s 

are plotted against calendar year. Green vertical lines mark major solar particle events. 
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The data plotted in figure 2 shows the total DRAM EDAC SEU rate which is the sum of rates in the SAA and 

GCR regions.  Figures 3 and 4 compare the DRAM EDAC SEU rates in GCR and SAA regions.  Also shown in 

figures 3 and 4 is the ISS altitude profile during the 2005 to 2016 time frame. Shielding mass effects are consistent 

with those described above.  In the GCR region, higher SEU rates are observed for the internal MDMs (higher 

shielding mass) while in the SAA region the opposite is observed.   

The SAA and GCR region data show very different altitude dependences.  The DRAM EDAC SEU rates in the 

SAA region increase with altitude, in a manner consistent with the altitude structure of the SAA, while in the GCR 

region no significant altitude dependence is observed.   Both outcomes are consistent with the known altitude 

structure of the SAA and the altitude dependence of GCR geomagnetic shielding near 350 to 400 km altitude7, 14. 

The green vertical lines in figures 2 mark times of major SPEs detected and quantified by the National Oceanics 

and Atmospherics Administration’s (NOAA’s) Geostationary Operational Environmental Satellite (GOES) 

constellation (https://omniweb.gsfc.nasa.gov/ftpbrowser/flux_ogg.html).  Major solar particle events are defined as 

those characterized by peak SPE proton fluxes greater than 10 proton flux units (protons/ (cm2 sec str)) for proton 

kinetic energies greater than or equal to 10 MeV.   
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Figure 3.  Monthly average MDM DRAM SEU rates in the GCR region (excluding the SAA region). Monthly 

average SEU count data for eight external MDM-4s, four external MDM-10s, and eight internal MDM-16s are 

plotted against calendar year. 

 

 

Figure 4 shows both ISS altitude changes and changes in the solar F-10.7 index15 during the 2006 to 2016 time 

interval for the SAA region.  The increase in the F-10.7 between 2009 and 2014 indicates the move to solar 

maximum conditions from solar minimum conditions for solar cycle 24 and is accompanied by a decrease in trapped 

proton fluxes in the SAA region.  However the solar maximum for cycle 24 was weak, with F-10.7 not exceeding 

150 solar flux units, so that upper atmospheric density remained lower than for typical solar maximum16 so fewer 

protons were removed by collisions with thermosphere atoms and ions.  So, the increase in proton flux at higher 

altitude following the ISS altitude increase in mid-2011 easily overcame the weak solar maximum effect and a net 

increase in DRAM EDAC SEU rates was observed on increasing altitude. 

 

 

https://omniweb.gsfc.nasa.gov/ftpbrowser/flux_ogg.html
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Figure 4. Monthly average MDM DRAM SEU rates inside the SAA (excluding the GCR region). Monthly 

average SEU count data for eight external MDM-4s, four external MDM-10s, and eight internal MDM-16s are 

plotted against calendar year. DRAM SEU monthly rates compared to solar F-10.7 index and ISS altitude 
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Figure 5. GCR region DRAM SEU monthly rates compared to the GCR modulation parameter, ϕ. 
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Figure 5 shows how the DRAM EDAC monthly average SEU rate in the GCR region responded to changes in 

the solar heliospheric deceleration parameter, or GCR modulation parameter, ϕ17.  The GCR modulation parameter 

is an approximate measure of how effective the heliospheric environment (the solar wind and the solar 

interplanetary magnetic field carried with it) is at excluding GCRs from the inner solar system17.   During the 

maximum of the 11 year solar cycle, ϕ is at its highest values and lower energy (< 1 GeV/nucleon) GCR flux in the 

inner solar system is at a minimum.  At solar minimum, ϕ is at its lowest values and lower energy GCR flux in the 

inner solar system is maximum.   As shown in figure 6, the monthly average DRAM EDAC SEU rate in the GCR 

region increases from  ~40 (1/2005) to ~60 (1/2010), for a 50% rate increase, as the ϕ parameter decreases from 

~670 (1/2005) to ~300 (1/2010).   Between 1/2005 and 1/2010, the ACE spacecraft reported an increase in the 

oxygen cosmic ray flux, in the 178 to 238 MeV/nucleon kinetic energy window, of 3 to 7.5 #/m2 sec, or an increase 

of 150%18.   The ISS MDM DRAM SEU count rates are following trends in GCR flux observed in the interplanetary 

GCR environment.  

 

F. MDM Single Event Functional Interrupts  

The geographic distribution and timeline of ISS probable SEFI lock-ups observed between 2001 and 2015 are 

shown in figures 6 and 7.  While the majority of the SEFIs are located in the high latitude GCR region and the SAA 

regions, where the likelihood of the total number of observed events (16) is too small to support rigorous statistical 

analysis.  Recovery from MDM lockups require considerable time and effort (typically on the order of 12 to 24 

hours) on the part of ground controllers to power cycle, re-boot and re-synchronize the failed MDM. 

 

 
Figure 6. Geographic map of likely ISS MDM SEFIs between 2001 and 2015. 

 

As shown in figure 7, the number of SEFIs per MDM per year remained well below pre-flight hardware test and 

analysis verification predictions during the entire 14 year time interval, demonstrating that the test and analysis 

methods were sufficiently conservative to provide adequate design margins.  No correlation of MDM SEFI with 

major solar particle events were observed and none were expected given the effectiveness of geomagnetic shielding 

against solar particle events.  
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Figure 7.  ISS MDM lockup (recoverable SEFI) timeline for both standard and enhanced MDMs with the 

growth in total number of MDMs as ISS construction proceeded to assembly complete. The number of SEFIs 

per MDM per year remained well below pre-flight predictions during the entire 14 year time interval.  

 

 

III. ISS PCS System preflight SEE testing and in-flight performance 

 

A. The ISS PCS System 
The PCS lap top computers used on ISS are consumer COTS electronics products.  As such, they have generic 

reliability issues (independent of SEE effects) not presented by the more rigorously designed and controlled ISS 

MDM computers and other safety critical ISS avionics systems.  The PCS utilization plan includes a logistics plan to 

allow for replacement of PCS computers that fail hard due to the inevitable defects in parts and workmanship 

characteristic of many consumer electronic products that are not designed for high reliability service in a human 

spaceflight environment.   The ISS Program has mandated a number of constraints on the use of the PCS system on 

ISS that account for the expected reliability issues and limit how the PCS computers can be used in safety critical 

operations 19.    The ISS PCS computers use a LINUX operating system to minimize the likelihood of functional 

interrupts from software instabilities.  

 

B. Assembled article high energy proton testing 
Both the IBM 760 XD ThinkPad’s and the Lenovo T61P lap top computers, both of which have been used 

successfully as PCS computers on ISS, were subjected to pre-flight SEE susceptibility testing.  SEE testing of ISS 

PCS computers was not conducted using conventional heavy ion and proton testing on de-lidded parts with box or 

system failure rates calculated using part failure rates.  Instead the PCS laptops were subjected to high energy (200 

MeV) proton screening tests on assembled articles at the box and printed circuit board levels as previously described 
20, 21. 

The methods, advantages, and limitations of high energy proton testing of assembled electronic devices have 

been previously described22-27. Briefly, 200 to 500 MeV protons have sufficient kinetic energy and range in solids to 

penetrate packaged integrated circuits, printed circuit boards, and even electronic system enclosures with near full 

kinetic energy.  The test can detect SEUs caused by direct proton ionization. However, the LET value for 200 to 500 

MeV protons is so low that any device displaying proton direct ionization SEUs is normally rejected for space flight 

applications because the expected in-flight SEU rates are far too high.  However, a fraction of the high energy 

protons (roughly 1/289,000) collide with atomic nuclei inside the microelectronic device generating short-range, 

high atomic number, high-LET nuclear reaction products that can cause SEUs in susceptible devices22-27. So, one 

product of high energy proton SEU testing is data that allows direct estimation of in-flight energetic proton SEU 

rates because in-flight proton SEUs are the result of proton induced nuclear reactions in the microelectronic device.  

In addition, comparison of the subject nuclear reaction product LET spectra to expected space flight environment 

LET spectra flight and scaling allows an estimation of an upper bound on the expected in-flight heavy ion SEU rate 

also22-27.    
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C. ISS PCS System pre-flight testing vs. in-flight performance 

Estimated in-flight PCS SEFI rates, derived from pre-flight high energy proton testing, are compared 

with observed in-flight PCS SEFI rates in table 4.  The PCS SEFI data used to construct table 4 was 

screened to eliminate non-SEE FIs to the extent possible.  While the PCS SEFI rates are expected to show 

some dependence on local shielding mass environments.  Some variability in PCS SEFI sensitivity is also 

expected but the existing data does not support separating the two sources of variability. The minimum 

time between T61P on-orbit SEFIs is 4.15 hours, the average interval is 304 hours and the maximum 

interval is greater than 1800 hours.  

 
Table 4. Summary Statistics:  ISS PCS computers pre-flight testing vs in-flight performance. 

PCS Computer Type 3 IBM 760 XD Thinkpads 

Radiation SEFI per day 

7 Lenovo T61Ps 

Radiation SEFI per day* 

In-flight observation time frame 03/01/2001 to 12/31/2001 2011 to 2014 

Expected SEFI rate  (high energy proton testing) 0.04  0.13 

In-flight SEFI rate 0.023 + 0.012 0.013 + 0.004 
*Observation times for the 7 T61P laptops varied from 877 to 1088 days and two of the 7 T61Ps suffered 

hard failures that may or may not be radiation induced. 

 

 
Figure 8. Geographic distribution of T61P command fault error functional interrupts, both 

radiation induced and not radiation induced from 2010 to 2015. 

 

Both the XD 760 and the T61P PCS computers displayed more frequent SEFIs at high latitude and in 

the SAA than elsewhere but also displayed a significant number of FIs not caused by radiation.  The XD 

750 data has been previously reproted28. The geographic distribution of T61P command fault error 

functional interrupts is shown in figure 8.  Both SEFI and non-radiation induced FIs are shown.   The 

geographic distribution of SEFIs is similar to that of the internal MDM-16 DRAM EDAC SEUs.  A direct 

comparison of the 4 month average MDM DRAM SEU count for the 6 internal MDM-16s and the 4 

month average SEFI count for the 7 T61P PCS computers is shown in figure 9.   The correlation between 

the SEE responses of the two computer types strongly suggests that both are responding to the same space 

radiation environment factors. 
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Figure 9. A comparison of 4 month average SEE effect counts for 7 T61P PCS computers and 6 

MDM-16 internal MDMs.  The two different computers appear to be responding to the same SEE 

environment factors.   

 

Also like the internal MDMs, the PCS computers are showing no evidence of sensitivity to SPEs 

during the PCS SEFI study time intervals.  Figure 10 shows the date and latitude of T61P SEFIs and the 

date of solar particle events between 2010 and 2012.  By, inspection there is no correlation between SPEs 

and PCS SEFIs.  Only one SEFI out of a total of 50 observed SEFIs was coincident on the time line with 

an SPE.  SEP SEE effects are expected to be most noticeable at high latitude where geomagnetic 

shielding is less effective.   

 

 
Figure 10.  Date and latitude of T61P SEFIs and dates of SPEs 2010 to 2012.  There is no statistically 

significant correlation between PCS SEFIs and SPEs, even at high latitude. 

 

 

IV. Can ISS be utilized as a flight demonstration and test platform for cis-lunar and interplanetary 

flight systems?   

 

A. ISS High Latitude GCR SEE Environments 
As shown in table 3, 61% of the total external MDM DRAM EDAC SEU counts occur in the GCR region 

(outside the SAA) and 71% of the GCR region counts are found in the high latitude region (poleward of +40o 

geographic latitude) where geomagnetic shielding of GCRs is minimal.  Models of geomagnetic field effects on 

GCR transport in earth’s magnetosphere have been well known for decades and are included in most contemporary 

GCR transport and analysis tools, such as SPENVIS and CREME-9629.  More recent studies indicate that, while the 

magnetic rigidity cut-off is the same for all nuclei, inside the magnetosphere the cut-off is changing with kinetic 

energy30.  As a result, the relative abundance of heavier GCR nuclei to proton, e.g., C/p and Fe/p, are enhanced 

compared to the interplanetary environment by factors of 1.5 to 3 because the mass to charge ratio (Z/A) is 1 for 

protons and about 1/2 for heavier elements30.   The predicted enhancements in GCR heavy ion content, relative to 

proton, at high latitude are supported by both HEAO-3-C2 and AMS-01 space flight measurements and suggest that 

the ISS SEE environment at high latitude is likely to be more than adequate to support flight demonstration testing 
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of spacecraft hardware, designed for operations in the inner solar system interplanetary environment, as long as the 

subject hardware has been certified for flight via the ground based SEE testing and analysis  

 

B. ISS High Latitude GCR SEE Environments vs. Near Earth Interplanetary SEE Environments 
The attenuation of the GCR LET (linear energy transfer) flux by the magnetic field was calculated by comparing 

CREME 96 runs for near-earth interplanetary (no geomagnetic shielding) and the ISS orbit.  Figure 11 shows the 

GCR fluence versus LET for 100 mils (0.254 cm) of aluminum shielding for near-earth interplanetary (NEI, no 

geomagnetic shielding) and the ISS at 400 km and 51.6 degrees inclination, averaged over 1 day. The fluence in NEI 

is nearly 2 orders of magnitude greater than the ISS exposure averaged over the entire ISS orbit.   

 

 

 

 
Figure 11. GCR fluences for 1 day at ISS orbit and near-earth interplanetary for 100 mils (0.254 cm) of 

aluminum shielding. 

 

 

Figure 12 compares the NEI to orbit average ISS LET fluence for two different shielding thicknesses: 100 mils 

(0.254 cm) and 1000 mils (2.54 cm) of aluminum.  The effect of geomagnetic shielding is considerably reduced for 

the thicker shielding which would be more indicative of hardware located inside a pressurized volume.    

The figures 11 and 12 show results averaged over the entire ISS orbit.  Since the effect of geomagnetic shielding 

is the lowest at the highest geomagnetic latitudes encountered in the ISS orbit, the CREME 96 model can be used to 

estimate the NEI to ISS ratios of LET due to GCR at various latitudes.  This was accomplished by calculating the L 

shell values at an altitude of 400 km, and a constant latitude, around the 360 degrees of longitude using the 

International Geomagnetic Reference Field (IGRF) and then using the resulting range of L values in the calculation 

of the geomagnetic transmission function and resulting LET for GCR using CREME 96.  Figure 13 shows the flux 

versus LET for each of these L bins with that for NEI.  Figure 14, the ratio of NEI to each of these bins, shows that 

the geomagnetic shielding is almost total (off scale high) at the equator (the blue curve), is a factor of 10 to a 100 for 

a latitude of 40 degrees (L=1.5-2.5) and ranges from 1 to 10 for the L=2.5 to 4.5 encountered at 51.6 degree latitude.  

These calculations are for an aluminum shielding thickness of 100 mils (0.254 cm). As seen in figure 12 this effect 

is significantly reduced for 1000 mils (2.54 cm) of aluminum shielding. 
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Figure 12. Ratio of integral near-earth interplanetary to ISS orbit GCR fluences for 100 mils (0.254 cm) 

and 1000 mils (2.54 cm) of aluminum shielding.  Note that the effect of geomagnetic shielding is greatest for 

the lowest aluminum shielding thickness. 

 

 

 

 

 
 

Figure 13. Integral flux for Near Earth Interplanetary and 3 different L shell bins corresponding to 0 

degrees latitude (L=1-1.5), 40 degrees latitude (L=1.5-2.5), and 51.6 degrees latitude (L=2.5-4.5).  Figure 14 

shows the ratios of the flux at NEI to each of these fluxes. 
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Figure 14.  Ratio of integral near-earth interplanetary to ISS orbit integral GCR LET fluxes averaged 

over three different L shell regions with 100 mils (0.254 cm) of aluminum shielding.  L=1-1.5 corresponds to a 

geographic latitude of 0 degrees.  L=1.5-2.5 corresponds to a latitude of 40 degrees north.   L=2.5-4.5 is 

encountered at a latitude of 51.6 degrees north.  A similar range of L values is encountered in the southern 

hemisphere.  

 

Thus avionics on ISS are expected to encounter significant levels of GCR flux at the high latitude portions of its 

orbit.  The effect of geomagnetic shielding of GCR is more pronounced for avionics in thinly shielded exterior 

locations.  Hardware located in the interior of ISS will see GCR flux at LET fluxes less than an order of magnitude 

down from that encountered outside of the magnetosphere when at geographic latitudes near 51.6 degrees.   

 

 

 

C. ISS High Latitude SPE SEE Environments 
The geomagnetic field also provides latitude dependent shielding against SPEs31.  However, since the lower 

energy SPE particles are more effectively shielded by the geomagnetic field, we have observed no correlations 

between observed SEE effects in the ISS MDMs or PCS computers and SPEs during the observation periods 

reported here.  This suggests that geomagnetic shielding combined with spacecraft shielding mass have made the 

SPEs ineffective at generating SEE effects on ISS, though crew health instrumentation does routinely report these 

events at high latitude32.  CREME 96 calculations similar to those in section IV A, above, show that for 100 mils 

(0.254 cm) of aluminum shielding, the near-earth interplanetary SPE LET flux is reduced by a factor of 2000 

averaged over the ISS orbit.  For 1000 mils (2.54 cm) the reduction ranges from a factor of 1000 at low LETs 

(between 0.01 and 0.1 MeV cm2/mg to around 100 at LETs greater than 1 MeV cm2/mg of interest to avionics 

designers.  Figure 15 displays these results.  This, combined with the fact that SPE are short-lived and sporadic 

means that ISS is not a good testbed for proving that avionics will perform during prolonged exposure in 

interplanetary space.  That is best accomplished by ground based SEE analysis techniques. 

In summary, avionics performance on ISS in high latitude portions of its orbit, can be indicative of performance 

in the GCR environment of near-earth interplanetary space.   The LET flux at high latitudes is closer to NEI for 

heavily shielded hardware than for lightly shielded, exterior-mounted hardware.  The same is not true for solar 

particle event environments.  The geomagnetic shielding at the ISS orbit is more effective for SPE particles and 

performance on ISS is not indicative of performance in this environment 
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Figure 15.  Ratio of near-earth interplanetary to ISS orbit average solar particle event fluence versus LET 

for two different aluminum shielding thicknesses: 100 mils (0.254 cm) and 1000 mils (2.54 cm).  

   

 

C. ISS high latitude vs. interplanetary in-flight SEE rates on comparable microelectronic devices 
Additional evidence supporting the proposed utility of ISS as a flight demonstration and test platform for 

hardware intended for operations in cis-lunar and inner solar system interplanetary space can be found by comparing 

similar devices on both ISS and at least one interplanetary spacecraft.  Fortunately, the ESA SOHO spacecraft 

utilizes a DRAM chip (SMJ44100) that has a high degree of similarity to the ISS MDM DRAM chip (TMS44400) 

suggesting such a comparison is could be useful.   

Both the SOHO and ISS DRAMs were characterized for SEU sensitivity by determining the SEU cross section 

as a function of LET with conventional heavy ion testing as previously reported in reference 3 and references 

contained therein.  The test data was fitted to Weibull functions33, 34 and the Weibull functions for the SOHO and 

ISS DRAM parts are shown in figure 16.   

 

 
Figure 16.  Cross section vs LET functions for the ISS MDM DRAM and the SOHO DRAM (ISS MDM 

DRAM TMS44400 and SOHO DRAM SMJ44100)   
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The comparison of the two DRAM SEU rates in the ISS and SOHO environments is summarized in table 5.  The 

overall (all regions) ISS SEU rate is only a factor of 7 times smaller than the SOHO rate as shown in the first and 

last rows of table 5.  Considering only those ISS SRAM SEUs in the high latitude region and correcting for ISS 

residence time in the high latitude region, ISS SEU rate is only about 6 time smaller than the SOHO rate.  When 

further scaling corrections are made to account for differences in shielding mass, the interplanetary environment, 

and planetary shadow shielding (limits GCR flux to ISS but not SOHO), using Peterson Figure of Merit (FOM) 

methods34, the corrected or scaled ISS DRAM SEU rate is only 1.3 time smaller than the observed.   The FOM 

methods use the parameters of the Weibull function parameters for the two DRAM types, derived from conventional 

heavy ion testing data (Ref 3 and references therein) for both devices to estimate rates in various space flight 

environments generally overestimates observed in-flight rates by factors of 2 to 534.  As is evident in table 5, FOM 

overestimates in-flight SEU rates by a factor 2.9 for ISS (all regions), and a factor of 2.7 for SOHO.  Using the  

 

Table 5. Comparison of SEU rates of comparable devices – Interplanetary environment vs ISS orbital 

environments.  ISS MDM DRAM TMS44400 and SOHO DRAM SMJ44100 

Vehicle/flight environment Shielding 

Mass 

g/cm2 

In-flight SEU rate 

Upsets/bit day 

Peterson Figure of Merit  

(FOM) Upsets/bit day 

ISS Orbit (all regions)  10 8.5 x 10-8 2.5 x 10-7 

ISS High Latitude GCR Region  
(poleward of + 40o latitude) 

(corrected for 39% residence time only) 

 

10 

 

1.0 x 10-7 

 

3.4 x 10-7  
LEO ISS high latitude only correction 

ISS High Latitude GCR Region  
(shielding mass scaling corrections using 

FOM) 

1 2.2 x 10-7  

estimated 
7.4 x 107 

Shielding mass correction 

ISS High Latitude GCR Region  
(planetary shadow shielding correction on ISS 

SEU rate data)  

1 4.4 x 10-7  

estimated 
1.5 x 10-6 

SOHO  
(Earth-Sun L1 orbit) 

1 5.9 x 10-7 1.6 x 10-6 

 

FOM tool to correct for differences in shielding mass and spacecraft flight environment on moving from ISS LEO at 

10 g/cm2 shielding mass to  an interplanetary environment at 1 g/cm2 shielding leads to an estimated ISS MDM 

DRAM SEU rate of 4.4 x 10-7 upsets per bit day, reasonably close to the observed SOHO DRAM SEU rate of 5.9 x 

10-7 demonstrating that is possible, in a practical sense, to scale ISS SEU measurements from the ISS LEO shielding 

mass and SEE environments to the interplanetary environment at a different shielding mass. 

 

 

V. Summary and Conclusions 

 
1) ISS MDM DRAM SEU count rates display a strong dependence on both shielding mass and geographic location.   

Internal (high shielding mass) and external (low shielding mass) MDM DRAM SEU count rates respond differently 

in the SAA region and the GCR region (outside the SAA). For the 12 external MDMs, the DRAM SEU counts 

inside the SAA were 39% of the total counts for the time interval studied while for the 8 internal MDMs only 13% 

of the total SEU counts occurred inside the SAA.  The observed effect is attributed to differences in shielding mass 

between the two MDM populations.  External MDM SEU rates were consistently higher than internal MDM rates in 

the SAA region, again on account of shielding mass effects on the low kinetic energy (compared to GCR) SAA 

trapped proton population.  

 

2) In the GCR region, the highest MDM DRAM SEU count rates were observed in the high latitude region, 

poleward of 40o, for both MDM shielding mass environments.   For the 12 external MDMs, 71% of the total GCR 

region counts were observed in the high latitude region while for the internal MDMs, 64% of the total GCR region 

count was observed in the high latitude region.   The observed differences in SEU count between the two shielding 

mass populations is attributed to differences in shielding mass between the two MDM populations. The observed 

high latitude GCR region shielding mass effect suggests that the high latitude GCR population has a significant 

number of relatively low kinetic energy particles that can be affected by shielding mass.   The internal MDM SEU 
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rates were consistently higher than the external MDM rates in the GCR region, likely due to an increase in GCR 

secondary particle shower effects with increasing shielding mass.  

 

 

3) Between January 2005 and January 2018, the external MDM SEU rates responded primarily to solar cycle 

effects on the SAA trapped proton population and to increases in ISS flight altitude, with the expected increases in 

trapped proton flux with altitude offsetting any reduction in trapped proton population through the last solar 

maximum.   In the SAA region the internal MDM SEU rate shown very little variation between 2005 and 2017.  As 

solar cycle 24 winds down, both GCR and trapped proton fluxes are expected to increase and both the internal and 

external MDM SEU rates observed to be increasing after January 2015.  

 

4) In the GCR region, the internal MDM DRAM SEU rates are following changes in the heliospheric GCR 

modulation factor, ϕ, between 2005 and 2017.  As solar cycle 24 winds down, ϕ is decreasing so that more GCR 

particles of lower kinetic energy are able to enter the inner solar system and all MDM SEU rates are increasing 

outside the SAA following January 2015. 

 

5) We have observed no correlations between SPEs and either MDM monthly average DRAM SEU rates or MDM 

SEFI events.   MDM SEFI rates remain an order of magnitude smaller than pre-flight estimates based on test and 

analysis.  

 

6) The ISS PCS system laptop computers in-flight SEFI rates were lower by a factor of 2 to 10, depending on the 

make and model of laptop computer, than were predicted before flight on the basis of high energy (200MeV) proton 

testing.   It should be remembered that non-SEE FI rates for both laptops were comparable to SEE rates and that the 

use of both laptops on ISS is subject to a number of constraints designed to minimize the safety and mission success 

risks presented by this relatively unreliable consumer COTS hardware.  

 

7) The maximum MDM DRAM SEU counts are observed in the high latitude portion of the ISS orbit poleward of 

40 degrees latitude, where geomagnetic shielding of GCRs is minimal.  Decades of GCR transport modeling in the 

geomagnetic field and direct measurements of GCR flux at high latitude by AMS-01 suggests that the ISS GCR 

environment at high latitudes bears a high degree of similarity to the near earth interplanetary GCR environment 

leading us to propose that ISS may be useful as a flight demonstration and test platform for spacecraft hardware 

intended for operations in cis-lunar space and beyond.  Modeling the high latitude GCR environment using the 

CREME-96 SEE/TID analysis tool and comparing the observed SEU rates for comparable DRAM memories on ISS 

and SOHO lend some support to the credibility of the proposal.  AMS-02 has been operating on ISS for several 

years now and should be able to produce more complete and detailed high latitude ISS GCR environment date sets35, 

providing a sound basis for scaling ISS high latitude SEE data to the near Earth interplanetary environment.     
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